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Coordinated control is imperative for the distribution network with the integration of wind power, photovoltaic system, and energy storage system. Meanwhile, the advanced automation terminal, intelligent control technology, and information communication technologies have greatly promoted the informatization of distribution networks which also increase the correlation between the physical system (primary system) and the cyber system (secondary system). Hence, it is critical to comprehensively coordinate the planning of the cyber-physical system for building a highly reliable power grid. This work summarizes a series of challenges brought by the highly coupled cyber-physical system, such as the primary and secondary collaborated planning models and solution algorithms. Then, the reliability assessment theories of cyber-physical systems and their application in distribution network planning models are introduced. Finally, three development directions of distribution network planning in the future are proposed, considering primary and secondary system coordinated planning.
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INTRODUCTION
With the rapid development of information technology, communication technology, and electronic control technology, the cyber system has gradually become the core framework of power systems. As the coupling degree between the physical system (primary system) and cyber system (secondary system) increase, it is of great significance to realize coordinated planning of the distribution network, distribution automation (DA), and the communication network, etc (Cortes et al., 2017; Sun and Yang, 2020).
Primary system planning mainly includes distribution network structure determining, substation locating, and sizing. Particularly, the reliability evaluation for the primary system possesses huge challenges due to the renovation of microgrid (MG), DC distribution, and integrated energy system (IES), as well as the reformation of demand response (DR) and electric power system (Lotfi and Khodaei, 2017). The above factors further complicate the distribution network planning models, which result in lots of novel planning methods and solution algorithms in this field (Georgilakis and Hatziargyriou, 2015).
Secondary system planning is mainly composed of distribution automation system (DAS) planning and communication system planning. In the highly automated and information-based smart grid, a large amount of data information emerges along with data acquisition and control equipment that require a secondary system for synthetical management and analysis. Moreover, the stable operation of the power grid highly depends on the secondary system, which is the solid guarantee for building a strong power grid. However, in the process of promoting the automation and intelligence of the distribution network, the secondary system is a potential factor threatening the reliable operation of the primary system, for example, the well-known accidents at the Iran nuclear power plant blackout of 2010 (Farwell and Rohozinski, 2011) and Ukraine large blackout in 2015 (Liang et al., 2017). Secondary system failures directly or indirectly cause power grid performance deterioration and even load shedding, resulting in vast economic and social losses.
To improve the overall efficiency of the distribution network, it is necessary to implement the coordinated planning of primary and secondary systems from the perspective of global optimization (Gholizadeh et al., 2018). This paper introduces the basic contents of cyber-physical fusion based coordinated planning for the distribution network. The challenges of strongly coupled primary and secondary system planning are discussed from three aspects, i.e., secondary system reliability evaluation, coordinated planning models of the primary and secondary system, and solution algorithms. Besides, the current research status of high-reliability primary and secondary system planning from complex networks and optimization is also given. Lastly, this work summarizes the conclusions of primary and secondary coordinated planning for a highly reliable distribution network and proposes three future research directions from mathematical models, optimization algorithms, and engineering practices.
CYBER-PHYSICAL FUSION BASED COORDINATED PLANNING FOR DISTRIBUTION NETWORK
Basic Framework of the Primary and Secondary System
The primary system consists of a power supply, network frame, and switchgear coupled with a secondary system including an automation system and communication system, which collaboratively establish the highly intelligent, strong, and inseparable distribution network. Note that the above definitions are different from the literature (Gholizadeh et al., 2018), in which primary system and secondary system refer to a high voltage network and low voltage network, respectively. The research and development of cyber-physical system (CPS) related theories (Humayed et al., 2017) explain the coupling relationship between the primary system and secondary system (Liu et al., 2018), and the basic structure of CPS is shown in Figure 1. The interface equipment connecting the primary system and secondary system in this figure is an intelligent electronic device (IED), which includes a data acquisition unit, data monitoring unit, relay protection unit, and control unit. In distribution network CPS, the primary system is composed of power supply, transformer, switch equipment, and line, while secondary system incorporates IED, communication line, switch, server, control decision master station, etc. Moreover, CPS can be divided into four layers, namely backbone network, access network, an interface layer, and physical layer.
[image: Figure 1]FIGURE 1 | Basic structure of CPS.
Secondary System
Reasonable planning for the secondary system of the distribution network could greatly reduce the number of outage users and outage time, which is an effective way to improve the overall reliability of the distribution network (Popovic et al., 2019).
Distribution Automation System
According to the IEEE PES distribution automation team, DAS is defined as a system that enables power companies to realize remote monitor, manage, and operate distribution components in real-time. DAS is mainly composed of a central control system (CCS), distribution electronic station (optional), distribution terminal, and communication equipment, which is shown in Figure 2.
[image: Figure 2]FIGURE 2 | Structure of DAS
Feeder automation (FA) is one of the core contents of DA. When feeder failure occurs, FA can automatically or semi-automatically realize fault location, fault isolation, and power transfer to reduce the outage time for improving the reliability of the distribution network. If FA fails to work due to terminal failure or communication fault, it will weaken power reliability and even expand fault range. Therefore, the modeling and planning of FA are two key points in the coordinated planning of distribution networks considering reliability. Common distribution automation modes are shown in Appendix A.
The coverage of FTU and the selection of fault handling mode have a great impact on the reliability of the distribution network (Heidari and Fotuhi-Firuzabad, 2019). Especially, different automatic fault handling modes (e.g., local, centralized, and distributed), which rely on different FTU functions. FTU configuration based on primary equipment or collaborated planning of primary and secondary equipment has attracted the attention of scholars. For example, the “three remotes” terminals are equipped in most distribution network projects of China. This kind of mode improves the reliability of the distribution network, but blind allocation will reduce returns. In European countries, the investment subjects of DAS are distribution companies (DISCOs), which focus on both reliability and economy.
Distribution Communication System
The reliability of communication networks includes topology reliability and delay reliability. There are differences between different communication technologies. In general, optical fiber communication has strong reliability with expensive costs. The laying of optical cable often involves the restrictions of municipal construction. Wireless communication has the advantages of convenient maintenance and a small investment, but it will lead to communication delays due to information blocking. Furthermore, carrier communication and satellite communication are not widely used at present because of their inherent defects.
Different communication methods will affect the function realization of DAS and the reliability of the primary system. Thus, the communication mode planning and topology planning need to be simultaneously considered for high-reliability distribution network coordinated planning. Common distribution communication modes are shown in Appendix B.
CHALLENGES OF STRONG COUPLING PRIMARY AND SECONDARY SYSTEM PLANNING
There is a strong coupling between the primary and secondary systems, as shown in Figure 3. The primary system is easily affected by load fluctuation, fault disturbance, and renewable energy connection, while the secondary system is often influenced by electricity price, network attack, and communication interference. For deeply coupled CPS, these disturbances are potential threats that can reduce the reliability of the distribution network.
[image: Figure 3]FIGURE 3 | Coupling relationship between the physical system and cyber system.
Influence of Secondary System on Reliability
In traditional high-reliability distribution network planning, N-1 Criterion (Lin et al., 2019) is often adopted to evaluate risk value (Esmaeeli et al., 2017). Besides, simulation methods and analytical algorithms are used to evaluate the reliability of the distribution network and locate the weak links in the primary system. The abnormality conditions of the secondary system are caused by data measuring instruments, automated terminal equipment, communication standard, and network topology, which can increase the operational risk of the primary system. The influence of these factors on the reliability of the distribution system mainly includes the following aspects:
(1) The automatic terminal equipment of the secondary system is key to realizing feeder automation;
(2) The communication topology of the secondary system is the premise of accurate fault location in the primary system (Harri et al., 2019);
(3) Communication mode and protocol affect the power supply reliability of primary system via DAS (Cai et al., 2019);
(4) The data collected by the secondary system contains valuable information for operation planning and decision (Colak et al., 2016; Tuballa and Abundo, 2016; Dileep, 2020).
Coordinated Planning Model
Power grid planning can be divided into two types: distribution network expansion planning (DSEP) and planning from scratch.
At present, research on primary system planning is relatively mature, but the study about connection modes, extreme environment, load uncertainties, and DG uncertainties still needs to be supplemented and improved. In particular, connection modes are diverse, including radial type, N-1 ring network, and composite structure, etc., which have a significant impact on the reliability of the primary system. The distribution network is highly sensitive to the climate condition and geographical location which may lead to grid fault. Moreover, the output of DGs (e.g., wind energy conversion system, photovoltaic system, etc.) in the power supply side also have uncertainties due to the randomness and intermittency of renewable energy. The operating characteristics of the load side have changed because of the implementation of demand response and power market reforms. Hence, the modeling and calculation of the above uncertain factors are crucial but thorny tasks for researchers.
The planning level of the secondary system mainly includes automation terminal layout planning and communication topology planning. The former is equipped with automatic terminals on switching elements (such as section switch, tie switch, circuit breaker, etc.) to locate, isolate, and recover faults in the distribution network. Research on communication topology planning mainly focuses on the access layer since the backbone layer is relatively simple, which only has a small optimization space. Access layer topology planning optimizes the connection relationship between the terminal nodes, the terminal, and the distribution station of a secondary system for improving the resistance against external interference and disturbances.
The planning of primary and secondary systems mentioned above involves not only the optimization of topological structure (e.g., power supply location, grid structure, communication structure, etc.) but also the selection of electrical and communication equipment, and power supply capacity optimization, etc. Furthermore, the operation conditions of various planning schemes need to be considered to evaluate a series of key indicators of the system, such as network loss, income, and renewable energy consumption rate, and then a double-layer optimization framework of operation planning can be obtained. The model solution block diagram is given in Figure 4.
[image: Figure 4]FIGURE 4 | Model solution block diagram.
Distribution network planning first needs to collect the load characteristics of the park and the diagram of the planning area, then implements spatial load forecasting. Primary system planning can be carried out including the location and capacity of substations and DG based on the results of spatial load forecasting. Then grid scheme planning is acquired by incorporating line equipment selection and path planning, which will be conveyed to power source planning for realizing further optimization. Lastly, source-network collaborated planning of the primary system is formed via iterating the above process in limited times.
It is crucial to install the automatic terminal on the switchgear of the primary system based on source-network planning. Then, the communication topology optimization between each terminal needs to be carried out to build a run-plan collaborated model for the secondary system. The planning indexes of the secondary system are obtained through determined communication and automation schemes which will return to primary system planning. Hence, a multi-level planning model of the primary and secondary systems is formed, and the common control variables, constraints, and objective functions of each sub-model are shown in Table 1. The general mathematical model of cyber-physical fusion-based coordinated planning model can be expressed as follows:
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s.t.
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where x represents the binary investment variables; y is continuous operating variables; z is the vector relating to topology and reliability. cI is the investment cost; cO is the operating cost; cR is the reliability cost. f(x, y) represents the set of constrained functions used to model the operation and planning of distribution systems; and g(x, z) is a new set of constrained functions relating to reliability constraint.
TABLE 1 | Basic characteristics of the distribution network planning model.
[image: Table 1]Solution Algorithms
In the field of operation control optimization, there is a high demand for the efficiency of algorithms. For example, unit commitment (UC) and automatic generation control (AGC) (Zhang et al., 2018) require algorithms' solution time within the hour level, minute level, or even second level. The distribution network planning pays more attention to the quality of solution, i.e., obtaining a high-quality global optimal solution planning scheme in the possible shortest time.
Each level of decision-making in the multi-level planning model of the primary and secondary system has its objective function and constraint conditions. Regarding the decision variables from the upper layer as parameters, the lower layer could search the optimal solutions of this layer based on objective function and constraints which are finally returned to the upper layer. The upper layer can find the overall optimal solution within the possible range according to the feedback from the lower layer. Hence, the multi-level planning problem is complicated and it is difficult to obtain solutions. Even the simplest two-level planning problem is also an NP-hard problem (Jeroslow, 1985), as discussed in the literature on this subject (Blair, 1990; Bard, 1991).
Distribution network planning usually divides the planning cycle into several stages after considering load changes which increase the number of control variables and lead to dimensional disasters. Furthermore, the randomness of the DG and load side leads to vast uncertainties in the distribution system planning model. The uncertainty planning algorithms are then developed.
The main difficulty in high-reliability distribution network planning is that the reliability evaluation needs to consider topology search, which makes it difficult to acquire the explicit functional expression of the distribution network planning model and employ a convex optimization method to solve it. Therefore, it is necessary to simplify the reliability assessment appropriately according to the actual planning model.
Taking the primary grid scheme planning of the distribution network as an example, the number of feeders in the county can be reached by more than one hundred. Distribution network planning is a large-scale discrete and non-convex complex optimization problem in essence, and the commonly solved algorithms are classical mathematical methods and intelligent algorithms. After transforming the unsolved problem into the convex optimization problem, classical mathematical methods can be adopted to solve the global optimal solution. However, this method is hard to converge by high-dimensional non-convex problems. Intelligent algorithms have low dependence on models, but they generally have defects such as slow convergence speed, complex parameter settings, and falling into local optimum. In consequence, combining the above methods to form an effective hybrid algorithm is a valuable research direction.
COORDINATED PLANNING OF PRIMARY AND SECONDARY SYSTEM
The 24th International Power Supply Conference points out that the coordinated planning of the primary system and ICT system is key to improving the reliability of the distribution network which is worthy of attention.
Reliability Evaluation Algorithms
Although primary and secondary systems are coupled with each other, information equipment has an uninterrupted power supply that exerts little influence on the system. Hence, the reliability evaluation is mainly from the perspective of a physical system.
The factors that affect the reliability of the physical system by the cyber system include network equipment, network topology, communication mode, communication protocol, and communication distance, etc. Successful information transmission requires that the equipment components of the information link are in normal working conditions. A network component may exist in multiple information links at the same time, so failure will affect the reliability of multiple information links. The transmission performance of communication links is influenced by the following aspects: the connectivity affected by a network node and transmission channel failure, the timeliness affected by message transmission delay, and the accuracy affected by transmission errors (Haghighat and Zeng, 2016).
The impact of a cyber system on the physical system is manifested as whether the physical element can correctly realize its function. Therefore, the reliability evaluation of the cyber-physical system can be described by the working state of physical elements. According to the failure type of cyber system, the interaction of cyber-physical system can be divided into direct impact and indirect impact. In detail, the former includes the direct impact of information components and cyber systems on physical components, while the indirect impact measures the influence on physical components such as power generation equipment via enumerating and merging the possible states of the cyber system (Falahati et al., 2012; Falahati and Fu, 2014). The components according to IEC 61850 standard in the cyber system have three levels, i.e., process layer, interval layer, and management layer. It is of great significance to analyze the random failure of information elements for improving the stability of the microgrid system (Lei et al., 2014; Liu et al., 2020).
With the development of information technologies and power markets, the influence of human factors such as cyber-attack should be considered. CPS carries out vulnerability assessment under the joint attack of man-made physical and information (Sridhar et al., 2011; Li et al., 2016), which extends the concept of operational reliability to the cyber system (Davis et al., 2015; Xin et al., 2015). It is valuable to analyze the reliability of the distribution network when the communication network fails, considering the influence of network communication facilities, as well as the arrangement of synchronous switches and fault monitors (Mohammadi et al., 2019).
Traditional reliability indicators are unable to describe the coupling relationship of cyber-physical systems. Hence, some novel indexes are presented. The concept of information entropy is introduced to the physical system based on the operational control of the cyber system. The disordered state of physical nodes is denoted through energy entropy to evaluate the reliability of the microgrid CPS (Munoz et al., 2018). In terms of system indicators, the generalized system average outage frequency index, the generalized system average outage duration index, the generalized power shortage expectation index, and the generalized power supply availability index are proposed, combining the influence of information components on system failure (Wang et al., 2019). To evaluate the impact of cyber-physical systems after cyber-attacks, a set of elastic index evaluation models are also established (Clark and Zonouz, 2019).
In recent years, some scholars have overcome the problem that the original reliability evaluation algorithms require topological search and cannot be expressed explicitly. Literature on this subject (Munoz et al., 2018) establishes an explicit calculation formula for the reliability evaluation of the distribution network that has successfully been applied to DSEP. However, this method is only suitable for specific grid frames. Furthermore, a study (Jooshaki et al., 2019) proposes a linearized explicit function expression, which can greatly improve the solution efficiency of distribution network planning with satisfactory accuracy. Recently, another study (Li et al., 2020a) proposes a mixed integer linearized programming formulation of mesh distribution networks and applied this model in the distribution network planning model successfully in Li et al. (2020b) and Li et al. (2021). Note that there are a few works that focus on establishing explicit functional expressions for evaluating the reliability of primary and secondary systems, a promising research field.
Coordinated Planning Methods
CPS often has four levels, namely backbone network, access network, an interface layer, and physical domain. The control instructions of the secondary system determine the operating status of the primary system. Moreover, the grid status will influence the input of the cyber system and provide an energy guarantee.
In another study Yang et al. (2017), a double-level planning model is used to optimize the capacity, communication terminal location, and communication topology of the energy storage system. Reference Harri et al. (2019) designs the collaborated optimization of DG, charging pile, and protection equipment in a smart grid, and an intelligent optimization algorithm is adopted to solve the complex collaborated planning model. Another work (Heidari et al., 2018) develops a reliability analysis algorithm, considering the influence of interaction between primary and secondary systems on the reliability of CPS. Meanwhile, the genetic algorithm (GA) is used to optimize the fault indicator and switch position in this paper. As outlined in other literature, a study Mohammadi et al. (2019) has employed GA to realize high-reliability planning for control equipment and protection equipment in the distribution network. Moreover, other studies Heidari et al. (2017) have built a collaborated planning model of the primary network and secondary terminal equipment based on the reliability index constraints from the perspective of DISCO, which are solved by GA.
CONCLUSION
This paper summarizes the key difficulties of high-reliability primary and secondary system coordinated planning, such as reliability evaluation algorithms, coordinated models, and solution algorithms, etc. Then, two hot research directions in distribution network modeling are classified, i.e., the complex network frame and its optimization. It also describes some achievements of primary and secondary system coordinated planning.
The essence of primary and secondary system coordinated planning is a large-scale non-convex and non-linear planning problem with multi-variable, multi-stages, and multi-objectives. Furthermore, there are still some obstacles in applying primary and secondary coordinated planning to practical engineering problems, which can be discussed as follows:
(1) Academician Xue in the Chinese Academy of Science first proposed the concept of CPSS in 2017, which is a power system considering market game mechanism, environmental science, economic policy, and other human factors (Yu and Xue, 2016; Xue and Yu, 2017). It is necessary to further study the influence of market mechanisms and environmental factors on distribution network models based on primary and secondary system coordinated planning. The introduction of market mechanisms will inevitably bring more uncertainties that increase the difficulty of modeling.
(2) The optimization methods in cyber-physical system planning are mainly classic mathematical optimization methods and intelligent optimization algorithms. The former converts a mathematical model into a convex optimization problem to obtain the global optimal solution. While the latter does not rely on a specific mathematical model, but easily traps at a local optimum. The actual distribution network planning model often includes large-scale nodes, as well as multi-variable, multi-time, and multi-stage optimization. It is an effective way to combine classical mathematical methods and intelligent optimization algorithms to establish a stronger hybrid algorithm for solving the aforementioned complicated planning model.
(3) The development of emerging technologies such as cloud computing, the ubiquitous internet of things (IoT), and big data has promoted the integration of primary and secondary systems. However, most of the above concepts and theories still stay at the level of simulation computing. The efficient smart grid CPS test platform needs to be further explored to test, evaluate, and verify the feasibility of these novel theories.
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