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While the coupling between various energy systems is deepening as integrated
energy develops quickly, security risks in the information network system will be
introduced into the physical system, and the interaction between the systems
causes the security risks to increase. It is essential to maintain the multi-energy
coupling integrated energy system'’s safe and reliable operation. Therefore, this
paper first constructs the cyber physics system (CPS) model based on the
electricity-gas integrated energy system (EGIES), the fault propagation
mechanism of the system caused by the cyber attack is analyzed, and the
cyber attack scenario simulation method based on the N-n predicted fault set
is proposed. Secondly, based on the optimal load shedding model and the
reliability assessment index, the reliability assessment method of the
electricity-gas integrated system under cyber attack is proposed. Then, on the
basis of system reliability assessment, a multi-time scale reliability improvement
strategy based on branch power and pipeline flow optimization of EGIES under
cyber attack is proposed. Finally, the simulation results of the IEEE57-NGS20
electricity-gas integrated system verified the effectiveness of the proposed
method. The proposed optimization strategy reduces the out-of-limit range
of power transmission lines and natural gas pipelines, reduces the probability of
cascading failure in the system under information attacks, and improves the
resistance and energy supply reliability of the system against cyber attacks.

KEYWORDS

electricity-gas integrated system, cyber attack, N-n predicted fault set, reliability
assessment, multi-time scale improvement strategy

1 Introduction

With the development of the economy and society, the traditional single energy system
can no longer meet the needs of the current society. The emergence of EGIES has realized
the effective interaction and efficient utilization of electric energy and natural gas. Under the
action of gas turbines and P2G units, the Integrated system enables a two-way flow of
electricity and natural gas, optimizing the overall structure of energy generation, mitigating
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environmental pollution, and balancing energy supply and
demand (Sun et al, 2016; Yu et al, 2018). However, with the
deep coupling and complementarity of energy between
subsystems, the fluctuations caused by the internal uncertainties
of each system can easily spread to other systems through the
coupling link (Li et al., 2019; Wang, 2021). At the same time, the
security risks in the information network may also be introduced
into the energy physics system. The interaction between the
systems increases the risk of the entire EGIES. Therefore, it is
very important to deepen the research on the reliability assessment
and improvement strategy of the EGIES (Jia et al., 2019; Ding et al.,
2021; Ling, 2021).

For the reliability assessment of integrated energy systems
at the physical level, reference (Yu et al., 2018) propose a
reliability assessment method for EGIES with electricity to gas
conversion based on the established energy flow model, load
reduction optimization model, and the reliability index. In
(Bao, 2021), a general reliability model of EGIES is established
to analyze the system fault propagation and its influence on
system reliability. Reference (Yang et al., 2021) resorted to a
Bayesian network algorithm for time-sequence simulation to
analyze and probe into the reliability of the EGIES. A system
reliability assessment method combining the Markov process
and Monte Carlo was proposed (Ni et al.,, 2020). In (Chen
et al,, 2018) proposed a method for system power supply
reliability assessment based on the analytical algorithm. A
customized multidimensional discrete convolution algorithm
was proposed to calculate the reliability model and evaluate
the reliability of the multi-energy coupling system from a new
perspective (Yan et al,, 2021). A reliability assessment method
of EGIES based on comprehensive demand response was
proposed considering load demand response (Gong et al,
2021). Literature (Ren et al., 2020) puts forward the concept of
substitutable load to study the reliability of EGIES. Literature
(Yan, 2020) mainly studies the reliability of the power system
in the EGIES and analyzes the influence of system
environmental disturbance, natural gas system failure, and
other factors on the reliability of the power system. In (Zhang
et al., 2017), the energy hub model was established, and the
particle swarm optimization algorithm was combined with the
traditional interior point method to form the reliability
evaluation system. In (Li et al, 2022), the difference in
transmission speed of different energy sources was
considered, and the stochastic Petri net model of the
network was constructed to evaluate the energy supply
reliability of the EGIES.

At present, the research on the reliability assessment of
integrated energy CPS is still in its infancy, and most of the
research is on the reliability analysis of electric CPS. Among
them, References (Xue et al., 2018; Zhang et al., 2021; Fan et al.,
2022) established the integrated energy CPS model based on the
modeling idea of electric CPS. In (Liu et al., 2018), a reliability
model of information

systems considering multiple
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information failure factors is established, and the influence
of information side factors on the reliability of electric CPS
is analyzed. Reference (Xu, 2019) established the reliability
model of the information layer and physical layer equipment
of electric CPS. Literature (Chen et al, 2019) considers the
reliability evaluation of power systems under multiple
information failure scenarios. Reference (Wang et al., 2019)
improved the reliability index system of CPS by adding the
entropy reliability index in reliability assessment. In (Guo et al.,
2016; Yuan et al., 2019), the reliability model of information
failure is established, and the reliability assessment method of
the power system based on the information monitoring
function is proposed. In (Guo et al., 2019), the Monte Carlo
method considering time series is proposed to simulate the state
of the electric CPS in the island state, and then the reliability is
quantitatively evaluated.

The current research shows that cyber attacks will bring a
great risk of cascading failure to the CPS. As long as the cyber
attacks are successfully completed, they will definitely affect the
system and even lead to serious catastrophic consequences.
Therefore, it is necessary to study the reliability of the
integrated energy CPS considering cyber attacks (Wang, 2020;
Wang et al, 2020; Zheng et al,, 2022). This paper primarily
examines the reliability assessment of the EGIES taking cyber
attacks into account and how to increase the system’s reliability
in an effort to address the pressing challenge.

The contributions of this article are summarized as follows:
1) Firstly, the CPS model of EGIES is constructed, and the fault
propagation mechanism of the system caused by the cyber attack
is analyzed. According to the N-1 criterion, an information attack
scenario simulation method based on the N-n expected fault set
is proposed. The simulation method can reduce computational
difficulty while ensuring that all the cyber attack scenarios of the
simulation system are set. 2) The reliability assessment method of
EGIES considering cyber attacks is proposed, and the influence of
cyber attacks on the reliability of power supply and gas supply of
EGIES is quantitatively evaluated, the obtained reliability index
lays a foundation for the study of system reliability improvement
strategy. 3) An optimization strategy of branch power and
pipeline flow of EGIES is proposed for cyber-attack. In view
of the situation that the branch power and pipeline flow of each
system cannot be optimized uniformly, and considering the slow
dynamic characteristics of the natural gas system in actual
operation, the optimization objectives are to maximize the
safety distance between the branch power of the power system
and the pipeline flow of the natural gas system and the limit
value, respectively. A bi-level optimization model of branch
power and pipeline flow of EGIES considering multi-time
scales is established; the optimization model of each layer is
solved by improving the particle swarm algorithm, and the effect
of the proposed optimization strategy on system reliability under
cyber attack is analyzed in detail. The effectiveness of the
proposed method is verified by simulation cases.
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FIGURE 1
The structure of the CPS of EGIES.

2 The electricity-gas integrated
energy system model under cyber
attack

2.1 The cyber-physics system model of
electricity-gas integrated energy system

The CPS model of EGIES is divided into an information system
for information interaction and a physical system for electricity-gas
interconnection. The physical system includes a power subsystem,
natural gas subsystem, and coupling equipment. The subsystems are
coupled and complemented by the gas turbine (GT) and the power
to gas (P2G) units to realize the coupling of electric energy and
natural gas. The information system includes the terminal
equipment for measuring information and controlling execution,
the communication equipment mainly composed of switches and
routers, and the control server of the whole system. The physical
system and the information system realize coupling interaction
through information acquisition and control instruction action. It
is set that all nodes and branches of the physical system are equipped
with sensors and controllers. The communication link between the
terminal unit (sensor, controller) corresponding to the physical
system node and the control center is equivalent to an
information node. The simplified structure of the CPS of EGIES
is shown in Figure 1.
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The information system model matrix is expressed as follows:

Ill 112 IlN
Iy I - Iy

I=| . . ) (1)
Iyt Iny - Inn

Where N is the total number of physical system nodes, I
represents the state of the information node through the
0-1 variable. The diagonal element is one, which represents
the state of the information node corresponding to the
physical system node. The non-diagonal element represents
the state of the information node corresponding to the
physical system branch. If there is a line or pipeline between
the physical node i and the node j, then Lj=1I;=1, otherwise,
then I;; = I;; = 0.

2.2 Analysis of fault propagation
mechanism of electricity-gas integrated
energy system under cyber attack

The security mechanism of the control center in the EGIES is
perfect, and the probability of a successful cyber attack is very low.
Compared with the control center server, the communication links
and devices are more likely to be attacked successfully. To study the
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FIGURE 2

The influence of various cyber attacks on CPS.

impact of cyber attacks on physical systems, this paper selects false
data injection attacks (FDIA attacks), denial of service attacks (DoS
attacks), and replay attacks to analyze the fault propagation
mechanism caused by them. The impact of the above three cyber
attacks on the CPS is shown in Figure 2.

Due to the different fault propagation mechanisms of various types
of cyber attacks, the impact of cyber attacks on the physical system is
different in the normal operation of the physical system and the failure
of the physical system. When the physical system is in normal
operation, the Dos attack has no effect on the system because the
information received by the device is the data of the previous moment.
The main influencing factors are FDIA attack and replay attack; when a
physical system fails, fault detection and recovery are required, which
depends on a completely reliable information system. When the
information system is not completely reliable, the fault detection
and recovery process of the physical system will be affected accordingly.

2.3 Cyber attack scenario simulation
method based on N-n predicted fault set

According to the idea of the “N-1 fault set,” this paper proposes
a cyber-attack scenario simulation method based on the “N-n
preconceived fault set,” where n =1,2,---,N, n is the number of
attacked nodes. The small power-gas interconnection information
physical system shown in Figure 3 is taken as an example to
introduce, and the specific simulation implementation is as follows.

As shown in Figure 3, the node and branch numbers of the power
and the
corresponding information node numbers are E1’,E2'---E5" and

system are EI1,E2---E5 and linel,line2-- line7,

linel’,line2'---line7’. The node and branch numbers of natural
gas system are G1,G2---G6 and pipel, pipe2---pipe6, and the
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corresponding information node numbers are G1’,G2'---G6' and
pipel’, pipe2’--pipe6’. Information nodes E1’,E2'---E5’ and
G1',G2'---G6' are selected as attack objects, a total of
11 information nodes for the attacker to select. To traverse all attack
situations, the number of attack nodes is from 1 to 11, and the above
11 information nodes are extracted in turn. The above simulation
methods have the problems of amounts of computation and long
computation time. Therefore, scenario reduction is required to screen
out a few representative scenarios from a large number of scenarios, and
the reduced cyber attack scenarios are used for subsequent reliability
evaluation. In this paper, according to the position and characteristics of
system nodes, the attack objects with the same attributes are first
divided into the same area, and then the attack objects are selected in the
divided area for permutation and combination to obtain a new fault set.
The schematic diagram of system node division and the fault set
extracted after division is shown in Figures 3, 4.

Through the “N-n expected fault set” simulation method
proposed in this paper, FDIA attack, Dos attack, and replay
attack scenarios can be simulated respectively. This simulation
method can reduce computational difficulty while ensuring that
all cyber attack scenarios are simulated as much as possible, and it
is suitable for systems of any scale.

3 Reliability assessment of electricity-
gas integrated energy system under
cyber attack

3.1 Optimal load shedding model

Based on the gathered physical system measurement data and
the specified optimization objectives, the control center takes

frontiersin.org
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FIGURE 3
Schematic diagram of system node partition.
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FIGURE 4

Schematic diagram of simulated sampling for cyber attack.

optimization decisions. When the system is disturbed by cyber
attacks and does not meet the operation constraints, the information
system needs to optimize the scheduling. The optimal load reduction
model is a mathematical model for simulating safety correction.
Aiming at the power supply reliability of the system and considering
the electric load and natural gas load, this paper establishes the
optimal load shedding model with the objective function of
minimizing the overall load shedding of the two systems. The
objective function is as follows :
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Ne Ny
min ( Y XC;+GHV Y ACe )

i=1 j=1

where Cf represents the load shedding of the power node i, C]g is
the load shedding of the natural gas node j, A{ and /\? are the
importance coefficients of electric load and gas load respectively,
GHYV represents the calorific value of natural gas, N, is the total
number of power system nodes, and N g is the total number of
natural gas nodes.
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System constraints include power subsystem constraints,
natural gas subsystem constraints, and coupling equipment
output constraints, as follows:

ZPG,i"' Z Pgri — Z Ppyi — z Df"’ ZC;?:O

i€Qg i€QgE i€Qpyc i€Qpe i€Qce
PG,i + PGT,i - PPZG,i - Df + Cf = BG,
min max
PG,_i < Pg; < P¢;
min ymax
PP <p <P
0<C;<D;
(3
Y g _
Z Fy ; + Z Fpy,j — z Ferj - z Dj+ z Cj =0
j€Ow j€QpG j€Qer Jj€Qpg j€Qcq
F;“V{‘} <Fy,;< F%‘f}‘
min max
p j <pjsp j
0<CI<Dd
J J
4)
min max
Péri < Peri < Por; (5)
min max
PpaGi < Praci < PG,

Eq. 3 is the constraint condition of the power subsystem. Pg;,
Pgri» Ppyg,» and Df are generator power generation, gas turbine
power generation, P2G unit power consumption, and node load, B is
susceptance matrix, 6; is the voltage phase angle of the node i in
power system, P; is the active power of power transmission line /,
Pg; ™, and Pg; ™" is the upper and lower limits of traditional
generator power generation, P; ™, P; ™ ig the upper and lower
limits of transmission line power; Eq. 4 is the constraint condition of
the natural gas system. Fyy j, Fgr,j, and, Fpyg,j are the gas supply of
natural gas source, the gas consumption of gas turbine and the gas
production of P2G unit, respectively. D? is the gas load, p; is the
node pressure, Fy ;™" and Fy ;™" are the maximum and
minimum values of the gas source outlet flow, p; ™ and p;™®
are the maximum and minimum values of the node pressure. Eq. 5 is

the output constraint condition of coupling equipment. Pgr; "™

and Pgr; ™" represent the upper and lower limits of gas turbine
power generation, Ppy,; ™ and Ppyg; ™ represent the upper and

lower limits of P2G unit gas production.

3.2 Reliability assessment index

In this paper, the load shedding amount is used as the
standard to assess the energy supply reliability of the EGIES.
Based on the objective function of the optimal load shedding
model, the expected electric demand not supplied (EENS) and
the expected gas demand not supplied (EHNS) are set as the
indexes to assess the reliability of the power supply and gas
supply of the system. The smaller the value is, the more stable and
reliable the system is, The formula is as follows:

1 n Ng
EENS ==Y %C5,
neioia

(6)
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n Ng

1
EGNS =~ %} Ci,

ka=1j=1

%

Where # is the simulation times, N, is the number of power
nodes, N g is the number of natural gas nodes, Cﬁkl is the power
load shedding of the node 7 in the k; simulation, and C?, x, is the
natural gas load shedding of the node j in the k; simulation.

3.3 Reliability assessment process

Based on the analysis of the fault propagation mechanism of
EGIES under cyber attack and the simulation method of
information attack scenario based on N-n preconceived fault set,
the reliability assessment method of EGIES under cyber attack is
proposed. The specific evaluation process is shown in Figure 5.

4 Reliability improvement strategy of
electricity-gas integrated energy
system under cyber attack

In view of the cyber attack scenario, this paper takes the branch
power and pipeline flow in the EGIES as the optimization objective
to optimize the system scheduling and improve the system’s energy
supply reliability in the face of cyber attacks. Due to the different
energy categories of electricity and natural gas, the response speed of
the power subsystem and the natural gas subsystem to the control
instruction is different. The power transmission is fast, and the
response time is short, usually seconds to minutes. While the natural
gas system has a storage effect, and the response time is usually
minutes to hours. Therefore, according to the different response
speeds of each energy system, a bi-level optimization model of
branch power and pipeline flow of EGIES considering multi-time
scales is established, and the optimization models of each layer are
optimized according to their respective time scales.

The optimization goal of the constructed model is to find the
topological nodes with the smallest difference value between the
transmission branch power of the power system and the pipeline
flow of the natural gas system and the limit value respectively,
and to maximize the difference through optimization, the
potential over-limit branches in the system are reduced, and
improve the energy supply reliability of the system in the face of
cyber attacks.

4.1 Pipeline flow optimization model of
natural gas system

The upper layer optimization model takes the maximum
safety distance between gas pipeline flow and the limit value as
the objective function, the objective function is as follows:
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FIGURE 5
Reliability assessment process of the EGIES.
( [Fmax IF h” ) ) ) value and the limit value, and reduce the potential risk of
pipe pipe, min

Where the subscript k is the number of the scheduling period
of the natural gas system, F p;p. » is the gas flow of each pipeline

max

in the scheduling period h, Fp;,. "** is the maximum gas flow
that the natural gas pipeline can bear, and |Fpipel is the
absolute value of the pipeline flow. The above objective
function means to search for the pipeline with the smallest
difference between the pipeline flow and the flow limit, and
the Fpipe "™ — |F pipe,n| of the pipeline is the largest, that is, the
most easily over-limit pipeline in the natural gas system is
optimized to maximize the safety distance between the flow
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pipeline over-limit.
The natural gas flow balance constraint is as follows:

Y Fwiut+ Y Fecu— Y Forwt Y (Q,-QM)

WieQ,, P2GieQpyg GFieQgr meQpipe
- Z Dyi - Z Cojn
gi€Qy 9j€Qcq

®

Where, Fy;, is the gas supply volume of the natural gas source
Wi, Fpygip is the gas output volume of P2G unit Fgrip is the
m i and Q"”h are
the gas inflow and outflow of the pipeline 1, D; is the gas load of

natural gas consumption of gas turbine GT1,
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the node gi, and Cy, is the load shedding of the natural gas node
9J- Qu» Qpacs Qaes Qpipes 24, and Oy represent the set of gas
source nodes, P2G nodes, gas turbine nodes, pipeline nodes, gas
load nodes and load shedding nodes, respectively.

The natural gas system security constraints are as follows:

{p <pi<p (10)

F;‘l.;‘,‘z < Fpipesn <Fpie
Where, pj, is the pressure of the natural gas node, p ™~ and p ™"
are the maximum and minimum pressure that the node can
withstand, Fp;p is the gas flow through the pipeline, F;p, ™~
and F ;. ™" are the upper and lower limits of the pipeline flow.

The unit output constraints are as follows:

min max
Fy? < Fyiy <Fyy;

min max
F GTi <Fgrin<F GTi

min max
F P2Gi S F P2Gih S F P2Gi

(11)

Where Fyy; ™* and Fyy; ™" are the upper and lower limits of gas

supply at the gas source node, For; " and Fgr; ™ are the upper

%% and

and lower limits of gas consumption of gas turbine, Fpyg; ™
Fpagi ™" are the upper and lower limits of output natural gas of
P2G unit.

The gas load shedding constraints are as follows:

0<Cyjn<Dy; (12)

Where, Cj 1, is the load shedding of the natural gas node gj, and
Dy; is the total gas load of the node gj. The constraint indicates
that the gas load shedding cannot exceed the total load of
the node.

4.2 Branch power optimization model of
electrical power system

The lower layer optimization model takes the maximum
safety distance between branch power and the limit value as the
objective function, the objective function is as follows:

max( [Pl e — |PI,T|] min) (13)

Where the subscript 7 is the number of the scheduling period of
the power system, Pj, is the active power of the power
transmission line, P;™** is the upper limit of the active power
of the transmission line, |P;| is the absolute value of the active
power of the transmission line. The above objective function
means to search for the branch with the smallest difference
between the branch power and the limit value, and the P; ™ —
|P;;| of the branch is the largest, that is, the most easily over-limit
branch in the power system is optimized to maximize the safety
distance between the branch power and the limit value, and
reduce the potential risk of branch over-limit.

The power supply and demand balance constraints are as
follows:
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z Pgix + z Peric = z Ppagiz = Z D.; + Z Cejr

GieQg GFieQgr P2Gi€Qpg eicQ, ej€Qe
=0
(14)

Where, Pg; . is the power supply of traditional generator Gi, Qg is
the set of traditional generators, Pgri . is the power output of the
gas turbine GTi, Qgr is the set of gas turbine nodes, Ppyg; . is the
power consumption of the P2Gi unit, Qp,g is the set of P2G
nodes, D,;; is the power load of node ei, Q, is the set of power
load nodes, C,j ; is the load reduction amount of natural gas node
ei, and Q. is the set of nodes with load cutting.
The power system security constraints are as follows:

{ prin< py, < Prex (15)

Gmingefgemax

Where, P, and P;™" are the upper and lower limits of the
active power of the transmission line, 0; is the pressure phase
angle of the system node, 0™ and 6™ are the maximum and
minimum voltage phase angles that the node can withstand.
The unit output constraints are as follows:
PG < Pgir < PG
PCri < Peric < PGE;

T GTi
min max
PG < Pracic < Ppyg;

(16)

Where, Pg; "% and Pg; ™" are the maximum and minimum
power generation of traditional generators, Pgr; ™ and Pgr; ™®
are the maximum and minimum active power generated by gas
turbines, and Ppyg; ™™ and Ppyg; ™" are the upper and lower
limits of power consumption of P2G units.

The power load shedding constraints are as follows:

0<C,j <D, 17)

Where, Cj . is the load shedding of the power node e, and D, is
the total power load of the node ej. The constraint indicates that
the power load shedding cannot exceed the total load of the node.

4.3 Multi-time scale improvement strategy
of electricity-gas integrated energy
system

Figure 6 shows the multi-time scale scheduling optimization
framework of the EGIES. Different time scales are assigned to the
two subsystems. The optimization scheduling process of each
layer is as follows:

The upper layer optimization model of the natural gas
system: the execution time of optimal scheduling is long, and
the scheduling time scale is set to ¢ ;. The optimal scheduling plan
is sent to the lower-level optimization model of the power system
and waits for its optimization end instruction.

The lower layer optimization model of the power system:
the execution time of optimal scheduling is short, and the
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Multi-time scale scheduling optimization framework of the EGIES
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performs the jth
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FIGURE 7
Multi-time scale optimal scheduling process of the EGIES.

scheduling time scale is set to t,. For the convenience of

research, let tylte = N € R, continue to repeat the
scheduling and execution to the next time window after the
end of a scheduling. When the total time of

optimal scheduling is the same as the execution time of
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the upper model schedule, stop the optimization and
send the instruction of the optimization end to the upper
layer.

The specific implementation method can be divided into the
following two situations:
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FIGURE 8
The Flow chart of the optimization model solution

Case 1: When T, < Ty, the response of the natural gas system
to the control command is not over during this period, and the
power system itself performs rolling optimization scheduling.
At this time, the state quantity coupled with the natural gas
system is constant relative to the power system. The boundary
state of the power system can be directly determined
according to the state of the natural gas system and the
boundary coupling conditions, that is, the output power of
the gas turbine during the optimization of the power system is
considered to be a fixed value, and the P2G can be considered
as a variable load, which is not different from the
ordinary load.

Case 2: When T, =Ty, the scheduling time of the power
system and the natural gas system coincide, the boundary

Frontiers in Energy Research

Are the convergence
conditions satisfied?

10

No

coupling parameters need to be updated, and each
subsystem enters the next optimal scheduling.

the
implementation process

the
scale

According to above analysis, specific

of multi-time optimal
scheduling of EGIES can be obtained, as shown in Figure 7.
Compared with the traditional scheduling strategy that does
not consider the response speed of each subsystem, the
scheduling strategy in this paper does not need to perform
the global calculation on the system every time. In the time
range of a natural gas system optimization schedule, the power
system can be optimized many times, reducing the number of
natural gas unit output adjustments and avoiding unnecessary
calculations.
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FIGURE 9
Simulation diagram of IEEE 57-NGS20 electricity-gas network.

4.4 Reliability improvement strategy
solution of electricity-gas integrated
energy system

In this paper, the improved particle swarm optimization
algorithm is used to solve the established optimization model.
Power system and natural gas system have their decision
variables, so each layer of the optimization model should
be solved by an improved particle swarm optimization
algorithm. Due to the different response speeds of the
power system and the natural gas system, the natural gas
system can only be solved once after the power system is
solved several times, and then the coupling variables are
updated between the two subsystems, and the optimal
solution of the two-layer optimization model is finally
obtained. The solution process of the optimization model is
shown in Figure 8.
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5 Case analysis

5.1 Basic data

To verify the effectiveness of the model, index, and method
established in this paper, the IEEE57-NGS20 (EGIES) is taken as
an example to carry out simulation analysis. The system topology
is shown in Figure 9. The power system includes 78 transmission
lines and seven traditional generators. The natural gas system
includes 19 gas pipelines, 2 gas sources, 2 gas turbines, and 2 P2G
equipment. The 44 and 52 nodes of the power system are
connected to P2G equipment respectively, and the converted
natural gas is injected into the natural gas network through the
5 and 14 nodes of the natural gas system. The natural gas system
3 and 13 nodes are connected to the gas turbine respectively, and
the generated electric power is input into the power grid through
the power system nodes 2 and 48. The conversion efficiency of
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FIGURE 10
Reduction of electrical load and gas load under cyber attack.

TABLE 1 Failure scenario simulation.

Electric power system

Fault scenario Physical side Information side

casel L18-19 Ie3-4

case2 L18-19 Ie3-4,Ie1-15

case3 L18-19 Ie3-4,Ie1-15,Ie20-21

case4 L18-19 Ie3-4,Ie1-15,1e20-21,1e6
case5 L18-19 Ie3-4,Ie1-15,1e20-21,1e6,Ie7-8

P2G units is usually 50%-64%. In this paper, the conversion
efficiency of P2G equipment is 0.5.

5.2 Analysis of results

5.2.1 Analysis of the impact of cyber attack on
the electricity-gas integrated energy system

In the EGIES, 78 lines of the power system and 19 pipelines of
the natural gas system are respectively used as cyber attack
targets. The FDIA attack is simulated to tamper with the
measurement information of the system, and the normal
information is tampered with as overload information to
make the system branch break. The electrical load reduction
amount and gas load reduction amount of the system when the
corresponding information node of each branch is under
information attack are calculated, and the load reduction
result is shown in Figure 10. The abscissa is the branch
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Natural gas system

Fault scenario Physical side Information side

casel G13-14 Igl-2

case2 G13-14 Ig1-2,Ig5-6

case3 G13-14 Ig1-2,Ig5-6,Ig11-12

case4 G13-14 Ig1-2,1g5-6,Ig11-12,1g4-14
case5 G13-14 Ig1-2,1g5-6,Ig11-12,1g4-14,Ig14

number corresponding to the attacked information node,
where No. 1-78 is the power system line number, 79-97 is
the natural gas system pipeline number, and the ordinate is the
reduction of electric load and gas load in the cyber attack
scenario.

According to the results of Figure 10, there are 35 lines of
power load reduction caused by information attack, which
results in the reduction of gas load in all branches of the
natural gas system. It can be seen that the natural gas system is
more likely to cause failure by information attack, so the
protection of the natural gas information system should be
strengthened.

To intuitively compare the changes in load supply of the
power system and natural gas system caused by cyber attacks,
and the impact of cyber attack degree on the physical side system,
the fault scenarios are simulated on the power system side and
the natural gas system side respectively. Table 1 shows the fault
scenario Settings, L18-19 represents the physical side of the

frontiersin.org


https://www.frontiersin.org/journals/energy-research
https://www.frontiersin.org
https://doi.org/10.3389/fenrg.2022.1049920

Zhao et al. 10.3389/fenrg.2022.1049920
A Power system
400 T T T T T
| —— No fault
3501 — casel -
case2
— case3
3001 — case4 ’
g — caseb
= 250F 1
2
s
S 200r 1
[0}
©
8 150f i
o
2 100f 1
o
50 K 1
0 \\l /“\Aw\ VANV VaN A/m«~~—
0 10 20 30 40 50 60
Power Node Number
B
Natural gas system
70 T T 1} T T T T T I I
No fault
case1
6001 case2 ]
case3
- cased 1
§ 500 cased
(&)
2 oo |
=
)
s
S 300F 1
0]
®
© 2001 .
]
0]
O 100 .
. /
0 2 4 6 8 10 12 14 16 18 20
Natural gas node number
FIGURE 11

(A) Change of power system load supply, (B) Change of natural gas system load supply.

power node 18 and 19 branches are disconnected, Ie3-4 and
Ie6 represent the power branch 3-4 and node six corresponding
to the information node function failure, G13-14 represents the
physical side of the natural gas node 13 and 14 pipelines are
disconnected, Igl-2 and Igl4 represent the natural gas pipeline
1-2 and node 14 corresponding to the information node function
failure, other faults represent the same. The change of power load
supply and natural gas load supply under each fault scenario is
shown in Figure 11. According to the simulation results, the more
serious the cyber attack on the information side, the less the
supply of the physical side load of the EGIES, and the more the
corresponding load shedding, that is, the lower the energy supply
reliability of the system.
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5.2.2 Analysis of reliability assessment results of
electricity-gas integrated energy system under
cyber attack

To analyze the influence of the degree of cyber attack on
the reliability of the system, aiming at the two cases of normal
physical system and physical system failure, some nodes in
the system are selected as the object of cyber attack, so that
the communication function of the information node fails,
and the number of attack nodes increases from 1 to 10.
According to the N-n expected fault set, the same number
of information attack scenarios are simulated, and the
reliability indexes of the system under the different
number of attack nodes are calculated and compared. The
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fault situation of the physical system is simulated by breaking
the power branch 18-19 and the natural gas pipeline 13-14.
The calculation results of the reliability index are shown in
Figure 12.

From the simulation results of Figure 12, it can be seen that as
the number of nodes of information attack increases, the
reliability index of the system increases, indicating that the
system load shedding increases, that is, the reliability of power
supply and gas supply of the system decreases. When the number
of attack nodes exceeds 8, the reliability index of the system
begins to rise significantly, which indicates that when the number
of nodes attacked by information reaches a certain number, it
may lead to cascading failure or even paralysis of the physical
system. Therefore, it is necessary to take the reliability
improvement strategy to strengthen the prevention of cyber
attacks.
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5.2.3 Analysis of optimal scheduling results
based on two-layer optimization model

Figure 13A shows the comparison of branch power in the
power system before and after optimization, and Figure 13B
shows the comparison of natural gas pipeline flow before and
after optimization. According to the comparison results, after
optimizing the system through the proposed optimization
model, the power of transmission line and the flow of
natural gas pipelines are flatter. The optimization model
this paper the
transmission branches and the flow of natural gas pipelines

proposed in can reduce power of
with high over-limit risk as much as possible by adjusting the
output of unit and gas source, stabilizing the energy
fluctuation of the system, reducing the probability of
system failure, and have stronger resistance to external

disturbances.
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TABLE 2 Adjustment of control quantity using optimal load shedding strategy in Reference (Yu et al., 2018).

Control Initial Optimized Adjustment
quantity quantity quantity quantity
GF1 (MW) 240 247.19 +7.19

GF2 (MW) 210 218.0151 +8.0151

GF3 (MW) 40 33.667 -6.333

GF4 (MW) 75 123335 +48.335

GF5 (MW) 450 441.53 -8.47

GF6 (MW) 150 158.2994 +8.2994

GF7 (MW) 310 314.0286 +4.0286

The optimal scheduling of the EGIES under cyber attack is
carried out to restore the stability of the system. The
scheduling results are compared with the optimization
results of the optimal load shedding strategy in Reference

Frontiers in Energy Research

Control
quantity

W1 (MSCM/h)
W2 (MSCM/h)
GT1 (MW)
GT2 (MW)
P2G1 (MW)
P2G2 (MW)

Initial
quantity

350
917
20
15
30
30

Optimized Adjustment
quantity quantity
343.1507 -6.8493

936.81 +19.81

16.396 -3.604

13.2233 -1.7767

34.13 +4.13

25.95 -4.05

(Yuetal, 2018). To verify the effectiveness of the optimization
model proposed in this paper.

The FDIA attack on the corresponding information nodes

of power branch E3-E4 and natural gas pipeline G13-G14 is

15

frontiersin.org


https://www.frontiersin.org/journals/energy-research
https://www.frontiersin.org
https://doi.org/10.3389/fenrg.2022.1049920

Zhao et al.

10.3389/fenrg.2022.1049920

TABLE 3 Adjustment of control quantity using the optimization strategy proposed in this paper.

Control Initial Optimized Adjustment
quantity quantity quantity quantity
GF1 (MW) 240 245.798 +5.789

GF2 (MW) 210 183.45 -26.55

GF3 (MW) 40 17.69 -2231

GF4 (MW) 75 90.33 +15.33

GF5 (MW) 450 496.7504 +46.7504

GF6 (MW) 150 189.431 +39.431

GF7 (MW) 310 337.653 +27.653

Control Initial Optimized Adjustment
quantity quantity quantity quantity
W1 (MSCM/h) 350 367.0623 +17.0623

W2 (MSCM/h) 917 921.2085 +4.2085

GT1 (MW) 20 253509 +5.3509

GT2 (MW) 15 12.0376 -2.9624

P2G1 (MW) 30 38.007 +8.007

P2G2 (MW) 30 34.7558 +4.7558

TABLE 4 Comparison of control quantity adjustment times under different scheduling methods.

Power
system scheduling times

Time scale

Total number of
control quantity adjustments

Natural gas system
scheduling times

Unified time scale scheduling 174 174 2,262
Multi-time scale scheduling 174 29 1,392
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FIGURE 14
The output of each control quantity changes with time.

simulated to break them. Table 2 shows the adjustment of each
control quantity in the system under the optimization strategy
in Reference (Yu et al., 2018). Table 3 shows the adjustment of
each control quantity in the system under the optimization
strategy proposed in this paper. The results show that the total
output of the traditional generator set in the strategy proposed
in this paper is 25.0283 MW higher than that in the strategy
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proposed in Reference (Yu et al., 2018). To stabilize the energy
fluctuation of the system, the optimization method in this
paper abandons the operation economy of the system to
improve its reliability of the system. The optimization
strategy proposed in this paper adjusts the output of each
unit to optimize the branch power and natural gas pipeline
flow while supplying energy to the load. The purpose is to
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make the safety distance between it and the limit value as large
as possible. However, while stabilizing the branch power and
pipeline flow, it will also increase the output of the unit,
resulting in an increase in system energy loss and a

decrease in system economy.

5.2.4 Analysis of optimal scheduling results on
multi-time scale

To verify the superiority of the proposed multi-time scale optimal
scheduling, the natural gas scheduling time is set to 30 min, and the
power system scheduling time is set to 5 min, which is compared with
the unit adjustment times under the unified time scale of 5 min, as
shown in Table 4. The output adjustment of the unit in one of the
optimization processes is displayed, as shown in Figure 14.

From the simulation results of Table 4 and Figure 14, it can
be seen that compared with the unified time scale optimal
scheduling, the multi-time scale optimal scheduling strategy
can reduce the number of system control adjustments while
ensuring the optimization effect, and the unit adjustment cost is
reduced. It has a better economy and is more in line with the
actual operation of the system.

Simulate FDIA attack on the system, the attack node
increased from 1 to 6. The optimal load shedding model in
Reference (Yu et al., 2018) and the optimization model proposed
in this paper are used to optimize the scheduling of the
electricity-gas interconnection system. The reliability index
comparison results are shown in Figure 15.
15A,B, The
optimization model proposed in this paper has a lower

From the simulation results of Figures

reliability index and less load reduction than the optimal load
shedding model in Reference (Yu et al., 2018). The optimization
model proposed in this paper directly optimizes the system
branch power and the pipeline flow and reduces the risk of
over-limit transmission lines and natural gas pipelines. When the
system is attacked by information, the affected branches are
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reduced, and the reliability of the system in the face of cyber
attacks is improved. At the same time, according to the trend of
the change of the reliability index in the graph, the more serious
the information attack is, the more obvious the advantages of the
proposed optimization model are, which further verifies the
feasibility and superiority of the optimization strategy
proposed in this paper to maintain the reliable energy supply

of the system when the system is attacked by information.

6 Conclusion

In this paper, an information attack scenario simulation
method based on N-n predicted fault set is proposed. On this
basis, a reliability assessment method of EGIES under cyber
attack is proposed, and the reliability of EGIES is quantitatively
assessed. The obtained reliability index provides the basis for the
planning and safe maintenance of the system.

Finally, based on reliability assessment, in view of the
situation that the branch power and pipeline flow of each
system cannot be optimized uniformly, a bi-level optimization
model of branch power and pipeline flow of EGIES considering
multi-time scales is established. The optimization objectives are
to maximize the safety distance between the branch power of the
power system and the pipeline flow of each system, taking into
account the slow dynamic characteristics of the natural gas
system in actual operation. The scheduling based on a bi-level
optimization model can stabilize the energy fluctuation of the
system, reduce the risk of over-limit of system branches, and
make the system more resistant to external disturbances. Multi-
time scale optimal scheduling avoids a large number of
unnecessary calculations and has a better economy. The
proposed optimization strategy can reduce the influence range
and loss degree of cyber attacks on the system, and ensure the
energy supply reliability of the system. It provides ideas for the
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research on the reliability improvement method of the integrated
energy system in the face of cyber attacks.
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