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Microgrid (MG) technologies offer users attractive characteristics such as enhanced power quality, stability, sustainability, and environmentally friendly energy through a control and Energy Management System (EMS). Microgrids are enabled by integrating such distributed energy sources into the utility grid. The microgrid concept is proposed to create a self-contained system composed of distributed energy resources capable of operating in an isolated mode during grid disruptions. With the Internet of Things (IoT) daily technological advancements and updates, intelligent microgrids, the critical components of the future smart grid, are integrating an increasing number of IoT architectures and technologies for applications aimed at developing, controlling, monitoring, and protecting microgrids. Microgrids are composed of various distributed generators (DG), which may include renewable and non-renewable energy sources. As a result, a proper control strategy and monitoring system must guarantee that MG power is transferred efficiently to sensitive loads and the primary grid. This paper evaluates MG control strategies in detail and classifies them according to their level of protection, energy conversion, integration, benefits, and drawbacks. This paper also shows the role of the IoT and monitoring systems for energy management and data analysis in the microgrid. Additionally, this analysis highlights numerous elements, obstacles, and issues regarding the long-term development of MG control technologies in next-generation intelligent grid applications. This paper can be used as a reference for all new microgrid energy management and monitoring research.
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1 INTRODUCTION
Real-time power flow management is a contemporary topic in scientific literature. It is gaining prominence to boost the intelligence and adaptability of multi-energy systems, such as smart grids, microgrids, smart homes, and hybrid electric vehicles (George and Ravindran, 2019; George and Ravindran, 2020; George et al., 2021). Microgrid (MG) is a small-scale grid that may unite consumers, conventional power sources, distributed renewable energy sources, and energy storage technologies to form a flexible, self-sufficient, and ecologically beneficial system. A microgrid can operate on AC, DC, or a combination of the two (hybrid mode), and it can be connected to the main grid in parallel or as an isolated power island (George and Ravindran, 2019; George and Ravindran, 2020).
In grid-connected mode, microgrids manage the voltage and frequency of the main power grid. The renewable energy sources are operated in maximum power point mode, supplying the system with the maximum electricity. In islanded mode, the microgrid disconnects from the main grid and relies on distributed energy resources (DERs) to supply load (Sen and Kumar, 2018; Ortiz et al., 2019). In all forms of operation, the balance between power supply and demand is one of the most critical factors governing the microgrid. In grid-connected mode, the main grid is necessary to maintain balance. In island mode, the microgrid must balance the load by increasing its generating capacity or distributing the burden (Kang et al., 2021).
Reduced greenhouse gas emissions, reactive power assistance for enhanced voltage profiles, decentralization of energy supply, heat load integration for cogeneration, auxiliary services, and demand response are among the benefits given by MGs. In addition, it reduces transmission and distribution system interruptions and line losses (Hirsch et al., 2018).
RESs have a high investment cost, whereas MGs have various constraints, including optimal energy consumption, control concerns, a lack of system protection and regulatory standards, and consumer privacy (Azeroual et al., 2020). Due to the increasing deployment of RERs that are intrinsically intermittent and the introduction of probabilistic controlled loads into MGs, research has centered on overcoming its energy management issues. To ensure that a MG operates economically, sustainably, and reliably, its EMS includes both supply- and demand-side control and system limits (Ghiasi, 2019). EMS provides various benefits, from generation dispatch to energy savings, reactive power support to frequency management, reliability to loss cost reduction, energy balancing to lower GHG emissions, and customer engagement to customer privacy (España et al., 2021).
Numerous studies have addressed several MG-related subjects, such as reactive power compensation procedures in MGs, control techniques for enhancing microgrid stability, and MG protection and control schemes. In addition, they studied droop control strategies, voltage, frequency regulation methods, and control strategies for inverter-based MGs (Boujoudar et al., 2020; Vaikund and Srivani, 2021).
They investigated the modeling, design, planning, and designs of hybrid microgrids (Ortiz et al., 2019) and an overview of AC and DC microgrids (Andishgar et al., 2017). In addition, they examined energy management control systems for microgrids (Malik et al., 2017; Tayab et al., 2017). In addition, the literature included evaluations of homeostatic control-based energy-efficient micro generation systems (Amrr et al., 2018), methods for MG uncertainty quantification (Ghiasi et al., 2021a), and a review of network technology-based energy efficiency in buildings and micro generation systems (Fotopoulou et al., 2021). Table 1 contains a compilation of reviews of MG’s energy management.
TABLE 1 | The reviews related to energy management of MG.
[image: Table 1]Unlike other literature studies, this study presents a comprehensive and critical analysis of microgrid energy management systems and control technologies. In addition, the protection and management of Internet of Things-based microgrid monitoring systems are investigated. Several uncertainty quantification approaches are discussed to handle renewable energy resources’ volatile and irregular nature and load demand.
The main goals of this review are to study the development of the MG and EMS as well as to investigate the MG’s components, implementation, classification, objective functions, quality, and protection mechanisms. This study discusses both the present technology and the issues that are addressed with MGs and EMSs. This paper includes an extensive literature review covering the most recent developments in the field of networked MGs. The most important parts of this article are summarized here.
1) A comprehensive discussion on the advantages of MGs as well as their architecture, energy management functions, and topologies in MGs.
2) A comprehensive analysis of the bilateral EMS schemes in MMG, taking into account resilience and transactive operations.
3) Energy management system control techniques used with advantages and drawback of each methods.
4) Microgrid monitoring system using IoT based communication and bulk integration of power sources in MGs. Brief explanations of the most used techniques SACADA system and Thingspeak.
The remainder of the paper will be organized in the following manner: In Section 2, we will discuss the Microgrid control structure and demerits as well as its different functionalities and review the control schemes of the MG and the objectives of an EMS. Section 3 will examine the Microgrid Monitoring systems, which provides an overview of these approaches. Section 4 presents the perspective and discussion. Finally, the Conclusion is documented in Section 5.
2 MICROGRID CONTROL STRUCTURE
“A computer system comprising a software platform providing basic support services and a set of applications providing the functionality needed for the effective operation of electrical generation and transmission facilities to assure adequate security of energy supply at minimum cost” (Coelho et al., 2017) is how the International Electrotechnical Commission defines an EMS in the standard IEC 61970 on EMS application program interface in power systems management.
These features are typical of an MG EMS, including decision-making strategy modules. Optimal decisions are transmitted to each generating, storing, and loading unit thanks to DERs/load forecasting, control, supervisory, energy management, and data acquisition modules, among others (Dagar et al., 2021).
MGs can be controlled in ways other parts of the distribution system cannot, making this an important area of study and application. It isn't easy to centrally manage MGs due to their dual functionality (grid-connected and islanded as represented in Figure 1) (Al Alahmadi et al., 2021). Therefore, separate management systems are often developed for each operation mode. Because there are typically multiple DERs and loads connected to a microgrid, coordination challenges arise. When applied consistently, MG control is highly successful (Su and Wang, 2012).
[image: Figure 1]FIGURE 1 | The microgrid structure.
Therefore, a necessary control technique is needed to allow a seamless transition and automation in the event of a sudden disconnection. This is essential for achieving the goal mentioned above regarding power flow between MGs and the power system. In addition, a suitable control strategy is necessary to handle the stochastic generating behavior of DG units in MGs.
The main object of the control strategy is to ensure the microgrid balance during all changes in meteorological conditions and load demands. Stabilizations of voltage and frequency transduce the microgrid balance. Therefore, all proposed techniques in the literatures use frequency or voltage control to ensure the microgrid balance as described.
Below, we will break down the several types of traditional control that can be used to boost MG systems’ effectiveness and dependability to the delight of their clientele.
Various control techniques outlined in Figure 2 (Albarakati et al., 2021) present MG control types typically employed in MG to improve MG’s power and operations. The microgrid control regulates reactive power and MG output voltage.
[image: Figure 2]FIGURE 2 | Classification of microgrid control techniques.
2.1 Conventional microgrid control techniques
Conventional control methods have been utilized extensively in MGs to maintain voltage and frequency stability and regulation, especially during network failures. MG management is a multi-objective, complicated control system encompassing multiple technical domains, periods, and physical levels. Several areas of interest include load power sharing, voltage/frequency and power quality regulation, market participation, short- and long-term scheduling, etc. (Singh et al., 2020; Singh et al., 2021).
To appropriately handle these challenges, a hierarchical control scheme has been designed and widely regarded as a standard method for efficient MGs management. For example, (Han et al., 2016), describes secondary control for energy management functions and third-level control for multiple MG interactions. Hierarchical control has three levels of control: tertiary, secondary, and primary. Due to the need to maintain real-time frequency and voltage stability in the case of a disruption, primary control levels are considered the most challenging (Zahraoui et al., 2021):
Local electricity, voltage, and current are regulated at the main level. It often executes control operations over interface PCs by adhering to the configuration points specified by upper-level control.
• Secondary level: In the current system, secondary control is positioned above primary control. Along with other things, it handles harmonic compensation, voltage imbalance, and voltage/frequency restoration. Additionally, it is in charge of synchronizing and exchanging electricity with the main grid and other MGs.
• Tertiary management seeks to incorporate intelligence throughout the entire system. Thus, tertiary control will optimize the MG operation in light of competing interests, particularly efficiency and economics. In order to carry out the optimization activities, Information and Communication Technology (ICT) is a significant enabling tool, as it facilitates the acquisition of knowledge from both the MG side and the external grid. Decision-Making (DM) algorithms are used to examine data and decide what steps to take next.
The conventional control approaches in the microgrid are summarized in Table 2.
TABLE 2 | The conventional control approaches in the microgrid.
[image: Table 2]2.2 Advanced MG control techniques
Improved control performance is a common goal for MG control systems. Hence, sophisticated control techniques are routinely used in these systems. These methods include, for instance, intelligent and adaptive approaches to optimizing the parameters involved in control systems to generate resilient controllers. In the following, we will go over some methods that can be used for MG management. Supervisory controllers in MG energy management can be categorized into three subfields: centralized, decentralized, and distributed. The objective is to improve system performance by adding intelligence while delivering critical functions like power quality monitoring. The relevant group of supervisory controllers is discussed in the next section (Tayab et al., 2017).
2.2.1 Centralized control scheme
The brain of the operation, so to speak, is what we mean when we talk about centralized control schemes. A centralized control management system makes it easy to build and monitor the system in real-time to provide a safe environment. The MG component data and an external grid for the optimization process are necessary for effective operation. We investigated the concept of secondary control for a centralized MG controller in (Jimeno et al., 2011). Hierarchical control, which includes the system’s primary, secondary, and tertiary levels, provides an explanation for the MGs’ centralized control (Atawi and Kassem, 2017).
Centralized microgrid controls are illustrated as a hierarchical network in Figure 3. One Central Processing Unit (CPU) makes all the important decisions in a centralized control setup. It communicates them to the rest of the system’s components based on data and calculations it has received from those components. The MG’s main controller handles every single control and measurement. Local Controllers (LC) obey orders and depend on the MGCC (microgrid central controller) when operating in grid-connected mode but operate autonomously in islanded mode.
[image: Figure 3]FIGURE 3 | Architecture of centralized control.
2.2.2 Decentralized controls
Decentralized MG administration (Figure 4) has emerged in MG systems, enhancing flexibility and scalability. Due to its plug-and-play functionality, this controller gives great operational flexibility and avoids a single point of failure. Due to decentralization, frequency and voltage regulation, DER coordination, and energy management may all be decentralized (Roslan et al., 2019). In decentralized control, local controllers are primarily responsible for optimizing their production for demand satisfaction and exportation to grids, given current market prices. Multi-Agent Systems (MAS) for decentralized energy management represent an intriguing aspect of supervisory controller research (Sahoo et al., 2021). A MAS is a system composed of several intelligent agents that give local information and interact with one another to pursue various objectives (Khorsandi et al., 2014; Sabri et al., 2019) autonomously. Moreover, a MAS for real-time MG operation is implemented, focusing on generation scheduling and demand-side management, as described in (Al-Saadi et al., 2021). Consequently, there are numerous approaches to the MAS method for the decentralized control of MGs, as explained in detail in (Roslan et al., 2022).
[image: Figure 4]FIGURE 4 | Architecture of decentralized control.
2.2.3 Distributed controls
The distributed control scheme for microgrid management and stability can be described as a method in which local controllers connect with a central controller via communication and networking channels. The central controller is in charge of system monitoring and control, while the local controllers are in order of the other MG components individually (Raya-Armenta et al., 2021).
The following are some of the many advantages of taking this strategy:
• Enhanced sturdiness.
• Improved decision making and system analysis.
• A common control law that can be easily implemented at the central and local levels.
• System monitoring and real-time communication.
According to some studies, the tertiary control level in an MG system may be dispersed. During the deployment of distributed control to compensate for a voltage imbalance in the crucial bus, a current study found power quality disturbances on the generator side and the local bus.
2.3 Microgrid intelligent techniques
A range of intelligent solutions in power system applications can increase control system performance and power source stability. Furthermore, as the number of DG units in MGs increases, so does the complexity of fine-tuning the system’s control settings. Many complex strategies have also been employed to control such parameters in MGs, considering economic load dispatch in MG systems (Azeroual et al., 2022). EMS solutions based on artificial intelligence have been used to increase the efficiency and performance of MG systems, allowing them to fulfill demand while generating the most energy (Chaudhary et al., 2021). Fuzzy logic and neural network techniques consider anticipated values and improve battery lifetime and grid energy trading. These methods are the most commonly employed in microgrid energy management (Pan et al., 2021).
2.3.1 Artificial neural network controller
Data is sent to the central processor via a neural network controller at a delayed rate, much like the human brain. A closed-loop design is used to transfer information to each other while minimizing the error or intended function. The fundamental architecture contains an input/output layer, activation function, weights, and hidden later. Allowing for greater flexibility and a simpler implementation for a variety of operating situations, neural networks are a more intelligent and self-learning controller. MG’s stability is further aided by neural networks’ resilient behavior and swift decision-making capabilities while they are working. In the area of research, Neural Networks (NNs) have gotten a lot of interest. ANNs are among the most successful strategies for optimizing, controlling, and identifying system parameters (Justo et al., 2013).
Furthermore, in MG systems, NNs can tackle difficulties with non-linear data techniques in large-scale systems. Fault tolerance, stability systems, prediction, parametric optimization and identification, self-learning, and load sharing are all examples of NN applications. Furthermore, in grid-connected mode, the main utility grid determines and maintains the nominal voltage and frequency of the entire system. The ANC is used to control the bidirectional DC-DC converter by generating the duty cycle to keep the DC Bus voltage at the reference voltage value in the DC microgrid (Ali and Choi, 2020).
2.3.2 Fuzzy logic controller
The original proposal of the fuzzy theory may be found in (Zia et al., 2018), which was created to provide numerical values for intangible ideas. Fuzzy-logic reasoning is used in the design of a controller in a fuzzy-control system. So-called fuzzy logic aims to create a gray area between zero and one by breaking down logical problems into smaller, more manageable chunks. Figure 5 is a schematic representation of the foundations upon which fuzzy logic control rests. Fuzzification, membership, rule base, fuzzy inference, and defuzzification are all part of the FLC. Distributed control systems have recently incorporated fuzzy logic controllers to choose optimal distributed controller parameters for MG system performance (Rangu et al., 2020). Fuzzy Logic Control (FLC) is an interesting method for MG systems. Many researchers have explored the potential of fuzzy logic methods for resolving the parameters of MG systems. The automatic definition of a fuzzy rule for a fuzzy controller is proposed in (Singh et al., 2022), based on the Tabu search algorithm scheme. A study presented a GA-based fuzzy gain scheduling technique for load frequency regulation in power systems. The GA will construct a fuzzy system without any manual input from the user, saving time and effort that would otherwise be spent on designing and writing fuzzy rules (Hafsi et al., 2022).
[image: Figure 5]FIGURE 5 | Fuzzy logic control system.
The foundations of fuzzy logic control are depicted in Figure 5 as a schematic. The FLC includes fuzzification, membership, rule base, fuzzy inference, and defuzzification.
2.4 Microgrid adaptive techniques
In recent years, adaptive control strategies have been a popular research area. These strategies can be used to maintain system stability, robustness convergence, and optimization in MG applications. Furthermore, these strategies are primarily employed in MG applications to solve and cater to uncertainty parameters and disturbance occurrences. The following section examines a few adaptive approaches often used in MG applications to regulate voltage and frequency variations and hence attain optimum power generation values as summarized in Table 3.
TABLE 3 | Comparisons related procedures (De Santis et al., 2017; Albarakati et al., 2021)].
[image: Table 3]3 MICROGRID MONITORING SYSTEM
The monitoring system checks all the equipment’s real-time running status and controls all the equipment to ensure it is safe and stable. Ensuring that the monitor system is always up to date is essential. We ensure that the system is always running in real-time through the software and hardware in this micro-grid.
3.1 IoT
Future network technology, known as the IoT connects information about people, things, and processes to the Internet to create, gather, exchange, and use data. The IoTdid not appear overnight; it has been there for a while. Many other names have referred to it, and as technology develops, so do its technologies and ideas. Machine-to-Machine (M2M) and Radio frequency Identification (RFID) are two examples of good ideas (object intelligence communication). Everything is connected to the Internet through a concept known as the “Internet of Things.” However, why should items be connected to the Internet, not how should they be connected to the Internet? The ultimate objective of the Internet of Objects is to intelligently connect everything in our environment to the Internet, automate it with minimal human involvement, and then deliver knowledge and improved services to people through information fusion across several connections. For assessing and disseminating the resulting information, it is essential to connect human, physical, geographic, and intangible data (Siddique et al., 2019).
The term “Internet of Things” describes a notion that integrates real objects and labor. Put another way, it includes everything we come into contact with daily, such as people, machines, electrical equipment, bicycles, glasses, watches, clothing, cultural artifacts, animals, and plants. A solid connection to the information network, intelligent interfaces, and physical and virtual entities with distinct identifiers and attributes are other components of the IoT (Roy et al., 2020).
IoT devices may interact with and respond to objects, environments, data, and environmental information as active participants in business, news, and social activities. Whether a human is directly involved, an object responds autonomously to a physical event in the real world or runs a process that creates a service or starts a certain activity. The interface of the service type enables Internet-based communication with such smart devices and searches for or exchanges data relevant to the status of the items while taking security and privacy concerns into account (Hu et al., 2021).
Microgrids’ dependability, stability, security, and environmental sustainability are all guaranteed by the IoT. With the help of the Internet of Things, a futuristic network technology, data generated by people, things, processes, and other objects can be produced, gathered, shared, and used. IoT technologies have recently gained popularity due to their development and use in SMG applications. Bidirectional connectivity, self-healing, decentralization, and smart metering are crucial IoT technologies. A flexible and intelligent EMS must monitor and control all SMG variables in real-time (Vermesan et al., 2011).
3.2 Microgrid monitoring system using IoT
MG energy management systems will become substantially more efficient due to collecting and analyzing data from power sources via IoT. Additionally, utilities may perform operational duties such as shortening outage investigation times, optimizing load balancing, optimizing line voltage, finding faults, decreasing service costs, and restoring services more quickly. Additionally, using IoT technology for smart homes, Energy Storage Systems (ESS), Electric Vehicles (EVs), charging stations, and variable loads increases the flexibility and dependability of the SMG (Ahmad et al., 2017). As seen in Figure 6, IoT may improve energy efficiency by managing Demand Response (DR), collecting data, sharing, and trading energy. An optimum DSM system built on the IoT is necessary to address energy conservation and management challenges. This technique should provide a continuous energy supply while preventing power surges in the future (Zamfir et al., 2016).
[image: Figure 6]FIGURE 6 | Applications of IoT in intelligent power grids (Khatua et al., 2020).
The microgrid is equipped with various sensors for data collection (current, voltage, power, temperature). The data collected from these sensors is analyzed in real-time to determine the optimal control strategy based on current conditions (occupancy, energy consumption-production, and weather conditions data). Additionally, this data must be saved for subsequent study, notably to build predictive control techniques (Elmouatamid et al., 2019). In addition, multiple platforms that incorporate IoT technologies are installed for data collecting, processing, and visualization, and with the upcoming generation of wireless. In the present day, a smart microgrid is all about electronic communication networks, electronic billing systems, and smart meters. The smart microgrid will be equipped with automated distribution and secure DER administration and generation on the road to 5G. Automatic power generation and distribution via real-time load balancing and massively distributed generation services (Sedhom et al., 2021) is the focus of a smart microgrid in the 5G age. The IoT is used in various applications, including smart grid, microgrids, intelligent buildings, and intelligent control devices, to monitor and track essential information about the target environment. Numerous studies have used IoT solutions for energy management and system monitoring in a microgrid (Sylcloud Smart Micro Grid, 2022).
Reference (Khan et al., 2018) proposes a communication platform that may operate in both central and dispersed modes in the event of a communication hierarchy failure. This research explores the effect of a hybrid communication system with communication delay on the MMG EMS. In other words, the hierarchical communication system supports the EMS in reducing MMG’s operating expenses.
The authors of (Draft, 2016) demonstrate the importance of the IoTin building and deploying intelligent microgrids, including their benefits, difficulties, and hazards and several processes, techniques, and procedures for controlling and protecting intelligent microgrids.
In (Ali and Choi, 2020), the authors study the real-time features of security mechanisms for IoT connectivity. In addition, the influence of IoT protocols on the real-time needs of smart grid operations are investigated (protection, control, and monitoring).
The authors of (Moghimi et al., 2018) employed an IoT system to monitor company energy use. The monitoring platform incorporated various technologies, including digital instrumentation, communication networks, software, and databases, with the aims of central administration, decentralized control, and remote monitoring.
In (Ghiasi et al., 2022), authors have created a remote energy monitoring system based on the IoT to control, plan, optimize, and conserve energy in smart grids and homes. A system that efficiently collects energy resource information in the house reduces energy wastage and provides information for analyzing energy consumption patterns.
In (Kondoro et al., 2021), the authors propose an EMS based on an advanced IoT system. The framework system was implemented in the building to unify and standardize the things that comprise the built environment. Appropriate guidelines are developed with intelligent energy management and smart Buildings’ available mode of operation.
The authors of (Khoa et al., 2021) present a real-time monitoring system using web server technology for the microgrid. The Arduino embedded system was used as a control core, and an Ethernet network module was used for the data acquisition and the wireless transmission.
In this study, an IoT system was used to measure, track, and record a few power quality (PQ) aspects of a microgrid system (Ku et al., 2017). PQ parameters are measured in the hardware unit by three PZEM-004T modules that have non-invasive Current Transformer (CT) sensors installed. The sensors’ data is gathered simultaneously by an Arduino WeMos D1 R1 ESP8266 microcontroller and transmitted to the server through the Internet.
3.3 Microgrid monitoring system using SCADA
A Supervisory Control and Data Acquisition (SCADA) system is another option for microgrid monitoring and energy management in small and large-scale buildings (Residential, Commercial and Industrial). A SCADA system comprises two components: a hardware system for data collection, communication, control, and operation, and a software system for data storage, elaboration, visualization, optimization, and careful management (Figure 7). The SCADA system, a type of middleware used in intelligent monitoring systems, is discussed in this section. The SCADA system is mostly used to read bundled microgrid data. The SCADA system accesses the microgrid data before saving it in the MySQL database (Marinakis and Doukas, 2018).
[image: Figure 7]FIGURE 7 | SCADA Monitoring system for microgrid (Marinakis and Doukas, 2018).
Four major kinds of SCADA hardware functions exist. The first is the Remote Terminal Unit (RTU), whose primary role is to gather data for the SCADA system. The second role is the communication platform, which facilitates the establishment of data links between devices (Zhuang et al., 2017). The third function is the Programmable Logic Controller (PLC), which is needed to ensure that the MG operates properly in grid-connected and island modes (Khoa et al., 2021).
The Human Machine Interface (HMI), a software component of the SCADA system, is critical for controlling and monitoring. The SCADA component’s conventional structure is server-client, with the primary SCADA application operating on the server and the HMI running on the client. Numerous articles examined various aspects of SCADA use in MGs. By comparison, this work is unusual because it employs all four SCADA elements to accomplish a new aim of intelligent energy management (Ali et al., 2021).
3.4 Microgrid monitoring system using cloud computing
Another approach to microgrid monitoring is based on the communication between powers sources and the monitoring platform using the cloud. The measured data is sent directly to the cloud by measurement unit as shown in Figure 8.
[image: Figure 8]FIGURE 8 | Microgrid monitoring using Cloud computing.
Cloud computing and the IoT have evolved independently thus far. Non-etheless, their integration into microgrids has demonstrated significant reciprocal benefits. The cloud, in particular, can provide an efficient and practical option for administering IoT services and offering some applications to help in data analysis. Many researchers have been used this structure of monitoring due to its benefits in high-quality data transmission (Ghiasi et al., 2021b).
The authors in (Kermani et al., 2020) present a real-time design of efficient monitoring and control of grid power systems using the remote cloud server to improve the universal control and response time, with a new security approach in access to user authentication.
The authors of (Gupta and Rastogi, 2021) provide a cloud computing platform for microgrid power management. The strategy links the system’s current computer and storage capabilities with external computing devices, enhancing data processing and interaction and providing a cost-effective and rapid mechanism for microgrids to meet their computational requirements.
The authors in (Gui and MacGill, 2018) use a low-cost IoT-based innovative communication platform to implement an optimal energy management technique for microgrid systems. The suggested system’s energy monitoring and control architecture is built on a cloud-based Remote Monitoring Unit (RMU) that communicates via a Message Queuing Telemetry Transport (MQTT) server and Thingspeak Middleware.
Thingspeak is a cloud-based IoT analytics platform that lets users visualize and analyze real-time data streams. It can do online data stream analysis and processing and immediately visualize data presented by system gateways. Thingspeak is frequently used in IoT systems that require analytics for prototyping and proof of concept (Khatua et al., 2020). Thingspeak is an IoT platform that stores data delivered by apps or devices via channels. You have numerous options for writing data to your Thingspeak platform: HTTP requests through the REST API, MQTT. Thingspeak is frequently used in IoT systems that require analytics for prototyping and proof of concept (Figure 9).
[image: Figure 9]FIGURE 9 | The architecture of IoT connectivity with Thingspeak.
Due to the development of the connection between Matlab and Thingspeak by adding the IoT Matlab toolbox. Thingspeak is the most used platform during the simulation of the power system at Matlab/Simulink. The quality of communication and microgrid monitoring depends on the sensors used for measurement (Bera et al., 2014).
To make an intelligent distribution system functional, many networks and devices must come together to create a dependable system. The IoT and smart meters are the significant components that will transform the traditional link between consumer and operator into an innovative interdependent system capable of quicker and more reliable communication (Karthick et al., 2021). In recent years, disc-type meters have been phased out in favor of electronic integrated circuit embedded meters, which distribution utility companies effectively employ to provide consumers with authentic and electronic invoicing (Chen et al., 2019). The requirement for enhanced flexible billing and management of billing information in the case of two-way power flow necessitates intelligent meter technology. In commercial and industrial settings, smart meter technology gives customers daily market values for their energy use (Mehrizi-Sani and Iravani, 2010). Historically, Automated Meter Reading (AMR) technology collected data on customers’ and utilities’ energy use, resulting in a one-way flow of energy and communication. The AMR, a recent advancement in Advanced Metering Infrastructure (AMI), enables bidirectional communication and power flow between the meter and the central control system (Mohanty et al., 2016).
A smart grid is a novel approach to transmission and distribution, and intelligent meters play a critical role in connecting with consumers and collecting data as an essential element of the smart grid. The smart meter comprises three major components: network management, advanced metering element, and data management unit (Vuddanti and Salkuti, 2021). The smart meter has a memory chip that enables users to monitor their energy consumption using a software interface, allowing it to communicate in two directions (Zheng et al., 2013). The smart meter regulates the functioning of the distribution system’s switches and recloses, ensuring an efficient and reliable delivery system. Due to the smart meter’s two-way communication capability and energy interface, it is possible to regulate distribution infrastructure by sending directives to the control center, a process known as distribution automation at the load end (Guo et al., 2015). The benefit of the smart meter is that it enables central control to intervene quickly when tampering occurs, based on the accessible rapid report supplied by the smart meter as part of the data collection process (Barai et al., 2015). This contributes to reducing power theft while also enhancing the security of the power system. The availability of daily billing information to consumers enables them to regulate their loads and save money using the smart meter (Avancini et al., 2021).
4 PERSPECTIVE AND DISCUSSION
This work presents an extensive literature analysis of the issues of stability, control, and power management of AC, DC, and hybrid AC/DC microgrids. According to the research, AC and DC microgrids are both very common. Still, hybrid AC/DC microgrids are gaining popularity due to their lower conversion losses, greater reliability, and increased efficiency. The microgrids use a hierarchical control architecture that features main, secondary, and tertiary controllers in the chain of command. The primary control, often known as the LC, is built into the DER to guarantee dependable operation by preserving stable voltage and frequency levels and regulating power. Secondary control regulates microgrid communication protocols to improve power quality by reducing steady-state voltage and frequency mistakes created by primary control. The main control caused these faults. The tertiary management manages the power flow between the main grid and the microgrid to ensure that the system operates cost-effectively. Nevertheless, possibilities to develop improved planning, operation, and control strategies. It is possible to do extensive studies in these areas to improve microgrids’ development, operation, and control.
• The microgrids require accurate system modeling for efficient planning and operation. Considering the stochastic character of the integrated DGs in microgrids, a new or enhanced model can be designed to reduce planning and operation expenses.
• It is possible to redesign or develop several advanced control approaches, such as adaptive control, model predictive control, robust control, and optimum control, to ensure that microgrids have efficient DC and AC buses voltage management and concurrent power sharing.
• Integrating renewable sources in microgrids lowers the overall inertia of DC microgrids, decreasing the microgrids’ voltage control performance. Even though certain control strategies have been established to deal with such a scenario, more work should be undertaken in this regard because the DC microgrid is becoming a system based entirely on renewable energy.
• In the future, MGs may use various energy sources, such as large-scale decentralized resources, to be flexible and fit their needs. The way energy is made and moved could change because of energy storage systems.
• Future MGs could improve at finding faults and fixing themselves, which would cut down on recovery time, get more loads back online, and find gaps between research and implementation.
• The IoT makes it easier for real-time platforms to form and connect
• decentralized and transactional energy markets in a very important way. From their previous research, the authors also know that two-way energy exchanges between customers and producers will likely be the most difficult in the future. However, new technologies are likely to solve this problem.
• Deep learning, like ANN, could be used in MGs instead of classical and mathematical methods to achieve dynamic changes in energy flow, lower GHG emissions, and better protection for MGs. Blockchains and smart contracts should be used in MGs to ensure that energy transactions and DER operations are safe (Zahraoui et al., 2021).
5 CONCLUSION
This article examines recent research on the various energy management techniques proposed for microgrids, including classical, heuristic, and intelligent algorithms. Additionally, this article discusses the design of microgrids, their many classifications, the components of a microgrid, the communication technologies utilized, and the auxiliary services necessary in a microgrid. It addresses significant energy management applications, data management, and control structure. Additionally, this article provides a brief examination of monitoring methods used for the data analysis of the microgrid. The EMS is vital to the MG’s proper operation. An overview of MG control and various energy management schemes has been studied to optimize and stabilize the MG’s functioning while optimizing the use of renewable energy resources. The developed hardware and software for the computer control and monitoring system for electricity generation allows the process to provide continuous user access to sensor data regardless of the state of the external power supply, to unify the approach to data collection via the use of an intermediate data aggregation node, and to provide convenient access to data processing via a diverse set of client interfaces. The impacts of the integration of electric vehicles on microgrid stability and balance and microgrid energy management during cybersecurity attacks represent the topics of our future works.
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NOMENCLATURE
AMI Advanced metering infrastructure
ANN Artificial neural network
AMR Automated Meter Reading
CANADA Supervisory control and data acquisition
CT Current transformer
DER Distributed energy resources
DG Distributed generators
DR Demand response
EMS Energy management system
ESS Energy storage system
ESS Energy Storage Systems
FL Fuzzy logic
GA Genetic algorithm
GHG Greenhouse gas
HMI Human machine interface
IoT Internet of things
LC Local controller
M2M Machine to machine
MAS Multiagent system
MG Microgrid
MGCC Microgrid central controller
MMG Multi-microGrid
MQTT Message queuing telemetry transport
PID Proportional–integral–derivative
PLC Programmable logic controller
PQ Power quality
PSO Particle swarm optimization
RER Renewable energy resource
RMU Remote monitoring unit
RTU Remote terminal unit
SMG Smart grid
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Mahmoud et al. (2017)
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impedance, active, and reactive
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Summation of virtual output impedance to
balance reactive and Q power-sharing

Advantages

Provides proper active and reactive power
sharing transient response with no frequency
variations

Droop control Kaur et al.
(2016)

Multiagent system (MAS)-
based control Ahmethodzic

and Music, (2021)

Maximum Power Point
‘Tracking (MPPT) control Sahri
et al. (2021)

Voltage, frequency, active, and
reactive power

Voltage, current, frequency, and
power

DC/DC converter, solar
irradiance, temperature, load
power, voltage, and current

Balanced load current sharing is achieved under-
voltage v/s current droop characteristics by
‘modifying output voltage and frequency

The MS or load can function as a separate agent,
communicating with others in the system to
coordinate efforts and share knowledge

The DC/DC converter between the PV panel
and the batteries can regulate normal operations
like MPP looking

Allows active power-sharing of DERs, which
improves system stability and flexibility by
eliminating the need for a communication link
in decentralized control

Economics and voltage regulation are at the
heart of EMS. makes MG controls more robust,
secure, and adaptable; addresses MG
coordination control issues

Determine the output RESs” maximum power
given irradiance, temperature, and load
profiles; act as a converter to fine-tune the duty
cycle and input impedance of control signals;
boost the effectiveness of renewable energy
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‘The writers examine the field of microgrid energy management in depth and offer insightful commentary. This article summarizes
‘many uncertainty quantification methodologies to manage the intermittent and unpredictable nature of renewable energy supply and
load demand

George et al. (2021)

Soliman et al. (2021)

Sen and Kumar, (2018)

Kumar and Saravanan, (2017)

An in-depth analysis of the various MG controls is presented. Mainly, you can classify them into one of four management structures:
centralized, decentralized, distributed, or hierarchical

‘The capabilities of multiagent systems concerning energy management, MG system operation, security, and stability are thoroughly
explored

The authors defined a microgrid and painted a detailed picture of current microgrid motivators, practical applications, challenges, and
future potential

‘The research delves further into the protection issues and potential solutions related to three distinct types of microgrid architectures:
alternating current (AC), direct current (DC), and hybrid. Both AC and DC microgrid protection methods are evaluated, as are the
challenges inherent to defending microgrids in both configurations

Albarakati et al. (2021)

‘The authors comprehensively analyze MG control systems, categorizing them based on features like protection, energy conversion,
integration, benefits, and limitations. Both simple and complex methods of control for efficient energy use in MG applications are
discussed
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