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In this study, the cooperative resilience of cyber–physical power systems under hybrid attacks is investigated. First, a detection model of physical attacks depending on the residual of the output impedance angle is established. Second, by analyzing the encrypted communication between physical and cyber systems, a detection algorithm for cyberattacks is proposed. Then, by using an enumeration method, islanded cyber–physical power systems are built with non-attacked and repaired parts. Moreover, to save resilient resources, cooperative optimization is established after the individual optimization of islanded cyber and physical systems. Since the building and optimization are executed alternately, the topology of the systems is dynamic. Finally, simulation results demonstrate the effectiveness of the proposed method.
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1 INTRODUCTION
Cyber–physical power systems (CPPSs) have received more and more attention in the past few decades because of their widespread applications, such as automatic control of power systems, intelligent systems, and smart grids. CPPSs are composed of physical systems and cyber systems. Traditionally, physical systems are composed of power generation equipment, transmission lines, transformation equipment, and electric equipment. Since the network among communication hardware, communication software, and systems is open, the communication over an open network may be subjected to malicious cyberattacks. Hybrid attacks are composed of physical attacks (Dong and Xu, 2020) and cyberattacks (Huang et al., 2022). When hybrid attacks occur, CPPSs suffer more damage. Resilience is composed of detecting attacks when they occur and implementing resilient strategies under attack. The resilience of systems is one that is better able to sustain and recover from adverse events. A more resilient grid is one with fewer and shorter power interruptions (Amoretti and Ferrari, 2013). According to the U.K. Cabinet Office, resilience encompasses reliability, and it further includes resistance, redundancy, response, and recovery as key features (Huang et al., 2017). Therefore, it is essential to design a resilient strategy to ensure the security of CPPSs. The resilience of CPPSs is the recovery of attacked CPPSs with a quick response (Kshetri and Voas, 2017).
In recent years, many types of research are focused on the resilience of physical attacks. In Sahoo et al. (2020), an event-driven attack resilient strategy is introduced for DC microgrids, which replaces the attacked signal with an event-driven signal. By analyzing the impacts of attacks on communication links, local controllers, and master controller, distributed resilient control isproposed in Zhou Q. et al. (2020). To solve the secondary control of islanded microgrids under false data injection attacks, a hidden layer-based attack resilient distributed cooperative control algorithm is introduced (Chen et al., 2021). To deal with physical attacks, a distributed resilient control strategy for multiple energy storage systems of islanded microgrids is proposed in Deng et al. (2021). To increase the resilience of the shipboard power systems, an optimal defense strategy is proposed to protect critical lines against attacks (Ding et al., 2020). With the development of multiarea-synchronous CPPSs, more and more cyber equipment is installed in the feedback loop of power grids (Zhou Q. et al., 2020). Hence, with the increase in cyber equipment, the risks of cyberattacks have also increased.
Recently, to deal with cyberattacks, including denial-of-service attacks and deception attacks, many results on resilient strategy have been obtained (Franzè et al., 2019; Li et al., 2020; Wu et al., 2020; Yuan et al., 2020; Mousavinejad et al., 2021). Among them, resilient control of the wireless networked systems under denial-of-service attacks is designed (Yuan et al., 2020). A resilient distributed strategy of multi-task systems is designed (Li et al., 2020). Based on the event-triggered strategy, a distributed algorithm for resilient control of multi-agent networks under deception attacks is proposed (Wu et al., 2020). Resilient control of discrete-time linear systems subjected to state and input constraints, bounded disturbances, and measurement noises under replay attacks is designed (Franzè et al., 2019). To ensure stability of the systems under deception attacks, a resilient set-membership estimation strategy is designed (Mousavinejad et al., 2021). For multi-area power systems, a novel distributed fuzzy load frequency control approach is proposed under cross-layer attacks (Hu et al., 2020). Under cyberattacks, a new distributed economic model predictive control strategy is proposed for the load frequency control with the participation of plug-in electric vehicles (Hu et al., 2021).
From the aforementioned research, it is seen that a physical resilient strategy is designed only to solve physical attacks and a cyber-resilient strategy is designed only to solve cyberattacks. However, hybrid attacks composed of physical and cyberattacks are not considered.
More recently, to deal with hybrid attacks, many resilient strategies have been proposed. A reconfigurable system is designed with embedded intelligence and cooperative resilient schemes (Qi et al., 2011). A fuzzy system-based reinforcement learning approach is proposed for the resilient optimal of interconnected microgrids (Zhang et al., 2021). The problem of event-based security control is investigated for state-dependent uncertain systems under hybrid attacks (Liu et al., 2019). It is known that black start is used to repair CPPSs. Since the resilient time of black start depends on the longest repaired time, in black start, some equipment does not work even though it is repaired, and some non-attacked equipment stops working until the connected equipment is repaired. Obviously, some non-attacked equipment is idle, which leads to wastage of resources. To improve the utilization efficiency of the resources, some repaired equipment and non-attacked equipment are designed to build islanded cyber–physical power systems (ICPPSs), which motivates this work.
Based on the aforementioned discussion, cooperative resilience of CPPSs under hybrid attacks via dynamic topology is considered. Cooperative resilience of cyber–physical power systems is composed of the detection of hybrid attacks and dynamic topology. Compared with the resilient strategies of CPPSs under hybrid attacks, the main contributions are as follows:
1) To detect the attacks in power systems, the detection model is constructed. Differing from the previous works (Franzè et al., 2019; Li et al., 2020; Wu et al., 2020; Yuan et al., 2020; Mousavinejad et al., 2021) where the detection model or algorithm was constructed based on mathematical characteristics of communication data, the detection algorithm of cyberattacks is proposed by the detection results of physical attacks.
2) To analyze the dynamic topology of ICPPSs, the constraints of ICPPSs under non-attacked parts are considered. Differing from the previous works (Rachmawati et al., 2020; Sanaullah et al., 2020) where the minimum spanning tree algorithm was selected to solve the topology, the solution algorithm of ICPPSs is proposed to obtain the topology.
3) By optimizing islanded power systems and islanded cyber systems individually, cooperative optimization is constructed such that the resources of the dynamic resilience are reduced, which has not been well studied in the existing literature.
The structure of this work is shown in Figure 1. The remainder of this article is organized as follows. CPPSs are described in Section 2. In Section 3, the detection model is obtained, and an outlier detection algorithm is established. Based on the constraints of CPPSs, the solution algorithm of ICPPSs is built in Section 4. In Section 5, the resilient strategies of ICPPSs are optimized. In Section 6, an illustrative example is given to show the effectiveness of the cooperative resilient strategy. The conclusion is presented in Section 7.
[image: Figure 1]FIGURE 1 | Structure of this work.
Remark 1: In Figure 1, dynamic topologies are composed of modeling and optimization. Based on the old ICPPSs, the aggregation of ICPPSs is constructed and optimized. With the update of the modeling and optimization of ICPPSs, the topologies are updated dynamically.
2 SYSTEM DESCRIPTION
2.1 Power Systems
Consider the power flow calculation described by an equation of the following form:
[image: image]
where P is the active power, Q is the reactive power, and θ is the error of phase.
The input power of the nodes is the sum of the input of the power source and the load power. The load power is dependent on the user. It is an uncontrollable parameter (Guo et al., 2021). The active and reactive power, which are controlled by the operator, are supplied by the power source. It is a controllable parameter (Fan et al., 2021). The error of phase, which is changed by uncontrollable and controllable parameters, is the state parameter (Zhou S. et al., 2020). Based on the three parameters, Eq. 1 is rewritten as follows:
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where Pi is the active power of the node i, Qi is the reactive power of the node i, Ui is the voltage of the node i, Gi is the conductance of the node i, Bi is the susceptance of the node i, θij is the error of phase between the node i and node j, and j ∈ i is that the node j is linked with the node i.
2.2 Cyber Systems
For the proposed detection algorithm of cyberattacks, the somewhat homomorphic encryption (SWHE) scheme (Dyer et al., 2019) is applied since it is designed as an improved encryption scheme to apply CPPSs. The SWHE scheme allows only positive integer values. However, some of the parameters are complex and have negative values in the CPPSs. Therefore, it is often necessary to transform the parameters into positive integer values. The complex and negative values are transformed into positive integer values (Quirce et al., 2020). During production and tests, the utilization of the central processing unit (CPU) is important. In this study, the application of virtual CPU (VP) is considered. In the virtual environment, the utilization of the CPU is better than the entitled capacity (EC) (Viveros and Lopez-Pires, 2021). The utilization of the CPU is as follows:
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where D is the utilization of the CPU, DEC is the utilization of EC, and DVP is the utilization of VP. Then, the utilizations of EC and VP are described as follows:
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where EC−User% is the utilization of the calculation in EC, EC−Sys% is the utilization of the calculating data in EC, O() is the time complexity of the calculation, EC is the number of EC, VP−User% is the utilization of the calculation in VP, VP−Sys% is the utilization of the calculating data in VP, and VP is the number of VP.
3 DETECTION OF HYBRID ATTACKS
Under physical attacks, power equipment is damaged. Thus, the balance between power supply and demand is broken. Under cyberattacks, the cyber nodes and lines are attacked by false data or blocked communication lines. When CPPSs are attacked by hybrid attacks, the unbalance of power is not repaired by communication. The frequency is sensitive to the unbalance. Therefore, the error of the frequency is used to detect the attacks. To detect the hybrid attacks, the frequency satisfies the following expression:
[image: image]
where f is the actual frequency, fe is the theoretical frequency, and ɛ is the error of the frequency.
When CPPSs are attacked by hybrid attacks, the unbalance of power is not repaired by communication. With the communication and cascading faults, the unbalance of hybrid attacks is bigger than one of disturbances or error measurement. The frequency is sensitively influenced by the unbalance. In this study, the error of the attacks is set larger than one of disturbances or error measurement.
3.1 Detection of Physical Attacks
The output impedance angle is used to detect the physical attacks. Suppose nodes i and j are connected. The maximum voltage and phase angle of the voltage of node i are Ui and θi. The maximum current and phase angle of the current from node i to node j are Iij and δij. The equivalent impedance of the connected line from node i to node j is as follows:
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Then, the phase angle of the equivalent impedance is described as follows:
[image: image]
The error of phase angle with the equivalent impedance is as follows:
[image: image]
Considering Eq. 15, one has
[image: image]
Combining Iij ≈ Iji, Ui ≈ Uj, and Eq. 14–16, it is obtained that
[image: image]
It is shown from Eq. 17 that the error of phase angle is relative to the degree of the attacks in power systems. Considering Eq. 17, the recognition criteria of the nodes is written as follows:
[image: image]
where [image: image] is the error between the adjacent dij in the sampling; μhis and σhis are the mathematical expectation and standard deviation of the historical data, respectively; and τ2 is the detection threshold of attacks.
By detecting the nodes in power systems, the vector of nodes [image: image] is obtained, where mi is the per unit of the power in node i.
Remark 2: [image: image] is the matrix of lines in power systems. aij is the per unit of the line from node i to node j. When power systems are attacked, detection of the lines is as follows:
1) If [image: image] and [image: image], short circuit occurs in the line between node i and node j.
2) If [image: image] and [image: image], open circuit occurs in the line between node i and node j.
3.2 Detection of Cyberattacks
In this part, the algorithm is established to detect the cyberattacks. When the communication lines that are connected to cyber and power systems are not attacked, the communication vector of the nodes [image: image] and the communication matrix of the lines [image: image] are detected. In the case of attacked cyber nodes, the detection algorithm of cyber attacks is shown as Algorithm 1.
Remark 3:
1) Based on the concept of residual, a detection model is proposed in power systems. Therefore, the detected physical attacks are the attacks that damage the power equipment of the nodes and lines.
2) In cyber systems, based on the mechanism for transmitting sensitive encrypted data, a detection algorithm is established. Therefore, the detected cyberattacks are denial-of-service (DoS) attacks (Li et al., 2018), including synchronizing attacks and teardrop attacks.
Algorithm 1. Detection algorithm of attacked cyber nodes.[image: FX 1]
4 ISLANDED CYBER–PHYSICAL POWER SYSTEMS
ICPPSs are divided into the non-attacked and the repaired parts. In Section 3, the non-attacked parts are marked. Since some attacked parts are repaired faster than others, ICPPSs consist of the non-attacked and the faster repaired parts. The updated ICPPSs consist of the old ICPPSs and the repaired parts.
Remark 4. The model of ICPPSs is obtained under the following assumptions (Zeng and Hui, 2015; Wu et al., 2018):
1) Repair important loads. The important power generation nodes are repaired to support the power consumption.
2) Establish the balance between supply and consumption. The nodes and lines of ICPPSs work steadily.
4.1 Constraints of Power Systems
The power nodes are selected as the power of supply and consumption. The power lines are selected as the power of transmission. As in remark 4, the group is limited by the power production of nodes or the power transmission of lines. Hence, the constraints of the islanded power systems are established.
4.1.1 Constraint of Power
When power reductions occur, the supplied power is reduced by switching off the supplied power. But the consumptive power is not reduced when the supplied power is reduced. Thus, the power constraint satisfies
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where Pi,con is the consumptive active power in node i, Pi, sup is the supplied active power in node i, N is the number of the consumptive power nodes, Qi,con is the consumptive reactive power in node i, Qi, sup is the supplied reactive power in node i, N is the number of the consumptive power nodes, and M is the number of the supplied power nodes.
4.1.2 Constraint of Voltage
Quality of power is denoted by voltage of the nodes. Thus, the voltage satisfies
[image: image]
where Ub, Ub min, and Ub max are the voltage, the lowest voltage, and the highest voltage of node b, respectively.
4.2 Constraints of Cyber Systems
The islanded cyber systems are composed of cyber nodes and lines that are selected. The group is limited by the utilization of the CPU of the nodes or the bandwidth of the lines. Hence, the constraints of the islanded cyber systems are obtained.
4.2.1 Constraint of the Utilization About the CPU
Communication data are calculated simultaneously by the CPU. When the utilization of the CPU becomes maximum, with the addition of communication data, the data get stuck. The capacity of the nodes, which is the utilization of the CPU, satisfies
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where Di is the size of running memory in node i, Di,l is the size of the communication signal from line l in node i, and C is the number of the lines connected to node i.
4.2.2 Constraint of Band Width
The communication signal of the lines is limited by bandwidth Friedberg et al. (2017). Thus, the constraint of bandwidth is
[image: image]
where Cl and Il, max are the size of communication data and the bandwidth of line l, respectively.
4.3 Solution Algorithm
If ICPPSs work normally, the lines satisfy the definition of trees in a circuit. Since islanded power systems and islanded cyber systems influence each other, it is difficult to define the weight of nodes and lines. Therefore, the Kruskal algorithm (Rachmawati et al., 2020) and the Prim algorithm (Sanaullah et al., 2020) cannot be used. Based on constraints, the enumeration algorithm of ICPPSs is established as Algorithm 2.
In this work, F = (N, L) is the aggregate with the nodes and lines, N is the aggregate with the non-attacked nodes and the resilient nodes, and L is the aggregate with the non-attacked lines and the resilient lines. Equations 19–23 are the constraints of the algorithm in ICPPSs. First, the topology of ICPPSs is constructed by using the enumeration method. Then, the parameters of ICPPSs are calculated by Eqs 1–10. If the calculated parameters satisfy Eqs 19–23, the topology is added into the aggregation of ICPPSs. If not, the topology is updated.
Algorithm 2. Solution algorithm of ICPPSs.[image: FX 2]
5 OPTIMIZATION
Since the solution of ICPPSs is an aggregation, Section 4 satisfies the constraints of Eqs 19–23. In Section 5, the power systems and cyber systems of ICPPSs are optimized individually. With the state coefficient and Eqs 32–34, cooperative optimization of physical and cyber systems is one where the power systems and cyber systems of ICPPSs are optimized cooperatively after individual optimization.
For the same attacks, the repair time is not reduced by extra human and material resources. Therefore, to save resilient resources, the resilient resources are optimized individually in islanded power and cyber systems by Eqs 24, 28. In this study, ICPPSs are built for retaining the functions of CPPSs in a resilient process. The functions are reflected by the power of CPPSs. Therefore, considering the interplay between islanded power and cyber systems, they are optimized cooperatively for the power by Eq. 31.
5.1 Individual Optimization
In ICPPSs, the local optimum is composed of the optimization of the islanded power systems and the cyber systems.
5.1.1 Optimization of Islanded Power Systems
When CPPSs are attacked, islanded power systems are repaired by the power-resilient resources. Hence, in islanded power systems, the resilient resources are optimized by calculating the resilient nodes’ power and the resilient lines’ length.
In islanded power systems, the resilient resources are optimized. Thus, the objective function is described as follows:
[image: image]
where ci is the resilient resources in per unit power, Pi is the active power of the resilient nodes, ti and tj are the resilient time, cj is the resilient resources in per unit length, and lj is the length of the resilient lines.
When nodes of power generation are attacked, output power of the node satisfies
[image: image]
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where Pi,r is the resilient output power of node i, Rg is the resilient speed of active power, ΔTi is the resilient duration, [image: image] is the lowest active output power, and [image: image] is the highest active output power.
The resilient time of lines is affected by the nodes. If the nodes connected to the lines are attacked, the resilience of the power lines will wait until the power nodes connected to the power lines are repaired. Thus, the resilient time of the lines satisfies
[image: image]
where tj is the resilient time of the power lines, ΔTi is the resilient duration of the power nodes, and Ni is the set of the power nodes connected to the resilient line.
5.1.2 Optimization of Islanded Cyber Systems
In islanded cyber systems, the running memory of nodes and the bandwidth of lines are important. Thus, the resilient resources are optimized by calculating the resilient nodes’ running memory and the resilient lines’ bandwidth.
In islanded cyber systems, the resilient resources are optimized. Thus, the objective function is
[image: image]
where [image: image] is the resilient resource in per unit capacity, [image: image] is the capacity of running memory in the resilient nodes, [image: image] and [image: image] are the resilient time, [image: image] is the resilient resources in per unit bandwidth, [image: image] is the bandwidth of the resilient lines, and N′ is the set of the resilient cyber nodes.
To avoid islanded power systems being influenced by cyberattacks, the power nodes connected to the cyber nodes are repaired after repairing the cyber nodes. Thus, the constraint of resilient time of cyber nodes is given as follows:
[image: image]
where ti,r is the resilient time of the power nodes and [image: image] is the set of the cyber nodes connected to the power nodes.
Since the lines do not work before the nodes are repaired. To improve the utilization of the resilient resources, the resilience of the cyber lines will wait until the cyber nodes are repaired. Thus, the constraint of resilient time of cyber lines is
[image: image]
where [image: image] is the resilient time of the cyber lines and [image: image] is the resilient duration of the cyber nodes.
5.2 Cooperative Optimization
In this part, based on the local optimum of the islanded power systems and the cyber systems, ICPPSs are optimized cooperatively.
To balance the resilient resources of islanded power and cyber systems, the objective function of cooperative optimization is selected as follows:
[image: image]
where P is all active power of ICPPSs, M is the set of the power nodes in ICPPSs, and M is the set of the cyber nodes in ICPPSs. The state coefficient of the power nodes xi and the state coefficient of the cyber nodes yj in Eq. 21 are set to the following form:
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The resilient resources are limited. Thus, constraints of the cooperative resilience is
[image: image]
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where W is the cooperative resilient resources, Wmax is the highest resources, Z1, min is the lowest resources in islanded power systems, and Z2, min is the lowest resources in islanded cyber systems.
6 SIMULATIONS
In this part, cooperative resilience is demonstrated with hybrid attacks. The simulation test platform is built in the MATLAB environment. All results are implemented on a computer with Intel(R) Core(TM) i5-10210U and @1.60 GHz with 16.0 GB of RAM. This test system consists of a 39-bus power system and an 8-node cyber system, and its topology and communication are shown in Figure 2 and Table 1. The communication mode adopted in this study is the point-to-point mode. In this study, the attacked nodes and lines are repaired. The repair sequence is determined by optimal dynamic topology.
[image: Figure 2]FIGURE 2 | Test cyber–physical power systems. (A) Power grid. (B) Cyber systems.
TABLE 1 | Cyber nodes connected to the power nodes.
[image: Table 1]In this section, hybrid attacks are shown in Table 2. The cooperative dynamic resilient strategy is shown in Table 3. The cooperative dynamic resilient topology is shown in Figure 3.In Figure 3, communication distance is the distance between repeaters and data centers. Considering Eqs 25–27 and Eqs 29, 30, at first, attacked cyber nodes are repaired in attacked parts. Since more power is supplied by the power nodes, they are linked with cyber node 5. To satisfy Eq. 31, in Figure 3A, the first step is performed. Then, in Figure 3B, the second step is performed. With the repair of the cyber nodes 5 and 8, Eqs 25–27 and Eq. 30 are considered in the next step. To satisfy Eq. 31, in Figure 3C, the third step is performed. Then, in Figure 3D, the last step is performed. To verify the effectiveness of the detecting speed, the cooperative dynamic resilient strategy is compared with Chung et al. (2019) in detecting time. To verify the effectiveness of the resilient speed, the cooperative dynamic resilient strategy is compared with Li et al. (2019) in resilient time. The repaired active power and reactive power are shown in Figure 4.
TABLE 2 | Attacked parts of hybrid attacks.
[image: Table 2]TABLE 3 | Dynamic resilience under hybrid attacks.
[image: Table 3][image: Figure 3]FIGURE 3 | Dynamic topology of ICPPSs under hybrid attacks. (A) First resilient step. (B) Second resilient step. (C) Third resilient step. (D) Last resilient step.
[image: Figure 4]FIGURE 4 | Repaired active power and reactive power of ICPPSs under hybrid attacks.
Compared with Chung et al. (2019), where the attacks were detected many times, physical attacks and cyberattacks are detected once by using Eqs 12–18 and Algorithm 1 in this study. Therefore, in Figure 4, hybrid attacks are detected faster with the proposed method, and the distribution of resilient resources is optimized by Eq. 24, Eq. 28, and Eqs 32–34. With the optimized distribution, the repair time is reduced. Thus, it is seen from Figure 4 that CPPSs are repaired faster with the proposed method.
To verify the effectiveness of cooperative resilience, the resilient resources are compared with those of the dynamic resilient strategy and those used in Li et al. (2019). Based on the optimization model in Section 5, the resilient resources are shown in Table 4.
TABLE 4 | Resilient resources of dynamic resilient strategy and (Li et al., 2019) under hybrid attacks.
[image: Table 4]It is shown from Table 4 that the resilient resources of the proposed method are lower than (Li et al., 2019) those in human, material, and total resources. Therefore, under hybrid attacks, the effectiveness of the dynamic resilient resources is verified.
7 CONCLUSION
This study has proposed a dynamic strategy for cooperative resilience in CPPSs, which reduces the power shortage and saves resilient resources. It is noted that only one kind of hybrid attack is considered in this work. In power systems, particularly critical infrastructure grids, cascading faults are a common phenomenon after the attacks (Wang et al., 2017). The secure control of the networked complex system is actuated after the occurrence of faults (Jin et al., 2021). In the future, these will be further considered.
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