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1 INTRODUCTION

Prosumers refer to users who not only consume energy as a power load, but also share energy
with the power grid or other energy consumers as a power source, extensively consisting in the
power consumption side, such as distributed photovoltaic prosumers, electric vehicles (EV), etc
(Rathnayaka et al., 2011). Power Prosumer Internet of Things (PPIoT) is the application of the
Internet of Things (IoT) in the smart grid, as well as the result of the development of
information and communication technology to a certain extend. It will effectively integrate
the communication infrastructure resources and prosumers in power system, promoting the
transformation from traditional power distribution and consumption network to digital smart
power grids.

Investigations on the architecture of the PPIoT is a crucial crutch for the optimized and efficient
operation of the PPIoT. Firstly, on account of being the terminal link of power system, as the window
for prosumers to broadly access and participate in the interaction with the power grid, the operation
status of the prosumer network is the most immediate and intense to the experience of prosumers,
and its secure and efficient operation is the core to ensure the reliability of power supply and power
consumption. Secondly, the low voltage level, short construction period, as well as the limited
influence scope of any single device makes the prosumer network relatively suitable for new
technologies and devices to pilot, and promote rapidly. Thirdly, the construction and
development of the PPIoT is a significant support to actualize friendly interaction between the
power grid and prosumers. Therefore, investigations on the architecture of the PPIoT is the crux to
achieve the integration of the power system and the IoT, which is conducive to boost the application
of new technologies in all links of the IoT and the prosumer network, and provide a powerful crutch
for the development of competitive business of the power grid.

2 ARCHITECTURE OF PPIOT

Based on the intelligent terminal acquisition equipment, various types of data such as electrical
information and environmental conditions can not only be analyzed, transmitted, and simply
decision-making controlled locally, but also transmitted to remote platforms or even the internet
through the PPIoT. Meanwhile, the data is deeply perceived and processed efficiently by the demand
of prosumers to provide more high-quality value-added services and actualize the interaction
between prosumers, equipment and the power grid. In terms of the characteristics of the PPIoT, its
network layer can be divided into perception layer, network layer, platform layer and application
layer, as shown in Figure 1.
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The perception layer is the sensing basis of the PPIoT, as well
as the source of information and data of the network layer. The
perception layer consists of terminal acquisition components,
intelligent business terminals, local communication access, and
edge IoT agents. On-site acquisition components measure and
glean power facility data, congregate and upload data to the
platform through intelligent business terminals. The production
control data of the status operation data and metering data is
connected to the business system through local communication,
and the non-production control data is connected to the data
platform through the edge IoT agent as demanded. The main
technologies of the perception layer include intelligent perception
technology (Bedi et al., 2018) and edge computing technology
(Rusitschka et al., 2010).

The network layer realizes the transmission of gleaned
information from the perception layer to the platform layer to
ensure the effectiveness and security of information transmission.
The network layer is comprised of wireless network, transport

network, and core network. The wireless network provides the
wireless link between the perception layer and the core network
and allocates channel resources for service terminals. The
transport network provides backhaul services from the base
station to the core network as well as the transparent
transmission services of point-to-point communication
between any base stations. The core network achieves
prosumer authentication, session management between the
terminal and the core network, and terminal mobility
management. The main technologies of the network layer
include Wi-Fi technology (Srivastava et al., 2018) and WiMAX
technology (Safak et al., 2007).

The platform completes the real-time collection and update of
transmission data from the network layer, and provides cross-
domain sharing of data resources to specific advanced application
based on big data storage and analysis technology. It is logically
divided into three parts: cloud infrastructure construction, IoT
cloud platform, and business applications. The cloud

FIGURE 1 | Hierarchical architecture of PPIoT.
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infrastructure layer is required to realize the construction of cloud
basic resources, including the basic resources of IaaS + PaaS layer.
The IoT cloud platform includes IoT management platform,
capability center, and capability open platform, realizing
connection management, device management, application
support, and network security (Wu, 2017), as well as the
operation and maintenance management of the platform layer.
The business applications are connected to the application layer
based on the service interface provided by the capability open
platform. The main technologies of the platform layer include big
data storage and management technology (Huang et al., 2020a),
prosumer identity management and access control technology
(Sui and de Meer, 2020).

The application layer is the concentrated representation of
prosumer business of the power grid, which is supposed to
contain functions such as data services and business services.
It is connected with the platform layer through the application
service interface to realize the standardization of external data
access for power distribution and consumption business
applications. Various targeted application platforms are
required to be constructed to achieve the interaction between
the power grid, prosumers and integrated energy in accordance
with the industry-specific business related to the production,
operation and management of the enterprise, and the industry-
public business such as residential electricity service (Onibonoje,
2021), distributed energy service (Slay and Bass, 2021), EV
charging service (Kvisle and Myklebust, 2013).

3 APPLICATIONS OF PPIOT

The main application modes of the PPIoT include: intelligent
perception and collection of information, environmental
measurement and tracking, and intelligent control of
equipment (Saleem et al., 2019). The power prosumer business
involves power prosumer information acquisition, smart home
service, power prosumer management, EV charging services, as
well as coordinated operation of distributed power generation,
and energy storage (He et al., 2018; Zeng et al., 2021). The
application of IoT technology in the field of power prosumer
is conducive to realize the sinking of the basic data connections,
and the friendly interaction between power grid and prosumers.

Power prosumer information acquisition and equipment
condition monitoring: the multi parameter sensing integration
technology of the PPIoT is applied to deploy intelligent sensing
terminal equipment such as intelligent electricity meter, which is
capable to obtain more precise power equipment data (Chen
et al., 2019). The gleaned data is utilized in the distributed data
analysis infrastructure and different disaster recovery strategies
can be effortlessly deployed or replaced in a plug-and-play
manner to realize active awareness and rapid early warning of
fault situation (Barbierato et al., 2019). The active collection of
power generation data and load data of power prosumers is
conducive to the flexible and collaborative regulation of
distributed energy and active load.

Smart home management and power prosumer management:
the local communication technology, intelligent data processing

and edge computing technologies of the PPIoT can effectively
improve the power prosumer management structure. A
technology to process a large amount of information in a
short time has been proposed, which generates power
consumption trends and statistics from years of information
storage, and then acquires the power demand of each
distribution company (Correa et al., 2017). By deploying the
edge computing layer near power prosumers and applying cloud
edge collaboration technology, we can reduce the communication
pressure between edge nodes and power grid dispatching center,
and alleviate the problems of high real-time power grid operation,
short data cycle and complicated tasks. Furthermore, a holistic
energy management system has been proposed, which is jointly
designed bymicrogrid and edge computing system and applied in
smart home scenarios (Li et al., 2018).

EV charging services and household energy services: the
application of low-power wireless communication technology
and intelligent control terminal can fully obtain the diversified
data of EV identity and battery status, which can be utilized to
orderly charge electric vehicles and formulate active peak
shaving charging management scheme (Huang et al.,
2020b). The gleaned data of household energy system can
be utilized to accurately formulate the power prosumer model
and bring prosumer resources into the collaborative flexible
control of power grid, providing prosumers with personalized
services and diversified interactive modes such as optimizing
contract energy management (Zhang et al., 2022) and power
safety protection, and promoting the integrated development
of source and load.

4 CHALLENGES

Although smart meters, wireless sensors, IoT computing platform
and other advanced technologies of IoT have been applied in the
aspects of household power information collection and power
data processing, power equipment monitoring and management,
the integration of power prosumer network and IoT is still in the
initial stage, and the construction of PPIoT still needs to
overcome several technical problems. The challenges faced by
the development of PPIoT are put forward from two aspects as
follows.

Insufficient coverage of power grid sensing terminal
equipment: With the increasing coverage of distribution
network and the increase of access equipment, the network
becomes more sophisticated and heterogeneous. It is difficult
to deploy massive sensors with different types and scattered
locations. The measuring device faces problems such as large
volume, high cost, high power consumption and difficult
operation and maintenance, which makes the coverage of
bottom terminal equipment insufficient and restricts the
refinement of distribution system regulation. Therefore, it is
urgent to improve the coverage of the bottom sensing terminal
of the power grid and the robustness of the communication
network.

Lack of unified data model and communication standards:
The existing automation systems and communication
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information platforms promoted and applied in many pilot
projects have diverse data specifications, therefore, the data
cannot be effectively shared and managed, forming an
information island. The construction of the future PPIoT
should consider the seamless connection and information
security interaction of multiple types of communication
systems. It is requisite to consider the unification of data
standards and models, system technical architecture and
platform entrance, to achieve the connection, sharing and
integration of data, improvement of data utilization, and
interconnection between systems.
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