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With the rapid development of integrated energy system, the large-scale and high-permeability access of distributed generations (DGs) is making the distribution networks develop into active distribution networks (ADNs). The increased complexity of ADNs also increases the vulnerabilities for cyberattacks. It is a new challenge how to evaluate the situation of an ADN so as to support the decision-making of grid control policies in the condition of cyberattacks probably occur. Hence, in this paper, we proposed a method of situation assessment for ADNs considering cyberattacks. This method is aggregated by two parts. 1) An index system is presented, which includes the indexes of DGs stability, the indexes of security risk considering cyberattacks along with the traditional safety indexes. 2) The entropy weight method is used to assign weights to each index, and taking the normal operation status of ADNs as the reference scenario, an operating situation assessment method for ADNs is proposed based on grey correlation analysis method. Finally, in order to verify the effectiveness of the proposed index system and assessment method, 12 attack scenarios are established from three categories: attacks on DGs, attacks on controllable loads and attacks on both of them, and the situation of the ADN, a case based on IEEE 33-node standard distribution system, is evaluated under each scenario.
Keywords: integrated energy systems, active distribution network, situation assessment, cyberattack, index system, assessment method
1 INTRODUCTION
The rapid development of integrated energy systems alleviate the energy crisis, but also brings security threats to the power system. However, situation assessment of power grid can help to grasp the operation status of power grid in time, provides basis for the projection and early warning of power grid situation, and assists the operation control decision of power grid so as to ensure the safe and stable operation of power grid (Lin et al., 2018; Russell, et al., 2018; Wang et al., 2019; Wang et al., 2020; Lai et al., 2022).
As a substantial component of ADNs, the large integration of DGs, controllable loads (CLs), and distributed energy storages (DESs) have caused severe challenges for the safe and stable operation of the ADNs. 1) In terms of DGs, power flows are now bidirectional rather than unidirectional, and it also alters the architecture of the conventional distribution network (Sultan et al., 2013). Furthermore, different manufacturers of DG use different communication protocols (Wang X. et al., 2017). Attackers could substantially threaten the safe and stable operation of ADNs and even cause power outages if they successfully utilize communication protocol vulnerabilities and other crucial information (Ismail et al., 2020). 2) In terms of CLs, with the uninterrupted improvement of inhabitants’ living standards, household terminal load is changed into household CLs via the Internet of Things. However, some household equipment cyber security protection measures are inadequate. When attackers utilize vulnerabilities to launch cyber attacks on large-scale household CLs, it may causes ADNs voltage overruns, frequency oscillations, circuit breaker disconnection, and power outage in severe case (Gallo et al., 2020). 3) In terms of DESs, the essential protocol standards for DESs access into ADNs are still in the initial stage, and communication management has not attracted much attention. Taking the electric vehicle charging and discharging station as an example, due to the user side of information security protection is relatively vulnerable, the attackers are more likely to use parking intelligent terminal embedded system vulnerabilities embedded malicious code and send malicious control command via the Internet, which can destroy the mode of electric vehicle charging and discharging, cause the power quality problems and ADNs power balance of demand and supply in severe cases (McLaughlin et al., 2016). It can be seen that the attackers launch cyber attacks through using the cyber security vulnerability, the adverse impact on ADNs can not be underestimated. Hence, in order to ensure the safe and stable operation of the ADNs, it is urgent to establish the operation situation assessment method of ADNs considering cyberattacks, so as to adjust the operation status of power grid, formulate control strategies and emergency plans.
At present, situation assessment as the core content of power grid situation awareness, the study of situation assessment can be mainly divided into three categories. 1) From the perspective of power grid dispatching control center, the situation awareness technology to the power grid operation control, and an intelligent dispatching system based on situation awareness are applied by Lai et al. (2020), Shahsavari et al. (2019) and Li et al. (2015). 2) The operation situation assessment and projection methods of power grid based on massive data collected by wide-area measurement system are studied by Li et al. (2020), Liu et al. (2018), Li et al. (2021), Jena et al. (2017) and Ren et al. (2019). 3) The main components and functional hierarchy of power grid situation awareness system are analyzed by Li et al. (2019), Wang and Govindarasu. (2020) and Zhao et al. (2019), and propose the smart grid situation awareness model and conceptual design. The above studies mainly focus on the power grid operation safety status assessment and the theoretical framework of power grid situation awareness, but the situation awareness methods are rarely discussed in detail and need to be further studied.
In the study of power grid situation awareness, there are relatively few studies about situation awareness of ADNs. A framework of ADNs situation awareness, constructs an optimal dispatching framework based on analysis of the linkage relationship between situation awareness and optimal dispatching, and elaborates the key technology for optimal dispatching of ADNs (Wang H. et al., 2017). From the initiative perspective of ADNs, a framework of situation awareness and points out the key problem should be solved in realizing situation awareness is given by Lin et al. (2016). Huang et al. (2017) mines a large amount of historical data values of ADNs, adds the ADNs virtual measurement information data, so as to improve the accuracy of state estimation and provides technical support for the online status perception of ADNs. Tao et al. (2020) proposes a situation awareness system of ADNs based on distributed monitoring and multi-source information fusion, and elaborates the situation awareness technology of ADNs based on multi-source information fusion. Above all, most of the above research works focus on the theoretical level of the ADNs situation awareness system framework, the key technologies such as multi-source information fusion ADNs situation assessment and projection methods are not in-depth enough studied, and there are rarely relevant study of considering cyberattacks and operation law of ADNs.
In order to evaluate the operation status of ADNs effectively, this paper studies the situation assessment method of ADNs considering cyberattack. The main contributions are as follows.
(1) Considering the uncertain outputs of DGs and the vulnerabilities for cyberattacks to DGs and controllable loads, the indexes of DGs stability and the indexes of security risk considering cyberattacks along with the traditional safety indexes are employed as the indexes of situation assessment of ADNs.
(2) On the basis of the proposed index system, the operation situation assessment method of ADNs is established based on the entropy weight method and grey relation method. This method can quantitative assessment the operation safety status of ADNs to provide the basis for operation situation projection and operation control decision of ADNs.
(3) Twelve attack scenarios of the ADN, a case based on IEEE 33-node standard distribution system, are established from three categories: attacks on DGs, attacks on controllable loads and attacks on both of them to verify the effectiveness of the proposed index system and assessment method.
The rest of paper is organized as follows. Section 2 proposes situation assessment index system. Sections 3 investigates situation assessment method of ADNs based on entropy weight method and grey correlation analysis method. Section 4 verifies the proposed method in IEEE 33-node active distribution system. And conclusions are presented in Section 5.
2 SITUATION ASSESSMENT INDEX SYSTEM
The safe and stable operation of ADNs depends on its safety characteristics during operation, the stability of DGs in ADNs and the risk when it suffering cyberattacks (Canizes et al., 2017). On the one hand, the normal operation of ADNs require sufficient capacity margin to maintain the normal level of the voltage and frequency. The voltage value should not deviate too much from the rated voltage, and the number of voltage qualified nodes should not be less than the normal operation status standards. The branch line should not run under heavy load for a long period. The output of the DGs should not fluctuate too much in operation status. On the other hand, the cyberattack events against power system in recent years show that the potential cyberattacks risks also have a crucial impact on the safe and stable operation of ADNs. Therefore, we present the situation assessment index system of ADNs as shown in Figure 1.
[image: Figure 1]FIGURE 1 | Situation assessment index system of ADNs.
2.1 Safety indexes of ADNs
The safe operation characteristics of ADNs are related to the power supply capacity margin, the voltage violation severity, the voltage qualification rate and the load rate (Fauzan et al., 2019). Those indexes can reflect the security margin of power supply capacity, the harmful degree of system voltage fluctuation and the security risk of ADNs.
2.1.1 Power supply capacity margin
The power supply capacity margin represents the percentage of the loads that can be increased based on the current loads. It can be defined as follows:
[image: image]
In Eq. 1, [image: image] represents the maximum of power supply capacity, which is the sum of the capacity of the main transformer and the output of each DG in the ADNs. [image: image] represents the total load value in the ADNs.
2.1.2 Voltage violation severity
The voltage violation severity represents the degree of voltage deviation from the rated voltage. While the power grid failure has happened, the voltage value also be impacted, and the operation voltage value deviates from the normal voltage may aggravate the vulnerability of the ADNs. In severe cases, it directly impacts the safe and stable operation status of the ADNs. Hence, voltage violation severity can be defined as follows:
[image: image]
In Eq. 2, [image: image] represents the ratio of the ith node to rated voltage in ADNs.
2.1.3 Voltage qualified rate
Voltage qualified nodes need to satisfied the following requirements: 1) Power supply voltage exist on the nodes. 2) The nodes voltage value do not exceed the threshold. The voltage qualification rate refers to the percentage of voltage qualified nodes account for the total number nodes of the ADNs. Voltage qualified rate also reflects the comprehensive voltage quality during the operation status of ADNs. To some extent, it represents characterizes the security of ADNs operation status. Hence, voltage qualified rate can be defined as follows:
[image: image]
In Eq. 3, [image: image] represents the number of nodes exceed the voltage threshold or lost the function of power supply. [image: image] represents the total number nodes of ADNs.
2.1.4 Load rate
If the load rate of the main transformer approaches the threshold or run with heavy loads, once the distribution network suffered cyberattacks or failures happened, it may cause the load changed or large-scale power flow of a certain node transfer into another node. Therefore, it may lead to the overload of the main transformer and large-scale cascading failures happened in the future in severe case. From the perspective of safe operation of ADNs, no matter whether the failure of ADNs happened or not, we expect that the main transformer running in a safe range, and security risk decreases as the load rate decreases. Hence, the load rate can be defined as follows:
[image: image]
In Eq. 4, [image: image] represents the actual transmission capacity of main transformer in ADNs. [image: image] represents the max transmission capacity of main transformer in ADNs.
2.2 Security indexes of DGs
The distribution network contains a large number of renewable energy DGs. Such as photovoltaic power stations, wind farms and so on. The output of those kinds of DGs are greatly impacted by climate, and climate can lead to uncertain output of DGs (Arya, 2016). What’s more, DGs are more likely to fluctuate under all kinds of disturbance, those disturbances can cause the change of the direction and value of the power flow in the distribution network, and even result in the fluctuation of the system voltage and bring the challenge to itself safe operations status. At the same time, due to many uncertain factors of DGs, the high permeability of DGs may increase the risk of stable operation of the ADNs and result in different degrees of impact on the ADNs security. Therefore, the output volatility and the penetration rate of DGs are play an important role in index evaluating the security risks of ADNs.
2.2.1 Output volatility of DGs
Output volatility of DGs can be defined as follows:
[image: image]
In Eq. 5, [image: image] represents the actual output of all DGs at time (t+1). [image: image] represents the actual output of all DGs at time t.
2.2.2 Penetration rate of DGs
Penetration rate of DGs can be defined as follows:
[image: image]
In Eq. 6, [image: image] represents the actual output of all DGs in ADNs. [image: image] represents the total load of ADNs.
2.3 Risk indexes
According to the three elements of network security proposed by the National Institute of Standards and Technology (Zhao et al., 2019), cyberattacks can be classified into three categories according to their consequences as follows: 1) Destroying the confidentiality; 2) Destroying the integrity; 3) Destroying the availability. Among them, the first category of attacks aims to steal data and does not directly impact the power grid. The second category of attacks aims to control the power generations or loads maliciously by tampering or falsifying measurement data or control commands, which can directly impact the operation status of the power grid. The third category of attacks makes the cyber system partially or completely lose control of the power grid by blocking communication or increasing time delay, which mainly impacts the observability and controllability of the power grid. It can be seen that only the second category of attacks can be awareness through the operation status data of the power grid. Therefore, this paper established ADNs security risk index for second category of attacks.
2.3.1 Mutation severity of power supply capacity
Cyberattacks can cause the main transformers and DGs out of running, aggravate the power supply burden of the remaining transformers, and result the output shortage or voltage collapse of ADNs. Cyberattacks can also lead to increase output of DGs, aggravate the instability of ADNs, and excessive reactive power output can cause the voltage to exceed the safe operation range. The sudden changes of power supply capacity can impact the reliability and quality of ADNs, which may bring hidden impact to the safe operation status of the ADNs (Liang et al., 2021).
Therefore, the mutation severity index of power supply capacity can be defined as follows:
[image: image]
In Eq. 7, [image: image] represents the maximum power supply capacity of distribution network in time (t+1). [image: image] represents the maximum power supply capacity of distribution network in time t.
2.3.2 Mutation severity of loads
Cyberattacks can lead to the large-scale controllable loads casting/dropping synchronously or frequent and synchronous casting and dropping, threaten the safe and stable operation of the ADNs(Kurt et al., 2018; Wei et al., 2020; Liang et al., 2021). Hence, we use the mutation severity of loads represent the impact of the cyberattacks.
The index of mutation severity of loads can be defined as follows:
[image: image]
In Eq. 8, Li(t+1) represents the loads of node i in time (t+1). Li(t) represents the loads of node i in time t. Ltotal(t+1) is the total loads of ADNs in time t.
3 SITUATION ASSESSMENT METHOD
In this section, the basic thought of the situation assessment method of ADNs is as follows: first, after establishing the ADNs situation assessment indexes according to Section 2, the weights are assigned to the indexes according to the impact degree of each index on the assessment results; then, the normal operation status of ADN is taken as the reference scenario, and the correlation degrees between the attack scenarios to be assessed and the reference scenario are calculated based on the grey correlation analysis method; finally, the security risk levels of those scenarios can be determined according to the pre-defined criteria.
3.1 Calculating the weights of situation assessment indexes based on entropy weight method
In the situation assessment of ADNs, each index has different functions and impacts on the assessment results, so it is necessary to assign corresponding weights to different indexes. The index weight reflects the importance in the index systems, and a reasonable weight distribution is the basis for accurately assessing the operating situation of the ADNs. The entropy weight method needs to calculate only once, which can help to obtain the suitable index weight to each evaluation object, so that the calculation of the weights are no longer complexity, and that is a most widely used objective weight method. To sum up, this paper adopts this method to obtain the weight of each index.
Suppose that there are m indexes, and n samples, [image: image] represents the jth index of the ith sample, then each original data sample can be represented as follows:
[image: image]
The original data assessment matrix can be represented as follows:
[image: image]
The process of calculating the weights of situation assessment indexes based on entropy weight method is as follows.
(1) Standardizing the index values. The index system proposed in this paper includes positive indexes and negative indexes. Among them, the positive index has property that the larger the index value is, the better the index will be. However, the negative index has property that the smaller the index value is, the better the index will be. In the ADNs safety index system, we should consider the impact of cyberattacks. Therefore, the voltage qualification rate and the power supply capacity margin should be included in the positive index system. Similarly, the voltage violation severity, the load factor, the output volatility of DGs, the permeability of DGs, the power supply capacity mutation severity and the load mutation severity should be included in the negative index system. The range transformation method is used to standardize the original calculated values of each index in the safety index system of ADNs considering cyberattacks. If the kth index is positive index, it can be calculated as follows:
[image: image]
If the kth index is negative index, it can be calculated as follows:
[image: image]
(2) Calculating the entropy of each index. The entropy of each index can be calculated as follows:
[image: image]
It shows, when [image: image].
(3) Calculating the weight of each index. The weight of each index can be calculated as follows:
[image: image]
3.2 Situation assessment method based on grey correlation
Grey correlation analysis method is an important part of grey system theory. The essence of grey correlation analysis method is to judge the correlation degree between the reference sequence curve and the research sequence curve according to their similarity degree. Compared with the method of mathematical statistics in system analysis, this method does not require a large number of sample data and it also does not satisfies the rule of typical probability distribution either. Meanwhile, this method has uncomplicated calculation processing, and the calculation results are consistent with the results of qualitative analysis, so as to this method is widely used.
However, there are some limitations in the grey correlation analysis method, such as its need to select reference sequence, that is, to determine the optimal value of each index, which is too subjective. At the same time, it is difficult to determine the optimal value of part of indexes. In the processing of situation assessment of ADNs, the data in the normal operation status can be taken as a reference sequence, and this reference sequence without any strong subjectivity. So it is best choices to apply in situation assessment of ADNs.
The main steps and methods are as follows.
(1) Selecting the reference sequence. It is necessary to draft the reference sequence before doing grey correlation analysis, and reference sequence should be an ideal reference standard. We use the data sample when the ADNs is not suffering from attacks as the reference sequence. Suppose that there are m indexes and n samples, according to Eq. 9, the reference sequence can be represented as follows:
[image: image]
(2) Calculating the difference sequences and determine the maximum and minimum values of the difference sequence. Calculate the absolute difference between each element of the original data sequences and the reference sequences, which can be used to form the difference sequence, it can be calculated as follows:
[image: image]
(3) Calculating the correlation coefficient according to the maximum value [image: image] and the minimum value [image: image] of the difference sequences, it can be calculated as follows:
[image: image]
In Eq. 17, [image: image] is the resolution coefficient, and its value range is (0, 1). Usually, [image: image] is set to 0.5.
(4) Calculating the correlation degree. The correlation degree can be calculated as follows:
[image: image]
In the above Equation, the value of the weight [image: image] directly impacts the correlation degree, that is, the result of the situation assessment of the ADNs. The [image: image] in this paper takes the objective weight of each index, which can be calculated by entropy weight method in 3.1.
3.3 Grading the risk level of ADNs situations
According to the situation assessment method of the ADNs, the situation security risk degree of the ADNs can be determined by the correlation degree. It means if the security risk degree is high, the correlation degree will be low. Therefore, according to the numerical range of the correlation degree, the security risk level can be graded into 6 levels, namely 0, 1, 2, 3, 4 and 5. The numerical range of the correlation degree of each security risk level is shown in Table 1.
TABLE 1 | Security risk level grading of ADNs situations.
[image: Table 1]4 CASE STUDY
In this section, we select the IEEE 33-node standard distribution system as a basis case, and connect DGs to it to form an ADN case for study. As shown in Figure 2, we take photovoltaic power (PV) as an example of renewable energy DGs, and connect PVs to the node 18 and node 22. In addition, micro gas turbine units are connected to the node 33.
[image: Figure 2]FIGURE 2 | An ADN based on IEEE 33-node standard distribution system.
Firstly, 12 attack scenarios are presented based on the possible cyberattacks on the ADN. Then, the security risk level of the ADN under each attack scenario is evaluated according the proposed method. Where, the operation parameters of the ADN for the calculation are obtained through simulations. Finally, we theoretically analyze the security risk of the ADN under the comparing attack scenarios to illustrate the rationality of the assessment results.
All the experiments are programmed on toolbox Matpower, and all the simulations run on a Dell PC with a 3.3 GHz CPU and 16 GB ram.
4.1 Attack scenarios
Based on the possible cyberattacks on the ADN, we envisage 12 attack scenarios from three categories: attacks on DGs, attacks on controllable loads and attacks on both of them, which can be shown in Table 2. In addition, we take the ADN operation status in normal as the reference scenario and set it as scenario 0.
TABLE 2 | Cyberattack scenarios.
[image: Table 2]4.2 Situation assessment under attack scenarios
In this part, we firstly obtain the operation parameters of the ADN under each scenario through simulations, and then calculate the indexes according to Eqs 1–8.
Taking scenario 1 as an example. The operation parameters obtained by simulation are shown in Table 3. It should be noted that the operating parameters need to be obtained from the measurement system in practice.
TABLE 3 | Simulation results of operation parameters of the ADN under scenario 1.
[image: Table 3]Then, according to Eqs 1–8, the situation assessment indexes are calculated as shown in Table 4.
TABLE 4 | Calculation result of situation assessment indexes of the ADN under scenario 1.
[image: Table 4]Similarly, we can calculate the situation assessment indexes of other scenarios, and the final calculation results are shown in Table 5.
TABLE 5 | Situation assessment indexes of the ADN under different cyberattack scenarios.
[image: Table 5]The power supply capacity margin and voltage qualified rate can be standardized by Eq. 11, and voltage violation severity, load rate, output volatility of DGs, penetration rate of DGs, mutation severity of power supply capacity and mutation severity of load can be standardized by Eq. 12. The situation assessment indexes after standardization are shown in Table 6.
TABLE 6 | Standardized situation assessment indexes of the ADN under different cyberattack scenarios.
[image: Table 6]The weight of different situation assessment index in situation assessment can be calculated by Eqs 13–14, and the calculation results are shown in Table 7.
TABLE 7 | The weight of assessment indexes of the ADN.
[image: Table 7]Taking scenario 0 as the reference scenario, and calculate the correlation coefficient of each situation assessment index between the reference scenario and the different attack scenarios according to the Eqs 15-17. The calculation results are shown in Table 8.
TABLE 8 | Correlation coefficient of each situation assessment index under different cyberattack scenarios.
[image: Table 8]The correlation degree of each scenario with references scenario 0 is calculated by Eq. 18, and the calculation results are shown in Table 9.
TABLE 9 | Correlation degree of each cyberattack scenario to the reference scenario.
[image: Table 9]Based on the security risk level graded in Table 1, the correlation degree calculation under each attack scenario is determined in the interval, and the final security risk level of the ADNs model under different attack scenarios is obtained, which can be shown in Table 10.
TABLE 10 | Security risk level of each cyberattack scenario.
[image: Table 10]4.3 Analysis
In this part, we illustrate the rationality of the assessment results shown in Table 9 and Table 10 through theoretically analyzing the security risk of the ADN under the comparing attack scenarios.
(1) Comparing Scenario 1 with Scenario 2. In those two scenarios, the types and the total output power of the removed DGs in scenario 1 is consistency with scenario 2. But in scenario 1, the distance of the removed DGs from the main power supply of the distribution network is farther than in Scenario 2, and the result of calculating security risk higher than scenario 2. The reason is that the removed DGs far away from the main power source, and it have the heavier task of the local ADN power balancing, so as to the security risk level of scenario 1 is higher than scenario 2 while the ADN suffered cyberattacks.
(2) Comparing scenario 1 with scenario 3. The total output power of the removed DGs in scenario 1 is consistency with scenario 3, and the distance of the removed DGs in scenario 1 is farther from the main power supply than scenario 3, which lead to the security risk level of scenario 3 is higher than scenario 1, and the security risk of scenario 3 is level 4. The micro gas turbine serving as PV node in scenario 3 outputs more reactive power than the PV power supply serving as PQ node in scenario 1. Therefore, it has heavier task of balancing the reactive power and maintains voltage level in ADN, the security risk level of scenario 3 is higher after suffering attacked. So as to the security risk of scenario 3 is higher than scenario 1 after the ADN suffered cyberattacks.
(3) Comparing scenario 1, scenario 2, scenario 3 and scenario 4. Removing all of the DGs lead to the security risk of the ADN is level 5 in scenario 4. The reason is that the more DGs are removed, the more power will be loss, and the total of demand of power on the power grid become very high. At the meantime, the capacity of the power grid to maintain the voltage balance have decreased and results the voltage fluctuations.
(4) Comparing scenario 5 with scenario 6. During the normal operation of the ADN, the voltage of nodes 12, 13, 14 and 15 are lower than reference value, but the voltage of nodes 18, 19, 20 and 21 are close to the reference voltage value. While increasing the same loads, the security risk of increasing loads of the nodes with low voltage value is higher than increasing loads of the nodes with close to the reference voltage value. The low voltage nodes are more likely to exceed the voltage limit and become the voltage unqualified nodes. While nodes with voltage value are close to the baseline voltage value, it have greater margin and not likely to exceed the voltage limit, so as to the security risk of scenario 5 is higher than scenario 6.
(5) Comparing scenario 5 with scenario 7. Simultaneous increasing loads lead to the higher security risk than simultaneous removing loads. The increasing of loads aggravate the distribution network burden of the power supply and reducing the node voltage. When the loads are removed, the load rate of the main transformers are reduced after the fluctuation become stabilization, the power supply pressure also alleviated, the nearby node voltage value is closer to the reference value. It is more beneficial to the stable operation of the distribution network, and not easy to cause security risks, so as to the security risk of scenario 5 is higher than scenario 7.
(6) Comparing scenario 8, scenario 9 and scenario 10. When the cut off line contains little load, the security risk decreases slightly with increasing of the cut off line loads. The security risk level increased as the load contained by the cut line increasing substantially. When the cut off line contains a small amount of loads, and the length of lines are slightly longer (the amount of load contained is slightly increasing), which are benefit for alleviating the power demand pressure of the power supply. Making the power supply for other node loads are more stable, and the voltage is closer to the reference voltage value. Therefore, it can be explained that why the security risk of scenario 9 is slightly lower than that of scenario 8 (see Table 9). With the total of the loads contained in the cut off line are increased substantially, the adverse effects of the long line being cut off and the fluctuations and user losses will exceed the beneficial effects of the load reduction. The security risk level increase accordingly, thus the security risk of scenario 10 is higher than scenario 8 and scenario 9.
(7) Comparing scenario 11 with scenario 12. Removing DGs and aggravating loads value may lead to security risk of the ADN become highest. Removing DGs and shedding loads synchronously may lead to security risk of the ADN become relatively low. After removing the DGs and increasing loads, it may aggravate the burden of power supply. However, shedding a certain amount of loads can alleviate the power supply capacity decline that caused by removing DGs, and make the ADN relatively difficult to have security risks, so the security risk of scenario 12 is lower than scenario 11.
Through the above comparative analysis, it can be seen that the situation assessment results of all attack scenarios are consistent with the theoretical analysis conclusions, which verified the effectiveness and practicability of the situation assessment index system and assessment methods of ADNs that we proposed in this paper.
5 CONCLUSION
With the rapid development of integrated energy system, the large-scale and high-permeability access of DGs is making the distribution networks develop into ADNs. The increased complexity of ADNs also increases the vulnerabilities for cyberattacks, and the factors of cyberattacks should be considered in situation assessment system. At present, research on the situation awareness of ADNs is relatively preliminary, there are few relevant study considering cyberattacks and the operation rules of ADNs. Therefore, in this paper, the index system and assessment method of situation assessment for ADNs considering cyberattacks are proposed and verified through the IEEE 33-node ADN system. The characteristics of this work are as follows:
(1) The index system includes three parts: safty indexes of ADNs, security indexes of DGs and the security risk indexes of ADNs suffering from cyberattacks.
(2) The assessment method includes three steps. Firstly, the entropy weight method is used to assign weights to each assessment index according to its impact on the assessment results, which avoids the subjectivity of the traditional expert weight method. Then, the normal operation status of ADNs is taken as the reference scenario, and the grey correlation analysis method is used to calculate the correlation degree of the scenario to be evaluated to the reference scenario. Finally, the security risk level of the scenario to be evaluated is assessed based on the pre-established grading standard for ADNs situations.
(3) For case study, 12 attack scenarios are established considering cyberattacks that the DGs and controllable loads in ADNs might suffering, the situation of each attack scenario are assessed using our proposed method, and the rationality of the assessment results is illustrated by the theoretical analysis. By the case study, the effectiveness of the proposed index system and assessment method are verified.
This paper can provide a practical method for the on-line operation situation assessment of ADNs. The assessment results can help the operation and maintenance staff to grasp the real-time operation status of ADNs, and provide a basis for the situation projection and early warning of ADNs. It can also support for off-line research on the projection and early warning method, operation control strategy and network planning of ADNs. The results of the case study can directly provide reference for the study of situation awareness and planning of ADNs.
The future work will conduct the study on situation projection method for ADNs considering cyberattacks to complete the ADNs situation awareness system.
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