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In order to realize the intelligent management of photovoltaic power generation
system, wireless sensor network (WSN) is considered as a promised solution.
However, the energy of sensor nodes in WSN is limited and the security is not
guaranteed. In order to prolong the service life of WSN and to improve the security
of monitoring, this paper comprehensively considers the factors those affect the
security and efficiency of WSN, such as transmission power, sensor association
and the choice of Cluster Head (CH). Therefore, this paper proposes a joint sensor
secure rate and energy efficiency optimization algorithm to obtain the optimal
topology and transmission power design. Then, an effective iterative algorithm
based on Block Coordinate Descent (BCD) technology is proposed to obtain the
optimal solution to minimize the energy consumption of WSN and maximize
the secure rate of sensor networks, thus ensuring the security and reliability of
monitoring. Sensor association is modeled as a 0–1 multi-knapsack optimization
problem. Different complexity methods are implemented to solve this NP-hard
problem, and their performance are compared with simulations.
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1 Introduction

Under the global energy crisis and environmental problems, clean energy has attracted
more attention and has become a research hot point in recent years. In this context, the use
of light to generate electricity has become more popular. Photovoltaic power generation is a
technology that converts light energy into electric energy through photovoltaic effect. Taking
photovoltaic power generation as an example, the significance of photovoltaic energy storage
for joint participation in electricity market was studied in (Xing et al., 2020), which shows that
photovoltaic power generation has a good prospect in the power market.

After 2020, the grid-connected solar photovoltaic systemhas increased its global cumulative
capacity by almost 250 times, exceeding 300 GW by the end of 2016, which is double in
2020 (Jäger-Waldau et al., 2017). In the European Union, renewable energy is also widely
used at present, such as photovoltaic panels. The influence of series and parallel resistors on
photovoltaic panels is described (Pavlík et al., 2022). Photovoltaic system is one of the fastest
growing systems in the world. By smoothly switching the maximum power point tracking
mode and Constant Power Generation (CPG) mode, high performance and reliable operation
are ensured. The proposed control can be directly applied to the existing photovoltaic system
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without additional hardware equipment, such as irradiance sensor,
which gives up the design of the system by combining sensors in
consideration of the cost in the application (Helmers and Bett, 2016;
Suryawanshi and Patil, 2019). However, in practical application, the
situation that the photovoltaic system does not use sensors at all is
relatively limited.

In recent years, more andmore sensors are applied to photovoltaic
systems in the application of photovoltaic equipment. There are
more and more attempts on the application of current sensor in
photovoltaic system. For example, in practical application, when more
distributed photovoltaic power generation systems are connected to
the distribution network, the corresponding current sensor should
be selected to detect the current Direct Current (DC) component.
Transmitting optical power is a better scheme to supply power for
wireless sensor nodes. At the sensor, the light power in the form
of monochromatic laser is converted from photovoltaic laser power
to electric energy by photovoltaic laser power converter (Zhu et al.,
2021).

With the continuous opening of wireless network, the number
of wireless terminals is also increasing. How to ensure the security
of wireless communication is a problem worth thinking about.
Compared with traditional encryption methods, the physical layer
of wireless communication generally guarantees security from the
perspective of information theory (Hu and Li, 2014; Kong et al., 2019).
This paper introduces the security objectives and implementation
constraints of wireless sensor networks, summarizes the possible
attacks and main defense means of wireless sensor networks, and
analyzes various security technologies that are currently hot research
topics (Zhu et al., 2008; Kong et al., 2016; Kong et al., 2021). A
centralized, secure and low-energy adaptive clustering system is
proposed, which uses gateway resources to extend the network life and
provide trust management. It provides security, energy efficiency and
memory efficiency, and can prevent all kinds of attacks, from spoofed
messages to damaged node attacks, and it provides confidentiality
(Yang, 2011; Zhong et al., 2019; Zhong et al., 2022).

Based on the above description, a secure communication system
for photovoltaic power generation is designed, which collects the
voltage and current information of the system through sensors.
The Frequency Division Multiple Access (FDMA) method is used
to connect the sensor with the base station. The nodes of the
model include acquisition node, eavesdropping node and base station.
Considering that such a system with more nodes will consume more
energy, all the acquisition nodes are clustered. The work of this paper
is as follows.

1) This paper analyse the factors that affect the security and
efficiency of Wireless sensor network (WSN), such as transmission
power, sensor association and the choice of Cluster Heads
(CHs). In order to prolong the service life of WSN and
to improve the security of monitoring, a joint sensor secure
rate and energy efficiency optimization algorithm (TPTCO) is
proposed.Theoptimal topology and transmission power design are
obtained.

2) A joint optimization problem of multi-constrained mixed integer
programming is proposed, and an effective iterative algorithm
based on Block Coodinate Descent (BCD) technology is proposed
to obtain the second-best solution to minimize the power
consumption of WSN and maximize the secure rate of sensor
networks, thus ensuring the security and reliability of monitoring.

3) Topology control is build as a 0–1 multi-knapsack optimization
problem. Different complexity methods are put forward to solve
this problem, and their performance differences are compared by
simulation, so that they can be selected according to the actual
needs.

The rest of this paper is organized as follows: Section 2
summarizes the literature review of related work. In Section 3, we
introduce the system model of communication model. In Section 4,
the formulation and optimization of related problems are put forward.
In Section 5, the simulation analysis of the whole system is given.

2 Literature review

Based on the digital signal processing (DSP) chip of the controller,
this paper presents the hardware circuit of the control system.
Moreover, the circuit can be used normally in areas with strong
light. The photovoltaic power generation system includes a driving
circuit, a current and voltage sampling circuit, a main circuit DC-DC
converter and a protection circuit, and has a micro-pulse transscleral
ciliary body photocoagulation function (Kuang et al., 2020). When
the photovoltaic power generation device works outdoors for a
long time, it is easily disturbed by the external environment, which
affects the absorption of solar energy, greatly reduces the power
generation efficiency of the device, and also leads to further damage
of the device. In order to prevent this problem, a photovoltaic
monitoring system is proposed in this paper (Chen et al., 2021). This
paper presents a coupling modeling method, which compares the
energy consumption of three different vehicles in different places
in the integrated photovoltaic system. The method provides the
required energy through the battery. A transparent 3D printing
package is proposed to prevent the battery from being impacted
by the outside world and reduce the battery loss (Ntagios et al.,
2020). Complementary metal oxide semiconductor (CMOS) imaging
and wearable devices can also be applied in battery biomedicine
and wearable devices (Gu et al., 2021). The above results show that
photovoltaic systems are widely used in different fields, and sensors
are gradually applied in photovoltaic systems (Gu et al., 2021). An
optimization model of distributed photovoltaic power generation is
proposed. The goal of this model is to punish the cost of distributed
photovoltaic power generation (Saffih, 2017).

A photovoltaic power supply model is proposed, which regards
the energy consumption of WSN as the energy consumption of
photovoltaic energy collector. The low power consumption C O2 gas
sensor is used for simulation analysis (Yue et al., 2017). Generally,
the photovoltaic power generation management system based on the
Internet of Things will use a third-party platform to manage IoT
devices, but the security of the system is poor. In order to improve the
flexibility and security of the system, a photovoltaic power generation
management system based on narrow-band Internet of Things and
a new photovoltaic equipment access protocol are proposed, which
usesmulti-sensor reporting data analysis rules (Yang and Zhou, 2021).
A PV module is proposed, which supplies power to the implanted
temperature sensor and is suitable for remote self-powered systems in
various applications (Hung et al., 2018).

In the complex power field, intelligent sensors are often used
to monitor the status of power equipment, as the core of the
monitoring system, but how to supply energy to the sensors is
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an important problem, which attracts much attention. Solar energy
can be easily obtained from the outside world. A photovoltaic cell
model is proposed to ensure a stable energy supply for monitoring
equipment. In the complex power field, intelligent sensors are often
used to monitor the status of power equipment, as the core of the
monitoring system, but how to supply energy to the sensors is an
important problem, which attracts much attention. Solar energy can
be easily obtained from the outside world. A photovoltaic cell model
is proposed to ensure a stable energy supply formonitoring equipment
(Xiang et al., 2021).

A photovoltaic optimizer based on single inductor and single
sensor is proposed.Theoptimizer includes inductor, sensor andMPPT
unit, which improves the maximum output power of submodules,
reduces the number of components, realizes the best current point
tracking strategy and reduces the cost of photovoltaic optimizer
(Pichel et al., 2018). A photovoltaic charging scheme based on MPPT
strategy with single sensor is proposed, and a new optimization
algorithm based on single current sensor is proposed to track MPPT
(Kumar et al., 2017).

3 System model

As shown inFigure 1, we propose a photovoltaic power generation
system that includes power generation equipment, energy storage
equipment, and energy consumption equipment. In order to make the
system stable, the paper uses a wireless sensor network to monitor
the operation of the system. The energy consumption devices in
this system include not only the energy consumed by the user but
also the energy consumed by the wireless sensor network. Therefore,
we consider a secure communication system for photovoltaic power
generation systems, which collects information about the voltage
and current of the system through sensors. In order to realize the
intelligent management of the whole platform and ensure the safe
operation of the whole system, the model consists of acquisition
nodes, eavesdropping nodes and base stations. The acquisition node is
responsible for transmitting the collected confidential data to the base
station, while the eavesdropping node attempts to eavesdrop on the
confidential data. It is assumed that the locations of all nodes are fixed,
and all acquisition nodes will be eavesdropped when transmitting
data. Considering that all nodes directly transmit data to the base
station will consume a lot of energy, in order to reduce the energy
consumption of thewhole sensor network, all the acquisitionnodes are
clustered in this paper. After the sensor nodes are divided intomultiple
clusters, a central node is selected from each cluster as CHs, and CHs
is used as a collection node, and the data of surrounding nodes are
collected and transmitted to the base station. The sensor set isN , and
the total number of nodes is N, which can be expressed as |N | = N.
Because the location of the equipment in the photovoltaic system is not
fixed, the sensor nodes are randomly deployed in a certain range. In
this system, all sensor nodes have the same initial value and the energy
consumed when collecting data is the same. In the whole system, all
CHs are defined as the set K, so the number of CHs included in WSN
is K.

In this paper, FDMA is used as the communication connection
between the sensor and the base station. FDMA is usually
used for uplink transmission between the device and the
server. It orthogonalizes the transmission of different users and
completely reduces the intra-cell interference (Wang et al., 2020).

FIGURE 1
A photovoltaic power generation system based on WSN.

According to Shannon formula, the achievable transmission rate from
node i to node j is:

ri,j = B ⁡ log2(1+
pihi,j
σ
), (1)

Similarly, the reachable rate from eavesdropping node to node j can be
expressed as:

re,j = B ⁡ log2(1+
pehe,j
σ
), (2)

pi is the transmission power of the acquisition node. pe is the
transmitting power of the eavesdropping node. σ is Gaussian white
noise. hi,j =

|g0|
2

(di,j)
2 , he,j is the channel power gain between the

eavesdropping node and the node j. hi,j is the channel power gain
between node i and node j. di,j is the distance between node i and node
j, g0 is the Rayleigh fading channel coefficient, which accords with the
complex Gaussian distribution ζ (0,1).

3.1 Communication model

Due to the position of each sensor node is fixed, the energy
consumed by the sensor node when transmitting data to the base
station is mainly determined by the power of the sensor. Therefore,
this paper defines a cost function related to the power of sensor nodes,
which increases in proportion to the power. The greater the power
of sensor nodes, the greater the cost function and the more energy
consumed. The energy consumption of sensor transmitting data once
is shown as follows:

Cost (p) , (3)

Cost (⋅) is the monotonic increasing function of transmission power,
which comprehensively reflects the influence of power, transmission
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TABLE 1 Symbols parameters.

Variable Parameter

βi,j Association decision

pi Transmission power of sensor node i

Nmax
j Maximum access number of CH

Cost (⋅) Monotone increasing function of transmission power

ri,j Privacy rate from CHs to base station

re,j Eavesdropping the achievable rate from node eavesdropping to node j

hij Channel gain from node i to node j

distance and channel condition on energy consumption. The energy
consumption of CMs is expressed as Cost(pi), and the energy
consumption of CHs is expressed as Cost(pj).

3.2 Secure rate

In the system model proposed in this paper, a safe rate is proposed
to represent the rate at which data can arrive safely when data is
transmitted between different sensor nodes. Security rate is defined
as the transmission rate between node i and node j minus the
transmission rate between eavesdropping node and node j. Only when
the transmission rate between node j and node j is greater than that
between eavesdropping node andnode j, data can be safely transmitted
fromnode j to node j.The security rate of data transmission fromnode
j to node j can be expressed as follows:

ri,j =
{{{{
{{{{
{

ri,j − re,j, pihi,j > pehe,j

0, pihi,j < pehe,j

(4)

The transmission rate from node i to node j is ri,j on the left side of
the formula, and the transmission rate from eavesdropping node to
node j is re,j. The final ri,j is the security rate between node i and node
j. CHs the secure rate to the base station is expressed as rj,c. All sensor
nodes are divided into multiple clusters, and each cluster has a CH to
collect all CMs data and transmit it to the base station. Other sensor
nodes in the cluster automatically join the CMs. Every CM can select
one CH for association, Assume that is the association silver between
CMs and CHs, and represents the CMs association CHj, otherwise.
In addition, is expressed as the maximum associated number of CHs.
Then the secure rate that all CMs can achieve is:

∑
i
βi,jri,j, (5)

The above symbols are summarized in Table 1.

4 Problem formulation and problem
solution

The core of this paper is to reduce the power loss of the sensor
and improve the use efficiency. Therefore, considering the topology
of the sensor and the transmission power when transmitting data,
the topology of the sensor can be optimized by CHs selection and

sensor correlation. Therefore, this paper considers three optimization
problems to reduce the energy consumption of sensor nodes,
including transmission power design, CHs selection and sensor
association. This paper selects CHs according to the designed
CHs selection algorithm. Then, a multi-constrained mixed integer
optimization problembased on joint transmission power and topology
control is proposed. The algorithm proposed in this paper is used
to solve the optimization problem, and at the same time, the
correlation between the solved transmission power and the sensor
under the current CHs is obtained. However, it is uncertain that the
transmission power and sensor correlation obtained at this time are
the optimal solution of this optimization problem, so it is necessary
to iterate continuously until the CHs, transmission power and sensor
correlation obtained is fixed. Through the above scheme, it can be
considered that a suboptimal solution is obtained. Our proposed
solution almost traverses all sensor nodes, so K CHs are randomly
selected at the beginning of the simulation experiment.

4.1 Problem formulate

In this part, we formulate a joint optimization problem based
on joint transmission power design and sensor association, aiming
at maximizing the security of sensor transmission and reducing the
energy consumption of sensor. Note that the transmission power
of all sensors is p. The relationship between CMs and CHs is
β = {βi,1,…,βi,j,…,βi,K,∀i ∈ ℕ,∀j ∈K}. In order to ensure the
security of data uploaded by sensors and reduce the energy
consumption in the transmission process, we formulate a multi-
constrained mixed integer optimization problem about transmission
power p and node association β. The optimization problem is
expressed as follows:

P: max
p,β

ω1(∑
i
∑
j
βi,jri,j +∑

j
rj,c)−ω2(∑

i
Cost(pi) +∑

j
Cost(pj)) (6)

s.t.pmin < pi < pmax, (6a)

βi,j ∈ {0,1} , (6b)

∑
i
βi,j = 1, (6c)

∑
j
βi,j = N

max
j , (6d)

The weight factors ω1 > 0,ω2 > 0 are the tradeoff between secure
rate and energy consumption. Constraints 6a indicates the limit of
transmission power of sensor nodes of CMs; Constraints 6b and 6c
mean that each CM can only access one CH; A constraint of 6 dmeans
that the maximum number of CMs accessed by each CH is Nmax

j .
Because the correlation factor is a binary variable, problem P

is a non-convex mixed integer optimization problem. It is difficult
to obtain the optimal solution of this problem by standard convex
optimization techniques. Therefore, this paper adopts the block
coordinate descent algorithm to decompose the optimization problem
into two sub-problems, and solves problem P by iteratively solving the
optimal solution of the sub-problems.
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4.2 Problem solving

In this part, we use the BCD method of convex optimization to
decompose problem P into two optimization problems: transmission
power p and sensor node association β, and get a suboptimal solution
through continuous iterative optimization. In each iteration, the
transmission power design problem in the fixed sensor correlation
result β is first solved. Then, we optimize the sensor association under
the given power control design p. When the proposed algorithm
converges to the predetermined accuracy, the suboptimal solution can
be obtained.

4.2.1 Power control optimization
When the node association β is given, the power control

optimization problem can be simplified as follows:

P1: max
p

ω1(∑
i
∑
j
βi,jri,j +∑

j
rj,c)−ω2(∑

i
Cost(pi) +∑

j
Cost(pj))

= ω1(∑
i
∑
j
βi,jB(log2(1+

pihi,j
σ
)− log2(1+

pehe,j
σ
))+∑

j
rj,c)

−ω2(∑
i
Cost(pi) +∑

j
Cost(pj))

s.t. pmin < pi < pmax,
(7)

When Cost (⋅) is a convex function, the problem is a standard convex
optimization problem, so the strong dual condition holds. In the next
part, we use Lagrange duality technique to formulate the optimal
solution p* of this optimization problem. Then, the Lagrange function
of the dual problem can be formulated as:

L (p,λ,ν)

= ω1(∑
i
∑
j
βi,jri,j +∑

j
rj,c)−ω2(∑

i
Cost(pi) +∑

j
Cost(pj))

+∑
i
λi (pi − pmin) +∑

i
νi (pmax − pi)

(8)

Among ν = {νi,∀i}, ν = {νi,∀i} is a non-negative Lagrange multiplier
related to their respective constraints. The formula of dual function is
as follows:

D (λ,ν) =max
p
𝕃(p,λ,ν) (9)

Then, the dual problem is given through.

min
λ,ν

D (λ,ν)

s.t. λ ≥ 0,

ν ≥ 0,

(10)

The original problem is convex about pi, so the solution satisfying
KKT condition is also the optimal solution of the original problem. By
finding the first derivative of the objective function to pi, the optimal
transmission power allocation, denoted as p*

i , can be obtained by:

p*
i =

ωB∑
j
βi,j

ln⁡2(ω2a+ λi − νi)
− σ
∑

j
hi,j

(11)

After we find p*
i , we get the dual functionD (λ,ν) by the above formula.

The optimal dual variable cannot be obtained by one-time solution,
but it needs to be obtained by projected sub-gradient. The formula of
projected sub-gradient method is as follows:

λ(k+1)i = [λ
(k)
i + sk (pi − pmin)]

+
(12)

ν(k+1)i = [ν
(k)
i + sk (pmax − pi)]

+
(13)

where sk = dfrac gamma‖gk‖ is defined as the step size of the kth cycle,
and sk > 0. gk is defined as the gradient corresponding to the kth cycle.
On the basis of Lagrange duality and projection sub-gradient method,
we propose a cyclic optimization algorithm, as shown inAlgorithm 2.

4.2.2 Node association optimization
Given the transmission power p, the optimization problemof node

association can be simplified as follows:

P2: max
βi,j

ω1∑
i
∑
j
βi,jri,j

= ω1∑
i
∑
j
βi,jB(log2(1+

pihi,j
σ
)− log2(1+

pehe,j
σ
))

s.t. βi,j ∈ {0,1} ,

∑
i
βi,j = 1,

∑
j
βi,j = Nmax

(14)

The problem is a 0–1 multi-knapsack problem. With the increase
of the dimension of the problem, the time complexity of the algorithm
for solving the problem will also increase dramatically. How to
solve the integer optimization problem is a problem worth thinking
about. With the increase of the dimension of the problem, the time
complexity of the algorithm for solving the problem will also increase
dramatically. How to solve the integer optimization problem is a
problemworth thinking about. In this paper, an algorithm is proposed
to get the sub-optimal solution of the node association optimization
problem. fij will be defined as the income of sensor node i accessing
CHj, The expression fij is:

fij = B(log2(1+
pihi,j
σ
)− log2(1+

pehe,j
σ
)) (15)

In the iteration of the algorithm, all unallocated sensor nodes are
considered first. If the maximum distance between the current node
and the second node is the largest, the sensor i is connected to the CHj
until all sensor nodes are connected to the CH, and the iteration of the
algorithm is stopped. The proposed algorithm of sensor association
scheme based on MTHG is shown in Algorithm 1.

4.3 CH selection

In order to improve the security of the whole photovoltaic system
and reduce the energy consumption of the system, the CHs selection
algorithm is proposed in this paper. CHs selection algorithm divides
sensor nodes into multiple clusters, and selects CHs according to the
minimum transmission distance between CHs and CMs, thus making
the transmission energy consumption between each CM smaller. At
the same time, the transmission distance between CH and the base
station should be as small as possible to reduce the transmission
energy consumption of CHs to the base station. We use the sum of the
minimum Euclidean distances between CHs and CMs to select CHs.
CHs selection formula is as follows:

CHj = argmin
m
∑{distm,∀m ∈℧} ,∀j ∈K (16)

Among,℧ represents the deletion of the set of nodesm. ∑distm,∀m ∈℧
is the sum of the distances from sensorm to other sensor in the cluster.
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1:  Evaluation random CHs and topology control β0.

2:  Evaluation (λ,ν)1 and r1,r2,r3 = 0.

3:  repeat

4:   repeat

5:    repeat

6:     Calculate pr1 by Eq. 11.

7:     Calculate (λ,ν)r1+1 by Eqs 12, 13.

8:     Calculate r1 = r1 +1.

9:    until Sub-gradient algorithm reaches a

certain value.

10:    Update fij by Eq. 15.

11:    while G ≠ ⊘ do
12:     d* = −∞.

13:     for all i ∈ G do
14:      j

′
= argmax

j
{fij,∀i ∈ G}.

15:      Update d = f
ij
′ −max{fij,∀j ∈K}.

16:      if d > d* then

17:       d* = d.

18:       βij′ = 1.

19:      end if

20:     end for

21:     delete sensor i in G.
22:    end while

23:    Calculate r2 = r2 +1.

24:   until The target reaches a certain value.

25:   Acquire the CHs by CHs selection algorithm.

26:   Update r3 = r3 +1.

27:  until CHs and topology control β is fixed.

Algorithm 1. MTHG-Based Topology Control (MTHG)

4.4 Overall algorithm design

We propose a whole iterative loop algorithm, as shown in
Algorithm 2, aiming at effectively solving the optimization problem
with reduced algorithm complexity. Firstly, the topological association
of sensor networks is randomly initialized, and the transmission
power is solved by sub-gradient algorithm. Then, the price of
knapsack problem is calculated by the obtained transmission power,
and the corresponding sensor association result is obtained by
traversing all CMs. Iterate for many times, reach the accuracy given
by BCD algorithm, and get a solution. The solution obtained at
this time is not suboptimal, because CHs is random. Finally, the
CHs is selected according to the given CHs selection algorithm,
and the transmission power and sensor correlation results are
recalculated. After repeated iterations, until the CH sum does
not change any more and the target value converges to the
predetermined accuracy, we think that a suboptimal solution has
been found for this problem. Repeated iterations are because
CHs is randomly initialized in the initialization process, and after
repeated iterations, high-quality topology control strategies can be
obtained. The details of this algorithm are summarized as algorithm
TPTCO. The flowchart of the TPTCO algorithm is shown in
Figure 2.

1:  Evaluation random CHs and topology control β0.

2:  Evaluation (λ,ν)1 and r1,r2,r3 = 0.

3:  repeat

4:   repeat

5:    repeat

6:     Calculate pr1 by Eq. 11.

7:     Calculate (λ,ν)r1+1 by Eq.12 and 13.

8:     Update r1 = r1 +1.

9:    until Sub-gradient algorithm reach to a fixed

value.

10:    Acquire topology control through Algorithm 1

(MTHG).

11:   until BCD method reduce to a certain value.

12:   Calculates the sum of Euclidean distances

between each node and other nodes.

13:   CH is the node of the sum of the minimum

Euclidean distances.

14:  until Topology control and CHs is fixed.

Algorithm 2. Transmission Power and Topology Control Optimization (TPTCO)

5 Simulation analysis

We prove the effectiveness of the algorithm proposed in this paper
by simulation results. In the simulation, it is assumed that a WSN
topology is randomly deployed, and the sensor nodes are randomly
deployed in a certain range. Where d > 0 represents the Euclidean
distance from CH to BS and from CMs to CH (Heinzelman et al.,
2000). The MTHG algorithm proposed in this paper is compared with
GREEDY, Relax-CVX and other algorithms by simulation.

5.1 Simulation parameters

This paper evaluates the performance of the proposed algorithm
by analyzing the clustering results, the energy consumption of the
algorithm, the convergence of the algorithm, the transmission security
and the load of the cluster head.The simulation results are obtained by
running Matlab 2016b simulation software on a computer equipped
with Intel Core i7-7700,296 3.6 GHz CPU and 16 GB memory. The
parameters used in the simulation experiment are shown in Table 2.

5.2 Analysis of simulation results

Figure 3 shows the topology of WSN in the first round of
operation, and the results of sensor association after running
MTHG algorithm in this topology. In the simulation process, all
sensor nodes are randomly deployed according to PPP density, and
MTHG algorithm divides sensor nodes into CHs and CMs. CM is
associated with CH for data transmission. Using different sensor node
deployment algorithms will lead to uneven density of sensor nodes
in different areas, and higher CH load in denser areas, which will
lead to increased energy consumption of CH and thus the energy
consumption of thewhole system.Therefore, it is necessary to limit the
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FIGURE 2
The flowchart of the TPTCO algorithm.

maximum number of CH associations. In this paper, sensor nodes are
divided into five clusters. It can be seen from the figure that according
to the CHs selection algorithm, each CH is distributed in the center
of each cluster as much as possible, which will shorten the Euclidean
distance between CH and CM, thus reducing the energy consumption
during data transmission.

Figure 4 shows the convergence of the algorithm proposed in
this paper compared with other algorithms. It can be seen from
the figure that, at the beginning, the convergence curves of all

algorithms keep rising with the number of iterations. After iteration
for a period of time, the correlation between CHs and sensors
will not change, and then all algorithms will gradually converge. It
can be seen from the convergence curves of different algorithms
that CVX has the best convergence performance. The convergence
curve gap between MTHG algorithm and Relax algorithm proposed
in this paper is very small, while the performance of GREEDY
algorithm is worse. The reason why there is little difference between
MTHG algorithm and GREEDY algorithm may be that both of
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TABLE 2 Simulation parameters.

Variable Parameter Value

S Distribution area 500× 500

ρ Deployment density of WSN nodes 250

Nmax
j Maximum access number of CH 30

w1 Weight of security 100s

w2 Weight of energy consumption 100s

Pmin Minimum transmission power 100s

Pmax Maximum transmission power 500s

FIGURE 3
Topology of WSN and result of sensor association by MTHG.

them use the minimum Euclidean distance for clustering. Therefore,
we can know that the MTHG algorithm proposed in this paper
can also get high-quality approximate suboptimal solutions. Even
if there is a certain gap between the solution and the optimal
solution. GREEDY got a feasible solution with the lowest algorithm
complexity. Compared with GREEDY algorithm, MTHG algorithm
has more obvious improvement when the complexity increases
little.

Figure 5 shows the security of different algorithms for unit
energy consumption, with Realx-Rounding being the best. MTHG
proposed in this paper is the closest to Realx-Rounding, GREEDY
algorithm is the third, and Fuzzy C-Means (FCM) algorithm is the
worst. Realx-Rounding takes the most time. For FCM algorithm,
security in the transmission process is not considered, so the
security of FCM algorithm is poor. For GREEDY algorithm, in
the process of optimizing sensor association, only the minimum
energy consumption is considered, so CMs will associate with
its nearest CHs as much as possible, without considering the
security of data transmission, which will also lead to the reduction
of security during transmission. However, the computational
complexity of MTHG proposed in this paper is significantly reduced.
It can be seen from the above that MTHG proposed in this
paper improves the security requirements in the process of data
transmission.

FIGURE 4
Convergence behaviour of the proposed algorithm.

FIGURE 5
Security of the proposed algorithm.

Figure 6 shows the CHs load under different algorithms. For CMs,
they will always reduce the energy consumed in the transmission
process as much as possible under the CHs constraint, so CMs will
choose to associate with its nearest CHs as much as possible. It can
be seen from the figure that under the same constraints, the load
calculated by MTHG algorithm is the most balanced, followed by
CVX, and the CHs load calculated by Greedy algorithm is the most
unbalanced. For GREEDY algorithm, in the process of optimizing
sensor association, only the minimum energy consumption is
considered, so CMs will associate with its nearest CHs as much as
possible, which will lead to the unbalanced load of CHs. The MTHG
algorithm proposed in this paper iteratively solves the transmission
power, sensor association and CHs selection for many times until the
obtained results are unchanged. The CVX algorithm optimizes the
problem as a whole, and does not consider the load balance too much,
so the CHs load is not so balanced. Therefore, MTHG can balance the
load of CHs asmuch as possible, which can greatly improve the service
life of sensor nodes.
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FIGURE 6
CHs load of the proposed algorithm.

FIGURE 7
The relationship between n value and target value.

Figure 7 shows the convergence performance of the algorithm
under the changed conditions. CVX has the best convergence,
because CVX considers the optimization problem as a whole in
the optimization process, and obtains the optimal correlation result.
Therefore, when it changes, the target value calculated by CVX
algorithm does not change much, but CVX algorithm consumes
the most time. The MTHG algorithm proposed in this paper has
better convergence than GREEDY algorithm. GREEDY algorithm
only considers the minimum energy consumption in the process
of optimizing sensor association. When it increases, CMs will be
associated with its nearest CHs as much as possible, and the
energy consumption will be correspondingly reduced. The objective
function value of the optimization problem will be improved, but
at the same time, the load imbalance of CHs will be more serious.
The MTHG proposed in this paper reduces the complexity of

CVX algorithm and is very important for the implementation of
solutions.

6 Conclusion

The intelligent management of photovoltaic power generation
system needs to collect information from all parts of the system
through sensors. In order to improve the security of WSN and reduce
the energy consumption of sensors, this paper uses BCD method to
solve the joint optimization problemof transmission power and sensor
association, and proposes MTHG algorithm to solve the problem
of sensor association optimization, and uses sub-gradient method
to solve the transmission power. Select CHs again according to the
association of sensors. The simulation results show that the algorithm
can effectively improve the security of the transmission process, reduce
the energy consumption of the sensor, and thus prolong the service
life of the wireless sensor network. In the future work, we will try to
improve the algorithm by reducing the gap between the suboptimal
solution and the optimal solution and reducing its complexity. In
addition, a more realistic environment will be considered in the
optimization problem.
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