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The smart grid optimizes traditional power grids and provides more intelligent
services for end users and utilities. However, due to the large number of unsafe
devices in the smart grid, there are corresponding risks when implementing
relevant solutions on these devices. Therefore, in this article, a security
demand response management scheme based on blockchain is proposed to
safely make energy trading decisions, thereby realizing the management of the
overall load of users in the power grid. In this scheme, the miner node is the
verifier. These nodes are responsible for verifying energy transactions in the smart
grid (SG) and adding corresponding blocks to the blockchain. Successful energy
transactions only occur in blocks in the blockchain. Here, the proposed method is
validated through experiments on electric vehicles. The experimental results
demonstrate the effectiveness of the proposed scheme in demand response
management.
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1 Introduction

With the rapid development and application of Distributed Energy Resources (DER),
such as Rooftop Photovoltaics (PV) and Electric Vehicles (EVs), there is a new demand for
coordinated management schemes for these distributed energy resources. Optimizing the
management of distributed energy can enhance the flexibility of end users, reduce power
costs, and provide key services to grid operators, achieving a match between demand and
local renewable energy supply (Maharjan et al., 2017; Khan et al., 2018; Jindal et al., 2020;
Zhang et al., 2021).

The development of the smart grid (SG) has led to incredible growth in the use of smart
grid information and its related communication technology (ICT), and end users can obtain
various related services within a specified time and range (Maharjan et al., 2017; Khan et al.,
2018; Zhang et al., 2021). Smart energy trading, as one of the core components of smart grids,
is closely related to users’ daily lives, involving various entities such as energy consumers
(smart devices, SD) and service providers (power grids), and is achieved through daily energy
operations. In addition, the popularity of EVs has also increased the load on the power grid as
they require charging (Jindal et al., 2020). These entities form an energy network in smart
cities, and it is necessary to optimize the management of energy resources to sustainably
maintain energy supplies in smart cities. Therefore, energy management in smart cities has
become an important task. However, due to limited power generation resources, it is
necessary to manage the overall load situation of various departments in smart cities through
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energy trading (Wang et al., 2018; Li Q. et al., 2020; Gao et al., 2021).
This can be achieved by using ICT and a cloud-based
communication backend to manage the energy demand response
of end users in residential, commercial, industrial, and
transportation sectors (Fazio et al., 2016; Khoshkbarforoushha
et al., 2017). Managing users’ energy needs in this way ensures
that their energy utilization rate meets their needs. For example, a
household that has excess energy at a certain moment can trade with
EVs that require energy. Likewise, when EVs have excess energy,
they can trade energy with industries that require more energy to
operate.

Due to various energy management vulnerabilities in urban
communication networks, energy trading can, however, be
vulnerable to attacks. Therefore, to address these attacks and
provide security and privacy for entities participating in energy
transactions, a secure energy management scheme is needed that can
ensure the overall security and privacy of users, even if the network is
at risk (Cheng et al., 2022).

Blockchain technology ensures security constraints in a
decentralized manner through distributed ledger systems (An
et al., 2020; Cheng et al., 2020; Xu, 2020; Cheng et al., 2021),
making it very difficult to disrupt this system as the disruption
requires the destruction of all nodes (i.e., miner nodes), which are
responsible for maintaining the security of the entire system.
Therefore, blockchain can be successfully applied as part of
security measures in smart cities to ensure the security of energy
transaction requests. To date, some researchers have conducted
relevant research. For example, Puthal (Puthal et al., 2018) proposed
a blockchain-based energy trading solution that utilizes energy coins
to achieve secure energy trading in intelligent transportation systems
(ITS). Aujla (Aujla et al., 2018) proposed a localized peer-to-peer
(P2P) electricity trading model for local electricity trading between
plug-in hybrid vehicles (PHEVs) in smart grids. Wilson (2013)
proposed a blockchain-based edge as a service framework for
supporting secure energy trading in V2G environments of
Software Defined Networks (SDNs). Kaur et al. (2018) proposed
a new EV charging scheme for decentralized blockchain smart grid
systems, aiming to minimize the level of power fluctuations in the
grid and the overall charging cost for EV users. However, these
methods all have some common problems, such as the inability to
select miner nodes, the inability to select wallets, and a single
application scenario. Therefore, this article proposes a scheme for
applying blockchain to energy trading (Smart Secure Grid, SSG) to
ensure the integrity and authenticity of energy trading requests.
Once the transaction is authenticated, the energy transaction request
will be used to manage the demand response, and after each
successful transaction, the energy coin will be traded. In
summary, the main contributions of this work are three-fold:

1. A miner node selection scheme is proposed based on the power
capacity and processing capacity of intelligent devices in the
smart grid.

2. A blockchain-based creation and verification scheme is proposed,
which adds entries to the blockchain to ensure the security of
energy transactions.

3. An energy transaction scheme for demand response
management is designed to deal with energy transaction
requests from different sources.

2 The proposed method

Here, we carefully discuss the general scenario where the SG
ecosystem (SGE) is utilized for energy transactions. The proposed
system consists of different entities such as residential, industrial,
construction, and EVs. To maximize their benefits, their energy
resources need to be shared with each other. As shown in Figure 1,
these entities connect by using communication infrastructure based
on ICT, while information about energy transactions between
entities is delivered through access points. The details of an
energy transaction among two various entities (seller and buyer)
are stated as follows. First, energy-seeking entities initiate energy
transaction requests in the SG ecosystem. Next, the system sends the
requests to the access point. The verification requests are further sent
by these access points to the miner nodes. The validation of energy
transaction requests and relevant users’ privacy protection is
performed by the miner nodes. The entity with superfluous
energy will start trading with the energy-seeking entity after the
request is validated by the miner node. The buyer transfers its energy
coins to the seller at the value agreed by both parties once the energy
trading succeeds. Note that in the system proposed in this paper, the
initial value of energy coins owned by each participant is consistent;
that is, the total amount of energy coins is constant. Figure 1 shows
that two types of functional nodes (miner node and ordinary node)
exist in our proposed system. Each node will be described in
detail next.

2.1 Miner nodes

Miner nodes (MNs) are employed to authenticate, authorize,
and audit energy-related transactions in the smart grid ecosystem.
Each MN has its own limited storage capacity, where transaction

FIGURE 1
Architecture of the proposedmethod based onmarket structure.
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data are temporarily stored before being added to the blockchain.
The MN maintains a ledger for storing information related to
received data blocks. The data block also includes block headers,
hash values, timestamps, and transaction sets. For the block to be
added to the blockchain, the MN calculates the proof of work based
on the received information. If it matches the hash value received in
the block, the MN will authenticate the block. It then sends
information about the block to other MNs, and if all miner
nodes agree on the authenticity of the block, the block is added
to the blockchain. This step is repeated for each block received by an
MN until its memory capacity is full, and then it sends the data to a
centralized location with a large memory capacity.

The MN is employed to authenticate, authorize, and audit each
energy-related trading in the SGE. The transaction data are
temporarily stored in each MN’s limited storage area before they
are added to the blockchain. A special ledger is maintained by the
MN for storing information related to the data blocks received in the
proposed system. Specifically, the complete data block also

commonly includes a discriminative block header, a proof of
work (PoW), a transaction set, one timestamp, and one hash
value. The MNs calculate a PoW based on the received
information for the newly added block. Next, once the calculated
PoWmatches the hash value received by the data block, the MN will
authenticate the aforementioned new data block and send the
block’s information to the other MNs. The new block will be
added to the blockchain if all MNs reach a consensus on the
authenticity of the block. These steps are repeated for each block
received by a single MN until their memory capacity is exhausted,
and then the data are sent to a centralized location that has a large
memory capacity.

2.2 Ordinary nodes

In the smart grid ecosystem, nodes that are not miner nodes are
referred to as ordinary nodes. The ordinary node maintains a limited-
capacity ledger for storing its transaction logs. These ordinary nodes
also have a wallet for energy coin payments between each other. The
blockchain mechanism provides privacy protection for related entities
by using encryption primitives to verify transactions between these
modes. The blockchain is regarded as a chain of continuous data
blocks that includes nodes’ related information. These nodes wish to
execute transactions in a safe manner without relying on a centralized
credible third-party system. In this system, each node has its own
ledger to maintain transaction history. The ledgers of miner nodes are
usually larger than the ledgers of ordinary nodes. The MNs are
responsible for authenticating and authorizing transactions that
users wish to execute in a secure manner.

The blocks in the blockchain contain a set of values used for
authenticating transactions. These values include transaction blocks
and hash value sets. The block header also includes the hash value of
the previous block, which is used for verifying and authorizing
transactions. It also contains sender information related to the
transaction. The hash value is sent as part of the block to verify
the identity of the sender. The ordinary nodes calculate this value
and append it to blocks that are sent to miner nodes. The timestamp
is the real-time information utilized by the miner node to calculate
the PoW. The trading set or content consists of instructions based on

FIGURE 2
Blockchain schematic diagram.

FIGURE 3
Workflow of the SSG method.

Frontiers in Energy Research frontiersin.org03

Guoshi et al. 10.3389/fenrg.2023.1183117

https://www.frontiersin.org/journals/energy-research
https://www.frontiersin.org
https://doi.org/10.3389/fenrg.2023.1183117


which actual energy transactions are carried out. For example, the
trading set can include the price of energy trading and the quantity
of energy traded.

The PoW is not sent with the transaction, instead, it will be
calculated by the miner node and used to add new blocks to the
blockchain. This involves solving complex mathematical problems
(similar to calculating hash values) and then matching the solution
with the hash values received from ordinary nodes. If these two
values match, then the block (and the transactions within it) is
considered real and processed. In summary, the working steps of the
blockchain mechanism are as follows:

1. Entity (such as Entity 1) sends energy transaction requests in the
network.

2. The request is passed to the miner node for identity verification.
If the calculated hash value matches the received hash value, the
miner node adds the transaction to the blockchain.

3. If the request is verified to be true, the miner node sends energy
trading requests to other entities. For entities that agree to
participate in the transaction (such as entity N), the miner
node notifies entity 1 and conducts actual energy transactions.
If multiple entities are interested in energy trading, Entity
1 decides which entity to engage in energy trading with.

4. Blockchain is used to transfer energy coins from entity 1 to entity
N. Entity 1’s wallet is deducted based on the agreed amount.
Then, the miner node uses a similar method to verify the wallet
address of entity N.

The schematic diagram of the entire blockchain is shown in
Figure 2.

3 The principle of the SSG

This section introduces the SSG scheme. First, the miner
nodes are chosen to verify blocks created during the process of
energy trading. Once the block verification is complete, the secure
energy transactions are carried out according to the energy needs
of the different entities. Figure 3 shows the complete algorithm
process, and we will discuss the relevant stages in the following
sections.

3.1 The selection of a miner node

The method of selecting an MN makes all entities in the SSG
system miner nodes. Some previous studies have proposed MN
selection methods (Chaudhary et al., 2019). For example, smart
meters are utilized as miner nodes to access and store energy data
for smart homes, or EVs are used as miner nodes to facilitate
energy transactions in a smart transportation department, etc. The
selection of a miner node depends on the types of available nodes
and applications. Therefore, each MN selection method is unique
to the problem. However, in this scheme, the miner nodes in our
proposed method are chosen from various entities including
family residences, industrial facilities, and buildings via analysis
of the data associated with the entity’s processing capacity or

electricity capacity. Algorithm 1 gives the MN selection process in
detail.

Input: S,E, I,B

Output: MNs

procedure SELECTION_of_MN (S,E, I,B)

/*Nodes in S (S represents the smart home) */

Set threshold � τs

for (s � 1;s≤size(S);+ + s) do
Get the power capacity Ps

c in each s

if Ps
c > τs then

Put s in L

end if

end for

/* Nodes in B (B represents the building) */

Set threshold � τb

for (b � 1; b≤size(B);+ + b) do
Obtain each b’s power capacity Pb

c

if (Pb
c > τb) then

Put b in L

end if

end for

/* Nodes in I ((I represents the industry)*/

Set threshold � τi

for (i � 1; i≤size(I);i + +) do
Sort nodes in descending order based on processing

power

Obtain μi, the processing power

j ← i

while (j>0 and Ij−1 < Ij) do

temp ← Ij−1
Ij−1 ← Ij j ← j − 1

end while

if (μi > τi) then

Put i in list L

end if

end for

Select the top 50% nodes of I and place them into list L

/* Nodes in E (E represents EV) */

Set threshold � τe

for (e � 1; e≤size(E);+ + e) do

Obtain each e’s processing power pe

Ask e if it is possible to serve and store the protocol

time in T (tee)

Calculate μe � pe · te

if (μe > τe) then

Put e in L

end if

end for

Calculate the amount of MNs MN � γ · size(L). Among them,

where γ is the ratio of miner nodes to ordinary nodes.

Randomly select MN from list L and set it as a miner node

end procedure

Algorithm 1. Miner node selection.

First, the number of buildings, industries, smart homes (SHs), and
EVs are taken as input for the algorithm and the output will be the
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selected MN. The algorithm utilizes different standards in order to
select MNs from all existing entities. It is necessary to calculate the
power capacity of SHs. SHs with power capacity greater than a
threshold τs are put into a list L for selecting a possible MN.
Likewise, buildings with a power capacity greater than τb are put
into the created list, i.e., L. Notably, the thresholds of buildings and
dwellings should be various (i.e., τb > τs) because buildings have more
load demands than single dwellings. For industry, it is necessary to
consider their processing power when choosing MNs, as it is always
smaller than the processing power of a building or an SH. We then
order the loads of industrial facilities in descending order according to
their processing capacity and add the top 50% into the L.In addition,
the processing power and protocol time of EVs is important as they
are the only moving entities in the SG ecosystem. The algorithm
defines protocol time as the time when EVs agree to act as miner
nodes. Therefore, their utility is calculated based on their processing
power and protocol time, and EVs whose utility is greater than τe are
added to the list L.

The ratio of MNs to ordinary nodes (γ, whose value is 20%) is
taken into account when selecting MNs from the list L. Another
advantage of this algorithm is that even though an entity attempts to
maximize its processing capability and power capacity to evolve as an
MN, there is no guarantee that it will eventually become one.
Therefore, each node will maintain its original nature, and some
entities will be selected as MNs from the SHs or EVs by the algorithm
so that they can be added to the overall system when verifying user
requests. Furthermore, the values of τs, τb, τi, and τe change after
periodic time intervals to exclude and include other accessible entities
in the process of selecting an MN. Then, the system performs the

algorithm again and selects a new MN according to the altered
thresholds. Notably, the MNs are randomly selected, meaning it is
difficult for adversaries to imitate this random selection process. This
robust selection process prevents adversaries from locating a miner
node and attempting to operate it.

3.2 The creation and validation of a block

After selecting the miner node, a block must be created and
verified before it can be added to the blockchain. Therefore, the PoW
of an ordinary node (such as entity E) is sent to the miner node. First,
the first MN that resolves the PoW bootstraps the verification
procedure by sending this PoW to the remaining nodes for review.
The leading node adds blocks to the blockchain if the other results are
consistent. Conversely, the blocks are abandoned, and the trade is
invalid if the results mismatch. Algorithm 2 depicts the process of
creating and validating the block. Table 1 explains the meanings of the
symbols that appear in Algorithm 2.

Entity: (E)

Input: IDE,rn

Output: PoW

HE � H(IDE‖rn)
TE � [IDE||HE||Ts]
Calculate Wallet address:

WE � H(IDE‖nonce)
HRoot � H{[H(TE1) + H(TE2)]+
H(TE3) + H(TE4)]+[ [H(TE(n−1)) + H(TEn)]}
Create Block Header:

BHE � [HPrev||HRoot||Ts||ts||rn]
ME � [BHE‖Pad]
MDE � SHA − 1[ME]
PoWE � (WE‖MDE)
<TE,WE ,ts,PoWE >→ (SSL/TLS)
Miner node: (MN)

Input: PoWE,TE ,WE ,ts

Output: valid/Invalid transaction

TL � [TE1||TE2||TE3‖ . . . ‖TEn]
HRoot � H [H(TE1) + H(TE2)]{

+[H(TE3) + H(TE4)] + [H(TE(n−1)) + H(TEn)]}
Blockchain Validation

HPrev � extract(TL)
BHE � [HPrev||HRoot||Ts||ts||rn]
Hnew � [BHE‖Pad]
Hresult � SHA − 1[Hnew]
PoWH � [WE‖Hresult]
if (PoWH �� PoWE)

return (valid)

else

return(invalid)

Send results for auditing to other miner nodes.

If consensus is reached, then accept the block

<valid/invalid >← (SSL/TLS)

Algorithm2. The process of block creation and validation process between

an ordinary node (E) and a miner node (MN).

TABLE 1 Meaning of the symbols.

Symbol Meaning

IDE Identity of entity E

rn A random number between 0 and 232

HE Hash of entity of E

Ts Transaction set

WE Wallet address of E

HRoot Hash of Merkle tree’s root

HPrev Previous value’s hash

BHE Block header of E

ME Message bit of E

MDE Message digest of ME

PoWE Proof of work of E

TL Transactions in the blockchain

Hnew E’s hash calculated at M

Hresult Hnew ’s message digest

PoWM PoW generated at M

SHA-1 Hash function
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We explain entity E’s complete process of block creation as
follows:

(a) The hash value HE is calculated by using the value of the
random number (rn) and E’s identity (IDE). Then, the
algorithm appends the computed value to the transaction
(TE) combined with IDE and the transaction set (TS).

(b) E’s wallet addressWE can be computed by adding a value of nonce
and calculating the IDE ‖ nonce’s hash. To enhance the wallet
address’ complexity, we add a 32-bit nonce, making it difficult for
attackers to crack. The transfer of energy coins after an energy
transaction succeeds on the basis of this wallet address.

(c) Throughmerging the right and left sub-hash index pairs, we can
compute the root’s hash in the Merkle hash tree, which is
calculated together with the former TE’s hash value toward all
entities (An, 2017). We obtain E’s block header by computing
this hash value.

(d) The information of TE, TS, timestamp (ts), and the previous
hash of rn are included in the block header (BHE). Adding
padding bits into the block header can generate fixed-length
message bits (ME).

(e) A 160-bit final hash value is generated by calculating a message
digest (MD) MDE for M_E with SHA-1. We append the
computed value to E’s wallet id, called E’s proof of work
(PoWE). PoWE is then utilized to match the PoW generated
by the miner nodes to validate the trade successfully.

The process of verifying blocks (identifying whether they are real
or tampered with) is performed by the miner node (MN). To this
end, the miner node’s inputs are the PoW provided by E and other
values given in Algorithm 2. Next, we discuss the miner node’s
process of validating received blocks as follows.

(a) First, the real trade received is computed byM, and a combined
blockchain transaction TL is generated.

(b) Next, the root node’s hash value of the Merkle hash tree is
computed by M. We can extract the previous hash function
(HPrev) from the blockchain, and compute entityE’s block header
via utilizing the newly computed values of HPrev and HRoot.

(c) Appending padding bits can generate a new fixed-length
message. To provide an MD value (160-bit), the SHA-1
algorithm takes these padding bits as input. The provided
value is actually a PoW (PoWH) computed by E at M.

(d) The PoWH’s calculated value is compared with the received
PoWE value, and the blocks are valid once they match.
Conversely, it will be abandoned if they do not match.

(e) The otherMNsmust agree on the block value and update it to put
a block into an existing blockchain. To do this, the first miner
node that solves the PoW will take the lead and broadcast its
results to other miner nodes. If all of them reach an agreement,
the algorithm adds the blocks to the blockchain and notifies all
miner nodes. Otherwise, the block will be abandoned.

3.3 Management of safe demand response

This section describes how to trade energy from one entity to
another. To trade energy, an EV will go to a buyer/seller (for

example, an industry, home, or building) and then plug itself
into the place to sell or buy energy. An energy transaction
between one static entity and a mobile one occurs if it has been
verified, as described in the previous section. Therefore, according to
the energy demand of static entities, EVs trade energy from one
place to another, as described in Aujla et al. (2018). There are two
situations in this case. EVs are considered buyers if the static entities
have additional energy, and EVs are considered energy providers
when static entities need energy. We discuss these two cases in the
following.

3.3.1 Electric vehicles act as buyers
EVs act as energy buyers if an entity, such as X, has excess

energy. Given the X’s energy demand Edmd
x , and its available energy

Eavl
x , X’s excess energy Eexc

x can be calculated by Eq. 1:

Eexc
x � Eavl

x − Edmd
x . (1)

The corresponding state-of-charge (SoC) level and an EV’s rated
energy capacity (REC) determine the maximum amount of energy it
can purchase. Therefore, given i-th EV’s maximum SoC level
SoCi

max and available SoC SoCavl
i , the charged SoC from X is

given by Eq. 2:

SoCchr
i � SoCi

max − SoCprs
i . (2)

The excess energy given byX to the ith EV (Egvn
i ) is calculated by

Eq. 3.

Egvn
i � SoCi

max − SoCavl
i( )Erate

i , (3)

where Erate
i denotes the i-th EV’s REC.

Because the EV consumes energy in the process of driving from
its position to X’s position, this energy will also be supplemented
from X. The consumed energy can be calculated by Eq. 4.

Etrvl
i � D x→y( )

Dmax
Erate
i , (4)

where D(x→y) denotes the distance (calculated by GPS) from the
EV’s position to X’s position, and Dmax represents the EV’s
maximum distance it can travel when its battery has been fully
charged. Notably, the EV’s battery capacity determines Dmax, and
the EV manufacturer has preset its value. In addition, this type of
energy will also be charged from X, so we can update Eqs 3–5 from
now on:

Egvn
i � SoCi

max − SoCavl
i( )Erate

i + Etrvl
i . (5)

If entity X sells energy at a price of px, then the value of the
energy coins (P(x ← ev)) that EV needs to pay toX is calculated by
Eq. 6.

P x ← ev( ) � Egvn
i × px (6)

After the energy is sold to the EV,X’s energy is updated by Eq. 7.

Eupd
x � Eexc

x − Egvn
i (7)

It is possible that the value of Egvn
i is greater than 0 even if Eupd

x is
sold to the i-th EV. In this case, X can approach other EVs and trade
energy in a similar way until Eupd

x becomes 0. Moreover, the EVmay
not be able to fully charge its battery, and we can update the SoC and
related energy values with Eqs 8, 9.
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SoCupd
i � SoCprs

i + SoCchr
i , (8)

Eupd
x � SoCupd

i Erate
i , (9)

where SoCupd
i denotes the updated SoC level for the i-th EV after

successful energy trading.

3.3.2 Electric vehicles act as providers
An EV can act as an energy supplier to provide a static entity X

with the required resources. The energy required for X, that is, Ereq
x ,

is calculated by Eq. 10.

Ereq
x � Edmd

x − Eavl
i (10)

Because the required energy comes from EVs,

Ereq
x ≤∑n

i�1E
gvn
i , (11)

where Egvn
i is the energy given to entity X by the i-th EV, and n

represents the number of this type of EV.
After Egvn

i is given to entity X, the available energy of the i-th EV
can be calculated by Eq. 12:

Eupd
i � Eavl

i − Egvn
i − Etrvl

i , (12)
where Etrvl

i is calculated by Eq. 4. Only when the conditions of Eq. 13
are met can the energy of EV be successfully transmitted to X.

Eupd
i >Ethr

i , (13)
where Ethr

i is the threshold energy that should always be maintained.
EVs use Ethr

i to commute elsewhere and minimize the losses of battery
degradation. The value of this energy is preset by the owner of the EV.

Another condition of a successful trade is that the EV owner’s
announced price must be agreed to by X before the transaction
begins. If the EV charges the price pev, entityXmust pay P(ev ← x),
which can be calculated by Eq. 14:

P ev ← x( ) � Egvn
i × pev. (14)

If the accessible energy is still smaller than X’s load demand
(LD),X will continue to exchange energy with other vehicles until it
satisfies Eq. 11.

As previously described, once an energy transaction occurs, energy
coins will be paid by the buyer to the seller (their wallets are updated
synchronously) based on the blockchain. Figure 4 provides an example
of such a transaction. Specifically, four different entities from various
sectors, such as construction, commerce, industry, and residential, hope
to perform energy trades with EVs to process their load requirements.
In addition, different boxes denote the accessible energy of these entities.
The dashed lines denote various entities’ LDs, and the solid black lines
represent their total available energy. Therefore, as shown in Figure 4,
EVs move to various entities, charging or discharging their batteries
according to the energy needs of these entities and the energy available
in the aforementioned EVs. Additionally, the blockchain transfers
energy coins between various entities.

4 Experimental results and analysis

We discuss and analyze the experimental results in the following
section.

FIGURE 4
Energy transactions between different entities.

FIGURE 5
Impact of demand response management on total LD.

FIGURE 6
Impact of commercial buildings’ demand response
management.
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4.1 The analysis of algorithm complexity

In this section, we evaluate the performance of the proposed
method based on its communicational and computational costs.

4.1.1 Communicational cost
Given the two different entities named E and M, we can calculate

the communication cost of the transmitted message bits as follows:

(1) On entity €: If the bits of IDE are selected as 128, the random
number, transaction set, and real timestamp are each 32, along
with the 160 bits hash function. The bits of BHE occupy 32*3 +
160*3 = 416 bits, while TE is 128 + 160 + 32 � 316 bits. Here,
adding 96 bits of padding makes it a 512-bit message, and SHA-1
gives it a 160-bit output after calculating MD. The final PoW
consists of the aforementioned 160-bit MD and a 160-bit wallet
address (including a nonce of 32 bits along with a 128-bit ID).
Therefore, PoWE needs 320 bits. The total cost of TE,WE, ts, and
PoWE communicating with the miner node is equal to
160 + 316 + 320 + 32 � 828 bits.

(2) On the miner node (MN): This node M can extract HPrev

(160 bits), while HRoot’s value occupies the same number of

bits. In addition, the number of bits for the generated
PoW’s value occupies 320 bits. The verification operation
occupies one bit. Therefore, it takes 320 + 1 � 321 bits to
finish the communication from PoWH to other miner
nodes, in addition to transmitting the eventual result to
entity E.

4.1.2 Computational cost
When the blocks are created and validated, the involved

computational operation mainly includes the add operation,
hashing, and appending operation. The computational times
for them need 1.0 ms, 2.7 ms, and 0.3 ms, respectively.
Therefore, we can calculate the computational cost as follows:

(1) On entity (E): E conducts 10 appends, n/2 add operations and
four hash operations. Thus, given the value n � 100, the
computational cost is 10 × 0.3 + 50 × 1 + 4 × 2.7 � 63.8ms.

(2) On the miner node (MN): Here, several operations must be
utilized in the process of verification: n/2 add, seven append,
and three hash operations. Therefore, the overall
computational time to validate a block is 50 × 1 + 4 × 2.7 +
7 × 0.3 � 62.9ms.

FIGURE 7
Comparison of energy consumers and providers. (A) Price change. (B) Energy sold/provided. (C) Cost and profit.
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4.2 The numerical results of the demand
response process

Based on entity data from US Open Energy Information
(Wilson, 2013), this paper simulates a scenario with 10 industrial
buildings, 50 residences, and 30 commercial buildings.

Subsequently, we use this scenario to test the proposed method
for energy transactions. At the same time, in this scenario, 100 EVs
(with energy capacity from 12 kWh to 36 kWh) are added, and their
data are randomly assigned to simulate the real situation.

The entities’ demand responses need to be managed by the
4 MW fixed energy supply of the SG test scenario. From

FIGURE 8
Safety assessment. (A)Node throughput. (B)Node time. (C) Block preparation time. (D) PoW generation time. (E) Throughput of the two datasets. (F)
Running time.
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Figure 5, we can observe the total initial LD and the LD after
managing the demand response and the supplied energy. We
can infer from Figure 5 that the EV largely manages the LD of
entities involved in transactions in some time gaps, which can
help reduce their dependence on SG. Figure 7 shows an example
of a negative LD of a building of commerce that provides
50 kWh of fixed energy. The building buys energy close to
the EV from 0000 and 0600 hours and sells its energy to the EV
from 0600 to 1100 hours and from 1600 to 2300 hours while this
EV owns available energy after managing LD. EVs that need to
purchase energy from an entity can be regarded as energy
buyers. Figure 6 shows an example of a building for
commercial selling its available energy to several EVs
between 0800 and 1000 hours.

For an EV, the price charged by the EV is shown in Figure 7A,
and the energy sold to the EV is shown in Figure 7B. The cost of
an EV purchasing energy from commercial buildings is shown in
Figure 7C. Likewise, when the LD management of an entity needs
the energy of an EV, the EV serves as an energy supplier. For
example, a building may require energy to manage its load from
0400 to 0600 hours in the case shown in Figure 6. The price
charged by the EV for selling energy is shown in Figure 7A, and
the related energy sold by an EV is shown in Figure 7B. The
profitability of EVs is shown in Figure 7C.

4.3 Safety assessment

We evaluate the security mechanism based on blockchain
with several various metrics, that is, computational time,
throughput, PoW generation time, and block preparation time,
against changes in terms of the number of trades and nodes.
Furthermore, we validate the security scheme on two datasets
[one dataset from the literature (Kaur et al., 2018; Kumar et al.,
2019), and the OEN (opening energy information) (Wilson,
2013)]. Specifically, from Figure 8A we can see the change in
throughput as the total number of nodes is increasing. First, the
quantity of trades every second is trending up and then further

down without a major change. From Figure 8B, we can observe
the consumed computation time as the number of nodes
increases. It can be seen from the figure that after twelve
nodes, the sharp increase trend of the initial level slows. The
block preparation and proof-of-work generation times are also
calculated. Figure 8C depicts the time of block preparation that
appears to scale almost linearly with the increase in the number of
trades. Interestingly, an analogous tendency of the proof-of-work
generation curve with the increasing number of transactions can
be seen in Figure 8D. Figures 8E, F show the higher throughput
and lower computation time of the OEN dataset compared with
that of the SG Lab dataset. The reason for this phenomenon lies in
that compared with the data randomly generated in literature
(Kaur et al., 2018; Kumar et al., 2019), the relevant datasets are
structured.

4.4 Safety assessment

To better evaluate performance, we selected two approximate
electricity consumption areas in Hangzhou, Zhejiang Province,
China for comparison. The two areas consist of three commercial
complexes and four residential areas with a total of 68 residential
buildings. The method described in this article is deployed in
Area A, while the traditional method is used as the control group
in Area B. Each area has more than 120 EVs. We calculated a
duration of 1 week, and the results are outlined below.

Figure 9 shows that compared to the traditional scheme, the
method proposed in this article can reduce energy consumption by
up to 18% and has good performance. At the same time, combined
with energy sales, the method proposed in this paper has good
economic benefits.

5 Conclusion

This paper proposes a demand response management
method for smart grid ecosystem energy transaction security
based on blockchain. The entities responsible for verifying energy
trading are selected by the proposed method in the energy
market. We can draw the following conclusions: 1) this
scheme is capable of creating and validating blockchain
blocks. If the validity of the data block is verified, energy
transactions will be carried out. 2) The advantage of this
method lies in the fact that even though a competitor
participates in an energy transaction, the transaction cannot
be tampered with because the transaction is added to the
chain when all miner nodes have verified the transaction. 3)
The experimental results show that the total communication and
computational burden of this method are not high and that this
method can effectively process the demand response of SGE.
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FIGURE 9
Comparison of actual deployment results.
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