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Photovoltaic (PV) systems, as critical components of the power grid, have become increasingly reliant on standard Information Technology (IT) computing and network infrastructure for their operation and maintenance. However, this dependency exposes PV systems to heightened vulnerabilities and the risk of cyber-attacks. In recent times, the number of reported cyber-attacks targeting PV systems has increased significantly. This paper provides an overview of the cybersecurity challenges faced by PV systems, emphasizing their susceptibility to anomalies and cyber threats. It highlights the urgency of implementing robust cybersecurity measures to protect the integrity and reliability of PV installations. By understanding and addressing these challenges, stakeholders can ensure the resilience and secure integration of PV systems within the power grid infrastructure.
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1 INTRODUCTION
Renewable energy systems, particularly solar photovoltaic (PV) installations, have emerged as a transformative force in the global energy landscape, providing sustainable alternatives to traditional fossil fuel-based generation (Jäger-Waldau, 2022). The solar PV market has experienced significant growth, reaching an installed capacity of 1185 GW in 2022, with 243 GW added in that year alone (IEA-PVPS, 2023). This growth is attributed to technological advancements, increased competitiveness, rising electricity demand, and favorable investment returns (Gantner Instruments, 2015). PV systems leverage cutting-edge technologies, including advanced controls, digital sensors, and sophisticated network architectures, to optimize energy efficiency, enable real-time monitoring, and seamlessly integrate with smart grids, creating a more dynamic and responsive energy ecosystem. These developments highlight the pivotal role of solar PV in meeting global energy needs while promoting sustainability.
As the adoption of PV systems continues to rise, their vulnerability to cybersecurity threats also increases. Over the past decade, cyberattacks have become pervasive across industries, including energy sector (Walker et al., 2021). Undetected cyberattacks on PV installations can lead to severe consequences, such as operational disruptions, financial losses, and even compromising broader energy infrastructure reliability. An illustrative example is the 2015 cyberattack on Ukraine’s power grid, where hackers targeted control systems, triggering widespread outages affecting approximately 225,000 customers (Zetter, 2016). Similarly, a 2019 attack on a US utility impacted PV and wind installations due to an unpatched firewall breach, temporarily disrupting Supervisory Control and Data Acquisition (SCADA) systems and 500 MW of generation (Walker et al., 2021). These incidents emphasize the urgent need for robust cybersecurity measures in PV systems to avert future threats, underlining power grid vulnerability and potential repercussions of cyberattacks on vital systems.
Recent years have seen an increased emphasis on bolstering the cybersecurity of smart grids, leading to research efforts to identify and counter cyberattacks on grid components (Tuyen et al., 2022). However, there is a notable lack of studies specifically addressing cyberattack in PV plants (Walker et al., 2021; Ye et al., 2022). While PV systems are integral to the broader smart grid context as distributed energy resources, their distinct attributes necessitate focused research on effective cyberattack detection and mitigation strategies. PV systems are complex due to their intermittency and reliance on environmental factors, resulting in unpredictable power generation patterns. This complexity challenges the identification of normal versus compromised behavior, demanding tailored cybersecurity algorithms. The intermittent nature of PV generation creates a random signal environment that can aid attackers in evading detection (Ye et al., 2022). The core of PV systems, the solar inverter, acts as a crucial interface between panels and the grid. While these inverters offer advanced functions, they also present vulnerabilities that, if exploited, could severely impact both PV system operation and the overall electrical grid’s stability and security (Kang et al., 2015).
The increasing complexity of interconnected PV systems introduces cybersecurity challenges. Various components like advanced meters, inverters, sensors, and control systems pose vulnerability risks. Ensuring system integrity and resilience requires efficient cybersecurity measures. Despite limited studies, recent research has started focusing on PV system cybersecurity to enhance smart grid protection. (Li et al., 2021). introduce a diagnostic solution based on deep sequence learning to address data integrity attacks targeting PV systems within smart grids. This approach utilizes time-series electric waveform data obtained from current and voltage sensors. (Miranda and Goldsmith, 2017). present a risk assessment approach to evaluate the cybersecurity posture of a grid-connected commercial PV plant, examining vulnerabilities and attack vectors specific to its Industrial Control System (ICS) architecture. (Liu et al., 2017). developed a risk assessment method considering the impact of cyber-attacks on microgrid control systems, particularly focusing on PV and energy storage system (ESS) control systems. (Ye et al., 2022). analyze the prospects and challenges of cyber-physical security in PV systems, exploring different cyber-attacks and outlining techniques that involve model-driven and data-driven approaches to identify and counter threats. (Choi et al., 2021). propose a blockchain-based Man-In-The-Middle (MITM) attack detection method for PV systems, enhancing data integrity and security during communication. (Larkin et al., 2020). explore the cybersecurity protections of data diodes for typical PV systems, assessing economic considerations for their deployment. (Shen et al., 2019). present a robust control architecture for mitigating sensor and actuator attacks on PV converter systems, enhancing resilience against cyber-physical attacks. (Zhao et al., 2022). propose a federated learning strategy to detect false data injection attacks in solar farms, offering an efficient decentralized approach for PV system security. While limited, these studies represent significant strides toward bolstering the cybersecurity of PV systems and smart grids. Further research in this emerging area is important to ensure the secure and reliable integration of PV systems into the energy landscape (Kang et al., 2015; Jones et al., 2021).
This short review paper sheds light on the evolving cybersecurity landscape for PV systems, emphasizing their growing vulnerability to cyber threats as they integrate into modern energy grids. Existing research has focused more on smart grids, leaving PV systems with limited attention. The paper briefly reviews recent solutions and discusses ongoing challenges, urging further research to develop tailored cybersecurity algorithms for PV systems’ intermittent behavior.
2 THREAT LANDSCAPE AND CYBERATTACK DETECTION FOR PHOTOVOLTAIC SYSTEMS
2.1 Threat landscape for PV systems
Solar PV technology presents distinct challenges compared to wind-based systems due to its versatility and wide range of applications. PV systems can be utilized in various settings, including large-scale solar plants, industrial and commercial medium-sized plants, and smaller residential installations. This diverse deployment of solar PV introduces complexity to the overall structure and may increase potential vulnerabilities (Johnson, 2017). The cyber-physical perspective of PV-based power systems identifies several potential attack points, as illustrated in Figure 1.
[image: Figure 1]FIGURE 1 | Possible vulnerabilities related to cyber and physical attacks in grid-connected PV plants.
The threat landscape for PV systems is continuously evolving, with cyber attackers becoming more sophisticated and targeting various components and communication channels of these critical energy installations (Tertytchny et al., 2020). Denial of Service (DoS), Distributed DoS (DDoS), Data Integrity Attacks (DIAs) and MITM attacks, are some of the major threats facing PV systems. However, DIAs encompass various types of attacks, including False Data Injection Attacks (FDIAs), Covert Attack (CA), and Replay Attack (RA). In addition to cyberattacks, physical attacks against PV systems can be used to steal data, damage equipment or interrupt power supply.
Understanding the nature of threats is key to effective cybersecurity for PV installations. Robust measures like intrusion detection, secure protocols, and continuous monitoring are essential to safeguard against evolving cyber risks.
DoS and DDoS attacks are prevalent threats to PV systems, overwhelming them with excessive malicious requests (Zhong et al., 2017; Huseinović et al., 2020). In DoS, single-source attacks target various PV components, such as servers, communication channels, sensors, and monitoring interfaces, inundating them with overwhelming data packets or requests. On the other hand, DDoS uses multiple devices for simultaneous attacks, making the source harder to trace (Ye et al., 2022). Both attacks disrupt communication channels, inverters, data transmission, and control, impacting system performance and power output fluctuations. In contrast, Replay attacks involve intercepting and recording legitimate data exchanges between PV components and later replaying them to deceive the system into accepting them as current and authentic data (Ahmed et al., 2022). Attackers can capture control commands and manipulate system operations (Zhang et al., 2022). This can lead to unintended actions, disruptions, and compromised grid stability. On the other hand, DIAs in PV systems involve data integrity tampering, leading to inaccurate control decisions and system operation (Li et al., 2021; Zhang et al., 2022). Attackers manipulate sensor readings, alter control commands, inject false data, and falsify energy production data (Riggs et al., 2021), impacting grid stability and efficiency. Additionally, Stealthy cyber-attacks are designed to evade detection and operate covertly over extended periods, unlike typical attacks that cause immediate disruptions (Khazaei and Asrari, 2022). These attacks utilize techniques like Advanced Persistent Threats (APTs), Zero-Day Exploits, Data Exfiltration, Backdoor Access, and Fileless Malware. APTs employ sophisticated methods for long-term access, while Zero-Day Exploits target unknown vulnerabilities without triggering alarms. Data Exfiltration silently steals sensitive data, Backdoor Access maintains ongoing control, and Fileless Malware poses challenges for traditional antivirus solutions. The discovery and mitigation of stealthy attacks in PV systems require advanced threat detection and prevention mechanisms to counter the significant risks they pose. In addition to cyber-attacks, faults in PV systems, such as open-circuits, short-circuits, and inverter disconnections, can also have serious consequences and cast a shadow on system performance (Taghezouit et al., 2020; Harrou et al., 2021). If these faults go undetected for extended periods, they may result in reduced power generation efficiency, equipment damage, and potential disruptions in power supply. Therefore, implementing effective fault detection and rapid response mechanisms is essential to maintain the reliability and resilience of PV systems and ensure their optimal operation (Taghezouit et al., 2021; Harrou et al., 2022).
2.2 Cyberattack detection for photovoltaic systems
Advanced intrusion detection and prevention mechanisms such as Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) are crucial to detect cyberattacks on PV systems (Shen et al., 2019). These systems continuously monitor network traffic and system behaviors, analyzing patterns and anomalies to identify potential attacks in real time (Peng et al., 2023). Timely detection allows PV system operators to respond promptly and limit damage, safeguarding critical operations. However, the absence of robust security measures like encryption and firewalls makes PV systems vulnerable to unauthorized access and data breaches, while poorly secured communication networks offer opportunities for attackers to manipulate sensitive data.
Over the past decade, diverse cybersecurity strategies have emerged to safeguard grid-tied PV systems from evolving cyber threats. These approaches fall into two main categories: model-based and data-based methods. Model-based strategies utilize analytical models, which are usually developed based on some fundamental understanding of the system, to detect abnormal behavior, and threats. Numerous model-based methods for detecting cyber-attacks in PV systems have been developed. (Bai et al., 2020). conducted a quantitative assessment of threats using Semantic Web technology to analyze possible attacks on new energy plants, including PV power plants, from various perspectives. (Patel et al., 2021). proposed a dynamic loop wide-area damping strategy to enhance power system resilience against detectable and stealth cyber-attacks. (Huang et al., 2020). presented a defense mechanism based on dynamic watermarking to detect cyber anomalies in renewable-rich microgrids, proving its effectiveness through validation in a real microgrid. (Zhao et al., 2022). introduced a cross-layer control strategy to bolster microgrid resilience against FDI and DoS attacks. They validated the stability and efficacy of this strategy through simulation experiments. (Mustafa et al., 2020). introduced a resilient control framework for AC microgrids, countering data manipulation attacks using a Kullback-Liebler divergence-based approach. (Zhang et al., 2022). considered a physics-data-driven strategy via power electronics-enabled harmonic state space models to detect various cyber-attacks in PV farms, providing accurate detection and attack source localization within the farm. These dynamics-centered approaches employ models to detect and counter cyber-attacks on PV systems. However, developing accurate models for large PV systems is challenging due to their complexity and dynamics.
In contrast, data-based cybersecurity approaches in PV systems rely on historical data to create predictive models and identify anomalies. By employing machine learning algorithms and statistical techniques, they analyze system performance, communication patterns, and operational behavior using past data. Leveraging big data, these data-driven approaches demonstrate exceptional performance (Wang W. et al., 2022; Dairi et al., 2023), making them appealing for large-scale PV installations where accurate analytical models might be challenging to construct. Several data-based cybersecurity methods for PV systems have been proposed in recent research. An approach involves employing the Parametric Time-Frequency Logic (PTFL) framework to identify cyber-physical anomalies within microgrids. These anomalies encompass FDI attacks, DoS attacks, and faults occurring in power electronics devices, all within a controller/hardware-in-the-loop environment (Beg et al., 2021). Another method involves the use of synchro phasor measurements and network packet properties to develop a Cyber-Physical Anomaly Detection System (CPADS) for wide-area protection in control center-based centralized remedial action schemes (Singh and Govindarasu, 2021). Additionally, an evolutionary Deep Belief Network (DBN) approach, called PEO-DBN, has been proposed to detect cyber-attacks in industrial automation and control systems (Lu et al., 2021). Moreover, research has explored the monitoring of smart grids and detecting cyber and physical stresses using k-nearest neighbor classification based on instantaneous correlations of state components (Hasnat and Rahnamay-Naeini, 2021). To tackle FDI attacks in smart grids, a DBN-based scheme has been introduced, which outperforms existing classifiers (Wei et al., 2019; Jones et al., 2021) implemented another approach utilizing an Adaptive Resonance Theory (ART) artificial neural network. This technique focuses on safeguarding internet-connected PV inverters by using unsupervised online anomaly detection. Furthermore, comprehensive studies have been conducted on cyber-attack detection and diagnosis for PV farms using time-frequency domain features to distinguish between normal conditions, open-circuit faults, short-circuit faults, and cyber-attacks (Guo et al., 2022). Finally, a transfer learning approach has been proposed for detecting cyber-attacks in PV systems with less training data, resulting in better accuracy and faster convergence (Li et al., 2022).
In addition to the above, there are further studies on cybersecurity methods for PV systems. One research presents a Signal Temporal Logic (STL) detection method for False Data Injection Attacks (FDIAs) and DoS attacks in distributed cooperative control strategies in DC microgrids (Beg et al., 2019). Another paper proposes a data-driven detection framework based on support vector machine (SVM) to identify FDIAs against voltage regulation in PV-integrated power distribution systems (Ahmadzadeh et al., 2022). Moreover, a study addresses the challenge of detecting cyber-attacks originating from distributed edge devices, such as PV systems, using machine learning techniques (Sourav et al., 2022). Furthermore, researchers have explored data-driven methods on micro-Phasor Measurement Unit (µPMU) data to detect cyber-attacks in power electronics-enabled smart grids, achieving high accuracy using convolutional neural network (CNN) models (Li et al., 2020). Lastly, an anomaly detection strategy based on the physical behavior of the PV system has been proposed, employing a neural network architecture called autoencoder to detect possible cyber-attacks or faults (Gaggero et al., 2020). These research efforts contribute to enhancing the cybersecurity of PV systems, ensuring their stability and resilience against potential cyber threats. (Ahmed et al., 2019). propose an unsupervised machine learning-based scheme using isolation forest to detect covert data integrity assaults in smart grid communications networks, improving attack detection accuracy on standard IEEE power systems. This approach addresses cybersecurity concerns in modern smart grids. (Zegeye et al., 2019). present a multi-layer Hidden Markov Model-based Intrusion Detection System, leveraging machine learning algorithms to improve network defense against intruders, particularly in the context of next-generation (5G) networks. The multi-layer approach resolves the curse of dimensionality and captures multi-phase attacks over longer spans of time, offering actionable information to identify and respond to intrusions. Table 1 presents a compilation of recent studies that employ both model-based and data-based cybersecurity approaches to combat DIAs and DoS in smart grid and PV systems.
TABLE 1 | An overview of various defense techniques used against DIAs and DoS in smart grid and PV systems.
[image: Table 1]3 DISCUSSION
The widespread adoption of PV systems in the energy sector is driven by technological advancements, cost-effectiveness, and environmental concerns. However, this expansion exposes these systems to potential cyber threats that can disrupt operations and impact the energy infrastructure. As PV systems integrate into the grid and rely on digital technologies, vulnerabilities arise from outdated components, weak security measures, and unsecured access points. Employing a multi-layered approach with Intrusion Detection and Prevention Systems (IDS/IPS) is essential. These systems monitor network activity in real-time, enabling swift response to cyber threats and safeguarding system reliability and resilience.
To strengthen PV system cybersecurity, vital strategies must be adopted. This includes robust security measures like encryption, firewalls, and secure communication protocols to thwart unauthorized access and data breaches. Regular software updates and patch management are vital to address vulnerabilities and bolster system resilience. Moreover, important are user training and awareness programs to empower operators and personnel in identifying and countering potential cyber threats.
Future research efforts should focus on addressing the unique challenges posed by PV systems’ intermittent behavior and evolving cyber threats. Integrating advanced technologies, including Artificial Intelligence (AI) and Internet of things (IoT), will facilitate real-time detection and prevention of sophisticated cyberattacks. Collaboration among industry stakeholders, policymakers, and cybersecurity experts will be instrumental in developing standardized guidelines and protocols specific to PV system cybersecurity.
Another aspect to be considered is the integration of current sharing and voltage regulation in PV systems that optimizes power performance (Wang et al., 2020; Wang et al., 2022). However, rising cybersecurity risks pose threats to this harmony. Cyberattacks targeting control mechanisms and communication networks can disrupt these functions, impacting power distribution and system stability. Addressing this challenge requires a holistic approach that aligns current sharing, voltage regulation, and cybersecurity measures. Ensuring the reliability of control algorithms and communication protocols is vital to maintaining accurate current sharing and voltage regulation. Enhancing cyber resilience through regular updates and intrusion detection safeguards these processes. Ultimately, the interconnectedness of these functions underscores the need for a comprehensive strategy that prioritizes both technical efficiency and cybersecurity resilience.
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