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Network communications are expanding rapidly in many fields, including

telecommunications, the Internet of Things, space, consumer electronics,

and the military, with different privacy and security issues at stake in each of

these areas. The Internet of Things (IoT) has drawn increased attention from

academic and industrial researchers over the last few decades. In this

environment, keys are routinely exchanged through a public protocol to

support the highly secure IoT domain and thwart security threats from

unauthorized parties. The environment for IoT devices is subject to

numerous limitations, including those related to processing, memory, and

energy. These devices need to pass through a gateway or sink to connect to

the network. Additionally, the environment must enable secure communication

between gateways and IoT devices, even when the devices are disconnected

from the rest of the network. In this paper, a lightweight key exchange protocol

for IoT environments is presented, allowing the gateway and the IoT device to

communicate over an open channel. Our proposed protocol improves security

by utilizing noncommutative structures and polynomials over noncommutative

rings. The underlying idea is to use the generalized decomposition problem

associated with noncommutative rings. Furthermore, how the suggested

protocol can achieve key certification and perfect onward secrecy is

addressed. Results show this protocol is a strong candidate for key sharing

and secure communication between IoT devices. We put ourmethodology into

practice and the results of our experiments demonstrate enhancement of

security levels. Finally, the performance analysis of the suggested protocol is

comparedwith some other protocols, in terms of security, communication, and

computing overhead.
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1 Introduction

The Internet-of-Things (IoT) is an environment that enables

interconnected devices and human beings to communicate and

send one another information. The use of the IoT environment is

growing and is increasingly prevalent in our lives. Many

applications depend on functionalities that use information

collected from IoT devices: monitoring patient health records,

for example. Sometimes it is necessary to send large amounts of

data over open wireless channels, such as heavy videos or large

image files. In all these situations, the communication of data

must be secured and authenticated.

In the IoT environment, the gateway/sink is the main object

through which the rest of the environment’s devices

communicate. We thus require secure and authenticated

communication between the IoT device and the gateway/sink.

However, traditional key exchange protocols cannot be employed

for this purpose due to several constraints. These constraints

involve dependence on a trusted third party (TTP) and high

processing requirements. It is also essential for IoT environments

to be capable of operating even in disconnected mode, without

access to a TTP.

The authentication and key exchange processes between two

entities without a TTP requires a prior shared secret.

Additionally, it is important to eradicate the chance of

disclosure of that secret in the environment. We therefore

look for more than one secret key, each of which is used for a

different purpose. The most important requirement for the

implementation of a protocol is to have Perfect Forward

Secrecy (PFS). PFS is a feature of a key exchange protocol

that ensures the secrecy of all previous session

communications in the event of any leakage of a long-term

private key. This situation can be controlled by using a

different key for every session. If the cryptanalyst can

somehow extract the session key, that key does not contain

any information about further sessions. This is one of the

motivations for our proposed key exchange protocol for the

IoT environment. The digital certification of IoT devices

depicting the authentication is another salient feature of the

IoT environment, which our proposal also addresses.

There is a vast literature suggesting various new

techniques, as well as case studies of new technologies and

solutions (Ko et al., 2000; Sakalauskas and Burba, 2003;

Cheikhrouhou et al., 2020; Zhongjun et al., 2022). In 2017,

the National Institute of Standards and Technology (NIST)

started an evaluation procedure of cryptographic techniques

that can resist quantum attacks. Most of today’s cryptosystems

currently relying on integer factorization (Rivest et al., 1978)

and discrete logarithms (ElGamal, 1985) will become obsolete

because of the Shor algorithm (Shor, 1997). Given the

quantum threats, there is an increasing trend toward

developing new technologies known as quantum key

distribution (QKD) (Bennett and Brassard, 1984; Center,

2021; Lizama-P´erez et al., 2021). Seven algorithms have

been selected by NIST: four are public key cryptosystems

and concern key establishment, and three are related to

digital signature algorithms. That is why the active area of

research is now noncommutative algebraic cryptography

(Anshel et al., 1999; Ko et al., 2000; Paeng et al., 2001;

Sakalauskas and Burba, 2003; Inam and Ali, 2016; Kanwal

and Ali, 2016). The main focus of this area is to develop and

analyze cryptographic protocols over noncommutative

structures.

The use of noncommutative structures for public key

exchange has been examined by several authors. Here we

provide a brief overview of these protocols. In their proposals,

Anshel et al. (1999) and Ko et al. (2000) suggested using braid

groups as the underlying structure for achieving a good level of

security. Thomas and Lal (2008) then proposed a public key

cryptographic protocol whose security depends on the discrete

log problem (DLP) of the inner automorphism. The main

strength of this protocol is the difficulty of finding the

conjugate element in a noncommutative group.

The use of a public key cryptographic model was highlighted

by Shpilrain and Ushakov (2006), who introduced the difficulty

of solving the symmetrical decomposition problem. Thomas and

Lal (2008) then proposed a cryptosystem based on the symmetric

decomposition problem and conjugacy search problems over a

noncommutative structure. For their part, Anjaneyulu and

Sanyasirao (2014) generated a common key or group key

using the polynomial symmetric decomposition problem.

Their proposal was based on the polynomial symmetric

decomposition problem over noncommutative division semi-

rings.

Furthermore, Meshram et al. (2017) proposed a new IND-

CCA2 secure public-key cryptographic protocol. They used

the integral coefficient ring polynomial concept with the

Suzuki 2-group as the underlying work structure. Odoni

et al. (1984) previously discussed the DLP for the ring of

matrices. Similarly, the Diffie-Hellman protocol for different

matrix rings was presented in Stickel (2005) and Alvarez et al.

(2009). In 2004, Stickel (2005) proposed a public key exchange

scheme using matrices in a particular subgroup. However,

Sramka (2022) highlighted some weaknesses in the scheme,

and Shpilrain (2008) provided a cryptanalysis of the scheme,

suggesting that it would be more secure to work with a

semigroup of all matrices over some finite ring as a

platform for the scheme. He also provided a modified

method for exchanging a shared secret key. However,

Mullan (2012) successfully mounted a linear algebra attack

against Shpilrain’s modifications of Stickel’s scheme.

A broad literature is available concerning key exchange

protocols for IoT and their weaknesses (Mano et al., 2016;

Khan and Salah, 2018; Mutlag et al., 2019; Lizama-Perez and

López, 2021). The first public key exchange was proposed by

Diffie and Hellman (1976). After that, there followed an extensive
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list of public key exchange protocols, which can be found in the

literature: for example, Menezes et al. (1996); Schneier (1996);

Singh et al. (2017); and the references therein. Abdalla et al.

(2005) proposed a three-party password-authenticated key

exchange (3PAKE) protocol for wireless mobile

communications. Lu and Cao (2007) modified the 3PAKE

protocol, and Chung and Ku (2008) consequently indicated

that these protocols were vulnerable to attack by impersonation.

Further, Guo et al. (2008) proved that Anjaneyulu and

Sanyasirao (2014)’s improvement of the protocol of Chang

et al. (2011) had no security against the replay attack. Chang

et al. (2011) and Yoon and Yoo (2011) developed a protocol

independent of a symmetrical type of algorithm. In this present

study, an improved public key exchange protocol is proposed

over the noncommutative ring for IoT devices. The main idea of

our proposal is to take polynomials over a given noncommutative

ring as useful for secure communication in the pre-and post-

quantum age. It is also shown that the brute force attack leads to

the solution of the generalized decomposition problem,

rendering it infeasible. The rest of this manuscript is

organized as follows:

Section 2 provides a brief overview of the security challenges

and requirements of the IoT environment. Section 3 gives the

basic definitions of related cryptographic problems over

noncommutative structures. The proposed protocol is

presented in Section 4. We also discuss security aspects of the

proposed protocols. The guaranteed secrecy of the new session

keys achieved by the perfect forward security method is described

in Section 5. Section 6 describes a procedure to certify the public

keys across inter-domain certificates. The experimental results

and discussion of computational cost are covered in Section 7.

Finally, the conclusion of the work is drawn in Section 8.

2 Security challenges of IoT
environments

It is a highly challenging task to achieve proper levels of

security in an IoT environment. These environments are

vulnerable to potential attacks, such as user privacy and data

integrity attacks. The physical failure of IoT devices and

malicious invasions are other potential issues involved. The

interconnected devices are usually resource-limited, with

inadequate storage capability and energy, which is why IoT

environments are sensitive to various threats. Thus, critical

IoT data may be blocked and changed, with unrecoverable

financial and security consequences. To protect the IoT

against attacks, while keeping in mind the memory size and

computation power of devices (Alohali and Vassialkis, 2015) in

IoT environments, advanced protocols and algorithms need to be

evolved. For robust security of the IoT environment, data

integrity is also necessary, because a large amount of data has

to be processed and managed, and therefore the security of data

exposure is essential.

2.1 Security risks and secure design
requirements for the IoT environment

The environment under consideration consists of a

collection of wireless nodes (devices) having sensing

elements. These devices, known as things, are structured

into groups. There is a node called a gateway in each group

responsible for connecting to the rest of the network. The

gateway (GW) may connect with other gateways in the

network, and all gateways may be connected to the main

server. The data generated by different things are deposited on

the main server. There are two main related risks. First, there

is the risk of someone eavesdropping on the traffic of the data

and of traffic analysis, which may result in the disruption of

the whole network. To overcome this risk, secure

communication is needed between the nodes. Second, there

is always the risk of the physical destruction or imprisonment

FIGURE 1
A simple hierarchical model for an IoT environment.
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of nodes. Given these risks, the following security

requirements are essential:

• The things should be authenticated when they request to

join the network.

• The gateways should forward data only from authenticated

things.

• There should be complete privacy of communication

between the things and the server.

• If possible, confidential information should not be put on

any one individual thing.

Figure 1 shows a simple example of an IoT environment.

Note that a thing may connect or leave the network at any time.

Our proposal is based on the needs described above. The main

aim is to guarantee the authentication of a thing without

significant effect on the network and the provided facilities.

3 Background definitions

This section describes different problems involved in the

security of noncommutative group-based cryptography. For

instance, Diffie and Hellman (1976) and the Birman et al.

(1998) used the conjugator search problem in braid groups to

develop their approach. A new Diffie-Hellman-like protocol and

ElGamal-like cryptosystem were proposed in Cao et al. (2007).

These proposals are based on the symmetric decomposition and

generalized symmetric decomposition problems over

noncommutative groups. The details of these problems are

given as follows.

3.1 Definition 1: Conjugator search
problem (CSP)

Let G be a noncommutative group. Given two elements

g, h ∈ G, the problem of finding an element k ∈ G, where

h � k−1gk

is known as the conjugator search problem.

3.2 Definition 2: Decomposition
problem (DP)

Let G be a noncommutative group and S be the subset of G.

Given two elements g, h ∈ G, the problem of finding two

elements k1, k2 ∈ S, where

h � k1gk2

is known as the decomposition problem (Cao et al., 2007).

Generally, for a noncommutative group, the two problems

CSP and DP are considered difficult enough given the

cryptographic assumptions. More specifically, the DP is

intractable, meaning that no probabilistic polynomial-time

algorithm is used to solve the DP with nonnegligible accuracy.

3.3 Definition 3: Symmetric
decomposition problem (SDP)

Let G be a noncommutative group and m, n ∈ Z. Given two

elements g, h ∈ G, the problem of finding the element k ∈ G,

where (Cao et al., 2007)

h � kmgkn

is known as the symmetric decomposition problem.

3.4 Definition 4: Generalized symmetric
decomposition problem (GSDP)

Let G be a noncommutative group, a subset S of G and

m, n ∈ Z. Given two elements g, h ∈ G, the problem of finding

the element k ∈ S, where (Cao et al., 2007)

h � kmgkn

is known as the generalized symmetric decomposition problem.

Given these problems, we now define the following

cryptographic problem over a noncommutative group G.

3.5 Definition 5: Generalized
decomposition problem (GDP)

LetG be a noncommutative group, two subsets S1 and S2 ofG

and m, n ∈ Z. Given two elements g, h ∈ G, the problem of

finding two elements k1 ∈ S1 and k2 ∈ S2, where

h � km1 gk
n
2

is called the generalized decomposition problem.

Note that the GDP can be considered a special form of a

constrained DP. If the size of sets S1 and S2 is taken to be

sufficiently large, and assuming that extracting k1 and k2 from

km1 gk
n
2 is impossible from the membership information of sets S1

and S2, then it is believed that the GDP is at least as hard as the

DP. It follows that the GD assumption states that the GDP is

intractable, which means there is no probabilistic polynomial-

time algorithm that can solve the GDP with nonnegligible

accuracy.

We now give a variant of the GDP over a noncommutative

ring R and name it as the polynomial generalized decomposition

problem (PGDP).
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3.6 Definition 6: Polynomial generalized
decomposition problem (PGDP)

Let R be a noncommutative ring, Z(R) be the center of R and

Z(R)[X] be the polynomial ring over Z(R). For any random

elements a1, a2 ∈ R, consider the sets Sa1 ∈ R and Sa2 ∈ R

defined as

Sa1 � {P(a1): P(X) ∈ Z(R)[X]},
Sa2 � {P(a2): P(X) ∈ Z(R)[X]}.

Letm, n ∈ Z. Given two elements g, h ∈ R, the problem of finding

two elements k1 ∈ S1 and k2 ∈ S2, where

h � km1 gk
n
2

is known as the polynomial generalized decomposition problem.

So, the PGD (polynomial generalized decomposition)

cryptographic assumption states that the PGDP over R is

intractable, which means there is no probabilistic

polynomial-time algorithm that can solve the PGDP with

nonnegligible accuracy.

We are going to use the PGDP in our proposed key exchange

protocols as described in the following section.

4 Proposed protocol for generation
and distribution of keys

In order to increase security, we present a protocol that

offers a novel authentication mechanism. It is more efficient

and cost effective. The performance analysis of the suggested

work is validated and compared with the current protocols

in terms of security, communication, and computing

overhead.

We now demonstrate the main structure of the proposed

protocol for a group g of IoT devices under a gateway GWg. The

nodes/devices are represented by Ni,g, i � 1, 2,/, n. The

gateway GWg manages key generation and distribution for

the nodes by performing the following steps.

It selects a noncommutative ring R. Let Z(R) be the center of
R and Z(R)[X] be the polynomial ring over Z(R). The elements

c ∈ R\Z(R) and a1, a2 ∈ R are the global parameters. For the ith

node/device, the gateway executes the following steps:

• A random polynomial Pi,g(X) ∈ Z(R)[X] such that

Pi,g(a1) ≠ 0, Pi,g(a2) ≠ 0.

• Small numbers (for instance, less than 10 (Cao et al., 2007))

ri,g, si,g ∈ N are chosen.

• The gateway generates the key for each device as follows:

KNi,g � (Pi,g(a1))ri,g c(Pi,g(a2))si,g (1).

• The KNi,g is sent to the ith device Ni,g.

The following steps would be executed for sharing a secret

key between ith and jth node:

•ith node computes the shared secret key as follows:

Wi � (Pi,g(a1))ri,gKNj,g(Pi,g(a2))si,g � Ks. (2)

• jth node finds the shared secret key as follows:

Wj � (Pj,g(a1))rj,gKNi,g(Pj,g(a2))sj,g � Ks. (3)

The correctness of the proposed protocol is shown in

Theorem 1.

Theorem 1: Keeping in mind the specified notation, it follows that the

shared secret keys obtained by both entities are the same, that is Wi �
Wj .

Proof

First, consider the expression

Wi � (Pi,g(a1))ri,gKNj,g(Pi,g(a2))si,g

that becomes by using (1),

Wi � (Pi,g(a1))ri,g(Pj,g(a1))rj,g c(Pj,g(a2))sj,g(Pi,g(a2))si,g . (4)

Expression (3) gives

Wj � (Pj,g(a1))rj,gKNi,g(Pj,g(a2))sj,g

� (Pj,g(a1))rj,g(Pi,g(a1))ri,g c(Pi,g(a2))si,g(Pi,g(a2))si,g . (5)

Since the coefficients of the polynomials are from the center

Z(R)[X] of the ring R, they commute with every element g of the

ring. That is why, for any two polynomials

P(X), Q(X) ∈ Z(R)[X] and ∀g ∈ R;∀l, m ∈ N, the following

holds:

P (g)Q(g) � Q (g)P(g).

Using this property successively, we have

(P (g))l (Q(g))m � (Q(g))m (P (g))l , (6)
∀g ∈ R; ∀l, m ∈ N; ∀P(X), Q(X) ∈ Z(R)[X].

Given property (6), expressions (5) and (6) are the same.

It is obvious that for the proposed public key exchange

protocol, the passive attack can be resisted with the PGD

assumption over the noncommutative ring.

4.1 Device authentication

After getting the key by the gateway, the i − th device Ni,g

announces its public key by the following:

• A random polynomial Pi(X) ∈ Z(R)[X], such that

Pi(a1) ≠ 0, Pi(a2) ≠ 0.
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• Small numbers (for instance, less than 10 [9]) ri, si ∈ N are

chosen.

• The device generates the key PNi,g as follows:

PNi,g � (Pi(a1))riKNi,g(Pi(a2))si (7)

If jth, the IoT device whose public key is

PNj,g � (Pj(a1))rjKNj,g(Pj(a2))sj (8)

wants to communicate with the ith device, and before

communication, Ni,g wants to authenticate the device

Nj,g(j ≠ i) of the same group, the device Ni,g will have to

validate the Nj,g device, which is done by executing the

following steps:

• The sender device Nj,g sends

MNj,g � (Pj(a1))rjPNi,g(Pj(a2))sj (9)

to the device Ni,g for validation, where Pj(a1) ≠ 0, Pj(a2) ≠ 0,

and rj, sj ∈ N.

• The device Ni,g computes the following:

VNi,g � (Pi(a1))riPNj,g(Pi(a2))si (10)

where PNj,g is the public key of device Nj,g.

If

VNi,g � MNj,g, (11)

then deviceNi,g will validate the deviceNj,g; otherwise, it rejects

the request.

4.2 Choice of parameters

Suppose we take the ring of matrices of order 2 overZp where

p is any large prime as the noncommutative ring. Care must be

taken in the choice of a large value of prime, approximately of the

order of 60 decimal digits.

For a brute force attack, one has to check all the polynomials

whose coefficients come from the set Z(M2(Zp)). The

cardinality of the set of polynomials having degree α and

coefficients from Z(M2(Zp)) is (p − 1)pα. The feasibility of a

brute force attack can be denied by taking α or prime p which is

sufficiently large to be good enough for security. For example,

with the choice of α � 20 and p of about 60 decimal digits prime,

the set of polynomials to be considered is of the order of 10660.

Although these parameters are not so high, the space for a brute

force search can be made sufficiently large.

The values of (p − 1)pα for different values of α and p are

shown in Table 1 and compared with the existing literature

(Climent et al., 2012). We note that the number of possibilities of

our proposal exceeds these drastically. The proposed protocol

exhibits some kind of symmetry in the sense that the

computation of public keys involves the same polynomial,

which is multiplied with element c from both sides. This

symmetry can be avoided by introducing two different

polynomials for each user.

If the degrees of the two polynomials are α and β,

respectively, then the total number of possible polynomials for

one user is (p − 1)2pα+β. The feasibility of a brute force attack

could be avoided by taking α, β, or a prime p that is sufficiently

large. For a prime p of about 60 decimal digits (as in the case of

the previous example), and α � 20 and β � 20, the number of

polynomials that an adversary has to consider is of the order of

101320.

TABLE 1 The size of the set of polynomials of different degrees α and prime p with the order of matrices n � 2.

α (degree
of the
polynomial)

p (prime number)

2 3 5 7 11 13

Proposed Protocol 2 4 18 100 294 1210 2028

Climent et al.,
2012

12 27 75 147 363 507

Proposed Protocol 3 8 500 2058 13310 26364 78608

Climent et al.,
2012

16 36 100 196 484 676

Proposed Protocol 13 8192 3188646 4882812500 581334062442 345227121439310 3634501279107040

Climent et al.,
2012

56 126 350 686 1694 2366

Proposed Protocol 20 1048576 6973568802 381469726562500 478753597785672000 6727499949325600000000 228059565298570000000000

Climent et al.,
2012

84 189 525 1029 2541 3549
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4.3 Security aspects of the proposed
protocols

This section discusses the security analysis of the protocols

proposed in Section 3. The security of the protocols depends

on the solution of the generalized decomposition problem. For

solving such a problem in a noncommutative ring, no

polynomial-time algorithm is known. An adversary has to

find the solution to the decomposition problems, which are

expressed as the following system of equations:

MAMB � MBMA, (12)
NANB � NBNA, (13)
MACNA � KA, (14)
MBCNB � KB. (15)

The adversary also knows the elements a1, a2 ∈ R and

c ∈ R \Z(R). To break the protocol, the adversary has to find

the elements MA,MB,NA, andNB. For this, the adversary tries

to find out two polynomials H1(X), H2(X)∈ Z(R)[X] and

numbers l1, l2, m1, m2 ∈ N such that

(H1(a1))l1 � MA,

(H1(a2))l2 � NA,

(H2(a1))m1 � MB, and

(H2(a2))m2 � NB.

One can then guarantee conditions (12) and (13). We note that

the size of the space of the polynomials over Z(R) is a set of all
possible random choices. Also, the adversary has to verify

conditions (14) and (15). By ensuring the space of the

polynomials over Z(R) is large enough, the brute force attack

becomes infeasible. To make brute force infeasible, it is suggested

choosing a prime p of the order of 60 decimal digits and

polynomials of degree 20. As discussed earlier, the space for

brute force attacks can be made large enough with these choices.

The order of the matrices n can be chosen so that 2n − 1 is a

Mersenne prime. The choice of a Mersenne prime n � 31 is

recommended (Stickel, 2005).

4.3.1 Man-in-the-middle attack
In this attack scenario, the adversary has a man-in-the-middle

position. He can breach the security of the key exchange protocol by

intercepting the communication between Alice (ith device) and Bob

(jth). The attacker manipulates the public keys of both parties and

blocks the transmission of actual messages on either side. The

proposed protocol can be immunized against this type of attack

in the following way.

The gateway can use hashes and encrypt the private keys Pi,g

of each device using the admin key, which are then saved into a

devices hash table.

When the devices calculate their secret shared keys, the

gateway calculates the same. The gateway then hashes the

shared key and keeps it in the device hash table. Alice (ith

device) and Bob (jth) then hash their shared keys and ask the

gateway for verification. The gateway checks the hashed

shared keys with the hash table. If the hash value of the

shared key matches, then communication may be allowed.

Otherwise, the shared key is assumed to have been intercepted

and manipulated by the attacker.

For authentication of the gateway, the device

authentication mechanism described in Section 4.1 can also

be implemented between an IoT device and gateway. Each IoT

device and gateway pair can have a unique pair of keys

specifically for authentication. Further, IoT devices and the

gateway are authenticated using encryption and a hash of the

keys during a session.

4.3.2 Privileged insider attack
To prevent this type of attack, the passwords can be

managed at the time of registration of the users in the

following way.

Each user chooses a username and password and provides

this information to the web browser. The passwords can be

encrypted by the public key, and their hashes can be stored in a

passwordmanagement table. The users are authenticated by their

usernames and passwords. It is hard to get passwords because

they are encrypted by public keys. The protocol’s security

depends on the solution of Eqs 12–15 describing the

generalized decomposition problem in a noncommutative

ring. The insider finds it hard to guess a password.

4.3.3 Impersonation attack
It is difficult to detect an impersonation attack. In our case, if

the attacker impersonates the authenticated user and launches a

login request, it is not easy to extract the user id and password

because they are encrypted, as discussed in the previous section.

Inverting the hash function and decrypting it without knowing

the key that generalizes the decomposition problem of the

polynomials over the noncommutative ring is computationally

hard. The user-impersonation attack is thus resisted by our

proposed protocol.

5 Perfect forward secrecy (PFS)

Based on the already shared secret key Ks, Alice (ith

device) and Bob (jth) may want to have a new secret key

Kt. However, if there arises a situation in which Kt is

compromised by an adversary, then perfect forward secrecy

(PFS) is a property of key exchange protocols that assure the

secrecy of previously used keys in such leakage. Figure 2

depicts our PFS key exchange protocols that yield new

session secret keys. As the private keys of Alice and Bob

remain secret, the adversary may get access to Kt, but Ks

will not be found.
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Stickel (2005) proposed that the order of matrices n � 31 is

a secured parameter, and the parameter q (the order of finite

field Fq) was not specified. But Shpilrain (2008) remarked in

his paper that q � 2q′for q′ ∈ [2, 31]. Shpilrain’s attack

revealed the shared key without knowledge of any private

exponents, whereas Sramka’s (2022) attack concentrated on

computing the private exponents l, m, r, and s of Stickel’s

scheme.

Shpilrain modified Stickel’s scheme to prevent his

linear algebra attack, suggesting that the publicly

announced elements M, N, W need not be invertible

matrices in Mn(R), for some finite ring R. But no

specification about ring R was made. Further, he

suggested the use of polynomials in the form

∑ ciXi, for ci ∈ R, where R is a finite commutative ring,

and then used the fact that all powers Mi of a matrix M

commute in the expression of the form ∑ ciXi. This is a

generalization of Stickel’s scheme, in which Alice and Bob

choose polynomials instead of exponents of the public

noninvertible matrices M andN.

Mullan (2012) called Shpilrain’s modification the

polynomial version of Stickel’s scheme. He offered a

cryptanalysis of Shpilrain ’s polynomial variant of

Stickel ’s scheme to discover the shared key. Cao et al.

(2007) proposed a new scheme for devising a public key

cryptosystem based on noncommutative rings. The main

idea of their proposal was that for a noncommutative

ring, the set of polynomials can be considered the

underlying work structure. The Diffie-Helman-like key

exchange protocol and consequently ElGamal-like

cryptosystems were constructed using polynomials

over the noncommutative ring. The authors also

showed how to extend their method to

noncommutative groups (or semi-groups). The main

difference between Shpilrain ’s polynomial version of

the Stickel scheme and the key exchange protocol

proposed by Cao et al. (2007) was in the use of the

underlying structures. Shpilrain ’s proposal was for

commutative structures, whereas Cao et al. (2007)

proposed the use of noncommutative structures.

The protocol proposed by Cao et al. (2007) deals with the

polynomials having coefficients from the set of positive

integers. In our proposal, polynomials with coefficients from

the center of the respective underlying noncommutative

structure are used. The advantage of using the coefficients

from the center over integer coefficients is that these

coefficients depend on the nature of the noncommutative

structure used as a platform. That is why determining the

values of coefficients is difficult when choosing a complex

platform.

A random choice of the polynomial P(X) ∈ Z(R)[X]
and a1, a2 ∈ R, such that P(a1) ≠ 0 andP(a2) ≠ 0 is the

essential idea. An attacker has no way of determining a

polynomial such that P(a1)(≠ 0) ∈ Sa1 and P(a2)(≠ 0) ∈ Sa2,

even with unlimited computational power. Keeping in

mind the huge size of the set of polynomials, as

discussed in previous sections, and consequently the

huge number of elements of sets Sa1 and Sa2, there is an

insignificant probability of tracing the private key by an

attacker. That is why, even with infinite computing power,

the protocol is sound.

The proposed protocol meets the different kinds of

requirements of lightweight mechanisms. As it is based on

polynomials, it requires fewer bytes for manipulation over the

network. Also, the computations involved in key exchange

and authentication are fast and space efficient, which

makes the protocol suitable for implementation in a

lightweight scenario. The protocol can also resist various

attacks. Table 2 summarizes the overall strengths of the

proposal.

FIGURE 2
Perfect forward secrecy (PFS) in proposed noncommutative key exchange protocol.
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6 Certified keys

A vital characteristic of public keys is authentication by a

certification authority (CA). The keys of the proposed key

exchange protocol can be certified using the CA’s private key

(Pca, rca, sca), as described in Table 3.

After getting their public certified keys from the web service,

ith and jth device find the shared secret key as

(Pi(a1))ri(CK)j(Pi(a2))si and (Pj(a1))rj(CK)i(Pj(a2))sj ,
respectively.

7 Experimental results and
performance analysis

For the implementation of our protocol, Python 3.6.9 with

cryptography library Pycrpto 2.6.1 is used. The Mininet

platform (Hu et al., 2022) is used for creating the

networking environment. The communication cost of a

protocol is affected by different attributes. By analyzing

these attributes, the effects of the implementation of the

protocol can be studied. The following are some parameters

to be studied in this regard:

7.1 Passes overhead

The number of messages exchanged in the execution of the

protocol is known as the number of passes. A key exchange

protocol with a significant number of passes is considered

more costly. The proposed protocol costs three passes in

distributing and sharing keys, with the choice of

parameters suggested in Section 4.2. Practically, the ith and

jth nodes can generate their shared key simultaneously and

need only one communication pass from either node without

any further communications.

7.2 Communication cost

The total number of transmitted bits for optimized performance

is known as communication overhead or communication cost. A

protocol with a low communication overhead is considered more

efficient. We take the key length of our key exchange protocol to be

TABLE 2 Comparison of security in some existing protocols.

Protocols

Security aspects Proposed Poomagal et al., 2020 Wang et al., 2008 Strangio, 2005 Zhangxiang et al.; Hu et al., 2022

Authentication Yes Yes Yes Yes No

Perfect Forward Security Yes Yes Yes Yes No

Impersonation Attack Yes Yes Yes No No

Man-in-Middle Attack Yes No No No Yes

TABLE 3 Certification Authority’s public database.

User Public key Certified key

Certification Authority Kca � (Pca(a1))rca c(Pca(a2))sca —

ith device Ki � (Pi(a1))ri c(Pi(a2))si (CK)i � (Pi(a1))riKca(Pi(a2))si
jth device Kj � (Pj(a1))rj c(Pj(a2))sj (CK)j � (Pj(a1))rjKca(Pj(a2))sj

FIGURE 3
Key length comparison.
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128-bits, whereas the equivalent key lengths of the state-of-the-art

protocols of RSA, Diffie-Hellman, and elliptic curve Diffie-Hellman

are 3072-bits, 2048-bits, and 256-bits, respectively. Our proposed

protocol performs better than these protocols because it uses

polynomials over the noncommutative ring. When compared to

the exponential operations used in RSA and Deffie-Hellman, and

the elliptic curve operations used in elliptic curve based protocols,

operations based on polynomials use less processing space and

power. Figure 3 shows the comparison of the key lengths of the

protocols.

7.3 Computational time

The total time consumed by the protocol is known as

computation time. Some of the attributes of the computational

cost are as follows:

For the execution of an algorithm, it is preferred that the total

number of arithmetical operations is as low as possible, so as to

enhance efficiency and reduce the computational cost. With the

increase in the number of operations, the energy and running time

of the algorithm may be compromised. The calculation of the

computational time of the proposed protocol is based on the ring

scalar multiplication, hash operation, and exponentiation

operation. The calculated result is then compared with some

recent protocols.

With the choice of parameters suggested in Section 4.2, the

scalar multiplication involved in our proposed protocol requires

0.003432 s, the hash needs 0.00025 s, and the modular

exponentiation operation takes 0.016121 s. The gateway performs

six scalar multiplications and eight exponentiations, while three

scalar multiplications, two exponentiation operations, and a hash

function calculation are involved in the calculation of the key at each

IoT device end. Therefore, 0.14956 and 0.042788 s are required for

calculations on the gateway and each device, respectively. The total

time cost is 0.192348.

The time for simple addition and multiplication operations

can be neglected because it is negligible compared to other

operations. Table 4; Figure 4 show the comprehensive result

of the total computation time for all the operations of our

protocols and other protocols. Notations te, tsm, tfi, and th
represent the computation time required for exponentiation,

scalar multiplication, field inversion, and hash function,

respectively. The protocol in Poomagal et al. (2020), Wang

et al. (2008), and Strangio (2005) takes more time than the

proposed algorithm. It also performs better than some existing

protocols, as depicted in Table 4.

8 Conclusion

A lightweight, efficient, and secure key exchange protocol for

secret communication in IoT environments is presented. The

related features of key exchange protocol, such as PFS and key

certification, are addressed in the proposal. The security aspects of

the new protocol are discussed in detail. For the scheme’s

implementation, the values of related parameters are suggested.

It is shown that the proposed protocol enables secure

communication between IoT devices in the future regime.

Further, an ElGamal-like cryptosystem can also be constructed

based on the proposed protocol.
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TABLE 4 Comparison of cost.

Protocols

Parameters Proposed Poomagal et al., 2020 Wang et al., 2008 Strangio, 2005

Total number of operations 9tsm+10te+1th 3tsm+1te 3.5tsm+1tfi+2th 5tsm+2th

computational cost (in seconds) 0.192348 0.20845 0.228967 0.316015

FIGURE 4
Comparison of computational cost.
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