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The automotive sector digitalization accelerates the technology convergence of perception, computing processing, connectivity, propulsion, and data fusion for electric connected autonomous and shared (ECAS) vehicles. This brings cutting-edge computing paradigms with embedded cognitive capabilities into vehicle domains and data infrastructure to provide holistic intrinsic and extrinsic intelligence for new mobility applications. Digital technologies are a significant enabler in achieving the sustainability goals of the green transformation of the mobility and transportation sectors. Innovation occurs predominantly in ECAS vehicles’ architecture, operations, intelligent functions, and automotive digital infrastructure. The traditional ownership model is moving toward multimodal and shared mobility services. The ECAS vehicle’s technology allows for the development of virtual automotive functions that run on shared hardware platforms with data unlocking value, and for introducing new, shared computing-based automotive features. Facilitating vehicle automation, vehicle electrification, vehicle-to-everything (V2X) communication is accomplished by the convergence of artificial intelligence (AI), cellular/wireless connectivity, edge computing, the Internet of things (IoT), the Internet of intelligent things (IoIT), digital twins (DTs), virtual/augmented reality (VR/AR) and distributed ledger technologies (DLTs). Vehicles become more intelligent, connected, functioning as edge micro servers on wheels, powered by sensors/actuators, hardware (HW), software (SW) and smart virtual functions that are integrated into the digital infrastructure. Electrification, automation, connectivity, digitalization, decarbonization, decentralization, and standardization are the main drivers that unlock intelligent vehicles' potential for sustainable green mobility applications. ECAS vehicles act as autonomous agents using swarm intelligence to communicate and exchange information, either directly or indirectly, with each other and the infrastructure, accessing independent services such as energy, high-definition maps, routes, infrastructure information, traffic lights, tolls, parking (micropayments), and finding emergent/intelligent solutions. The article gives an overview of the advances in AI technologies and applications to realize intelligent functions and optimize vehicle performance, control, and decision-making for future ECAS vehicles to support the acceleration of deployment in various mobility scenarios. ECAS vehicles, systems, sub-systems, and components are subjected to stringent regulatory frameworks, which set rigorous requirements for autonomous vehicles. An in-depth assessment of existing standards, regulations, and laws, including a thorough gap analysis, is required. Global guidelines must be provided on how to fulfill the requirements. ECAS vehicle technology trustworthiness, including AI-based HW/SW and algorithms, is necessary for developing ECAS systems across the entire automotive ecosystem. The safety and transparency of AI-based technology and the explainability of the purpose, use, benefits, and limitations of AI systems are critical for fulfilling trustworthiness requirements. The article presents ECAS vehicles’ evolution toward domain controller, zonal vehicle, and federated vehicle/edge/cloud-centric based on distributed intelligence in the vehicle and infrastructure level architectures and the role of AI techniques and methods to implement the different autonomous driving and optimization functions for sustainable green mobility.
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INTRODUCTION
Climate change, global warming, ecological and environmental degradation are global existential threats. Consequently, the new European Green Deal (European Commission, 2019a) roadmap entails a growth strategy to transform Europe into a modern, resource-efficient, and competitive economy. The roadmap aims to transform the economy to achieve climate neutrality by 2050. The transformation can be done by “turning climate and environmental challenges into opportunities across all policy areas and making the transition just and inclusive for all” (European Commission, 2019a).
The European Green Deal is an essential part of the EC's strategy to implement the UN’s 2030 Agenda (United Nations, 2015a) and its sustainable development goals (United Nations, 2015b). To implement this strategy, the European Union has adopted a mobility action plan based on the Vision Zero and Safe System approach (European Commission, 2019b) (zero accidents, zero pollution, and zero congestion). The Green Deal defines four critical elements for sustainable mobility and the automotive industry: climate neutrality, zero pollution Europe, sustainable transport, and the transition to a circular economy. The circular economy action plan (European Commission, 2020) has detailed measures to make sure that sustainable products are the norm in the EU. This plan puts a primary focus on “digital technologies” such as electronics, ICT, and energy storage systems (e.g., batteries, supercapacitors, fuel cells, etc.), which can result in an increase in the lifetime, availability and usage of future vehicles based on AI-enabled technologies.
Digital technologies are a significant enabler for attaining the European Green Deal’s sustainability goals in many different sectors, including mobility and transportation. Digital technologies such as edge computing, IoT, AI, cellular/wireless connectivity, DTs, VR/AR and DLTs can accelerate and maximize the impact of policies that deal with climate change and protect the environment by developing new sustainable electronic component and systems technologies for future vehicles. Expanding automotive intelligence at the vehicle and mobility system level allows the Internet of Vehicles (IoV) and Internet of Energy (IoE) (Vermesan et al., 2011) to become the key enabling technologies to realize future autonomous driving scenarios that embed cognition and autonomous functions.
Performing the driver tasks like a human driver or better requires using AI technologies and efficient algorithms to solve problems that include many heterogeneous participants in the traffic, operating in highly dynamic environments, and encountering many uncertainties. The OEMs deploying AI must deploy the technology in a trustworthy manner and actively supporting an ethical approach to AI, one based on a recognized set of values and principles to be enshrined into industry-led initiatives (ACEA, 2020; AECC, 2021; AVCC, 2019).
The ECAS vehicles have to match or even outperform the basic five human senses of sight, hearing, taste, smell, and touch to provide driver’s capabilities. ECAS vehicle must implement several of these senses to allow the vehicle to interact with other vehicles, the traffic participants, and operate safely in the physical environment. Human intelligence’s fundamental components include creativity, intuition, knowledge, experience, reasoning, memory, learning ability, creativity, intuition, reflexes, coordination, and emotions. Several of these intelligence components are relevant for autonomous driving functions. Knowledge is acquired through the analysis of information, and experience is gained through the accumulation of knowledge over time. The ECAS vehicles must acquire knowledge as the knowledge will increase their intelligence, supporting the reasoning and learning ability, so the vehicles individually and collectively, through logical reasoning, convert information into knowledge, make decisions and solve problems. Advanced concepts based on AI are needed to create ECAS systems to detect, predict, and react to other road user’s behavior, including other vehicles, pedestrians, and animals. An overview of the autonomous vehicle intelligence and senses compared with the driver capabilities is presented in Figure 1. As explained later in this chapter, the ECAS vehicles must be able to LOCATE, SENSE, COMPREHEND, THINK, CONNECT, ACT, COLLABORATE and LEARN to match and outperform the human driver capabilities. AI augment and replace human activity in ECAS vehicles. The first phase is implemented by OEMs using an augmented approach whereby AI provides assistance and controlled automation to prepare future autonomous vehicles.
[image: Figure 1]FIGURE 1 | Autonomous vehicle intelligence and senses compared with the driver capabilities.
In this context, a discussion of the AI definitions, characteristics, and capabilities is necessary as future automotive technology innovations rely on various AI forms with individual/collective/collaborative conditions that underly the intrinsic vehicle capabilities. AI is adopted in a broader extrinsic mobility level related to virtual intelligent green mobility, transportation infrastructure, and systems-based mobility virtualization approaches leveraging in-vehicle connectivity and sensors combined with edge-based and cloud aggregation and processing.
In this article, AI is defined as the ECAS vehicle and its systems' abilities to perform logical analysis, sense, acquire knowledge, reason, make decisions, learn and adapt to an environment that varies over time and/or in a given context. These capabilities include the collective attributes of ECAS vehicle systems, intelligent IoT devices capable of performing functions such as learning, decision making, or other intelligent behaviors. Several definitions of AI and machine intelligence are presented in Vermesan et al. (2020b).
Three types of AI are defined in Pohl (2015), Artificial Narrow Intelligence (ANI), Artificial General Intelligence (AGI), and Artificial Superintelligence (ASI). The ANI referred to as weak AI (Searle, 1998) focuses on specific, narrowly defined tasks solved by algorithms and includes voice, language, patterns recognition, and machine vision used in autonomous vehicles relying on DL and ML technologies. AGI is referred to as strong AI (Searle, 1998) has an intelligent agent's capabilities to understand and learn any rational, intellectual task that a person can. The AGI can reach the human’s intelligence level in several domains such as reasoning, comprehending complex ideas/situations, planning, solving problems, thinking abstractly, learning fast from experience. The AGI is expected to be achieved in the future for providing full autonomous vehicle capabilities. ASI is described as the level of AI reached by machines when their abilities exponentially surpass a human’s intelligence level by several magnitude orders. Bostrom (2014) argues that if machine brains exceed human brains in intelligence, this new superintelligence could replace humans as the dominant lifeform on Earth. Intelligent machines could improve their capabilities faster than human-computer scientists, and the outcome could be existential trouble for humans. The argument for the emergence of artificial superintelligence is convincing (Thomas, 2016). Expanding the cognitive limitations to our empirically assessing AI risk is valid as the philosophical, epistemic claim includes significant ramifications for contemporary society our limits in gauging risk scientifically.
The AI technologies applied to ECAS vehicles and mobility need to address the intrinsic and extrinsic capabilities at the vehicle and application/mission level, considering both the individual and collective intelligence. The collective perception intelligence is sustained by developing intelligent connectivity V2X and the decentralized and distributed evolutionary computing based on IoIT, edge and swarm computing federated to the cloud. In a holistic future, intelligent green mobility is an extensive interconnected system of systems, collective and continuously learning as they perform their missions. Internet of Vehicles systems will act as fleets with embedded swarm intelligence and AI algorithms.
The paper is organized as follows. The introduction is included in Introduction. The concept and evolution of ECAS vehicles are presented in Concept and Evolution of Electric Connected Autonomous and Shared Vehicles. The overview of the next generation ECAS vehicle architectures is presented in ECAS Vehicle Architectures. ECAS Vehicle Domains and Zones Concepts is dedicated to describing the ECAS vehicles domains and zones concepts, focusing on the functions of the AI components and cognitive functions at different vehicle functional domains and zones. The section will present the technologies developments to address battery management, energy recovery, vehicle-to-grid (V2G) mode of operation to increase the network’s storage capacity and increase renewable energy utilization. Automotive Intelligence Design Issues and AI Techniques and Methods for the Implementation of the ECAS Vehicles addresses the design issues in implementing the ECAS vehicles to advance the safety and performance of the traffic system. The section presents the advances in the perception sensor fusion, advanced connectivity for cooperative mobility applications, vehicle/edge/cloud computing integration concepts, new digital platforms for efficient and federated computing, and intelligent components based on trustworthy AI techniques and methods. Intrinsic and Extrinsic Intelligence for Sustainable Green Mobility explores the concept of intrinsic and extrinsic intelligence applied to the convergence of technologies such as IoT, edge computing, swarm intelligence (Vermesan et al., 2020a) applied to future sustainable green mobility. Future Research Challenges in Automotive Intelligence discusses future research challenges and presents key open issues related to AI techniques and methods in the implementation of ECAS vehicles. The summary and conclusions are given in Summary and Conclusions.
CONCEPT AND EVOLUTION OF ELECTRIC CONNECTED AUTONOMOUS AND SHARED VEHICLES
In the mobility and transportation sector, the digital economy's transition can be realized through new applications and services and new business models that leverage digital technology advances.
Electrification, automatization, digitalization, and standardization are trends that support the digital transformation. These mobility trends translate in the drive for ECAS vehicles.
The entire traditional automotive ecosystem is transforming to address the new technologies, applications, and mobility modes. The new digital technologies impact the industry and consumers and bring new requirements for higher safety, security, privacy, the efficient electrification of the powertrain, and the introduction of data analytics and AI techniques for deploying intelligent solutions and components.
The role of AI is significant to ECAS vehicle’s future to provide the technology in the different vehicle domains and the AI applications that extend beyond engineering, production, supply chain to customer experience, mobility services, and business models. The technology, dependability/trustworthiness, regulations, and standardization are keys to achieving sustainable green mobility using next-generation ECAS vehicles.
The main elements behind the development of ECAS vehicles are presented below and illustrated in Figure 2.
[image: Figure 2]FIGURE 2 | Electric Connected Autonomous Shared (ECAS) vehicle.
Electric
The transition from internal combustion engine (ICE) vehicles to 100% EVs is one way of addressing global climate change, pollution, limited resources, and the need to improve the efficiency of the propulsion systems. EVs are not entirely emission-free, but they have much lower CO2 emission and have clear potential to lower CO2 emissions close to zero when using local renewable energy sources. The mass-producing vehicle manufacturers are shifting the production to conceive new EV designs and meet dynamic consumer demands. Building entirely new fleets of EVs on a mass scale depends on the rollout of entirely new infrastructures. Intelligent charging network infrastructures need to be implemented to eliminate “range anxiety” for vehicle users, reducing the recharging time and optimizing the charging and energy-efficient use of renewables. The use of AI-based electric/electronics hardware/software architectures and platforms allows for implementing new energy storage solutions and services. Electrification of vehicles opens an entire infrastructure sector that can be built around charging stations throughout communities, wireless charging roads, and to a greater extent, vehicle sharing technologies. Electrification accelerates the development of autonomy in public transit and mobility business models.
Connected
The connected vehicles interact with the surrounding environment and infrastructure using two-way intelligent cellular/wireless connectivity capabilities to exchange real-time data to other vehicles, mobility solutions stakeholders, the edge/cloud computing infrastructure, and provide over-the-air function updates and upgrades. Advanced vehicle connectivity represents a critical element supporting the mobility sector’s digitalization and implementing shared economy services and applications. Whereas communication and radar technologies are already found separately, the new technological developments show a convergence of radar-communication technologies in mobility applications. Examples are integrated radar sensors/communication modules on traffic lights, radar and image sensor fusion between vehicles via direct communication, beamforming for direct communication to vehicles in the immediate vicinity, warnings to vulnerable road users (VRU) based on (multiple) radar sensors. The new connectivity technologies allow the vehicles to share internet access, and hence data, with other vehicles, infrastructure, people, and devices both inside and outside the vehicle. For safety-critical applications, it is anticipated that vehicles are connected using dedicated communications networks for V2X applications. Such networks must be ad-hoc networks (e.g., capable of working without the need for an infrastructure). The increased connectivity raises the threat of malicious hackers and compromised cybersecurity (Kim et al., 2020), increasing the need for more advanced in-vehicle and edge/cloud-based safe, secure, reliable, and un-hackable components, embedded software, and systems. V2X communication technologies are used to mitigate traffic collisions and improve traffic congestion by exchanging basic safety information (location, speed, and direction between vehicles within range of interaction). The V2X technologies extend active safety features and are a fundamental component of autonomous driving. Intelligence connectivity allows the exchange of sensor and awareness data among vehicles, cooperative localization, and map updating and facilitates coordinated maneuvers between autonomous vehicles.
Autonomous
Autonomous vehicles can sense the environment and drive safely with minimum or no human input. There are different autonomy levels. SAE International produced a chart designed to clarify the J3016 “Levels of Driving Automation” standard, which defines six driving automation levels, from SAE Level 0 (SAE L0 no driving automation) to SAE Level 5 (SAE L5 full driving automation) (SAE International, 2019). SAE defines motor vehicle driving automation systems that perform part or all the dynamic driving task (DDT) on a sustained basis. The standard specifies that “a given vehicle may be equipped with a driving automation system capable of delivering multiple driving automation features that perform at different levels”. “The level of driving automation exhibited in any given instance is determined by the feature(s) that are engaged” (SAE International, 2019). Terms such as conditional automation, high automation, full automation, automated, autonomous, driverless, self-driving, or fully autonomous are used to describe the SAE Level 3 (SAE L3) to SAE L5 vehicles. In the current literature, there are inconsistencies in the terminology used for the self-driving/driverless automated/autonomous vehicles, and various organizations and stakeholders have proposed to define an accurate and consistent vocabulary (SAE International, 2019; European Union, 2019). In this article, the authors utilize the term autonomous instead of automated. The term autonomous reflects that the vehicles act independently, are self-governing their operations, are self-aware, and capable of making various choices in specific scenarios and missions, including AI-based cognitive behavior, planning, and decision making. The autonomous driving benefits are reflected in increased safety (reduce the risk of crashes, accidents, and injuries), greater productivity, less congestion (resulting in less pollution), and improved fuel economy. The autonomous functions deployment expects increased lane capacity on roads, a significant drop in harmful emissions, reduced travel time, and considerable consumer savings. The autonomous vehicles operating as part of the IoV paradigm can create new mobility business models, new mobility solutions, and services (Autonomous vehicles, 2019). Because in SAE Level 5, the “driver” does not have any responsibility for the operation, there are no special driving skills needed. Hence the involved hardware must ensure fail-operational functions at any time (Vermesan et al., 2021a). This means the reliability of the systems is crucial.
Shared
The mobility solutions are swiftly deploying new forms of vehicle-sharing, ride-sharing/lift-sharing, and ride-hailing services that are changing the vehicle’s ownership model, transforming the demand throughout the day, improving access to mobility by lowering the resources to participate, and increasing utilization rates of the individual vehicles and vehicle fleets assets. Shared mobility relates to demand-driven vehicle sharing by passengers ride-sharing/lift-sharing (sharing a vehicle as a group simultaneously) or vehicle sharing (over time) as a rental or short-term for a trip. Shared mobility services are practicing energetic and positive steps to integrate fully into public transportation systems and communities. Seamless multimodal experiences allow the users to focus on where to go and less on how to combine a set of disparate mobility solutions to arrive there. Shared and multimodal mobility services need to be combined with supported privacy standards to avoid potential impacts caused by the General Data protection regulation (GDPR) since the information about the origin, destination, financial information is shared in these services. The vehicles require high security and privacy protection at the component, embedded software, and system-level to provide shared mobility solutions. The term “shared” has an additional meaning for the future vehicles, which is connected to sharing resources inside the vehicles and outside the vehicle with other vehicles, other participants in the traffic, with the infrastructure, sharing the data with the mobility stakeholders, sharing services, the computing, sensing, storage, and learning capabilities.
Standardization Activities
ECAS vehicles advance the long-term mobility outlook that improves safety and transport operations while lowering the environmental impact through a higher standardized and active automated ecosystem. Standardization plays a crucial role in delivering the next-generation ECAS vehicles, mobility services, and their integration with the broader green sustainable mobility systems.
Standards are developed by standard organizations (SDOs) such as CEN/CENELEC, ETSI, IEEE, ISO, ITU-T, and SAE International. Other stakeholders develop standards such as AUTomotive Open System ARchitecture (AUTOSAR, 2003) or Open AutoDrive Forum (OADF, 2021), including standards from companies such as Apple CarPlay (ACP, 2014) standard that enables a vehicle radio or head unit to be a display and a controller for an iOS device or Android Auto (AA, 2021) which is part of the Open Automotive Alliance (OAA, 2014).
In a multi-layered ecosystem working toward autonomous vehicles, the standard development organizations (SDOs) develop guidelines for aligning the activities and standardization processes to identify the overlaps, duplication, and gaps.
The standards developed by the different SDOs, and stakeholders fall under different categories such as connectivity/connected vehicles technology/applications, awareness, localization, safety, intelligent transport systems, artificial intelligence, etc.
An overview of the SDOs technical committee’s standardization activities and the standards developed relevant to ECAS vehicles are provided in Table 1. Different working groups and technical committees (TC) created within the SDOs develop the standards to address the various topics. For example, the ISO/TC 204 working group addresses the standardization of information, communication, and control systems in the area of urban and rural road transportation, including intermodal and multimodal aspects thereof, traveler information, traffic management, commercial transport, public transport, emergency services, and commercial services in the intelligent transport systems (ITS) area. ISO/TC 22 produces standards for all components and systems for Road Vehicles. The ISO/TC 22 includes the automated driving ad-hoc group (ADAG). The ITU-T focus group on AI for autonomous and assisted driving (FG-AI4AD) working on pre-standardization studies for driving tests for AI systems and supports standardization activities for services and applications enabled by AI systems in autonomous and assisted driving. The FG-AI4AD center on the behavioral evaluation of AI responsible for the dynamic driving task. The focus group on Vehicular Multimedia (FG-VM) works to identify the requirement for new vehicular multimedia standards based on space and terrestrial networks integration. The work addresses the analysis and identification of gaps in the vehicular multimedia standardization landscape to draft technical reports and specifications addressing vehicular multimedia use cases, requirements, applications, interfaces, protocols, architectures, and security. The group approaches pre-standardization studies for next-generation vehicle infotainment systems, with features like digital displays on vehicle windshields.
TABLE 1 | Overview of standards relevant to ECAS vehicles.
[image: Table 1]IEEE Standards Association (IEEE-SA) is sketching an industry connection activity to assess standardization gaps for safe automated driving to analyze, identify and assess existing standards and ongoing standardization activities and connect with the relevant SDOs. ISO and IEC started a project on AI standardization by founding the subcommittee ISO/IEC JTC 1/SC 42 Artificial Intelligence that addresses the standardization related to AI.
Aligning the standards and standardization activities are very important for the future development of ECAS vehicles. For example, ISO/PAS 21448 (2019) SOTIF is highly relevant to different driving scenarios from a systems perspective. Safety and security go together as the foundations for an autonomous system. Bringing together (ISO 26262, Parts 1-12, 2018; ISO 26262, 2019; ISO/PAS 21448, 2019) SOTIF will advance the design, test, and deployment of safe autonomous systems. Addressing the different failure types and faults in various standards is illustrated in Figure 3. ISO 26262 states that two failure types must be considered during electronic system and semiconductor development. Systematic failures related to the development, manufacturing, etc., of devices and dictate the use of effective processes to minimize the risk of issues introduced during vehicle production and random failures that relate to issues that occur during the operation of a device due to various reasons including environmental effects, device malfunction, etc. Minimizing these risks involve the analysis of the device for the effect of operational faults and building systems into the device to protect against these.
[image: Figure 3]FIGURE 3 | Different failure types and faults in various standards.
The domain of ECAS vehicles is in the developing phase. New standardization activities are starting to address the gaps in the legacy standards to include the new connected and autonomous functions and the emerging technologies such as AI [machine learning (ML), deep learning (DL), neural network (NN), computer vision, etc].
ECAS VEHICLE ARCHITECTURES
AI systems use data, knowledge, and algorithms to simulate the human brain’s cognitive functions and learn and solve problems independently. The ECAS vehicles are at the forefront of using AI to replicate, augment, and assist human’s actions while simultaneously leveraging machine-based system’s advanced reaction times.
To provide better and enhanced driving capabilities than human drivers, the ECAS vehicles must be able to LOCATE, SENSE, COMPREHEND, THINK, CONNECT, ACT, COLLABORATE and LEARN (Vermesan et al., 2021b).
For navigating through the environment, the vehicles use the LOCATE function to identify the precise location, the direction of moving, and the vehicle’s relative position in relation with other vehicles, other participants in the traffic, fix objects/obstacles, and the built and road infrastructure.
The SENSE function allows the vehicles to perceive and interpret the surroundings and their environment by identifying other traffic participants, including humans, animals, moving/fix objects/obstacles, road conditions, and traffic situations.
The vehicles utilize the COMPREHEND function to analyze and perceive the traffic situations, the environment’s conditions, and the relations with the other traffic participants.
The vehicle’s THINK function (Berger Roland Strategy Consultants, 2014) is applied to process the information received from the different vehicle’s domains (perception/surround view, propulsion/powertrain/vehicle dynamics, energy, connectivity, body/comfort, driving assistance/autonomous, security) and plan the driving strategy.
The vehicle’s CONNECT function is to connect with the environment (V2E) and to everything (V2X).
The vehicles use the powertrain, steering, and braking power to move the wheels to put the planned driving strategy and mission into practice through the ACT function by accelerating, steering, and braking.
The COLLABORATE function enables the vehicles to interact with other vehicles, participants in the traffic, environment, infrastructure (physical, digital, edge/cloud, etc.), and objects within a shared space, or close to, which generate, create, accomplish shared goals, and minimize the risk of collisions and hazardous situations. The collaborate function combines one or several features such as natural or non-natural language communication, visual interaction, safety-rated stop monitoring, instruction by demonstrations/examples, speed and separation monitoring and power/force limiting, etc.
The LEARN function implements the actions related to the vehicle’s training and learning based on the experiences in traffic and different conditions/circumstances using AI-based techniques, methods, and algorithms. Training and learning are processes that are federated between edge and cloud. The vehicles can use extensive internal computing capabilities as a training/learning platform based on the data sets collected from various missions and planned trips.
The eight functions presented above impact the electric and electronic architectures of future ECAS vehicles and the transition toward cognitive computing connected intelligent platform on wheels. The perception, sensor fusion, AI, edge computing, connectivity, function’s virtualization, and resources/information sharing are critical in implementing higher automation and sustainable green mobility applications.
The ECAS vehicle manufacturers are developing their electric and electronics (E/E) architectures for ECAS vehicles based on a set of requirements, following the same central concept while providing different implementations.
The current SAE L3 vehicles can detect the environment around them using an automated driving system. The vehicles can make informed choices for themselves (e.g., overtaking slower-moving vehicles), but human override is required when the vehicle cannot execute the task at hand, or the system fails. Traditional architectures for SAE L3 vehicles include application-specific electronic control units (ECUs) connected by application-specific bus systems (CAN, FlexRay, LIN, MOST) based on 1-to-1 communication.
For the new SAE L4 vehicles, new architectures need to be developed for addressing the requirements of the functions of the vehicles.
The domains-based architectures for SAE L4 vehicles include functional consolidation in domain controller units (DCUs) in addition to application-specific ECUs connected by links based on 1-to-1 and N-to-1 communication.
The transition to advanced SAE L4 vehicles will enhance the E/E architectures by introducing zones where the domains are zonalized, using hybrid architectures combining the vehicle zones and domains followed by full zone-based architectures.
The next-generation ECAS SAE L5 vehicles need the development of software-driven architecture centralized around the vehicle processing unit (VCU) connected by selected communication links.
Globally, the transformation of the ECAS architecture can be summarized in 3 stages, as illustrated in Figure 4.
• Current flat architecture, which is unfit for future mobility.
• Logical restructuring with a service-oriented gateway controlling and steering different domains in the vehicle, enabling an autonomous vehicle.
• Physical restructuring with an AI-based central brain, serving several zones, enabling a user-defined vehicle.
[image: Figure 4]FIGURE 4 | Vehicle architecture transformation.
The ECAS future architectures are based on the federation of HW/SW learning platforms that are physically located in different places and offer standard virtualized functions to the vehicle and its services and applications. These platforms are using the digital twin technologies extensively for modeling, simulating, and executing in real-time the vehicle functions for specific mobility services and applications in particular environments and contexts. The architecture allows virtualization of functions and integration at a different level: actuators/sensors (e.g., physical devices providing acceleration, position, image, pressure, data to the computing level and the driving modules for the actuators like valves, motors, inverters, etc.), computing/cognition/connectivity/control (e.g., sensor fusion, domain fusion, analytics, planning's and execution of function and services, AI learning, etc.) and edge/cloud back-end for off-board/infrastructure computing, data management, AI training, services, etc.
The ECAS vehicle architectures demand automotive-grade embedded AI-based high-performance computing components with significant compute power while increasing energy efficiency and scalability to approach the Level 5 applications and services. The development requires accelerating the standardization of modules AI-based ECU/DCU/VCU, electronic hardware components, interfaces and software/algorithms, and APIs. The vehicle functionality enhancements through lightweight virtualization, containerization, unikernels and regular OTA updates at the platform levels utilize the benefits of separating hardware and software development cycles supporting the mobility stakeholders to speed-up software development.
The advances at the E/E vehicle architecture level and the introduction of AI methods change all architecture layer’s design strategies and concepts. The ECU design approaches are changing with these devices integrated into domain-specific controllers, vehicle embedded high-performance computing units, or virtualized and containerized software functions provided by the vehicle or edge. The evolution of the E/E architectures (Vermesan et al., 2015) drives the consolidation of ECUs into 6–7 domain-specific controllers for safety, perception, energy, powertrain, connectivity, body/comfort/interior, experience/infotainment. The complex autonomous driving functions demand secure, robust, energy-efficient, and real-time distributed computing resource-efficient operating systems to manage multi-tasking, coordinate operations, and eliminate excessive components. The further consolidation of ECUs into DCUs/VCUs and embedded high-performance computing platforms transform the vehicle into “intelligent connected edge computing platforms on wheels” and further into federated vehicle/edge/cloud-centric based on distributed intelligence at the vehicle and infrastructure level architectures.
ECAS VEHICLE DOMAINS AND ZONES CONCEPTS
ECAS vehicles are implemented with AI technologies to provide autonomous functions and optimize operations for implementing sustainable green mobility solutions. The ECAS vehicles are developed with cognitive capabilities comparable to that of a human brain to support the vehicles to make context-based decisions that are not programmed in software. Performing the mobility missions allocated to them requires ECAS vehicles to locate, explore the environment by using sensors such as 360-degree cameras to view the environment around, interpret this information, verify the location of the vehicle, identify the position of any traffic participant, communicate with other vehicles, infrastructure, participants in the traffic and calculate in few milliseconds, make decisions, and conduct the necessary driving maneuvers.
The perception, sensor fusion, cognition, optimization, communication, and decision-making require a large amount of computing power to provide hundreds of Tera operations per second (OPS).
To implement the electronic and computing vehicle platforms that deliver the autonomous functions' capabilities, the ECAS vehicles domain-based architectures are one of the logical ways to break down and cluster the hardware and software components associated with vehicle design.
The domains-based approach organizes and assembles/connects all the functions that let vehicles locate, sense, comprehend, think, connect, act, collaborate and learn, while managing complexity and support scalability.
The main domains that are envisioned for ECAS vehicles are:
• Energy
• Powertrain and Vehicle Dynamics
• Connectivity
• Perception
• Autonomous Driver and Cognition
• Body and Comfort
• Vehicle Experience
Safety and security are addressed in all domains based on the domain requirements as part of the autonomous system dependability properties and autonomous driving trustworthiness. For example, in the connectivity domain, where the vehicle interacts with other vehicles, infrastructure and the Internet, security is critical since external communications need to be protected from tampering. In the powertrain and vehicle dynamics domain, functional safety and reliability are the main issues since the domain’s components must function while exposed to extreme conditions. At the same time, security is less of a problem as the domain is isolated and operates away from external factors.
The powertrain and vehicle dynamics, body, and control are part of existing vehicle architectures. Few vehicle domains have been developed from previous architectures (e.g., infotainment, in-vehicle connectivity, propulsion, etc.). Other domains are new and relate to autonomous function’s operations and AI cognitive technologie’s deployment. The domain-based architectures offer an optimum level of autonomous functions, ensuring the highest safety and security degrees while paving the way to zone-based architectures and software-driven architectures centralized around the vehicle processing unit. The ECAS vehicle’s architectures will sequentially evolve into federated vehicle/edge/cloud-centric based on distributed intelligence at the vehicle and infrastructure level, need to reflect the autonomous system properties and provide characteristics such as compatibility/interoperability, composability/modularity, scalability, and usability.
The architectures need to be optimized for various mobility missions, applications, and services. The domain-based architectures are the first optimization phase implemented for ECAS vehicles by clustering together similar functions and isolating them to design the proper safety and security (Pype et al., 2017a; Pype et al., 2017b) levels based on the common requirements within each vehicle domain.
To achieve economies of scale and lower costs, the AI-based ECAS vehicle architectures require a high level of compatibility/interoperability to allow the substitution of the vehicle subsystems, platforms, or functional units (e.g., HW/SW, algorithms), in a relatively transparent manner, without loss of information and the introduction of errors. Interoperability between ECAS vehicle architectures to exchange information/knowledge and use the information/knowledge that has been transferred is vital for future mobility applications, with different interoperability levels applied to the other functional domains of the ECAS vehicle architectures. The domain-based architectures open the way for compatibility/interoperability design concepts.
Composability/modularity are autonomous system properties that need to be part of the architectural concepts to distribute the driving functions into separate vehicle domains. Composability enables building the ECAS subsystems from components (SW/HW/algorithms) providing different features, functions and assemble them (e.g., electrically, wirelessly, functionally) to implement new ECAS vehicle functions at the mobility system level. Modularity is interpreted as the extent to which the autonomous system is composed of discrete components, and changes to one part have minimal impact on other components. The modularity concept applies well to the implementation of functional safety and cybersecurity functions. It simplifies the development and implementation of autonomous driving algorithms, making it more straightforward to scale features within each subsystem.
Composability/modularity approaches allow the ECAS vehicle architecture designs to scale within each domain, from baseline performance to high-end operation, providing different features to meet various market requirements. The domain-based ECAS vehicle architectures enable scalability in each vehicle’s domain and implement individual building blocks that are both compatible and reusable. The approach allows the development to be more efficient and cost-effective, based on flexible and responsive manufacturing processes.
Usability describes how systems/users can use, learn, or control the autonomous vehicle system. In this context, the concept of design-reuse can be applied by striving to use the equivalent building blocks across every automotive domain to add/increase or reduce/decrease vehicle functionality and advance the designs as new technologies are developed. The concept of design reuse by adopting common architectures, common software platforms across the vehicle architectural layers enables utilizing a standard set of tools, IP libraries, software code, and algorithms allowing the over-the-air (OTA) vehicle driving functions updates and upgrades.
An overview and a description of the ECAS vehicle domain’s functions are provided in the following paragraphs.
Energy Domain
The energy domain covers the energy sources/storage units, energy harvesting/regeneration techniques, the power electronic modules, hardware/software/firmware (HW/SW/FW) control, and high-level algorithms performing the functions of energy/power storage (battery/supercapacitors). The domain governs the overall management (cell charge/discharge/equalization functions, failure management functions, etc.) and charging/recharging (grid connection, range extension, photovoltaic).
The developments in the vehicle energy domain have accelerated the adoption of lithium-ion batteries as the power source for ECAS vehicles, with innovations focusing on introducing new solid-state batteries that could provide safer, lightweight, more energy, and power-generating batteries solutions. The solid-state battery technology uses solid electrodes and a solid electrolyte instead of liquid or polymer gel electrolytes employed in lithium-ion or lithium-polymer batteries utilized in today’s electric vehicles. Challenges to the broad adoption of solid-state battery technology include material costs, stability, sensitivity, durability, energy, and power density.
Digitalization is radically transforming the energy domain, where the batteries architectures are optimizing the cables to the sensors and sensing point. Innovations like smart battery cells assembled in complex battery systems, with wireless communication between the smart cells and the central battery management system (BMS), enable ultra-high-speed interaction with the smart battery cell parameters.
The BMS is one of the central components for achieving a safe and economically viable energy storage system usage based on batteries. The BMS is playing a critical role in the reduction of costs, accurate state estimation, and increase of safety, since the BMS monitors and controls the battery to avoid safety-critical operating conditions, e.g., over-charging, over-discharging and over-current scenarios depending on external operating conditions like temperature.
Furthermore, the BMS must precisely predict the battery’s state parameters like state of charge (SOC), state of energy (SOE), state of power (SOP), and state of health (SOH). Traditionally, physics-based state parameter prediction algorithms are often computationally too expensive. Concurrently, equivalent circuit models (ECM) are often limited due to their poor robustness regarding the highly non-linear dependence of the battery state parameters on the changes of environment and working conditions during a battery’s operation. ML and DL approaches like recurrent neural networks, and temporal convolutional neural networks have demonstrated their potential to overcome these problems due to their high adaptability and self-learning ability (Bockrath et al., 2019; AI4DI, 2019). Furthermore, by combining the neural network with a priori knowledge and physical laws, physical guided neural networks can be derived considering physical relationships. Thereby, neural networks are becoming failure-safe, thus ensuring an extremely accurate state parameter prediction. The SOC during a dynamic 30-min city drive is shown in Figure 5. The prediction of each SOC step was executed using a long short-term memory neural network, and the reference SOC was measured using coulomb counting from a high precision current sensor. The results show that neural networks can estimate the SOC accurately, even for a very dynamic driving cycle. Moreover, since coulomb counting needs time-consuming re-calibrations, neural networks outperform the coulomb counting measurement regarding adaptability and performance.
[image: Figure 5]FIGURE 5 | State of Charge (SOC) during a dynamic 30-minute city drive.
An application-specific and context-sensitive optimal battery management strategy can be performed with an accurate and real-time estimation of the remaining available energy and power and battery health. According to the battery’s state parameter, the routing and traffic, the charging infrastructure, and the environmental conditions, a fully holistic and optimal energy management strategy of an ECAS vehicle can be performed.
The battery’s state parameter estimation results are used for an intelligent charging process of the ECAS. Hence, an optimal charging process is executed according to the routing, needed energy, the battery's state parameter, and the maximum requested charging time.
Finally, the BMS provides the battery’s state parameter estimations and predictions to the next higher-level control system, the energy management system (EMS). The EMS is a controlling unit of the ECAS vehicle that communicates and exchanges information with the smart grid. ECAS can contribute significantly to improve the electrical grid stability, power quality, balancing, and matching peak power demand in conjunction with the BMS and EMS information and using particle swarm optimization and reinforcement learning approaches. As a result, the fully holistic integration of the ECAS vehicles into smart grids minimizes the cost involved in energy production, storage, distribution, plant maintenance, and operations, while the lifetime, reliability, and safety of the batteries are maximized.
The energy domain includes the interfaces for V2G control and functions. It assures that the interface with the charging infrastructure is safe, convenient, economical, and energy-efficient. An efficient energy management system allows linking large numbers of ECAS vehicles to the grid, opening the way to implementing the IoV paradigm and creating sustainable green mobility ecosystems by integrating different stakeholders (consumers, facility/vehicle fleet managers, and electric utilities).
Powertrain and Vehicle Dynamics Domain
The domain is responsible for the motion, speed, and dynamics of the ECAS vehicle based on the inputs and commands received from the autonomous driver and cognition domain. The domain functions are adjusted and optimized based on individual preferences, vehicle mission, environmental constraints (e.g., road conditions, climate, terrain, etc). The powertrain (e.g., combustion engine, electric engine, hybrid engine) is part of vehicles architecture for internal combustion engine (ICE), hybrid or electric vehicles (Ottella et al., 2010). It has the function of converting the fuel source into power while delivering the power to the road surface. The engine, transmission, driveshaft, axle, and wheels are all part of the mechatronic powertrain system that operates in the harsh environments of all types of roads and weather conditions (e.g., high/low temperatures, vibrations, dust, water, snow, chemicals, etc). Vehicle dynamics address the effect of forces and torques on the motion by utilizing supporting subsystems based on various sensors, microelectromechanical systems (MEMS), and actuator technologies for suspension and steering to ensure stability and a stable drive. The powertrain and vehicle dynamics domain require the use of components that conform to automotive safety integrity level ASIL D to provide the highest level of assurance that the dependent safety goals are sufficient and achieved. ASIL D points to the highest classification of initial hazard (e.g., injury risk, the potential for a severely life-threatening or fatal injury) defined by ISO 26262 (ISO 26262-3, 2018) for safety measures applicable for avoiding unreasonable residual risks (ArchitectECA 2030, 2020). The domain functions are evolving toward adding more intelligent features that require software enablement personalization, updatability/upgradability, intelligent algorithms for sensors/actuators data fusion. Dynamic links with the perception, autonomous driver and cognition domains are necessary. The domain must ensure cost/form-factor and performance trade-offs depending on the users' requirements and mobility mission profile.
Connectivity Domain
The connectivity domain covers several functions and integrates both onboard vehicle and external communications. It oversees all the wired and wireless interfaces that connect the vehicle onboard modules and the connections with other vehicles, the Internet, and infrastructure. The connectivity domain securely transfers and exchanges data and information inside and outside the vehicle using internal/external interfaces and communication protocols. That communication technologies include radio, cellular, Wi-Fi, Bluetooth Low Energy (BLE), GPS, V2X, LIN, CAN, and Ethernet. The external interfaces, wireless and cellular, use advanced integrated intelligent antenna modules to increase or reduce interfaces as demanded.
Two technologies for V2X communications are used for ECAS vehicles, unlicensed V2X and cellular V2X. The unlicensed V2X (U-V2X) is based on the IEEE 802.11p/bd technology, such as ITS-G5 in Europe, which builds on WLAN and provides an ad-hoc network for the 5.9 GHz ITS band. The incumbent wireless communication technology ITS-G5 is already deployed for safety services in the 5.9 GHz band. In 2019, 6,000 km of roads were already equipped with roadside units (RSUs) facilitating safety using cellular connectivity and ITS-G5. Since March 2020, ITS-G5 supporting road traffic safety is a default feature of the VW Golf 8 and the VW ID models. By the end of 2021, roughly 750 000 Golf 8 and IDs are expected to reach the European market. Deployment of so-called day one service for increasing safety increased and facilitated through the deployment of the ITS-G5 wireless technology (Car 2 Car Communication Consortium, 2021).
Cellular V2X (C-V2X) is an umbrella term that includes LTE-V2X for short-range communications (which provides an ad-hoc network for the unlicensed spectrum 5.9 GHz ITS band, similarly to ITS-G5), and the cellular network communications (LTE Uu) for long-range communications.
LTE-V2X has two operation scenarios which are Uu-based and PC5-based. Uu relates to the interface between user equipment (UE) devices and a base station Evolved Node B (eNB). PC5 relates to the one between UEs. Uu-based LTE-V2X utilizes downlink and uplink of LTE networks for communication among UEs. PC5-based LTE-V2X employs side links (e.g., direct links between UE devices) for communication among UEs, with and without the support of eNBs. LTE-V2X PC5 interface, has lower latency, while Uu interface is providing higher throughput using a dedicated band in the licensed spectrum. The licensed spectrum requires that the automotive OEMs have agreements with the operators and licensed proprietors to provide a worldwide service.
PC5-based LTE-V2X is further divided into two modes: mode 3 and mode 4. In PC5 mode 3, side link resources of each UE are allocated by eNBs, and the UE broadcasts packets using the allocated side link resources. In PC5 mode 4, each UE autonomously selects side link resources and broadcasts packets using selected side link resources. The operation scenario of PC5 mode 4 is like one in U-V2X (DSRC) considering that the channel access mechanisms are fully distributed and both protocols do not require the base stations (Shimizu et al., 2019).
To address advanced use-cases, both technologies specifications are further developed in the standardization working groups of 3GPP and IEEE 802.11. The IEEE 802.11 next-generation V2X (NGV) task group was established to create a new amendment IEEE 802.11bd. The 4G LTE-V2X technology included in Rel.14, and Rel.15 (composed of 4G core networks + 5G base stations) offers basic safety functions with LTE-V2X enabling higher traffic efficiency and assisted driving safety, and supporting other functions like electronic brake light, left turn assistance, automated valet parking (AVP) in a parking lot, and remote-controlled driving. The cellular V2X standard based on 5G is included in Rel.16 of the standard and is referred to as new radio 5G V2X (NR-V2X). NR-V2X is not replacing LTE-V2X but complement it to support the current and future V2X applications with enhanced radio layer technical features and network architecture.
Due to the technological challenges and the need for redundancy in fail-operational autonomous vehicles, global hybrid V2X solutions (e.g., unlicensed + cellular) need to be investigated to provide flexible technology deployments and upgrades (e.g., timing, model, market).
The wireless and cellular part of the connectivity domain requires the use of components that conform to ASIL B and C. In the future, ASIL D may be needed as the ECAS vehicle architectures evolved toward federated vehicle/edge/cloud-centric (Birnie, 2020) based on distributed intelligence at the vehicle and infrastructure level. Robustness, reliability, and low latency communication are becoming a standard requirement for external connectivity for ECAS vehicles that allow the coexistence of multiple standard communication protocols and end-to-end security implementation. The onboard gateway and networks coordinate and control the inter domains operations and exchange/share of data and information. The in-vehicle connectivity networks provide the architectural links that integrate the vehicle domains by securing data sharing with required characteristics (e.g., bandwidth, speed, security, reliability, robustness, resilience). The in-vehicle network integrates wired (e.g., CAN, LIN, FlexRay, Ethernet) and wireless (Wi-Fi, BLE, etc.) technologies to securely connect the vehicle domains. The in-vehicle gateway and networks play an essential role in the ECAS vehicle architectures to link the domains and ensure the proper distribution of vehicle-generated data. The onboard gateway manages the information inside the vehicle, shielding it from external access and external hacking by guarding (firewall) the subsystems and holding them separated from one another to avoid undesired interactions. The onboard gateway secures that each vehicle domain’s large amounts of data are routed efficiently and reliably and that the vehicle safety-critical systems are shielded from other systems' actions. The onboard gateway and networks part of the connectivity domain requires the use of components that conform to ASIL D, provide connectivity robustness, low electromagnetic emissions, the coexistence of secured multi-standard wired and wireless protocols. The Automotive SERDES Alliance (ASA, 2020) was created in 2019, and it is rapidly growing, counting among others NXP, BMW, and Continental as its founding members. The ASA standard specifies profiles for secure, highly reliable, automotive in-vehicle bridged IEEE 802.3 Ethernet networks with deterministic latency, based on IEEE 802.1 Time-Sensitive Networking (TSN) and security standards. It supports the entire range of in-vehicle applications, including those requiring security, high availability, reliability, maintainability, bounded latency, and form the base for future in-vehicle networking.
Perception Domain
The domain includes the HW/SW modules, components, and intelligent algorithms use to sense and interpret the environmental observations produced by various perception devices (cameras, radars, LiDARs, ultrasound sensors) as presented in Figure 6 and features for location and positioning. The domain enables the localization/positioning, perception, and planning functions for ECAS vehicles. Perception fuses the data from the perception sensors into a representation of dynamic objects and static features. By matching the model to elements of a full pre-generated environment map, intelligent algorithms are applied to compute the autonomous vehicle’s current position and orientation accurately. The vehicle’s location/position and orientation linked with the map and fused object information coming from perception allows the planning component to produce a sequence of intelligent movement operations. The perception domain is tightly connected to the autonomous driver and the cognition domain, which combines the information related to the situational awareness, processes the predicted behavior of other traffic participants, and considers the potential reciprocal interaction in a specific context scenario. AI-based techniques are used for implementing the perception functions in ECAS vehicles. The perception domain requires the use of components that conform to ASIL D, provide robust and resilient pattern/object recognition, a high level of data fusion, and ensure several AI-based technologies coexistence.
[image: Figure 6]FIGURE 6 | ECAS vehicle perception sensors.
Fail-operational safety and redundancy are achieved by using redundant sensors and AI-based algorithms (Mohseni et al., 2020) for safety-critical functions. The redundancy is optimized using sensor fusion for autonomous vehicle functions. Radar, camera, and other perception sensors are used in combination to provide safe, secure perception functions, with solid-state Light Detection and Ranging (LiDAR) and camera integration offering optimal solutions for long-term solutions. The strategies for aggregating the information from various perception sensors are supporting different approaches with solutions where the sensors are connected to several domain controllers as the perception are intelligent and highly integrated (sensing, processing, AI-based algorithms, etc.), and transfer only critical information to the centralized controller to reduce the complexity of the overall vehicle architecture. Other approaches use centralized control units to perform a real-time fusion of raw data collected from various perception sensors to enable real-time performance and cost reduction of the overall system.
Autonomous Driver and Cognition Domain
The autonomous driver and cognition domain provides the planning, computing, cognitive, and decision-making autonomous driving functions for ECAS vehicles. It integrates sensing fusion and capabilities of perception and connectivity domains and applies cognitive processing, decision-making, and safeguards to ensure proper vehicle operation in various conditions and context scenarios. The cognitive abilities include mission analysis, path planning, situational assessments, sensor fusion, safety-related algorithms, and multi-scenarios decision-making. The actions decided by the autonomous driver and cognition domain are applied to the powertrain and vehicle dynamics domain as presented in Figure 7 to control the direction steering and to provide acceleration and braking. The autonomous driver and cognition domain is implemented using high-performance embedded edge computing and AI-based technologies (Han et al., 2019). It has learning capabilities that allow the domain to take on new knowledge gained from driving and traffic experiences through a training/learning process using edge/cloud computing infrastructure. The ECAS vehicle training/learning process is done continuously by connecting to the edge/cloud computing infrastructure and uploading data sets accumulated during missions. The vehicle data sets can be aggregated with data from other vehicles and can be used to optimize driving algorithms. The training/learning process can be done when the vehicle is not used, parked, or stored in a garage. The autonomous driver and cognition domain requires the use of components that conform to ASIL D, the continuous homologation/certification and qualification of components/functions based on standardized procedures, fail-operational capabilities, and dynamic learnability.
[image: Figure 7]FIGURE 7 | Layered AI-based processing and cognition in ECAS vehicles.
Body and Comfort Domain
The body and comfort domain supports the passenger’s essential functions and observes behavior to learn preferences and combine them with safety requirements. The domain controls the passive safety mechanisms (seatbelts), access mechanisms (door locks), window blinds. It can allocate the vehicle settings for various passengers by defining the seat position adjusting the climate control temperature, and the illumination intensity. The domain oversees the window controls and seat adjusters and provides the management and modification of the SW/HW components for proper operations. The sensors/actuators and controller functions are optimized to create ambient experiences for passengers that increase safety and match personal preferences. Interior/exterior lighting, headlights are automatically customized for weather conditions, or the presence of oncoming traffic providing areas for passengers to sleep or read or watch a video, with dashboard settings adjusted automatically based on the period of a day or the type of passengers that are in the vehicle. The body and comfort domain demands the use of components that conform to ASIL B, provide updateability/upgradability functions, maintainability, energy efficiency, and AI-based technologies to increase real-time monitoring and learnability capabilities.
Vehicle Experience Domain
The vehicle experience domain evolved from the infotainment vehicle domain to provide the vehicle capabilities to offer all passengers the requested onboard well-being, comfort, entertainment, and productivity. It allows seamless access to digital content and enables passengers to create and manipulate digital and virtual content. The domain integrates advanced human-machine interfaces (HMIs) to support voice commands, gestures, augmented reality, and a progressive learning environment that adjusts to passenger’s preferences. The vehicle experience domain requires the use of components that conform to ASIL B, provide software/features OTA updateability/upgradability functions, augmented/virtual reality functions, maintainability, and AI-based technologies advanced HMI, real-time monitoring, and learnability capabilities.
AUTOMOTIVE INTELLIGENCE DESIGN ISSUES AND AI TECHNIQUES AND METHODS FOR THE IMPLEMENTATION OF THE ECAS VEHICLES
Operational Design Domain
Safe autonomous driving depends on setting the exhaustive account of overlapping conditions an ECAS vehicle might meet, termed the operational design domain (ODD). Safety standards and metrics for ECAS vehicles are under development, and an alignment between legacy standards and the new requirements and technologies applied to new vehicles is underway. The ODD poses many challenges since there is a need to define all possible overlapping conditions, use cases, restrictions, and scenarios that an AV might encounter, even the most obscure corner cases. ODD factors include the time of day, weather, terrain, road conditions/features, and context scenery. There are factors that ECAS vehicles might encounter and impact the traffic conditions and driving decisions. ODD characteristics add glare/light/flash, outdated mapping detail, overhanging vegetation, falling objects, downed power lines, toll booths, water-filled potholes, icing, social norms, uncooperative people, delivery robots, and common human rule-breaking. The use of AI-based techniques and methods brings new challenges for establishing ODD-based autonomous vehicle safety standards considering the need to reduce the residual risk and implementing fail-operational procedures. Developing standards for ECAS vehicles requires a holistic approach that considers defining virtual validation and repeatable testing conditions with a baseline of requirements and conditions to evaluate the vehicles based on equal comparisons of ECAS systems throughout the world. Applying the ODDs to the certification and homologation processes needs to be done in steps, initially in more accessible and controlled driving environments, and then moved gradually in increasingly complex locations and conditions.
The ODDs require being agnostic to the technology used by various ECAS vehicles for the perception, propulsion, sensor fusion, or cognition algorithms to achieve safety-performance benchmarks. The search for equal comparisons and measurements is challenging due to several groups of stakeholders trying to establish standards for delivering safety and support the deployment of the ECAS technology.
Integrated Intelligent Hardware and Sensor Fusion Functions
The hardware must be analyzed in detail to get a trustable ECAS system. All sensors must be able to check themselves, and all the sensor networks must be based on reliable hardware and trustable data analysis. Hence even the use of reliable components will not avoid any faults. The monitoring of the HW/SW components and their functions is crucial and brings decisive added value. The number of signals will be very high. To evaluate the right status, new AI bases data analysis methodologies are necessary. This comprises the continuous monitoring of component properties as well as parameter shifts. Self-learning methods and classification according to the system behavior and the final decision making will be carried out in parallel to continuous data analysis. This means changes and deviations in functionality will be detectable. This opens the path from a simple pass/fail decision to a detailed system assessment and intelligent decision-making.
As already described, the reliability of the powertrain hardware is crucial. It is essential to find practical and effective solutions for trustable powertrain systems. Current sensor-based systems are typically modularly designed with different sensors, connected within vehicles and externally. Some of these systems include the human as a control unit, which reduces the amount of special sensor monitoring. If the sensor information is not accurate enough or a significant defect is detected, the driver can often compensate for such an issue. Humans bring the system into a more secure state, e.g., lowering the speed of a vehicle.
Here the primary intelligence is located at the control place, and the driver is skilled to handle such situations. New SAE Level 5 systems will no longer need human driving skills, but reliability and trustability requirements will increase significantly.
For a reliable powertrain, continuous health monitoring of the power electrics and the electric motor is necessary. For health monitoring of the power electronics, the temperature is the critical parameter. Today many approaches for determining the power device temperature exist. The device temperature depends on the electrical load and pre-history of operation. Most methods are based on measurements of temperature-sensitive electrical parameters or dedicated sensors. The temperature-sensitive electrical parameters are, in general, not easy to measure as the required high accuracy and time resolution, which is challenging to implement in powertrain drive inverters. From temperature measurements, the remaining lifetime can only be estimated because the lifetime models are exponential laws. Any inaccuracy in measurements results in high errors at conventional lifetime prediction. For autonomous applications, the lifetime models must be much more precise to avoid unplanned failures during operation or waste of remaining lifetime.
Instead of using the current physics-of-failure (PoF) approach, an alternative data-driven approach should be implemented, such that the correlation with degradation is found in trends of actual device function - often caused by a blend of effects. AI and deep learning algorithms can extract early warning signals. However, these techniques suffer from the extremely long time series that require significant computing power. Furthermore, they are often based on assumptions about the regularity of time sampling, which cannot be guaranteed in real applications. Combining both approaches, PoF and DD, through meta-models can lead to routines that suffice with edge computing power. Then, health monitoring can even be used to adjust machine performance in real-time according to functional requirements and health status. Instead of blindly continuing at 100% power, leading to failure in 5 h, an intelligent reduction to say 80% can extend the remaining useful life (RUL) to 50–100 h, long enough for maintenance to occur at a convenient time. This would be a perfect feature for autonomous systems.
A vast amount of temperature data is collected in different modes of operation. With AI, it is possible to detect patterns of increasing fatigue. Therefore, self-learning systems are crucial for a trustable lifetime prediction avoiding any unplanned failures during operation.
The development of technologies for ECAS vehicles in the energy domain, including the power train's electrification and the integration with the smart grids, are catalysts to reducing CO2 emissions and more intelligent transportation systems. Rigas et al. (2015) provide an overview of AI techniques for EVs and the systems that manage fleets of EVs and give a literature overview to identify the commonalities and fundamental differences in the approaches. The paper addresses solutions EVs use to augment the grid with the ability to store energy and bi-directionally exchange energy, optimize energy from intermittent renewable energy sources and let users refill their vehicles in a variety of locations. The different approaches consider charging EV batteries and using AI-based algorithms that minimize costs and increase battery life while avoiding users from being stranded. Sun et al. (2020) propose an EV charging behavior prediction design based on hybrid AI to identify targeted EVs and predict the charging behavior. Simulation results confirm that the proposed prediction scheme outperforms the existing EV charging behavior prediction methods in forecasting accuracy and scheduling efficiency.
The development of new power train solutions based on distributed powertrain architectures requires AI algorithms to optimize the ECAS vehicle propulsion system. The ECAS vehicle architectures must provide redundant power networks using x-by-wire functions through fail-safe/fail-operational power supply/energy functionality without additional storage units. The power topologies are optimized (e.g., star) to ensure the energy paths to safety-critical loads and optimal wiring circuits. The topologies integrate modular power distribution units that allow load monitoring, fast failure detection, system response, and actions on the driving system.
The electric motors are critical components of the powertrain. The design of the motors for ECAS vehicles demands, considering the requirement for high power and torque densities, a wide range of speed at a constant power operation (e.g., 3–4 times the base speed), high starting torque with the ability of a hill-climbing, a high-level of reliability, high robustness, intermittent overload ability for overtaking, reduced torque ripple and minimum noise, advanced AI-based control methods, and an affordable cost. Different types of motors such as DC drives, induction motors (IM), synchronous (SR) machines, permanent magnet (PM) drives are used in EVs. An overview of the state-of-the-art solutions of electric motors for EVs is given in Alamoudi et al. (2019), with an overview of automotive electric propulsion systems with reduced or no permanent magnets presented in Boldea et al. (2014) and a review of synchronous reluctance motor-drive advancements provided by Heidari et al. (2021).
Intelligent Connectivity
The IEEE has specified the 802.11 protocol to provide the MAC for WLAN communication in different frequencies. IEEE 802.11 enables easy Internet connections allowing the WLAN benefits such as the more straightforward wireless station deployment. The IEEE 802.11 protocol is used for the unlicensed V2X implementation. Safety and V2X need to be affordable considering all the cost variables such as service running cost, technology access fees, and licensing costs. The unlicensed V2X solutions based on the IEEE 802.11p have proven real-life performance, relative low latency <10 ms, ranges >1.4 km in line-of-sight (LOS) and >1 km non-line-of-sight (NLOS) (Gu and Moerman, 2020), standalone deployment without dependence on cellular for safety applications, stable performance in congestion (PRR, latency), and provides full compatibility with next-generation IEEE 802.11bd standard by design (Naik et al., 2019). IEEE 802.11p is used for ETSI ITS-G5, and massive roll-out of vehicle is ongoing (Car 2 Car Communication Consortium, 2021). The IEEE 802.11bd standard is specified to be backward compatible with IEEE 802.11p and provide latencies below 2-3 ms.
The 3GPP GPP3 (2018) has specified the cellular C-V2X in different releases (Rel.14/15/16). C-V2X technology supports additional operation modes and will provide increased throughput in the new 5G NR version adopted in Rel.16. The C-V2X will provide increased environmental perception to enable sensor-data sharing among vehicles and infrastructures. It could enhance the automated driving control, allowing the vehicle’s cooperation by the perception and the control subsystems of 5G.
The field and interoperability tests for the C-V2X technology just began. The technology, today, offers a latency of 20–100 ms, needs of GNSS clock (PC5 Mode 4) or cellular (PC5 Mode 3 or Uu) for synchronization at PHY/MAC level and can have performance degradation in high vehicle density cases (Gu and Moerman, 2020). Several technical limitations related to the half-duplex and near-far problem are identified. The LTE-V2X and IEEE 802.11p were compared in Connected Corridor for Driving Automation (CONCORDA) project considering the technology from a PHY and MAC perspective, shedding light on important technology choices in both approaches (Moerman et al., 2020). In addition, the authors investigated the impact that technologies have on each other in terms of quality of service (QoS) and possible mitigation measures to broker the differences toward a result that still provides interoperability and partially mitigates the QoS problems. These results arise from research and participation in the ETSI working groups tasked with these questions.
In a comparison between both technologies, in general, uncongested conditions show similar performance behavior between LTE-V2X and IEEE802.11p under comparable system settings. However, in specific detailed traffic situations, behavior is expected to be different. In congested conditions, IEEE802.11p appears to have an advantage in packet-delivery rate vs. range and associated system latency. It varies smoothly with the payload size, as in LTE-V2X Rel.14, having multiple users in the same 1 ms time slot reduces the performance. This is partly due to some weaker design features in the Rel.14 implementation, which are acknowledged and addressed in updates in Rel.15 or 5G-NR V2X Rel.16+. However, these updates do not help for safety applications, as REl.14 is defined as the version to use for the safety use-cases, while Rel.15 and Rel.16 updates are used only for new advanced use cases (Moerman et al., 2020).
A system-level comparison of the performance of U-V2X and LTE-V2X when transmitting periodic and aperiodic messages with constant or variable size is presented in (Molina-Masegosa et al., 2020).
U-V2X outperforms LTE-V2X when the channel load increases, even if it has a lower physical layer performance. The gains obtained are present even with periodic messages of constant size, and they significantly augment when messages are aperiodic, and their size varies.
LTE-V2X can achieve better performance than U-V2X under low channel loads if it has a better physical layer performance. Under low channel load levels, the MAC has a lower impact on the performance than the physical layer. The challenges for the LTE-V2X MAC exist due to the design of the standard and the impact depends on the characteristics of the messages to be transmitted. The dependency is less present in U-V2V (IEEE 802.11p) that implements a simpler and more flexible MAC (Molina-Masegosa et al., 2020).
The performance comparison of U-V2X (DSRC) and LTE-V2X PC5 mode 4 defined by Rel.14 is performed in Shimizu et al. (2019) using congestion control mechanisms in freeway scenarios for several vehicle densities. The simulation results point that in a lower vehicle density case, the two technologies are comparable or LTE-V2X provides a longer V2V communication range, whereas in a high vehicle density case, U-V2X (DSRC) delivers superior performance than LTE-V2X PC5 mode 4. U-V2X (DSRC) achieves a significantly shorter end-to-end latency. in both high and low vehicle density scenarios. The analysis is based on one configuration, focusing on freeway scenarios. As there are a lot of configurable parameters in LTE-V2X PC5 mode 4 and other scenarios, it requires more thorough evaluation and analysis for different configurations and scenarios (e.g., especially congested scenarios) to make LTE-V2X PC5 mode 4 mature (Shimizu et al., 2019).
C-V2X releases are not compatible with each other as Rel.14/Rel.15 and Rel.16 operate in different frequency bands, and the V2X components must support multiple releases to keep compatibility with older devices.
The unlicensed U-V2X and cellular C-V2X technologies operate in the 5.9 GHz band, with C-V2X operating in the cellular operator’s licensed carrier. The need for multi-radio interoperability between the currently available radio technologies (U-V2X and C-V2X/LTE-Uu). The requirement to reinforce the primary security system through functions that detect vehicles misbehaviors due to external attacks (GPS spoofing) or physical attacks as tampering attempts to access the vehicle's cryptographic material is highlighted by Casademont et al. (2020).
The LTE-V2X cellular technology can provide up to around 1,400 m of short-to-medium-range connectivity with GNSS timing reference and a latency of 20–100 ms. Latencies in the LTE-V2X short-to-medium range technology can be considered about 50 ms or more (the LTE-V2X radio-technology alone provides lower latency, but combined with the protocol, varying message sizes, etc. becomes of the order of tens of ms magnitude). In synchronous systems like LTE-V2X, the signal of all users must arrive time-aligned to the receiver to prevent inter-symbol interference between consecutive OFDM symbols. Achievable communication range distance of LTE-V2X based on timing reference source (e.g., GNSS, eNB) is limited, and beyond that, a receiver cannot detect messages from far users (Filippi et al., 2018). LTE-V2X allows transmission data rates up to 75 Mbps for uplink and up to 300 Mbps for downlink (Arena and Pau, 2019). The C-V2X technology is moderately suitable for V2V applications and increased suitability for V2I at a high communication cost. The U-V2X technology provides 300–1,000 m of short-to-medium-range connectivity and below 10 ms latency, enabling a rate of up to 27 Mbps for data transmission (Storck and Duarte-Figueiredo, 2020). The U-V2X is suitable for V2V applications and moderately suitable for V2I applications, but it requires visibility. According to Selvanesan et al. (2018) and Frost Sullivan (2017), the technology is not ideal for multimedia features requiring high bandwidth. An overview of vehicular communication technologies and their key performance indicators (KPI) is provided in Table 2.
TABLE 2 | Vehicular communication technologies and key performance indicators.
[image: Table 2]AI techniques are used in the connectivity domain of the ECAS systems to protect against cybersecurity attacks and improve the vehicle’s overall security. A survey of topics related to the secure vehicular network-applied ML approach is presented in Tang et al. (2020). The ML techniques are classified for the vehicular network as communication, networking, and security perspective emphasizing the future of vehicle network that include 6 G and AI techniques. Usman et al. (2020) investigated ML techniques' introduction to identifying relay attacks against PKES systems. The decision tree, support vector machine, and k-nearest neighbor’s methods were compared for the experiment utilizing a three-month log of the PKES system. Song et al. (2020) offered an IDS based on a deep convolutional neural network to protect the CAN bus. Different solutions were considered and compared, including various ML algorithms (e.g., LSTM, artificial neural network, support vector machine, k-nearest neighbors, naive Bayes, and decision trees), for four categories of attacks (e.g., Denial of Service-DoS, Fuzzy, Gear Spoofing, Revolutions per Minute-RPM Spoofing). The experiments were performed on the proposed model with these four categories of message injection attacks.
The AI-based technologies used in the design of ECAS vehicles require that the validation and testing procedures must include additional methods to ensure that each performance metric is supported by a clear explanation (i.e., present the safety risk/crash scenario that each metric is designed to address and how the metric can address that risk/scenario). Besides, new methodologies for virtual validation (Koopman and Wagner, 2016) and simulation must be considered.
Connectivity technologies are an integrated part of the connectivity domain architecture, including several communication technologies based on IoT, ITS, VANET, wireless, wired, cellular, and satellite technologies. The intercommunications between the vehicle and the environment use several channels and different communication protocols. AI techniques are used to optimize the communications and services provided through these channels. A list of these channels (AUTOPILOT, 2017) is presented in below. 
• Vehicle-to-Body (V2B) - Internal information transmission. 
• Vehicle-to-Cloud/Edge (V2C) - Wireless communication between vehicle and the cloud or edge computing centers.
• Vehicle-to-Device (V2D) - Short-range wireless communication between the vehicle and devices (IoT) either inside or outside the vehicle.
• Vehicle-to-Grid (V2G) - Wired/wireless communication between electric vehicle and the charging station/power grid. 
• Vehicle-to-Home (V2H) - Wireless communication between vehicle and a fixed or temporarily home (e.g., real-time routing).
• Vehicle-to-Infrastructure (V2I) - Wireless communication between vehicle and roadside units (RSUs), external communication devices/ platforms and traffic facilities. 
• Vehicle-to-Maintenance (V2M) - Wireless between the vehicle and the vehicle condition responsible (e.g., automotive manufacturer, repair shop), including vehicle condition monitoring, predictive maintenance notification or alerts.
• Vehicle-to-Network (V2N) - Wireless communication between vehicle and cellular networks, (e.g., value-added services). 
• Vehicle-to-Owner (V2O) - Wireless communication between vehicles and its owner (e.g., car rental, fleet management, freight tracking). 
• Vehicle-to-Pedestrian (V2P) - Wireless communication between vehicle and vulnerable road users (VRUs) (e.g., safety-related services). 
• Vehicle-to-Users (V2U) - Wired/wireless exchange of information between the vehicle and its current user including situational information. 
• Vehicle-to-Vehicle (V2V) - Communication between mobile vehicles (e.g., surrounding vehicles position).
The inclusion of non-V2X information received (LiDAR, radar, camera, ultrasonic, inertial sensors) in the development and validation process for performance and test metrics to address the fail-operational operation for autonomous vehicles is required. Several V2X and non-V2X systems must coexist on a vehicle and validation, and test procedures must cover all of them. C-V2X and U-V2X are not compatible with each other and when certain vehicles use U-V2X and others use C-V2X, these vehicles are not able to communicate with each other, so seamless communications for ECAS vehicles cannot be implemented yet.
The co-existence problems derive from primary differences between the technologies such as asynchronous vs. synchronous channel access networks, differences in the channel access scheme: reservations vs. listen-before-talk and differences in sampling rate, modulation encoding/decoding, and modulation of the signal. The co-existence issues are studied under ETSI standardization working groups on same-channel co-existence, split-channel co-existence, harmonized radio standard, and multi-channel operation. A close technical look at U-V2X (802.11p) and LTE-V2X for V2X applications further confirms their complementary nature (Filippi et al., 2018). As result, for now the V2X technology differences resulted in no common ways forward. Therefore, the discussions on conceptual and inventory levels will continue in the future (Moerman et al., 2020).
The end-to-end security is vital for adopting ECAS vehicles and applications and must be addressed at all vehicle architecture layers. The new 5G architectures used for V2X connectivity (Automotive Association 5GAA, 2016) provide the communication layer’s functions and components designed to close security gaps from previous cellular networks. The pervasive nature of 5G introduces new security challenges outside the traditional space. Security considerations need to examine various aspects of the software, virtualization, automation, orchestration, and Radio Access Network (RAN) considerations. Zero-Trust, security and several other techniques are discussed to mitigate the threats, and various recommendations are proposed for security in (GPP3, 2019; 5G Americas, 2020).
In-vehicle connectivity is evolving toward the automotive Ethernet as a high-speed backbone. Automotive Ethernet in-vehicle network provides higher bandwidth (1 Gbps and beyond), improved security, load balancing controlled by Ethernet switches, low-latency (e.g., use of the time-sensitive network - TSN to implement low-latency communication), fewer ECUs and cables. The new E/E ECAS vehicle architectures will provide solutions for the cohabitation of heterogeneous networks, including CAN, FlexRay, LIN. The in-vehicle networks rely on high-data-rate switched Ethernet to ensure reliable inter-domain communication, with topologies (e.g., ring) that offer additional redundancy by duplicating links between switching elements. The switched Ethernet networks will be enhanced by using Ethernet audio-video bridging (AVB) and TSN for real-time components and computing units. In developing the vehicle architectures for ECAS vehicles, the Ethernet is used as the backbone supporting different bus types, including existing bus systems linked to the central gateway. Several architectures use switches to allow connections to any number of devices and provide flexibility in the architectural design of the ECAS vehicles ensuring interoperability for integration with external networks, high-bandwidth, reduced cost, and less cabling.
ECAS vehicles must have seamless connectivity provided by wireless, cellular, and satellite technologies that meet safety requirements, fail-operational behavior, and enhance reliability through inherent redundancy. The development of cellular (e.g., 5G, 6G, and beyond) and other wireless technologies [e.g., Wi-Fi 6, Wi-Fi 7, wireless sensor networks (WSNs), etc.] provide cost-efficient, robust, and redundant solutions for developing horizontal multi-service networks for ECAS vehicles applications and services.
AI Based Techniques
Amparore et al. (2014) describe a concept for implementing a virtual driver, which adopts a human cognitive framework as a reference and follows an AI approach. The virtual driver solution proposed utilizes probabilistic techniques (e.g., Markov Decision Process - MDP) and is based on a Cognitive Architecture for Safety-Critical Task Simulation (CASCaS) architecture developed by Lüdtke et al. (2009) and Lüdtke (2014). A key concept underlying the CASCaS architecture is the theory of behavior levels, which distinguishes tasks concerning the requirements on attentional control conditioned on the prior experience (e.g., autonomous behavior by acting without in daily operations, associative behavior by acting in typical situations, and cognitive behavior by acting with new behavior in unknown situations). The model also provides parallelism between the autonomous and associative layers, simulating the human ability to manage tasks simultaneously.
A comprehensive survey of DL applications for object detection and scene perception in autonomous vehicles applicable to the perception domain is provided by Gupta et al. (2021). The paper examines the theory underlying self-driving vehicles from the DL perspective and current implementations, followed by critical evaluations. It introduces DL and computer vision, followed by an overview of AGI, a classification of existing DL libraries and their role and significance, discussing different techniques that approach the image perception issues in real-time driving, and critically assessing implementations tests carried on autonomous vehicles. The findings and practices are summarized to correlate various techniques and the applicability, scalability, and feasibility of DL for autonomous vehicles. The article highlights future work required to advance technologies for perception and object detection to navigate safely. Driving scene understanding and segmentation are integrated with temporal propagation of information to understand both space and time using various DL architectures (e.g., recurrent neural networks - RNNs) to generate automatic captioning of images, localizations, and detection. In several cases, AI-based systems used for autonomous vehicles decide based on a cost/reward function and execute a maneuver correlated with the lowest cost/highest reward. If an unsafe/dangerous maneuver is the lowest cost option, the autonomous vehicle will execute that maneuver anyhow, which requires reviewing the cost/reward strategy in vehicular AI.
A comparison of the ML differentiation using object and raw information fusion is presented in Figure 8.
[image: Figure 8]FIGURE 8 | Information fusion approaches in ECAS vehicles.
A model for obstacle avoidance in autonomous vehicles by integrating swarm intelligence with pre-existing conventional technologies is presented by Hashim et al. (2019). The concept is establishing bi-directional communication of sensory data between the various vehicles that form a network and overcome the limitations of an autonomous vehicle’s perception sensors.
Simulations results performed by Li L. et al. (2018) showed that autonomous vehicles equipped with V2X connectivity and conveying traffic information (e.g., speed advisory or signal timing) using swarm algorithms could fast and efficiently form a stable platoon within 30 s.
The ultimate objective for the entire system is to take measurements from agent’s sensors, such as cameras, LiDARs, or RaDARs, and estimate a world model, its perception system. As is typical in 3D environment sensing, designing a comprehensive “hand-crafted” model is not feasible; instead, the model is learned from training data, using machine learning, such as semantic segmentation (Meletis and Dubbelman, 2018), part-level panoptic segmentation (de Geus et al., 2020), human pose estimation (Cao et al., 2021), action recognition (Li Z. et al., 2018), and depth and flow (Zou et al., 2018).
Current deep learning approaches are compared to human perceptual-cognitive capabilities, still limited in generalization, regularization, completeness, and introspection. These limitations prevent autonomous mobile agents or vehicles from achieving human-like perception levels and, therefore, also human-like decentralized decisions and actions.
According to Bose (2019) operating under changing in-field data patterns and under run-time operations is difficult in current AI interference engines. Precipitous loss of in-field inferential accuracy can lead to catastrophic errors in decisions. Therefore, it is important to focus on resilience mechanism for in-field data changes and inconsistencies for safety-critical systems in run-time operations.
Safety and Security
Safety is an obligatory characteristic of autonomous vehicles, and AI can impact vehicle’s safety. The adoption of novel AI-based technologies in business-relevant safety-critical domains (e.g., an autonomous vehicle) demands a considerably increased level of maturity and dependability. State of the art ECAS vehicle centralized architectures and classic safety and security mechanisms cannot support resilience in modern autonomous systems characterized by extensive interconnected embedded applications without being connected to the edge and cloud infrastructure. Therefore, autonomous systems need to address safety- and security-related flaws and provide resilience guarantees in highly heterogeneous and dynamic environments.
The relationships between ML, security and privacy for ECAS vehicles is illustrated in Figure 9.
[image: Figure 9]FIGURE 9 | ML, security, and privacy intersection for ECAS vehicles.
Nascimento et al. (2020) provide a systematic literature review to offer an overview of AI’s impact on autonomous vehicle safety. The paper argues that the literature reviewed proposes conceptual models and frameworks that bring essential contributions, but they are mostly not tested in actual set-ups. The AI techniques achieved good results, but they are not fully repeatable and reproducible, and the error rates do not confirm that they are suitable for real deployments in autonomous vehicles considering missing consistent hazard analysis. Virtual and physical validation of AI-based systems to the high-dependable and trustworthiness levels is required for fully autonomous SAE level 5. Safety certification of non-deterministic control systems is still a challenge.
Safety is firmly interrelated to end-to-end security for ECAS vehicles when considering communication via public or private networks. For specific missions, the autonomous vehicle can be remotely controlled, enabling the external “driver” to act on the steering and braking system. Security is critical to protect the ECAS vehicles from any unauthorized persons, machines, and HW/SW digital agents to control the functions related to the vehicle domains that can drive the vehicle to damage other vehicles, properties, humans, animals, etc. End-to-end security is paramount for the ECAS vehicles mobility applications, and access to the safety- and mission-critical components must be restricted and continuously monitored to avoid cyber-attacks and misuse. Munasinghe and Murtaza (2020) present several security objectives to minimize the potential vulnerabilities, which need to be considered in the security system’s design. Confidentiality requires that the sensitive information is revealed and published only to authorized individuals or systems. Integrity correlates to the accuracy and consistency of the sensitive data/information transmitted through the network that needs to be protected and adequately maintained to avoid that data is compromised by unauthorized parties and altered in an unauthorized way. The availability requires that the network resources (equipment/bandwidth/data/information) are accessible and available to any authorized person or system as they are required. The authenticity of the transmitters/receivers of messages communicated through the network should be verified so the parties are authenticated to whom they claim they are. The authorization must be implemented to provide the persons and systems the specific access rights and privileges to access sensitive information and functions. Non-repudiation refers to the assurance that nobody can deny the truthfulness or validity of the data/information dispatched through the network.
In the ECAS vehicles, there are several access points for vehicle information, and various comprehensive information access strategies are developed by the automotive industry. Due to high-economic and liability risks in the future ECAS vehicles development, the OEMs will control the most extensive data sets, and they will provide means to make the information accessible and shared through their back-end systems. An overview of information security and privacy issues for ECAS vehicles is presented in Figure 10.
[image: Figure 10]FIGURE 10 | Information security and privacy issues for ECAS vehicles.
The V2X interfaces to access vehicle safety and mission-critical information and messages exchanged with other vehicles, and the OEMs keep the infrastructure with no information access for third parties.
The ECAS vehicle OBD-II port is employed for transmitting information via dongles, and the port is accessible for third-party solutions. The port can be restricted due to security risks and the proliferation of secured OTA solutions.
In this paper, the concept of trustworthiness is considered critical for ECAS vehicle technologies and applications. The concept builds on the system engineering practices and the fulfilment of dependability characteristics, including system properties such as availability, connectability, maintainability, privacy, reliability, resilience, security, and safety. These properties definitions follow the product quality model proposed by ISO/IEC 25010 (2011) standard.
Further research is needed in Fault Injection Testing for AI, Failure Modes and Effects Analysis (FMEA) for AI, AI safeguards, AI safety envelopes, and AI redundancy for ECAS vehicles. Developing explainable AI techniques, AI fault forecasting, and cognitive V2X communication support the development of fail-operational technologies providing solutions for hardware and software redundancy.
Residual Risk
A key element for the safety of ECAS is the implementation of fail-operational techniques, redundancy, and reduction of the residual risk.
A risk is considered an uncertain event or status, and the risks can be classified as identified and unidentified risks. Identified risks include residual and secondary risks that require a response operation to control them if required. Residual risks are the risks that are expected to continue after the planned responses of risk have been taken, as well as those that have been deliberately accepted. ISO 27001 (2013) defines residual risk as “the risk remaining after risk treatment.” On the other hand, secondary risks are the risks that appear as a direct consequence of implementing a risk response. It is critical for ECAS vehicles that the limits of the risk threshold are defined to determine if the amount of residual risk is acceptable or not. If the residual risk is not accepted, additional risk operations should be taken to minimize its effects. The limits of the tolerable risks are presented in Figure 11.
[image: Figure 11]FIGURE 11 | Illustration of limits of the tolerable and residual risks.
The risk identification process for ECAS vehicles must analyze and reduce residual risks and avoid safety issues. A response operation or a contingency action must be created. If they do not require a response operation or a contingency action, the risks need to be monitored. Contingency actions can be used to repair the risk’s potential damages.
A model-based approach to safety to enhance the existing functional safety and ASIL (ISO 26262, 2018) requirements in the automotive industry must cope with multi-agent environments. The model called Responsibility-Sensitive Safety (RSS) (Shalev-Shwartz et al., 2017; Chai et al., 2019; MobilEye, 2019) implements an interpretation of the duty of care from Tort law, which affirms that a person should exercise “reasonable care” while performing acts that could harm others. RSS applies to autonomous vehicles as a rigorous mathematical model formalizing an interpretation of the law. The concept focuses on the following elements: interpretation of the law that should be sound in the sense that it complies with how people interpret the law, the interpretation should lead to an applicable driving policy, meaning it will lead to an agile driving policy rather than an overly-defensive driving, the interpretation should be efficiently verifiable in the sense that we can rigorously prove that the autonomous vehicles implement the interpretation of the law correctly. The RSS aims to be agnostic of the implementation and is proposed to be accepted as a global safety model. The concept introduces a “semantic” language consisting of units, measurements, action space, and specification as to how they are incorporated into sensing, planning, and actuation of the autonomous vehicles comparable the existing driving policy. The RSS adheres to the following five safety rules:
• Do not hit the vehicle in front (longitudinal distance)
• Do not cut in recklessly (lateral distance)
• Right of way is given, not taken
• Be cautious in areas with limited visibility
• If the vehicle can avoid a collision without causing another one, it must
RSS formalizes human understandings of safe driving, using mathematical formulas and logical rules that are transparent and verifiable. These rules establish the common-sense behavioral characteristics that humans would characterize as leading to safe driving. The aim is that the autonomous vehicle should drive prudently enough so that it will not be the cause of an accident and carefully enough so that it can compensate for the mistakes of others. The IEEE P2846 (IEEE P2846, 2020) defines the minimum set of reasonable presumptions used in foreseeable situations to be analyzed for road vehicles in developing safety-related models that are part of autonomous driving systems and considers the RSS model as the initial point for safety considerations in autonomous vehicle decision-making.
ISO has adopted the Safety First for Automated Driving (SaFAD) paper (Wood et al., 2019) as a technical report, which is considered the first step toward standardization and included the RSS in the Drive Planning Element.
INTRINSIC AND EXTRINSIC INTELLIGENCE FOR SUSTAINABLE GREEN MOBILITY
ECAS vehicle’s benefits include the reduction/elimination of accidents, providing crash-free solutions, and improving vehicle safety by continuously monitoring the environment while using the upgraded road infrastructure and managing traffic flow with reduced maintenance costs. The ECAS vehicles architecture provide the partitioning of software and hardware as illustrated in Figure 12.
[image: Figure 12]FIGURE 12 | Hardware and software partitioning in ECAS vehicles.
The deployment of ECAS vehicles using AI technologies for the vehicle’s design and the mobility services and applications optimizes the vehicle functions, operations, and missions. The AI role in ECAS vehicles domains is illustrated in Figure 13.
[image: Figure 13]FIGURE 13 | AI role in ECAS vehicle.
Through V2X connectivity, travel times can be estimated via real-time, predictive assessments on all routes, and the reduction in driving tasks enables passengers to use travel time more efficiently.
To implement the intrinsic and extrinsic intelligence at the vehicle level and mobility mission level for optimizing the different autonomous functions, seamless, anytime, anywhere intelligent connectivity is essential. Intelligent connectivity (e.g., wired/wireless, cellular 5G/6G, network slicing, satellite) based on different technologies (He et al., 2018) that coexist and provide the fail-operational requirements may impose that the V2X modules are running based on several communication technologies. If one V2X module experienced a hardware failure, connectivity, or GPS loss, a logic mechanism could trigger a redundant parallel system based on another technology to begin responding to outputs from the other V2X unit.
The extrinsic intelligence of ECAS vehicles is linked to swarm intelligence (SI) based on the collective behavior of elements in decentralized and self-organized mobility fleets. As IoV-based fleets are heterogeneous and consist of intelligent vehicles with multiple perception sensors and use decentralized algorithms to solve complex environment recognition and navigation problems using different AI techniques in mobility applications implementations. The AI algorithms can solve the challenging issues of optimizing the behaviors of fleets of ECAS vehicles addressing the dynamic properties, vehicle mobility, sensor fusion, wireless communication, and information provision. Swarm intelligence solutions are applied in fleet optimization problems where real-time actions are managed and supervised efficiently. Swarm intelligence algorithms like ant colony optimization can play essential roles in normalizing the fleets of ECAS vehicles mobility processes.
The extrinsic intelligence, including smarm computing capabilities, enhance cooperative interaction between individual ECAS vehicles, each with their intrinsic intelligence and autonomy, and working collectively in harmony for the benefit of the collective traffic and interacting in real-time with the other vehicles, traffic participants (e.g., passengers, drivers, pedestrians, and infrastructure such as traffic lights, lighting poles, buildings, IoT, edge computing, cloud infrastructure, etc).
The concept of smarm prediction can be used in fleets of ECAS vehicles to forecast traffic routes and optimization. Traffic and vehicle interactions simulations can determine the optimal vehicles' behavior based on constraints like energy consumption, shortest route, time-efficient routes, etc. can be integrated into the simulation models, including digital twins of the ECAS vehicles and virtual maps and infrastructure that mimic the real-time scenarios.
The computing requirements for implementing intrinsic and extrinsic intelligence have advanced the development in edge computing that evolved in developing technologies that fulfill the specific area’s needs and granularity such as meta edge, deep edge, and micro-edge as presented in Figure 14. The micro-edge and deep edge technologies apply mainly to the intrinsic on ECAS vehicle intelligence, while meta edge applies both to intrinsic and extrinsic vehicle intelligence.
[image: Figure 14]FIGURE 14 | Intrinsic and extrinsic intelligence for ECAS vehicles.
The edge computing layers are combined with AI, SI algorithms on devices inside and outside the ECAS vehicles allowing the information to be processed in real-time without connecting to a cloud.
Energy, communication, and extremely information-intensive AI processes required in overall traffic coordination, vehicle maintenance, and interactions among fleets are performed in clouds as they mandate a large amount of computing power and energy.
The evolution of edge computing and swarm intelligence allows the ECAS vehicles to operate autonomously and interact locally with other vehicles and infrastructure in all real-time operations. The intrinsic and extrinsic intelligence enables ML and DL algorithms that run on the vehicle perception sensors, in the vehicle devices, on the vehicle central computing unit, and in the meta-edge infrastructure.
Providing performant mobility solutions by deploying ECAS vehicles is challenging, requiring multi-parameter optimization for carbon reduction, energy efficiency, shortest route, maximum speed, minimum congestion, and landscape configuration. AI, SI, IoT, and edge computing are the technologies that can sustain or even enhance future mobility solutions under these constraints.
ECAS vehicles rely on ML to resolve challenging tasks in perception and motion planning. The hardware, software, and embedded safety standards have not sufficiently evolved to address AI and ML safety challenges like interpretability, verification, and performance limitations. The lack of human interpretable specifications implementation, run-time monitoring functions, transparency, testing, verification, and virtual validation are significant challenges for ML deployment and the homologation of ECAS vehicles.
The use of ML for increased intrinsic and extrinsic intelligence and enhanced safety requires an inherent safety design that starts with the design specifications, implementation strategy, virtual validation for providing fail-operational properties, and minimizing the residual risk by increasing the safety margin.
Edge AI and SI are becoming increasingly relevant for ECAS vehicles as they are operating autonomously in local environments and need to exchange information efficiently in real-time. The edge AI and SI are even more critical considering the perception domain of the vehicle, including the advanced perception sensors and actuators and the computer vision capabilities, and the algorithms that are essential for implementing the intrinsic and extrinsic intelligence capabilities.
The time delays in the transmission of data from these sensors could have catastrophic safety consequences. ECAS cannot experience low latency transmission while detecting objects on the street and fast response time is so critical that the perception sensors/actuators themselves must have micro-edge AI capabilities that allow them to analyze and classify images locally.
The use of all edge AI and SI layers efficiently increases the vehicle’s sensor fusion capabilities, improves the vehicle’s local decision-making, reduces unnecessary data transmission, minimizes communication interruptions, and improves vehicle’s cooperative capabilities.
ECAS vehicles must continually be scanning the surrounding environment and evaluating the situation, making corrections to its trajectory based on contextual conditions and local events. Real-time data processing is critical for ECAS vehicle mission-critical applications, and the onboard edge AI and SI systems are responsible for data storage, sensor fusion, cognition, and analysis. The edge AI and SI systems enhance the autonomous capabilities of ECAS vehicles and optimize the intrinsic and extrinsic intelligence functions. The optimization of the driving functions of the ECAS vehicles at the vehicle level combined with the optimization of the mobility applications improve energy efficiency and provide efficient driving, fuel-efficient journeys, and efficient infrastructure.
ECAS vehicle’s developments generate new models for ECAS vehicle ownership and extend opportunities for vehicle-sharing, ride-sharing by bringing on the market new business models and scenarios based on the convergence of technologies and the integration of solutions across industries (e.g., automotive, energy, ICT, buildings, transportation).
The optimization of intrinsic and extrinsic intelligence for sustainable green mobility applications and services requires that the vehicles are not treated solely as individual autonomous machines but as participants in missions, applications and services. The optimization at intrinsic and extrinsic level empowers the efficient use of materials, resources, computing power, energy, and related emissions. The ECAS vehicles are integrated into fleets and IoV applications and optimize the intrinsic and extrinsic operations and functions by exchanging and sharing historical and real-time information using the connectivity channels and the infrastructure edge and cloud platforms.
Mobility stakeholders are using federated platforms and are creating information lakes, spaces, marketplaces where data is available through regulatory decisions for use in mobility different scenarios and missions. Information sharing among ECAS vehicles, and their stakeholders is critical for intrinsic and extrinsic intelligence optimization with information flowing continuously in real-time among the vehicles and infrastructure. The collection, processing, exchange, and sharing of information must consider the data’s privacy and ownership by anonymizing and encrypting the data from sensors/actuators, sensitive vehicles, and participant’s data in mobility applications/services.
FUTURE RESEARCH CHALLENGES IN AUTOMOTIVE INTELLIGENCE
This section discusses various current open research and innovation topics and gives recommendations for future research guidelines and directions on different issues related to automotive intelligence and ECAS vehicle technologies and applications.
To design ECAS vehicle systems capable of controlling a vehicle’s performance similar or better than a person in all conceivable conditions is a challenging multidisciplinary endeavor. The ECAS vehicles have a complex E/E architecture that integrates different functional domains, including sensors/actuators, electronic control units, advanced AI techniques/algorithms, processing, perception, propulsion, energy, and connectivity capabilities to execute the mobility functions assigned to different missions.
Extensive research and innovation are needed on the E/E architectures and the optimization of domains and virtualization of functions and containerization on the vehicle’s processing platforms and the move toward federated vehicle/edge/cloud-centric based on distributed intelligence at the vehicle and infrastructure level.
The complexity of the ECAS systems requires a new approach to developing vehicle operating systems and various data fusion systems. Challenges and open issues are related to the orchestration of resources when using virtualization/lightweight virtualization, virtual machines, microservices, containers, and unikernels for running mobility applications, services on the ECAS vehicle platform.
The future research challenges in automotive intelligence across the ECAS vehicle domains are summarized in Table 3.
TABLE 3 | ECAS vehicle future research challenges.
[image: Table 3]SUMMARY AND CONCLUSIONS
Automotive industry is transforming and evolving from a classical value chain to a flexible and adaptable value network. The transformation is driven by the technological development of the ECAS vehicles architectures, systems intelligence, and the integration of new computing paradigms at the edge with embedded cognitive and swarm capabilities into the vehicle domains and data infrastructure to provide holistic intrinsic and extrinsic intelligence into green mobility applications, while at the same time ensuring robustness, safety, security, and privacy.
The automotive intelligence is embedded into perception sensors, propulsion engines, actuators, electronics, HW/SW components, connectivity systems, applications, and services. The technology development, innovation in the field, AI-based methods, and virtual validation and testing allow ECAS architectures to advance vehicle’s capabilities.
In this article, we refined and expanded on the latest concepts related to ECAS vehicles, highlighting the extensive automotive intelligence opportunities to extend the vehicle’s capabilities and change the business models and concepts for future mobility and transportation.
The article gives an overview of the automotive intelligence for ECAS vehicles, the developments, new architectures, AI techniques and methods used for the integration of autonomous functions in next-generation vehicles. These advancements imply the convergence of technologies such as IoT, edge computing, swarm systems, robotics, intelligent connectivity and trustworthiness frameworks for the deployment of sustainable green mobility solutions combining intrinsic and extrinsic intelligence for optimizing the cooperative and collaborative vehicle functions.
Finally, an overview of standards AI and ECAS vehicles are subject to and a description of standardization activities being undertaken by different SDOs is provided.
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Standards
AEC - Automotive Electronics Council

AEC Q100 (2014)

Standardization organizations

Description and comments

Failure mechanism-based stress test qualfication for integrated circuits, (2014): Covers failure mechanism-based stress
tests, minimum stress test-driven qualfication requirements, and test conditions for qualifying integrated circis (ICs). The
ideais to determine devices that can pass the defined stress tests and provide devices that can offer a certain quality and
reliabilty level in the application. Defines four temperature ranges based on the operating range of ICs. Other related
documents are AEC Q101 (discrete semiconductors such s diodes, transistors, etc), AEC Q102 (optoelectronic
semiconductors), AEC Q103 (MEMS pressure sensor devices), AEC Q104 (mutichip modules), and AEC Q200 (passive
components).

ANSI/UL - American National Standards Institute/Underwriters Laboratories

ANSI UL 4600 (2020)

Standards for Safety - Evaluation of autonomous products (2020): This standard's scope is a generalized autonomous
system standard framework using autonomous vehicles as an example. The approach requires a ciaim-based safety case
that encompasses the entirety of the material necessary for safety assurance. The safety case includes a structured set of
claims, arguments, and evidence supporting the proposition that items ke autonomous vehicles and supporting
infrastructure are acceptably safe for deployment.

CEN - European Committee for Standardization

EN 17186 (2019)

Identification of vehicles and infrastructures compatibility - Graphical expression for consumer information on the EV power
Supply (2019): Address harmonized identifers for electric-vehicle’s power supply (EV). The requirements are to complement
user's informational needs regarding the compatibilty between the EV charging stations, the cable assemblies, and the
vehicles that are placed on the market. The identifer is intended to be visualized at EV charging stations, on vehicles, on
cable assemblies, in EV dealerships, and consumer manuals.

CEN/ISO - European Committee for Standardization/International Organization for Standards

EN ISO 17409 (2020)

ENISO 17427-1 (2018)

EN ISO 18541-6 (2018)

EN ISO 19363 (2021)

EN ISO 24534 Parts (2010-2019)

EN ISO 24978 (2009)

IATF - International Automotive Task Force

IATF 16949 (2016)

Standards

Electrically propelled road vehicles - Conductive power transfer - Safety requirements (2020): Specifies electric safety
requirements for electric vehicles’ conductive connection to exteral electric circuts, inclucing extemal electric power
supplies and external electric loads. Provides requirements for charging modes 2, 3, 4 (IEC 61851-1) and reverse power
transfer, plus requirements regarding the connection to an isolated DC EV charging station for mode 4 (IEC 61851-23).
Intelligent transport systems - Cooperative ITS - Part 1: Roles and responsibilties in the context of co-operative ITS
architecture(s), (Part 1, 2018): Detailed description of the roles and responsibilties required to depioy and operate
Cooperative-ITS (C-ITS). The organization described in this document is designed to be appropriate for any fully operational
system that uses the C-ITS concepts and techniques to achieve its service provision.

Road vehicles - Standardized access to automotive repair and maintenance information (RMI) - Part 6: L-Category vehicle
specific RMI use cases and requirements, (2018): Address elements like definitions, use cases, technical requirements,
functional user interfaces requirements, and conformance test cases appiicable for the standarcized access to repair and
maintenance information for vehicles, (development based onISO 1854 Parts 1-4). References the usage of a Digital Annex
of standardized search terms for RMI.

Electrically propelled road vehicles - Magnetic field wireless power transfer - Safety and interoperability requirements (2021):
Define the onboard vehicle equipment's requirements and operation that enables magnetic field wireless power transer
(MF-WPT) for traction battery charging of electric vehicles. Address aspect as safety requirements, transferred power and
efficiency, ground clearance of the EV device, functionaiity with associated off-board systems under various conditions,
independent of the manufacturer, and test procedures. Intended to operate with supply devices that fulfill the MF-WPT-
related requirements in IEC 61980.

Automatic vehicle and equipment identiication - Electronic Registration Identification (ER) for vehidies, (Part 14,
2010-2019): Provides requirements for electronic registration identification (ER) that are based on an identifier assignedtoa
vehidle (e.g.. for recognition by national authorities), and adheres to privacy and data protection regulations. Part 1
(architecture) provides an overview of the ERI system concept regarding the onboard vehicle components and the extemal
off-vehicle components required for an operational system. The detailed requirements are defined in Part 2 (operational
requirements), Part 3 (intelligent transport systems), and Part 4 (secure communications using asymmetrical techniques).
Intelligent transport systems - ITS Safety and emergency messages using any avaiable wireless media - Data registry
procedures, (2009): Address inteligent transport systems and provides a standardized set of protocols, parameters, and a
method of management of an updateable “Data Registry” to provide application layers for “ITS Safety messages” using any
available wireless connectiviy.

Technical specification - Qualty management systems for automotive production and relevant service parts organizations,
(2016): Defines the quality management system (QMS) requirements for automotive production, service, and accessory
parts. An autonomous QMS standard is aligned with the structure and requirements of SO 9001 and implemented as a
supplement

Description and comments

IEC - International Electrotechnical Commission

IEC 61508 (2010)

IEC 61851-1 (2017)

IEC 61851-23 (2014)

IEC 61851-24 (2014)

IEC 62752 (2016)

ISO/IEC TR 24029-1 (2021)
ISO/IEC AWI 24029-2 (2021)

ISO/IEC 27001 (2013)

Functional safety of electrical/electronic/programmble electronic safety-related systems (Part 0~7, 2010): Provides
functional safety standards for the lfecycle of electrical, electronic, or programmable electronic (E/E/PE) systems and
products. It addresses those parts that perform automated safety functions (e.g., sensors, control logic, actuators, and
microprocessors) and defines four Safety Integration Levels (SIL).

Electric vehicle conductive charging system - Part 1: General requirements. The standard applies to EV supply equipment for
charging electric road vehicles, with a rated supply voltage up to 1,000 V AC or up to 1,500 V DC. and a rated output voltage
Up t0 1,000 V AC. Or up to 1,500 V DC. Electric road vehicies (EV) cover all road vehicles, including plug-in hybrid road
vehicles (PHEV), that derive al or part of their energy from on-board rechargeable energy storage systems (RESS). Th
standard also applies o EV supply equipment supplied from on-site storage systems (e.g., buffer batteries).

Electric vehicle conductive charging system - Part 23: DC electric vehicle charging station. The standard gives the
requirements for d.c. electric vehicle (EV) charging stations, herein also referred to as “DC charger’, for conductive
connection to the vehicle, with an a.c. or d.c. inputvoltage up to 1,000 Va.c. and upto 1,500 Vd.c. according to IEC 60038.
It provides the general requirements for the control communication between a d.c. EV charging station and an EV
Electric vehicle conductive charging system - Part 24: Digital communication between a d.c. EV charging station and an
electric vehicle for control of d.c. charging. The standard applies to digital communication between a d.c. EV charging station
and an electric road vehicie (EV) for control of d.c. charging, with an a.c. or d.c. input voltage up o 1,000 Va.c. and up to
1,500V d.c. for the conductive charging procedure.

In-cable control and protection device for mode 2 charging of electric road vehicles (IC-CPD). The standard is applied to in-
cable control and protection devices (IC-CPDs) for mode 2 charging of electric road vehicles, hereafter referred to as IC-CPD
including control and safety functions. The standard is applied to portable devices performing simultaneously the functions
of detection of the residual current, of comparison of the value of this current with the residual operating value and of opening
of the protected circuit when the residual current exceeds this value.

Avtifcial Inteligence (Al) — Assessment of the robustness of neural networks — Part 1: Overview.

Artificial Intelligence (Al) — Assessment of the robustness of neural networks — Part 2: Methodology for the use of formal
methods (under development)

Information Security Management. Information technology — Security techniques — Information security management
systems — Requirements. The standard defines the requirements for establishing, implementing, maintaining, and
continually improving an information security management system within the context of the organization. It includes
requirements for the assessment and treatment of information securit risks tailored o the needs of the organization.

IEEE SA- Institute of Electrical and Electronics Engineers Standard Association

IEEE 802.11p (2010)

IEEE P802.11bd (2018)

IEEE 1609 Parts (2006-2020)

IEEE P1228 (2019)

IEEE P2020 (2016)

IEEE P2846 (2020)

Standards

IEEE P2851 (2019)

IPC - IPC International Inc

IPC 2551 (2020)

IEEE Standard for Information Technology - Local and metropolitan area networks - Specific requirements -~ Part 11
Wireless LAN Medium access control (MAC) and Physical layer (PHY) Specifications amendment 6: Wireless access in
vehicular environments, (2010): This amendment specifies the extensions to IEEE 802.11 standard for wireless local area
networks (WLANS) providing wireless communications while in a vehicular environment.

Standard for Information Technology - Telecommunications and information exchange between systems local and
metropoittan area networks - Specilic requirements - Part 11: Wireless LAN Medium access control (MAC) and Physical
layer (PHY) Specifications amendment: Enhancements for next generation V2X.

Standards for Wireless Access in Vehicular Environments (WAVE), (Family of standards): A family of standards within
intelligent transport systems (TS), defining the architecture, services, and standard interfaces for secure V2V and V2I
wireless communications. Applcations may utiize these standards in conjunction with 5.9 GHz radio equipment to provide,
for example, services to drivers, operators, and maintenance personnel. This family of standards relies on the IEEE P802.11p
standard

Standard for Software Safety that is relevant to software safety during the development, procurement, maintenance, and
retirement of safety-critical software (e.g., software products whose faiure could cause loss of ffe, serious harm, or have
widespread negative social impact). The standard requires that software safety be considered within the context of the
system safety program throughout the software lfecycle and addresses only the safety aspects of the software. The
document discusses aspects of software safety related to interoperation with other systems or constituents of a system of
systems.

Standard for Automotive System Image Quaty (Project, 2016): Address fundamental attributes that contribute to image/
qualty for automotive Advanced Driver Assistance Systems (ADAS) applications and identifying existing metrics and other
useful information relating to these attributes. Define a standardized suite of objective and subjective test methods for
measuring automotive camera image quallty attributes. Specify tools and test methods to faciltate standard-based
communication and comparison among Original Equipment Manufacturer (OEM) and Tier 1 system integrators and
component vendors.

Assumptions for Models in Safety-Related Automated Vehicle Behavior (Project, 2020): Describes the minimum set of
reasonable assumptions used in foreseeable scenarios to be considered for road vehicles in the development of safety-
related models that are part of automated driving systems. The standard includes rules consideration of the road and their
regional and temporal dependencies.

Description and comments

Standard for Exchange/Interoperability Format for Functional Safety Analysis and Functional Safety Verification of IP, SoC
and Mixed-Signal IGs, (Project, 2019): Defines a data format with which resuts of functional safety analyses such as Failure
mode and effects analysis (FMEA), Failure modies, effects and diagnostic analysis (FMEDA), Failure mode, effects and
criticalty analysis (FMECA), and Fault tree analysis (FTA). The standard's goalis to provide a common ground for Electronic
design automation (EDA), SoC, and IP vendors to develop tools for functional safety-critical applications.

International Standard for Digital Twins, (2020): Part of the IPC Factory of the future standards establishing the IPC digital
twin, which comprises the digital twin product, manufacturing, and lifecycle frameworks. The standard stipulates/defines
digital twin properties, types, complexities, and readiness levels and includes historical information.

ISO - International Organization for Standards

ISO 19206-2 (2018)

ISO 19206-3 (2021)

ISO 19206-4 (2020)

ISO 19237 (2017)

ISO 22078 (2020)

ISO 26262 (2018)

ISO PAS 21448 (2019)

ISO/DIS 22737 (2020)

ISO TR 4804 (2020)

ISO 8855 (2011)

Standards

ISO 8608 (2016)

Road vehicles - Test devices for target vehicles, vulnerable road users and other objects, for assessment of active safety
functions - Part 2: Requirements for pedestrian targets. The standard defines the properties of pedestrian targets that
represent an adult or a child n terms of size, shape, reflection properties, etc. for testing purposes. The standard addresses
the detection requirements for a pedestrian target in terms of sensing technologies commonly in use at the time of
publication of this document, and where possible, anticipated future sensing technologies. The document presents
methodologies to veriy the target response properties to these sensors, as wel as some performance requirements for the
target carrier. The standard does not address the test procedures in terms of speeds, positions, or timing of events and
performance criteria for the active safety system being evaluated.

Road vehicles - Test devices for target vehicles, vulnerable road users and other objects, for assessment of active safety
functions - Part 3: Requirements for passenger vehicle 3D targets (under development).

Road vehicles — Test devices for target vehicles, vinerable road users and other objects, for assessment of active safety
functions — Part 4: Requirements for bicyciist targets. The standard estabiishes the detection requirements for a bicyclist
target (BT)in terms of sensing technologies commonly in use at the time of pubiication of this document, and where possible,
anticipated future sensing technologies. It also estabiishes methodologies to verify the target response properties to these
sensors, as well as some performance requirements for the target carrier. The BT is also representative for electrically
assisted pedal bicycles (pedal electric cycle, pedelec). The standard does not address the test procedures in terms of
speeds, positions, or timing of events and performance criteria for the active safety system being evaluated.

Intelligent transport systems - Pedestrian detection and colision mitigation systems (PDCMS) - Performance requirements
and test procedures. The standard specifies the concept of operation, minimum functionality, system requirements, system
interfaces, and test procedures for PDCMS. It defines the behaviors that are required for PDCMS, and the system test
criteria necessary to verify that a given implementation meets the requirements of this document. Implementation choices
are left to system designers wherever possible.

Intelligent transport systems - Bicyclist detection and colision mitigation systems (BDCMS) -Performance reqirements and
test procedures.

Road vehicles - Functional safety (Part 1-12, 2018): Address safety-related systems that include one or more electrical
electronic (E/E) systems installed in series production passenger vehicles. The Automolive safety integrity level (ASIL) s a key
component, and each safety reqirement is assigned an ASIL of A, B, G, or D,

Road vehicles - Safety of the intended functionality (2019): SOTIF provides guidance on the appiicable design, veriication,
and validation measures needed to achieve the intended functionality’s safety. Examines whether a needed safety
functionaity is successfully deliveredin the absence of a failure, such s performance imitations (e.g., systems, subsystems,
sensors, unexpected road environment changes).

Inteligent transport systems - Low-speed automated diiving (LSAD) systems for predefined routes - Performance
requirements, system requirements and performance test procedures. The standard specifies reqirements for operational
design domain, system requirements, minimum performance requirements and performance test procedures for safe
operation of Low-speed automated driving (LSAD) systems which will operate on predefined routes. Low-speed automated
driving (LSAD) systems are designed to operate at Level 4 automation, within speciiic Operational design domains (ODD).
Road vehicles - Safety and cybersecurity for automated driving systems - Design, verfication, and validation, (2020):
Address steps for developing and validating automated driving systems based on basic safety principles. Considers safety-/
cybersecurity-by-design and verification/validation methods for automated diving systems focused on vehicles with SAE
level 3 and level 4 (SAE J3016). Outiine cybersecurity considerations are intersecting with objectives for the safety of
automated driving systems.

Road vehicles - Vehicle dynamics and road-holding abilty-Vocabulary developed by Technical Committee ISO/TC 22, Road
vehicles, Subcommittee SC 9, Vehicle dynamics and road-holding abilty. The standard defines the terms applied for road
vehicle dynamics. The terms are used to passenger vehicles, buses, and commercial vehicies with one or more steered
axles, and to multi-unit vehicle combinations.

Description and comments

Mechanicalvibration — Road surface profies — Reporting of measured data. The committee responsible for the standard is
1SO/TG 108, Mechanical vibration, shock and condition monitoring, Subcommittee SC 2, Measurement and evaluation of
mechanical vibration and shock as applied to machines, vehicles, and structures. The standard aims for a uniform method of
reporting measured vertical road profile data for either one-track or mutiple-track measurements. It is used to the reporting
of measured vertical profile data taken on roads, streets and highways, and on off-road terrain.

ISO/SAE - International Organization for Standards/Society of Automotive Engineers International

ISO SAE FDIS 21434 (2020)

ISO SAE 22736 (2020)

Road vehicles - Cybersecurity engineering (Under development): This is a final draft intemational standard (FDIS). It
addresses a framework that specifies cybersecurity risk management requirements regarding engineering for concept,
development, production, operation, maintenance, and decommissioning for road vehicle electrical/electronic (E/E) systems
Intelligent transport systems. Taxonomy and definitions for terms related to driving automation systems for on-road motor
vehicles (under development).

SAE - Society of Automotive Engineers International

SAE J1772 (2017)

SAE J2735 (2007)

SAE J2054 (2020)

SAE J3016 (2018)

SAE J3061 (2016)

SEA Electric Vehicle and Plug-in Hybrid Electric Vehicle Conductive Charge Coupler, (2017): Address the general physical,
electrical, functional, and performance requirements to faciitate conductive charging of EV/PHEV vehicles. Defines a
common EV/PHEV and supply equipment vehicle conductive charging method, including operational requirements and the
functional and dimensional requirements for the vehicle inlet and mating connector.

V2X Communication Message Set Dictionary, (2007): Specifies a message set, and its data frames and elements, for use by
vehicle-to-everything (V2X) communications system applications. The data dictionary was iitially designed for use over
DSRC, but this document is intended to beindependent of the underlying communications protocols used to exchange data
between participants in V2X applications.

Wireless power transfer for Light-Duty Plug-in/Electric Vehicles and Alignment methodology, (2020): Specifications define
acceptable interoperabiity criteria, electromagnetic compatibiity, EMF, minimum performance, safety, and testing for
wireless power transfer. The specification defines various charging levels based on the levels defined for conductive AC
charge levels 1, 2, and 3 in SAE J1772.

Taxonomy and Definitions for Terms Related to Driving Automation Systems for On-Road Motor Vehicles, (2018): Describes
vehicle driving automation systems that perform part or all the dynamic driving tasks on a sustained basis. It provides a
taxonomy with detailed definitions for six driving atomation levels, ranging from Level O (no driving automation) to Level 5 (fl
driving automation).

Gybersecurity Guidebook for Cyber-Physical Vehicle Systems, (2016): A recommended practice that provides guidance on
vehicle cybersecurity and existing practices in the industry, government, and conference papers. This recommended
practice establishes a set of high-level quiding principles for cybersecurity-related to cyber-physical vehicle systerns,
including lifecycle process framework, common existing tools and methods, basic guiding principles, and foundation for
further standards development activities.
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Future research challenges in automotive intelligence
ECAS vehicle domain - Energy

Research on new batteries and new battery management systerms based on Al algorithms to erhance the charging/discharging efficiency and increase the battery lfetime by
using charging patterns favorable to battery health is needed.

Further work must include inteligent techniques and standard interfaces for preparing the batteries for the second ife and even for recyciing by moritoring the batteries’ entire
fe cycle. New research is needed on wireless communication technologies for the battery systems combined with Al methods to optimize the battery pack’s communication
and reduce the wiring.

Innovation is needed to develop efficient wireless charging technologies to reduce the energy loss for ECAS vehicles and autonomous energy equipment to electric vehicles
enabled by the dynamic on-road and off-road wireless (e.g., dynamic charging roadways) power transfer.

New high-performance, safe, and cost-effective, dynamic electric vehicle charging solutions combining robotic arms chargers, wireless charging pads are further needed to
develop and improve the energy system for ECAS vehicles. These advancements are required to find new solutions for autonomous vehicles to charge themselves, optimize
the use and type of energy utiized (source of energy and the renewables content i the energy mix, etc), and buid a seamless decentralized network of charging urits.

ECAS vehicle domain - Powertrain and vehicle dynamics

The powertrain and vehicle dynamics developments with integrated and distributed powertrains both for fuel cell and the pure electric powertrains are needed, including
extreme engine downsizing for multiple energy harvesting/regeneration and structural supercapacitors and batteries. The developments demand new forms of rotating
electrical machines, energy storage, energy harvesting, and regeneration combined with energy-efficient power electronics.

New research is needed for vehicle dynamics and powertrain optimization using real-time data from the missions and applying Al algorithms for co-optimizing the vehicle
functions.

Research on energy efficiency and energy savings for the powertrain operation based on the different mobility scenarios (e.g., platoon traffic integration of information from the
environment, infrastructure, traffic signals, traffc lights, etc.)

Researchis needed in green and efficient mobility and developing a co-optimization framework to address the optimal energy consumption and vehicle dynamics based on the
trajectory prediction, diving profile (e.g., acceleration, braking, stops, etc.), and environmental conditions.

Further work is needed for virtual verification and validation and simulation tools to optimize real-time the power train and vehicle dynamics.

ECAS vehicle domain - Connectivity

Further work is needed to provide scalable solutions and techniques and Al algorithms for optimizing the s of wireless/cellular networking, edge-to-cloud protocols, and
middleware-to-cloud provisioning systems.

The muii-vehicle OTA updates and upgrades must be investigated to offer new concepts for end-to-end security, security protocols, edge hardware and storage, personal
area network (PAN), protocols, middleware systems, sensor costs and resources, and cloud provisioning layers.

Embedded systems in ECAS vehicles reqire connected technologies that rely on cryptography and Al-based technologies to secure data and authenticate communications.
The cryptography used needs to withstand attacks from future quantum computing technologies. Research should focus on post-quantum cryptography, including new
cryptographic aigorithms (e.g., public-key algorithms) efficiently secured against attacks using quantum computers.

Due to the technological challenges and the need for redundancy in fail-operational autonomous vehicies, global hybrid V2X solutions (e.g., wireless, cellular, satelite) should be
further investigated to provide flexible technology deployments and upgrades (e.g., timing, model, market).

Adaptive compensation could be another future research area to allow the V2X system to compensate for a failre in one or more components by relying more on other
complementary components or processes that need to be madie available. For the case of a GPS receiver that suffers a hardware failure and generates noisy or intermittent
data, the state estimation system should reduce the weight of the GPS data and increase the weight on other avalable sources of information (e.g., in-vehicle navigation
system) to continue to provide a robust, ilered solution. The strategy can be applied for V2X systems that fuse data from multiple sources for localization.

The solutions should address the compensation techniques applied for a limited amount of time (e.g., state estimator it could cause the vehicle to lose track of its absolute
position over time if GPS or other absolute data are not acquired from the satelites). The strategy can be appled to the use of different satelite systems (e.g., GPS,
GALILEO, etc).

Further research is needed to identlfy different fail-operational mechanisms relates to degraded modes of operation that could allow the V2X system to continue functioning
after a failure. Operating the vehicle at a reduced speed in a defined environment is a valuable tool for mifigating faults or failures associated with constrained resources (e.g..
GPS loss, network bandwidith, processing power, processing latency/lag). The strategy provides the V2X system with the decision window to evaluate a scenario and make
navigation changes.

New solutions and research are needed to optimize the wireless/cellular connectivity and edge computing (Vermesan et al., 2020a) processing for ECAS vehicles whie
introducing techniques to reduce interferences.

ECAS vehicle domain - Perception

The automotive inteligence developments need to extend the performance, cost reduction, energy-efficiency computing, and cognition of the perception systems for safely
operating in all roads, weather, and traffic conditions. The research should include developing new Al-based methods for identifying roads with highly deteriorated or no lane
marking, no defined lanes, having potholes, or including mountainous conditions and tunnels where exteral signals for direction are not clear.

Techniques for the ECAS vehicle to identify (directly or via the infrastructure) different weather/road conditions that may occur and algorithms to interpret the effects on the
driving capabiliies of the vehicles are further required,

Research on dealing with unexpected conditions and unpredictabe traffic participant’s benaviors in dense or regular traffic and the link to cogritive decision-making and
optimization of the vehicle domain functions are required.

Open research issues remain on managing and optimizing the vehicle's internal systems aligned with external conditions, traffic situations, infrastructure capabilties, and traffic
participant’s behavior. To provide energy-efficient, sustainable green solutions, the vehicle level's efficiency and traffic level need to be addressed together.

New solutions and research are needed to optimize the wireless/celluiar connectivity and edge computing (Vermesan et al., 2020a) processing for ECAS vehicles while
introdiucing techniques to reduce interferences. Radar combined with low-cost solid-state 3D LIDARs and advanced cameras, odometry sensors, and low-cost GPSs,
requires more research and developrment.

ECAS vehicles use LIDARS and radars for navigation, with the radar detecting reflections of radio waves from surrounding objects by continuously emitting radiofrequency
waves reflected from the surrounding vehicles and other objects near the road. The reflection time measured is used to calculate the distance between the vehicle and the
objects, and proper actions are then taken based on the radar readings.

Considering that tens to hundreds of vehicles use the radars on the road, the vehicle must accurately distinguish between the own (reflected) signals and the signals (reflected
or transmitted) from other vehicles. More effort must be decicated to techniques and solutions to use muitiple radio frequencies and other inteligent radar implementations to
reduce inferences.

Al technologies' sigrnificance is increasing e to the unpredictable environment and behavior of the surrounding objects and traffic participants with whom the ECAS vehicles
interact during the missions. The further development of computer vision-related algorithms and mechanisms like object detection, perception, scene identification,
reconstruction, and estimation reqire advanced ML and DL mechanisms.

More research is needed in Al to interpret and categorize the driving environment by the ECAS vehicles. The driving environments should include tests covering weather
conditions such as driving in fog, adverse weather events, ice, and snow. The perception system LIDARS' and camera’s limited exposure must be further enhanced using
multimodal sensor fusion and point edge computing analysis for object ciassification. More reliable object detection techniques, mathematical models, and simlations are
needed to imitate reality and provide the best parameters and configurations to adapt to changes in surroundings using DL and CNN, to achieve a high level of arbitrary
accuracy 1o solve autonomous vehicle's perception requirements.

Extended work is required to develop prediction aigorithms and techniques essential for the autonomous vehicle's computer vision to make decisions in an occlusive (e.g.
noise in sensory data, unpredictable behavior, limitations of sensors, etc.) and uncertain environment that affects the information’s refiabilty.

Radar combined with low-cost solid-state 3D LIDARs and advanced cameras, odometry sensors, and low-cost GPSs, requires more research and development.

ECAS vehicle domain - Autonomous driver and cognition

The use of Al techniques in the development of the ECAS vehicle domains increases the integration of these methods into SVW/HW testing and virtual validation, including Al-
based digital twin's development for real-time virtual environment simuiation. Further investigation of Deep Neural Network (DNN)- based software where the software learns
and adapts is an important research area to be pursued

Other openissues in the ECAS vehicles technologies relate to the cogrition and decision-making processes and techniques used inuncertain environments. The vehicles have
to distinguish between the own local environment/situation and the holistic approach of addressing the traffic situation considering the interaction with all the other traffic
participants.

The cognition and decision-making processes for ECAS vehicles are a muli-dimensional issue that depends on various elements (e.g., autonomous vehicle's behavior,
neighbors, perception, prediction, sensor fusion/data processing, components’ calibration, etc.). Further development of the decision-making mechanisms in autonomous
vehicles based on Al. ML, DL, muli-policy decision making, Markov decision processes are needed to make the processes reliable and resilient.

Cognition and decision-making need to be addressed holistically by including the intrinsic and extrinsic optimization and increase the efficiency of V2X communication in
cooperative crowdsensing, crowd-perception, and other vehicies’ behavior. The cooperative behavior of ECAS vehicles impacts optimizing the trfic andithe use of resources
at the fleet level.

The research on the use of edge computing and 10T extend to the development of high-definition (HD) dynamic maps and the integration with the maps generated by GPS
systems to provide more accurate road details (e.g., lane dimensions, distance from pedestrians/objects/vehicles, curb height, etc.).

The real-time processing and analysis of the information received by the ECAS vehicle remain a challenge, and efforts are needed to reduce the complexity of the software while
increasing reliabilty. These requirements are extended to validation and testing, trust, software quality, computational resources, safety and reliabilty, privacy, and security
ECAS vehicles are mission-criical and safety-critical systems that require fine-tuned complete validation and testing to ensure that all the stringent requirements are met.
Software quality must balance the degree of complexity that goes into autonomous vehicles due to the cognition functions that mimic the human brain and/or behavior and the
need for efficient, cost-effective implementation, validation, and testing (Koopman and Wagner, 2016).

ECAS vehicle domain - Body and comfort

Research is needed on exploring the relationship between comfort and the ECAS vehicle longitudinal and lateral movement, along with its positioning in the road, vertical
loadings, type of maneuver, weather conditions, environment type, presence of other traffic participantsetc.

Research s needed to createa framework for virtual simulation of autonomous driving scenarios that can evaluate a broader population of potential AV users close to real-world
settings within various driving conditions.

The management of ride comfort and the correlation between the driving scenarios, passenger's tasks during the ride, and the vehicle dynamics need further research
Further research needs to establish the broader factors of comfort, how these systems influence one another, and how different aspects might adapt over time and scenario.

ECAS vehicle domain - Vehicle experience

The technical challenges in the vehicle experience are refated to multimodal interface and immersive experience and the evolution of new virtual and augmented reality tools for
ECAS vehicles.

As the passenger compartment of the ECAS vehicle couid be remodeled into a cinema, living area, games room, or even a co-working space, new research is needed for
defining the interfaces between passengers and vehicles,

Innovative solutions of the in-vehicle infotainment system user interface (Ul that forms the hub of a vehicle's eleatronic system is another area that reqires more research and
innovation to address the needs in multimedia content and the immersive visual experience.

Further work is needed o integrate the in-vehicle infotainment system and build integrated communication services to create a symbiotic relationship between vehicles,
passengers, smartohones, tablets, and computers.
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