:' frontiers ‘ Frontiers in Future Transportation

’ @ Check for updates

OPEN ACCESS

Ignacio Soto,
Universidad Politécnica de Madrid., Spain

Manuel Uruefia,

International University of La Rioja, Spain
Muhammad Sameer Sheikh,

Guangdong Ocean University, China

Al Tarig Sheik,
t.sheik@warwick.ac.uk

Mehrdad Dianati,
m.dianati@Qqub.ac.uk

30 October 2024
29 January 2025
25 February 2025

Sheik AT, Liu J, Dianati M and Maple C (2025)
Comparative evaluation of pseudonym-based
anonymisation techniques for connected
autonomous vehicles (CAVs).

Front. Future Transp. 6:1519759.

doi: 10.3389/ffutr.2025.1519759

© 2025 Sheik, Liu, Dianati and Maple. This is an
open-access article distributed under the terms
of the Creative Commons Attribution License
(CC BY). The use, distribution or reproduction in
other forums is permitted, provided the original
author(s) and the copyright owner(s) are
credited and that the original publication in this
journal is cited, in accordance with accepted
academic practice. No use, distribution or
reproduction is permitted which does not
comply with these terms.

Frontiers in Future Transportation

Original Research
25 February 2025
10.3389/ffutr.2025.1519759

Comparative evaluation of
pseudonym-based
anonymisation techniques for
connected autonomous vehicles
(CAVs)

Al Tarig Sheik'*, Jia Liu?, Mehrdad Dianati®** and Carsten Maple?

Warwick Manufacturing Group (WMG), University of Warwick, Coventry, United Kingdom, ?Institute for
Communication Systems (ICS), 5G Innovation Centre (5GIC), University of Surrey, Surrey,

United Kingdom, *School of Electronic, Electrical Engineering and Computer Science, Queen’s
University Belfast, Belfast, United Kingdom

The technical requirements for securing safety-related applications in connected
autonomous vehicles (CAVs) include security (e.g., authentication, integrity, non-
repudiation depending on the specific applications), privacy (e.g., anonymity and
unlinkability) and computing efficiency of the solutions designed to address
security and privacy aspects. Several cryptographic techniques have been
considered in the literature to meet these technical requirements. A notable
category of these techniques is often referred to as pseudonym schemes in the
context of CAVs, which aim to address security and privacy simultaneously. This
paper provides an overview of the state-of-the-art research on pseudonym
techniques for CAVs, including a comparative evaluation of their performance
in the context of two representative safety-related CAV applications: Cooperative
positioning and intersection collision avoidance. This study aims to guide the
effective adoption of such schemes for various applications in CAVs. In this paper,
three main categories of pseudonym schemes are considered: public key
schemes, identity-based signatures, and group signatures. We compare these
schemes with respect to security and privacy requirements as identified for
several CAV applications. We also implement several representative
pseudonym schemes in each category to evaluate their processing efficiency
for signing and verifying messages used in CAV applications to provide insight into
their applicability for CAV applications.

security, privacy, pseudonym, signatures, authentication, connected autonomous
vehicles (CAVs)

1 Introduction

Cooperative positioning and intersection collision avoidance are two representative
safety applications for CAVs. Such applications leverage the exchange of safety-related
messages through wireless communications between cars and infrastructures to extend the
information horizons of the autonomous vehicle sensors onboard for safer operation. An
example is periodic cooperative awareness messages (CAM), which help increase contextual
awareness through cooperation between connected vehicles. To achieve this, each vehicle
periodically transmits its kinematic information, such as position, heading, velocity, and
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acceleration, to its neighbor vehicles and nearby infrastructures. To
enable such cooperation, it is crucial to deploy security mechanisms
appropriately to facilitate trust in the information disseminated by
such messages; otherwise, the system is inherently vulnerable to
various malicious attacks that can cause accidents, injuries, or
fatalities. Ensuring trust in the messages exchanged between
vehicles and infrastructures typically depends on the authenticity
of the nodes and messages. However, authentication of nodes in
vehicular networks can create a situation where the system can be
easily abused for vehicle tracking, raising privacy concerns since an
eavesdropper can deduce the mobility patterns of an individual user
and reveal the real identity of the user. For example, remote and
long-term tracking is possible due to the message broadcasting
mechanism. In addition to security and privacy concerns, safety-
critical applications have latency requirements; therefore, the
communication and processing overhead of security mechanisms
must be kept as low as possible to facilitate efficient and scalable use
of the wireless medium (Petit and Mammeri, 2013).

A large body of work has recently emerged that proposes crypto-
These
techniques are often called pseudonym schemes in the context of

optimized solutions for vehicular communications.
CAVs. The main purpose of such pseudonym schemes is to
authenticate the sender as a valid vehicle while protecting the
sender’s real identity. Pseudonyms are used to sign outgoing
messages and verify received messages. The typical lifecycle of a
pseudonym consists of issuance, use, change, resolution, and
revocation. Pseudonyms are usually created by a trusted issuing
authority. This authority may retain the link between the real
identity of a vehicle and pseudonyms to allow identity resolution
in the case of liability investigation. Each pseudonym should have an
expiration date or a validity period so that it is valid only for a short
period, such as 100 s (Eichler, 2007). The actions performed under
the same pseudonym can be linked together; thus, the frequency of
pseudonym changes decides the level of security and privacy.
Frequent change of pseudonym typically introduces a large
overhead for pseudonym management and creates ’ghost
vehicles’, jeopardizing safety applications (Bifimeyer et al., 2012).
Recent studies, such as those of Qi et al. (2022) and Saini et al.
(2022), continue to explore pseudonym-based and certificate-less
authentication schemes, indicating that this area remains active and
crucial for developing secure vehicular communication systems. The
ongoing standardisation efforts within ETSI and IEEE also indicate
that the problem remains active, requiring further evaluation of
practical trade-offs in computation, scalability, and security.
However, the longer a pseudonym is used, the more vehicle
behaviors are linked together, and the lower the level of privacy
maintained.

To this end, analyzing the state-of-the-art of pseudonym
schemes is crucial to helping system developers make informed
decisions for CAV applications. There are three main categories of
pseudonym schemes for vehicular networks. Schemes based on
public key cryptography use public key infrastructure (PKI) where
pseudonyms are represented by public keys and their certificates. A
sender signs outgoing messages with private keys to produce
signatures. Receivers can verify the authenticity of the messages
and the source by verifying the signatures and pseudonym
certificates. Schemes based on identity-based cryptography use a
similar idea, but remove the need for public-key certificates.
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Identity-based cryptography enables each user to use an identifier
as its public key. The corresponding private key is derived from the
identifier by a trusted authority and only a legitimate user can obtain
the private key; therefore certificates are no longer needed. A sender
signs its messages using the private key and a receiver can verify the
messages using the sender’s identifier. Schemes based on group
signatures enable a group member to produce a signature on behalf
of the group. The group member stays anonymous within the
group. Group signatures eliminate the large overhead for
generating, delivering, storing, and verifying numerous public key
certificates or identifiers. Note that authenticity can also be based on
symmetric cryptography, but this category of schemes is not
compelling since it requires the receiver and the sender to have a
pre-established shared secret key.

2 Related works

Pseudonym schemes have been extensively explored to address
security and privacy concerns in vehicular ad hoc networks
(VANETS). cryptographic
techniques, anonymisation strategies, and their trade-offs between

Several ~works have explored
privacy, computational efficiency and memory, and scalability. This
section reviews key contributions from the literature and highlights

how this study provides a more comprehensive evaluation.

2.1 Surveys and conceptual overviews

Gao and Zhao (2021) presents a comprehensive overview of
location privacy protection schemes, including pseudonym-
changing strategies, mix zones, and group-based techniques.
The authors highlight challenges in integrating these schemes
into large-scale VANETs but do not provide experimental
validations. In contrast, the current work focuses on practical
feasibility by experimentally evaluating pseudonym schemes on
PC and ARM platforms. Boualouache et al. (2017) classifies
their
it lacks a

pseudonym-changing  strategies and  evaluates

effectiveness in protecting privacy. However,
performance-based comparison of cryptographic pseudonym
schemes that measure the computational overhead due to
frequent ECDSA/ECC signing and verification. This can
degrade performance in large-scale VANET deployments. The
current study fills this gap by quantitatively comparing public-

key schemes, identity-based signatures, and group signatures.

2.2 Specific pseudonym-changing schemes

Khodaei and Papadimitratos (2017) evaluates on-demand
pseudonym acquisition policies, focusing on privacy and system
performance. Although the study is informative, it focuses mainly
on PKI-based schemes and does not consider cross-border
interoperability challenges. The IEEE (United States) and ETSI
(Europe) standards diverge in cryptographic mechanisms, leading
to compatibility issues for international V2X communication (IEEE,
2016a; IEEE, 2016b; IEEE, 2016¢; IEEE, 2020); ETSI (2021a), ETSI
(2021Db). The current work broadens the scope by incorporating
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identity-based and group signature schemes and evaluating their
computational efficiency. Emara et al. (2016) This work introduces a
context-based pseudonym-changing scheme that adapts to traffic
density and user preferences. Although innovative, it focuses on
specific applications such as collision warnings and does not explore
broader deployment scenarios. The current paper generalizes
pseudonym schemes for various VANET applications, enhancing
their practical utility. Amro (2018) proposes mix zones for
pseudonym changes, leveraging the infrastructure for enhanced
privacy. However, its reliance on infrastructure limits scalability.
The present work provides solutions suitable for resource-
constrained environments.

2.3 Advanced cryptographic approaches

Ali et al. (2018) introduces SPATA, a lightweight pseudonym-
based authentication framework, with distributed pseudonym
mapping. Although efficient, it requires extensive infrastructure
support. The current study evaluates cryptographic schemes that
can be implemented with minimal infrastructure. Deng et al. (2022)
proposes a pseudonym-changing protocol with adaptive strategies,
focusing on resisting the tracking by adversaries. However,
computational efficiency and scalability are underexplored. This
study provides a balanced evaluation of privacy, efficiency, and
scalability.

2.4 Certificateless and group-
based schemes

Qi et al. (2022) proposes a certificateless privacy-preserving
authentication scheme with reduced storage overhead. However,
if a vehicle loses connectivity, it may not be able to retrieve a new
pseudonym in time, which poses an identity exposure risk. The
present manuscript incorporates multiple cryptographic paradigms,
including group signatures and identity-based schemes. While
Studer et al. (2009) focuses on revocation challenges in PKI,
large-scale vehicular networks face significant constraints due to
the overhead of Certificate Revocation Lists (CRLs). The scalability
issues of CRLs impact network efficiency, especially in highway
environments where real-time revocation (via OCSP) remains a
challenge. The current work complements this by examining
pseudonym generation times and sizes across schemes. Petit and
Mammeri (2013) evaluates the overhead of the authentication
algorithms and their impact on the performance of VANET. It
primarily addresses authentication without detailed evaluations of
privacy-preserving pseudonym schemes, which can lead to
vulnerabilities such as man-in-the-middle and replay attacks
where attackers can intercept pseudonym updates before
transition. This study integrates privacy considerations into

pseudonym evaluations.

2.5 Novelty of the current work

Unlike prior studies, this work combines theoretical and practical
insights to bridge existing gaps in the literature, presenting a
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comprehensive framework for the adoption of pseudonym schemes
in CAVs:

o Comprehensively Evaluates Schemes: Includes public key
schemes, identity-based signatures, and group signatures,
offering a comprehensive view of pseudonym technologies.

o Experimental Validation: Conducts practical evaluations on
PC and ARM platforms, providing insights into real-world
feasibility.

Quantitative Metrics: Analyses pseudonym sizes, generation
times, and processing overheads, addressing scalability and
resource constraints.

.

Balanced Analysis: Examines trade-offs between privacy,
efficiency, and scalability in diverse deployment scenarios.

As such, recent studies have investigated alternatives to public-
key-based pseudonym schemes to reduce computational and storage
overhead through simulation-based approaches, providing insights
into large-scale vehicular network behavior. However, these studies
often rely on assumed computational models rather than actual
cryptographic implementations. In addition, there exisits clear gaps
in efficiency and deployment feasibility. This work complements
these efforts by experimentally evaluating pseudonym generation
and verification processes under practical constraints. Moreover,
this paper indicates that alternative approaches are vigorously
investigated; however, there is still an absence of a unified
scheme to replace PKI-based solutions in standardization. This
paper supports these efforts.

3 Pseudonym schemes

This section will first describe three categories of pseudonym
schemes, i.e., public key cryptography, identity-based cryptography,
and group signatures, and discuss their advantages and limitations.
Then, we will compare these pseudonym schemes considering
security and privacy requirements. Finally, we implement several
representative schemes from each category and evaluate their
processing time for signing and verification on PC and ARM
platforms. Since cooperative positioning and intersection
management use cases are based on CAM messages, the
applications of these pseudonym schemes to these use cases are
straightforward and are excluded in this paper (Benslimane, 2005;

Colombo and Wymeersch, 2015; Drawil and Basir, 2010).

3.1 Public key cryptography

Public-key cryptography provides pseudonym solutions based
on traditional PKI. Each vehicle is equipped with a set of public/
private key pairs and the corresponding public key certificates. The
public keys of a vehicle and the corresponding certificates serve as
digital identities of the vehicle and are used as pseudonyms. The
private keys are used to sign outgoing messages from the vehicle to
produce signatures. Signatures can guarantee the authenticity of the
messages, that is, the messages come from a trusted source and have
not been tampered with during transmission. Receivers can verify
the authenticity of messages by verifying signatures and certificates.
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The signatureo is generated as:

o= H(m) . kpriv

where H (m) is the hash of the message m, and kyyjy, is the vehicle’s
private key. The corresponding public key ky, is used for
verification:

H (m) = Verify (0, kpuw)

Here, Verify (0, kpy,) ensures the integrity and authenticity of the
message. This approach is based on the ECDSA scheme
standardized in IEEE 1609.

The private keys of a vehicle are kept secret and only known to
the vehicle itself, while the corresponding public keys are certified
using public key certificates, which are distributed in networks.
Public-key certificates are created by a trusted authority (CA). The
key pairs and certificates do not contain any identification
information about the vehicle and are unlinkable from each
other. However, the CA keeps the pseudonyms-to-identity
mapping between a vehicle’s real identity and the issued
pseudonyms in case of liability investigation.

It was first proposed in Gollan and Meinel (2002) and El Zarki
et al. (2002) to use public key cryptography in vehicular networks.
The WAVE standard specification in IEEE 1609 (2016d) is based on
the Elliptic Curve Digital Signature Algorithm (ECDSA) to support
authentication in a vehicular environment. For pseudonym
issuance, it was proposed in Papadimitratos et al. (2008) that
long-term certificates are issued and maintained by CAs while
pseudonyms are created by some pseudonym providers. The role
of pseudonym providers is usually assigned to infrastructure-based
entities such as RSUs. The actions of a vehicle performed under the
same pseudonym are linked; therefore, each pseudonym should only
be valid for a short period of time to protect privacy (Papadimitratos
et al,, 2008). When a vehicle pseudonym expires, the vehicle loads a
new pseudonym from its storage or requests new pseudonyms from
some provider. Due to scalability reasons, pseudonym revocation is
usually limited to revocation of a vehicle’s long-term identity, which
prevents the vehicle from obtaining new pseudonyms. In Fischer
et al. (2006) a pseudonym issuance protocol was proposed to
guarantee that multiple authorities are required to cooperate in
pseudonym resolution by using blind signatures and secret sharing.
Misbehaving or malicious vehicles need to be held accountable and
revoked from the networks. Revocation of pseudonym certificates is
usually based on the technique of Certificate Revocation Lists (CRL).
While Fischer et al. (2006) introduced a multi-authority pseudonym
issuance model using blind signatures, a compromised or coerced
Certificate Authority (CA) could still link pseudonyms to real
identities, posing a privacy risk. However, letting each vehicle
verify every message against CRLs is impractical due to the large
number of exchanged messages and revoked pseudonyms. A typical
method is to revoke the long-term identity of a vehicle and let the
pseudonym providers limit the issuance of new pseudonyms to the
revoked vehicle. A revoked vehicle may continue to use its existing
pseudonyms until all have expired. A solution to mitigate this issue is
to reduce the lifetime of pseudonyms, increasing the frequency of
pseudonym refills.

Generally speaking, public key schemes are efficient and
straightforward to use.

Signatures based on public key

cryptography can be used to ensure the authenticity of messages
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and their sources. Using a changing set of public/private keys can
prevent linking a vehicle’s actions and achieve a certain level of
privacy. However, it also raises some challenges in pseudonym
management. The downside of using a changing set of
pseudonyms is the large overhead for generating, delivering,
storing and verifying numerous certificates for all pseudonym

public keys.

3.2 ldentity-based cryptography

In public key infrastructure, a public key is computed from a
randomly selected private key and needs to be certified using public
key certificates. In comparison, identity-based cryptography (IBC)
in Shamir (1985) enables a vehicle to use an identifier, such as a plate
number or an email address, as its “public key”. The corresponding
private key is derived from the identifier by a trusted authority. The
private key kpyy is derived as:

kpriv = H(ID) 5)

where ID is the identifier (e.g., email or number plate), and s is the
master secret key held by the trusted authority. The sender uses this
private key to sign the messages:

o = Sign (m, Kpiy)

The recipient verifies the signature using ID and public
parameters derived from s. Detailed derivations can be found in
Shamir (1985).

A vehicle signs its messages using the private key and sends the
signature together with the corresponding identifier. The receiver
can verify the messages using the sender’s identifier and some public
parameters generated by the authority. Only the legitimate vehicle
will be able to receive a private key corresponding to an identifier
from the authority. Therefore, vehicle authenticity is implicitly
guaranteed and no certificate is required. To improve anonymity,
a vehicle can have multiple pseudonym identifiers, which can be
arbitrary strings. The trusted authority derives private keys from
these pseudonym identifiers and gives these private keys to the
vehicle. Since IBC avoids the explicit use and dissemination of public
keys and certificates, less storage space is required in IBC because
only pseudonym identifiers and private keys need to be stored.

Several efficient identity-based signature schemes were
proposed, e.g., in Choon and Hee Cheon (2002) and Hess
(2003), using cryptographic pairings. The role of the trusted
authority for computing pseudonyms can be distributed among
multiple authorities to prevent a single authority from learning all
the issued private keys (Kamat et al., 2006). An anonymous IBC
scheme called AnonySign was proposed in Kim et al. (2007) and
corrected in Zhang and Xu (2012),! which enables the message
receiver to verify signatures without knowing the pseudonym
identifier of the sender. More specifically, the sender signs
messages with its private key, while the receiver verifies the

signature using its own private key. Note that only authorised

1 As pointed out in (Zhang and Xu, 2012), the scheme proposed in (Kim et al.,
2007) is not traceable.
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users can sign and verify messages in this system. The resolution of
pseudonyms requires the trusted authority to perform cryptographic
pairing operations with the secret keys of all registered vehicles,
which is a computationally expensive process (Kim et al., 2007;
Zhang and Xu, 2012). Revoking a vehicle’s private key is impossible
without either revoking a vehicle’s ID or changing the master public
key and re-issuing private keys to all the vehicles.

Revoking all a vehicle’s pseudonym identifiers with the
revocation list method raises scalability issues, as for PKI
certificates, while re-issuing all the private keys is infeasible. A
better revocation method is to combine a vehicle’s identifier with
a time component, which creates a short-lived pseudonym identifier.

Compared to public-key schemes, IBC removes the overhead of
storing and disseminating public-key certificates, although it still
requires managing a large set of identifiers. Another drawback of
IBC is that a trusted authority generates private keys from vehicle
identifiers rather than having vehicles generate their own key pairs.
In addition, IBC schemes are cryptographic pairing-based
cryptography schemes which are less efficient than public-
key schemes.

3.3 Group signatures

Group signatures allow a member of the group to produce a
signature on behalf of the group (Chaum and Van Heyst, 1991). A
group signature o, is generated as:

oy = Sign(m, kgmup)

where kgroup is the group signing key issued by the group authority.
Verification involves:

Verify( Ogs kpublic—group )

where kpyplic—group 15 the public key of the group. For details on group
signature schemes, see Chaum and Van Heyst (1991).

A group signature scheme typically involves two authorities: an
issuer and an opener. Each group has a shared group public key, and
each group member has its own group signing key issued by the
group issuer, who has a unique issuing key. A group member signs
messages with its group signing key to produce signatures. The
receiver verifies the signatures with the group public key. Two
signatures generated by the same signer are unlinkable, since one
can only verify that these are valid signatures created by some group
members but not by which member. Thus, the signer remains
anonymous within the group and there is no need to use explicit
pseudonyms in group signatures. The anonymity of a malicious
group member can be revoked by the group opener, who possesses a
unique opening key. The group issuer can revoke the group signing
keys of malicious or compromised members by generating a new
group public key and deriving new group signing keys for other
legitimate group members.

Short group signatures were originally proposed in Boneh and
Shacham (2004) to provide anonymous authentications for each
message broadcast on vehicular networks. Threshold authentication
protocols were proposed in Wu et al. (2010), Chen et al. (2011) and
Shao et al. (2016) for vehicular communications where a message is
considered trustworthy only after a certain number of vehicles have
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endorsed it. A time-dependent linking system in Emura and
Hayashi (2014) enables vehicle-to-infrastructure communications
where a token generation unit periodically transmits a time token.
Most of the group signature schemes are based on cryptographic
pairing operations, which are known to be time-consuming. This
makes group signatures unsuitable for direct message authentication
in vehicular communications. In Calandriello et al. (2007), Rabadi
and Mahmud (2007), Lu et al. (2008), and Studer et al. (2009) it was
suggested to use group signatures to issue and certify traditional
public keys without any interaction with the authorities.

A revocation mechanism in Boneh and Shacham (2004) can
revoke malicious signers without affecting the signing ability of
other users. To do so, the group signing keys of all revoked users are
published, and other users can compute their new group signing
keys without using the group issuer’s secret key. The drawback of
this revocation mechanism is that it requires all users to update their
signing keys. Verifier-local revocation in Boneh and Shacham (2004)
and Emura and Hayashi (2014) enables verifiers to only process the
revocation messages. The verification algorithm for the group
signatures checks each signature against a revocation list, which
contains a token for each revoked user. Signatures issued by revoked
users are no longer accepted. The downside of this revocation
is that it
transmit the revocation list and verify each signature.

mechanism introduces considerable overhead to

Group signatures simultaneously achieve authenticity, data
integrity, anonymity, and accountability while eliminating the
heavy overhead of generating, delivering, storing, and verifying
numerous pseudonym public keys in public-key schemes (or
private keys in IBC). However, it is generally not effective to
directly apply a group signature scheme to sign massive outgoing
messages from a vehicle. This is because most group signature
schemes are based on cryptographic pairings, which are
time consuming.

4 Comparison based on security and
privacy requirements

In this section, we compare pseudonym schemes considering the
security and privacy requirements of unforgeability, traceability,
short-term linkability, anonymity, and distributed resolution
that 1) for digital
authentication and integrity are usually modeled together in

authority. The reason is signatures,
unforgeability, anonymity and unlinkability are merged in
anonymity, and non-repudiation is formalized as traceability; 2)
pseudonym schemes cannot achieve availability, content awareness,
and policy and consent compliance. Availability can be achieved
using network tools, such as firewalls and spam detection, while
content awareness’ and compliance’ are usually improved by
technology that improves transparency. Table 1 compares and
rates public key schemes, identity-based, and group signatures,
considering the above requirements.

2 A user is unaware of the information disclosed to the system.

3 The system complies with the advertised policies.
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TABLE 1 Comparison of security and privacy. SR; = Unforgeability, SR, = Traceability, SR3 = Short-term linkability, PR; = Anonymity, PR, = Distributed
resolution authority. “—" means a scheme cannot meet a certain requirement. “*” means a scheme can somehow satisfy a requirement, but the solution has

some weaknesses. “**" means a scheme provides strong solutions.

Public-key schemes

Identitybased signatures

Group signatures

SR1 SR2 SR3 PR1 PR2

(Papadimitratos et al., 2008) ot *x * * ot
(Eichler, 2007)

(Choon and Hee Cheon, 2002) * * * * 4
(Hess, 2003) * * * * -
(Zhang and Xu, 2012) * * * ok ot
(Boneh and Shacham, 2004) e ot _ ok ot
(Emura and Hayashi, 2014) * * * * _

Unforgeability means that no one can forge a signature on behalf
of an honest member or falsely accuse the member of producing a
signature. Unforgeability can be satisfied in all schemes, but the
security implications can be very different. In public key schemes
and group signature schemes, users can choose their own secret keys
and keep them secure. Therefore, unforgeability can be expected
even when trusted authorities are compromised. In the group
signatures in Boneh and Shacham (2004), the issuing key and the
opening key are two different keys and can be kept with two different
authorities. For each user, some part of its group signing key is
chosen by the user and is only known to the user, making it
impossible to forge a user’s signature even if the issuer and the
opener are both corrupted. But for the group signature scheme
proposed in Emura and Hayashi (2014), a single group issuer
generates all secret signing keys of users, and thus unforgeability
will be broken in case the issuer is broken. In identity-based
signatures, users’ secret keys are created by a trusted authority. If
the authority is corrupted or compromised, then the entire system
collapses and there will be no security or privacy left for any user. In
identity-based signatures, the issuing key to create user credentials
and the opening key to identify malicious users must be the same
(Choon and Hee Cheon, 2002; Hess, 2003; Kim et al., 2007; Zhang
and Xu, 2012).

Traceability ensures that a valid signature can be traced back to
its original signer. Typically, trace execution is performed by a
trusted authority possessed of a special opening key. Identity
tracing using identity-based signatures in Choon and Hee Cheon
(2002), Hess (2003), Zhang and Xu (2012) and group signatures in
Emura and Hayashi (2014) require the authority to perform time-
consuming cryptographic operations on each group member. This
computationally expensive process does not scale well with the
number of members. The group signatures in Boneh and
Shacham (2004) support efficient identity opening by integrating
encryption of the signer’s identity into each signature, which can be
decrypted by the authority. Identity resolution in public-key
schemes is more straightforward: The authority checks the
mapping between user pseudonyms and real identities.

Short-term linkability is a balance between security and privacy
originally proposed in (Golle et al., 2004). In the context of vehicular
communications, it means linking the movement of a vehicle in a
short period of time. Short-term linkability aims to prevent Sybil
attacks while preserving long-term privacy of a vehicle. Some work,
such as in Studer et al. (2009) and Hajny et al. (2013), fixes the
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temporary pubic key or the randoms used in group signatures to
obtain linkability on pseudonyms. However, this is not a secure
mechanism because it relies on trusting the users to honestly follow
the protocol and not change their pseudonyms. In public key
schemes, short-term linkability can be achieved by integrating a
validity period in each public key certificate. For multiple public keys
of one user, the validity period of each public key cannot overlap
with each other. Otherwise, the user can switch between
pseudonyms freely, breaking the short-term linkability. However,
this approach lacks flexibility on pseudonym changes and may
require a large number of pseudonyms when the validity period
is short. For group signatures, linkability can be implemented based
on messages as shown in Wu et al. (2010), Chen et al. (2011), Shao
etal. (2016), or as time-dependent linkability in Emura and Hayashi
(2014). In the approach of message linkability, a message is viewed as
trustworthy only after a certain number of vehicles have endorsed it.
Since all vehicles must sign the same message to increase the
this method has
limitations. First, a safety message must be associated with a

trustworthiness of the message, several
timestamp to ensure its effectiveness, but the timestamp may
vary from vehicle to vehicle and messages from different vehicles
cannot be exactly the same. Secondly, the threshold method does not
apply to relevant use cases where a vehicle measures and signs its
own kinematic info, which cannot be endorsed by any other vehicle.
The time-dependent linking system (Emura and Hayashi, 2014)
links messages from the same vehicle for a certain period. It uses a
token generation unit to periodically broadcast a token. However,
the signing and verification algorithms in (Emura and Hayashi,
2014) are time consuming and are not appropriate for direct
message authentication. Moreover, the revocation mechanism of
(Emura and Hayashi, 2014) requires frequent updates of a large
revocation list, which means that the scheme can only be used for
vehicle-to-infrastructure communication.

Anonymity in public key schemes is achieved by using a
changing set of public keys and certificates, that is, pseudonyms.
Since actions performed under one pseudonym can be linked
together, a vehicle must change pseudonyms over time to avoid
the linkability of actions. Each pseudonym is valid for a short period.
When a pseudonym expires, a vehicle has to load a new pseudonym
from its storage or obtain new pseudonyms from the pseudonym
providers. The pseudonym change rate impacts the level of privacy
and the overhead of computation, communication, and storage.
There are different pseudonym-changing strategies, such as the
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fixed-time change in Eckhoff et al. (2010), the random change in Pan
etal. (2011), and the silent period between changes in Sampigethaya
et al. (2007). However, pseudonym changes introduce a large
overhead for generating, delivering, storing, and verifying
numerous public keys and certificates for all pseudonym public
keys. Anonymity in identity-based signatures can be achieved in a
similar way by using a changing set of identities and private keys.
Since identity-based signatures avoid using public keys and public-
key certificates, the overhead is lighter compared to that of public-
key schemes. The anonymous version of identity-based signatures in
Kim et al. (2007) and Zhang and Xu (2012) avoids the use of the
message signer’s identity in signature verification, therefore obviates
the need for the change in the set of identities and private keys.
Group signatures also provide anonymous signatures verified using
a shared public key. Two messages signed by the same user cannot be
linked and the signer remains anonymous within the group.
Distributed resolution authority requires that the capability of
identifying malicious group members be distributed among different
authorities. This is done to prevent a single authority with a very
powerful key from abusing its power. Splitting roles between
Certificate Authorities (CA), Pseudonym Providers (PP), and
Registration Authorities (RA) can protect vehicle privacy against
trusted authorities. For public key schemes, the role of CA can be
split between one RA, one CA, and two Linkable Authorities (LAs), to
prevent a single authority from tracking a vehicle by linking its
multiple certificates. Linking certificates require all authorities to
collaborate, improving vehicle privacy and increasing
A distributed

pseudonym issuance protocol in Fischer et al. (2006), called

communication overhead between authorities.

SRAAC, uses blind signatures and secret sharing to allow multiple
authorities to cooperate in pseudonym resolution. For identity-based
signatures in Choon and Hee Cheon (2002), Hess (2003), and (Zhang
and Xu, 2012) and group signatures in Boneh and Shacham (2004),
the resolution authority can be distributed using secret-sharing
schemes in Dawson and Donovan (1994), but the role of the
issuing authority and the resolution authority cannot be divided.
For group signatures, the issuing authority can be different from
the resolution authority, and the latter can be distributed using secret-
sharing schemes (Boneh and Shacham, 2004). But for group
signatures in, the role of the issuing authority and the resolution
authority cannot be split or distributed (Emura and Hayashi, 2014).

Therefore, past proposals have sought to optimize pseudonym
schemes through strategies such as certificateless cryptography and
dynamic pseudonym changes. However, these approaches require
further empirical evaluation to determine their feasibility in large-
scale deployments. This study provides a comparative analysis of
established and emerging schemes, demonstrating that public-key
solutions still present a practical balance between security, privacy,
and computational efficiency.

5 Evaluation

Safety-critical applications have latency requirements, and the
communication and processing overhead of security mechanisms
must be kept as low as possible to facilitate efficient and scalable use
of the wireless medium (Petit and Mammeri, 2013). The processing
time for the construction of a message should not exceed 50 ms, and
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large packet sizes would drastically affect the number of packets
being delivered (ETSI TS102637-2, 2011). We have implemented
several of the best known public key schemes, identity-based
signatures, and group signatures to compare the signature size
and computation time for signing and verification and
demonstrate their applicability to CAV applications. We use the
Pairing-Based Cryptography (PBC) Library (Lynn, 2007). Although
currently there is no agreement about a vehicle’s on-board hardware
capabilities, we present illustrative measures taken from an
experiment on a PC platform with Intel core i7-4790 CPU
clocked at 3.60 GHz and 8 GB memory and an experiment on
an ARM platform with NXP IMX6 UltraLite board which is believed
to be a reasonable example of a platform that could be used on a
vehicle for cryptographic processing. Although some studies employ
large-scale simulations for performance evaluation, this work
focuses on empirical measurements by implementing
cryptographic pseudonym schemes on actual hardware (PC and
ARM platforms). This approach provides practical insights into
computational feasibility and real-world performance constraints,
complementing theoretical and simulation-based evaluations in the
literature. Future work can integrate real-time traffic data and large-
scale vehicular simulations to further refine these findings.

The PBC library currently implements 5 types of pairings,
ie, type A, D, E, F and G pairings. Type A is symmetric and
fastest. Type D is asymmetric and has short group elements. The
identity-based signatures are based on symmetric pairings and
tested with type-A curves. The other schemes are tested with
asymmetric pairings, using type-D curves for 80-bit and 112-bit
security, and type-F curves for 256-bit security. Pairings involve
three groups of prime order: Gy, G, and Gr. The pairing is a bilinear
map that inputs one element from G, and one element from G,, and
outputs an element from Gr. The elements of these three groups are
generally implemented based on elements of Z,, which is the ring of
integers modulo . The elements in G; are typically shorter than G,
and Gr. Therefore, when designing a signature scheme, it is better to
use only elements from Z, and G; to keep the size of the signature
small. The pairing can be symmetric when G, and G, are the same
group. The curve parameters can be found in Supplementary
Appendix SA and the size of the group elements of each curve is
given in Supplementary Appendix SB.

To estimate the overall storage overhead of group signatures, the
total signature size can be expressed as:

Ssignature =n- Sgroup—element

Here, n represents the number of group elements used in the
signature, and Sgroup-clement denotes the size of each group
element (e.g., Gi, G, or Gr). For example, a signature composed
of 2 elements from G; and 3 elements from Z, results in a total
size of:

Ssignature = 2+ Sg, + 3+ Sz,

Processing Time: Table 2 shows the running time of signature
generation and verification tested on the PC platform, while Table 3
shows the running time tested on the ARM platform. For each
scheme, each test result is the average of 1,000 tests. The test results
show that public-key schemes are more suitable for resource
constraint scenarios. The deployment of identity-based and group
signatures in vehicular communications poses a real challenge here.
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TABLE 2 Evaluation of signing and verification on PC platform.

10.3389/ffutr.2025.1519759

80-bit security Sign (ms) Verify (ms)
Public key schemes ECDSA 0.696 0.883
Schnorr (1991) 0.656 0.812
Identity-based signatures Choon and Hee Cheon (2002) 2.459 2.676
Hess (2003) 4.602 1.741
Zhang and Xu (2012) 9.882 9.431
Group signatures Boneh and Shacham (2004) 7.668 10.337
Emura and Hayashi (2014) 5.849 14.707
112-bit security Sign (ms) Verify (ms)
Public key schemes ECDSA 0.964 1.428
Schnorr (1991) 0.972 1.438
Identity-based signatures Choon and Hee Cheon (2002) 4.948 6.538
Hess (2003) 9.622 4.432
Zhang and Xu (2012) 20.253 22.458
Group signatures Boneh and Shacham (2004) 11.830 17.767
Emura and Hayashi (2014) 8.778 24.023
256-bit security Sign (ms) Verify (ms)
Public key schemes ECDSA 3.688 6.859
Schnorr (1991) 3.627 6.746
Identity-based signatures Choon and Hee Cheon (2002) 25.115 43.878
Hess (2003) 53.720 33.153
Zhang and Xu (2012) 103.552 142.299
Group signatures Boneh and Shacham (2004) 84.737 200.421
Emura and Hayashi (2014) 84.868 347.012

We also evaluate the running time for group operations,
including multiplication, exponentiation, and pairing. The results
of the experiment on the PC and the ARM platforms are given in
Supplementary Appendix SC. We can see that the operations on
G, Gr and the pairings are time-consuming and should be reduced
as much as possible when designing any scheme. We also compare
the computation costs for signing and verifying in terms of a number
of operations for each scheme in Supplementary Appendix SD.

To analyze the computational overhead of pseudonym schemes,
the following equations quantify the signing and verification times
based on the underlying cryptographic operations.

Signing Time:

Tsign = Thash + Texp + T
Verification Time:
Tverify = Texp + Tpairing

Here, Thagh represents the time for hashing, Ty, denotes the time for
exponentiation, Ty refers to the time for multiplication, and

Frontiers in Future Transportation

Tpairing accounts for the time required for pairing operations.
These metrics are critical in understanding the practical
feasibility of pseudonym schemes across resource-constrained
and high-performance platforms.

Signature Length: Table 4 summarizes the comparison of the
size of a signature of each pseudonym scheme in terms of the
number of group elements and the security overhead. The
security overhead is the size of a signature and is expressed as
a percentage of 200 Bytes, which is the typical size of messages
exchanged in vehicular communications (ETSI TS103324, 2011).
Note that the security overhead is computed with some
compression mechanism*® provided in the PBC library to
represent elements in G;. Public-key schemes have the lowest

4 Points on an elliptic curve are defined by Y2 = X3 + aX + b where a and b
are two given parameters. A point (x,y) can be compressed to reduce its
size, since x can be computed from y. The compression in the PBC library

uses x and an additional byte to indicate the value of y.

frontiersin.org


https://www.frontiersin.org/journals/future-transportation
https://www.frontiersin.org
https://doi.org/10.3389/ffutr.2025.1519759

Sheik et al.

TABLE 3 Evaluation of signing and verification on ARM platform.

10.3389/ffutr.2025.1519759

80-bit security Sign (ms) Verify (ms)
Public key schemes ECDSA 13.843 18.899
Schnorr (1991) 13.816 19.084
Identity-based signatures Choon and Hee Cheon (2002) 60.385 116.766
Hess (2003) 143.256 94.978
Zhang and Xu (2012) 249.174 366.743
Group signatures Boneh and Shacham (2004) 204.422 306.209
Emura and Hayashi (2014) 175.064 459.993
112-bit security Sign (ms) Verify (ms)
Public key schemes ECDSA 20.776 32.571
Schnorr (1991) 20.790 32.639
Identity-based signatures Choon and Hee Cheon (2002) 135.873 309.576
Hess (2003) 336.676 256.936
Zhang and Xu (2012) 562.475 946.944
Group signatures Boneh and Shacham (2004) 327.559 528.744
Emura and Hayashi (2014) 286.724 797.148
256-bit security Sign (ms) Verify (ms)
Public key schemes ECDSA 89.451 169.218
Schnorr (1991) 89.454 169.438
Identity-based signatures Choon and Hee Cheon (2002) 824.457 2239.853
Hess (2003) 2254.115 1923.668
Zhang and Xu (2012) 3483.455 6719.049
Group signatures Boneh and Shacham (2004) 3667.049 9527.772
Emura and Hayashi (2014) 4155.191 17687.481

TABLE 4 Size of signatures.

Number of group elements

Security overhead

80-bit 112-bit 256-bit
Public-key schemes ECDSA 27, 20% 28% 64%
Schnorr (1991) 27 20% 28% 64%
Identitybased signatures Choon and Hee Cheon (2002) 2G; 65% 97% 193%
Hess (2003) 1Z,+1G, 42.5% 62.5% 128.5%
Zhang and Xu (2012) 3Z,+6G; 225% 333% 675%
Group signatures Boneh and Shacham (2004) 67, +3G, 91.5% 127.5% 289.5%
Emura and Hayashi (2014) 47, +2G, 61% 85% 193%

security overhead, which is only 28% of a 200-byte message for
112-bit security. Group signatures introduce lower security
overhead compared to anonymous identity-based signatures
(Zhang and Xu, 2012).
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The size of pseudonyms is an important factor in the evaluation

of their

feasibility for

CAVs.

Each pseudonym includes

cryptographic components such as private keys, public keys,

certificates, and identifiers, depending on the scheme. Based on
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Annex B, the pseudonym sizes for different schemes at varying
security levels are as follows:

o Public Key Schemes: A pseudonym consists of a private key and a
public key certificate. For 112-bit security, the size of the private
key (Zr) is approximately 28 bytes, while the certificate size (G1)
is 192 bytes. The total pseudonym size is approximately 220 bytes.

o Identity-Based Signatures: IBC eliminates the need for public
key certificates, reducing overall storage requirements. A
pseudonym comprises an identifier and a private key. At
112-bit security, the size of the private key is similar to PKI
(28 bytes), but the absence of certificates lowers the
storage overhead.

o Group Signatures: Group signatures avoid explicit
pseudonyms, embedding the authentication data within the
group structure. However, the size of the group signature
increases due to its cryptographic complexity. For 112-bit
security, a group signature requires 2 G1 and 4 Zr elements,
resulting in an overhead of 85% relative to a 200-byte CAM
message, as shown in Table 4.

o These sizes highlight the trade-offs between the schemes in terms
of storage efficiency, with IBC offering reduced storage at the cost
of computational complexity and group signatures providing
anonymity at the expense of larger pseudonym sizes.

The time required to generate pseudonyms is another important
aspect, especially during revocation or pseudonym refresh scenarios.
Pseudonym generation involves cryptographic operations such as
key pair creation, certificate signing, and group key derivation. Based
on the processing times reported in Supplementary Appendix SC:

o Public Key Schemes: The generation of pseudonyms involves
creating a key pair and signing the public key. For 112-bit
security on an ARM platform, the average signing time is
approximately 20.79 ms. The key pair generation time is
typically shorter than the signing time and is estimated to
be less than 10 ms.

o Identity-Based Signatures: Pseudonym generation involves the
generation of a private key from an identifier, which requires
pairing operations. For 112-bit security, the average pairing
time on an ARM platform is approximately 32.64 ms. This
makes IBC slower than PKI for pseudonym generation in
resource-constrained environments.

o Group Signatures: Group signature pseudonym generation is
more complex due to the cryptographic pairing operations
required. At 112-bit security, signing requires 286.72 ms on an
ARM platform, as shown in Table 3. The need for additional
pairing operations during revocation further increases
computational overhead, making this approach less efficient
for large-scale deployments.

6 Conclusion

While public-key-based pseudonym schemes remain the
dominant approach, recent advances in certificateless and
dynamic pseudonym strategies indicate that research in this
domain is ongoing. The absence of a standardized alternative
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highlights the need for continued comparative evaluations such
as this study to guide future adoption and regulatory decisions.
Moreover, this study focuses on empirical evaluation rather than
large-scale simulations, and future work will explore real-time
vehicular data to assess scheme effectiveness in dynamic traffic
scenarios. Furthermore, integrating comparative analyses with
novel state-of-the-art techniques will further strengthen the
conclusions presented here.

Although recent work has introduced novel mechanisms for
pseudonym management and location privacy, this article provides
a comprehensive experimental evaluation in multiple cryptographic
paradigms, addressing practical concerns of scalability, efficiency,
and deployability. This ensures its continued relevance in addressing
the dynamic needs of CAV systems. We classify pseudonym
schemes into three categories based on the
cryptography techniques. We describe the general concept for

underlying

each category and analyze its advantages and limitations. The
pseudonym schemes are compared considering security and
privacy requirements, including unforgeability, traceability, short-
term linkability, anonymity, and distributed resolution authority.
Since safety-critical applications are highly delay sensitive, we
implemented several best known public key schemes, identity-
based signatures, and group signatures to compare the signature
size and computation time for signing and verification and
demonstrate their applicability to CAV applications.
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