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A prominent move amid the COVID-19 pandemic is related to the wide use
of ICT applications for various reasons. Such services are context-specific and
sector-specific, but we see transformative directions leading to digital data
collection, monitory, and management platforms. For now, these have been
beneficial to evaluate trends and issues related to the pandemic. Some aggregated
data could also help decision-making processes, which are helpful to contain such
disruptive events. However, the main concern is the use of the individual's data
and information, which means we may shift to micro-management and eventual
controlling tools that could harm data protection processes. Undoubtedly, the use
of ICTs during the COVID-19 pandemic has been primarily positive at multiple
scales, but we have to evaluate the pros and cons before accepting all data
collection processes. Such ICT-mediated platforms and/or applications must
remain beneficial to all and avoid breaching the individual's data protection. This
short communication paper first introduces ICT applications during the COVID-19
before providing an overview and further analysis of the situation of the ICT
applications. Afterward, it discusses issues of data privacy, data collection, and
data use, which are the backbone of ICT applications. The discussions highlight
that future research in this area could look into associated issues related to digital
privacy, data-driven approaches, and data protection regulations.
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Introduction

The ongoing COVID-19 pandemic has boosted the use of ICT applications in favor of the
free flow of information and data usage. The former is debatable, while the latter has become
a common approach in many places. Despite their threats to people’s privacy, ICT-mediated
platforms have become the backbone of trace and tracking mechanisms for infected cases
and those who have been in contact with them. This approach has encouraged extended
data collection at multiple scales and purposes. Some of these data are publicly available,
and some are used by the governments, specific authorities or sectors, commercial groups,
etc. In many ways, such ICT applications breach our privacy, and we have come to accept
them at a much faster pace (Cheshmehzangi, 2021a). Although “free flow of information”
is one of the positive peace pillars, it could also threaten the use and misuse of individual
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data. Nonetheless, free flow of information from the positive
pillar perspective mainly refers to the freedom of information and
allowing people to have access to information. But, this could also
be interpreted differently regarding the free flow of people’s data
and information, leading to associated factors mainly correlated
with data collection, data management, and data usage. If so,
individuals’ data need to be protected. There is an urgent need to
avoid mishandling individuals’ data in the name of the pandemic’s
control and safety measures. Hence, we see some countries
have recently tightened their data sharing platforms, ensuring
that large-scale data is protected against any future misuse. The
misunderstandings in the literature should be highlighted to avoid
mixing the free flow of information with the individuals’ data and
access to such data.

Undoubtedly, the use of ICTs during the COVID-19 pandemic
has been primarily positive at multiple scales, particularly at the
smaller scale (Milenkovi¢ et al., 2021). For instance, the COVID-
ICT relationships are appraised due to their effective and optimized
methods for daily operations (Yang et al., 2020). ICT-based events
have helped promote innovative operations (Arshad, 2020) and
speed the process of data collection and monitoring. Yet, most
current debates are narrowed down to only a few sectors, mainly
related to online education, healthcare services, etc. Also, it is
evident that ICT-mediated platforms have been largely beneficial
to promote the free flow of information (Saariluoma, 2006).
With multiple ways of adoption, application, and utilization of
the ICT platforms, we see growing interest in the use of such
approaches in information collection, analysis, and management
(Inyang, 2016). This fact, however, has its flaws that need to be
addressed holistically. We hope this is done so that the free flow
of information is not mistaken with individuals’ data gathering
and use.

In this overview paper, we aim to explore the role of ICTs and
their applications during the COVID-19 pandemic. In particular,
we look into the individuals’ data and information, highlighting
the pros and cons of big data use, information fluidity, and
beyond just motivating factors and implications already addressed
in the literature (Lee et al, 2021). While three key areas of
innovation, entrepreneurship, and sustainability are highlighted as
potential future directions (Ngugi and Goosen, 2021), we note that
individuals’ data collection issues could lead to consequences that
may not be necessarily fully beneficial to all. However, this trend
of information use has existed for a long but has been boosted due
to mobility control and measures implemented at multiple scales
during this ongoing pandemic. By focusing on mobility data alone,
the article reflects on the ongoing trends that remain as the new
normals (Cheshmehzangi, 2020), which should be looked at with
more careful attention.

An overview of ICT applications during
the COVID-19 pandemic

So far, most research related to ICT applications during the
COVID-19 pandemic is focused on its benefits for community
education (Usmani et al., 2021), online education (Naresh, 2020;
Rahiem, 2020), remote working (Davies, 2021; Rachmawati et al.,
2021a), and digital healthcare (Lee and Lee, 2021; Siriwardhana
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FIGURE 1

Four primary negative impacts of ICT applications and big data use
amid the COVID-19 crises, based on the recent literature and
ongoing research related to ICT-COVID nexus studies.

et al., 2021) or telemedicine (Chowdhury et al., 2021). Only a few
studies highlighted associated research that considers the impact
of ICT use for healthcare data collection and blockchain methods
(Biswas et al, 2021) or using technologies to help healthcare
services (Kilintzis et al., 2022). In light of such studies, we note
faster ICT acceptance for particular sectors and contexts (Li,
2022), which is not universal. But, issues such as the digital
divide (Cheshmehzangi et al., 2022), technology availability and
accessibility (Cheshmehzangi, 2021b), data protection regulations
(Becker et al., 2020), and privacy (Ventrella, 2020) have highlighted
the negative impacts of ICT applications and big data use amid the
COVID-19 crises (Figure 1). Hence, responsible use of digital data
appears to play a significant part in how individuals’ information is
protected and appropriately manifested (Taylor, 2020).

In a way, the ongoing pandemic has become a significant
data collection hub, which entails using digital technologies, data
collection and processing, data management, and control (Malgieri,
2020). The latter is of concern as we see a growing demand
for mobility monitory and control, leading to large-scale data
collection and use. Many researchers and policymakers are now
using mobility big data to conduct data-driven research and
evaluations, helping current and future decision-making (Hu et al.,
2021). Such approaches often use aggregated data, which minimizes
individual privacy through large-scale or big data use. This is
just reasonable in regards to broader evaluations. However, as
such data collection is used for mobility checks and monitory,
then individuals are often uncomfortable and feel under constant
surveillance. To date, little has been discussed about this topic
due to its contextual sensitivity. But, as this trend becomes more
widespread, data protection and privacy challenges become more
vivid (Zwitter and Gstrein, 2020). While we favor such data use
for containment and better management processes, we believe
much of such data usage through ICT platforms has led to
micro-management and control scenarios. The barriers between
management and control have become so fuzzy that one cannot
distinguish between the two. Thus, while data availability and
accessibility have benefited research and scholarly work, they have
opened a Pandora’s Box, meaning that future use of individuals’ data
and information could be more open and easier for various uses.
If accepted, this approach would require a holistic data protection
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FIGURE 2
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Summarizing ICT platforms as mediators between ICT applications, tools, devices, approaches, and methods for digital transformation, digital
management, ICT-based interventions such as e-governance, and data collection and use.

regulation to ensure ICT tools and practices are used for the sole
purpose of “management” and not control.

Furthermore, the situation of the ICT applications during the
COVID-19 pandemic is different from other previous pandemics.
The growing ICT tools, devices, and applications are much more
than what we have experienced in other earlier epidemic events of
the last two decades, such as Ebola, MERS, H1N1, and SARS. Some
studies already explore the role of ICT solutions for compelling
management scenarios (Strielkowski et al., 2021), some of which
are used for the implementation of smart cities (Rachmawati
et al., 2021b), containment of the pandemic spread (Zaman et al,,
2020), sector-based interventions (Azhari and Fajri, 2022), HR
management (Rahman et al., 2020), etc. Evidence shows the role
of digital transformation and ICT being central to transitions for e-
governance (Alalwan et al., 2021; Ghosh, 2021) and other sorts of e-
transitions (Cheshmehzangi, 2022). Much of what has occurred and
is currently occurring is related to digitization and digitalization
processes (Cheshmehzangi, 2021a), which are largely embedded in
the emergence of new technology use, new applications, and ICT-
based interventions. Examples such as the use of QR codes, online
payment, online health checks, telemedicine or telehealth, online
learning, etc., are only a few of what have been boosted by the
COVID-19 pandemic. A study by Arshad (Arshad, 2020) appraises
the ICT professionals as it is believed the situation of the pandemic
management is very much dependent on ICT use as common
practice for our daily lives and activities. The telehealth demand
trend is one example that shows ICT has been used for information
sharing and information exchange (Wong et al, 2021). While
there are significant challenges and shortfalls for such practices,
both opportunities and limitations remain for ICT innovation and
applications (Yang et al., 2020) (Figure 2). Some researchers already
suggest changes that may put particular sectors on a different
pathway, such as the education sector (Al Ansi and Al-Ansi, 2020)
or the academic environment (Raja, 2022), healthcare (Lee, 2021),
food industry (Mustafa and Abbas, 2021), etc.

In recent months, some of the ongoing studies have
optimistically started focusing on the post-COVID-19 era,
inclining toward the role of digital applications in enhancing the
resilience and smartness of our systems (Siriwardhana et al., 2021;
Tortorella et al., 2022; Ziemba and Eisenbardt, 2022). The so-
called “digital push” (Gallistl and Seifert, 2021) results from the
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faster transformation that replaced some of, the earlier digital
transitions (Cheshmehzangi, 2021a), which means the situation
of the ICT applications has become much stronger than the
time before the COVID-19 pandemic. Directions like contactless
services and systems, integrated artificial intelligence, and facial
recognition (Kim and Kim, 2021; Su et al, 2022) are a few
examples that are now becoming common norms, which are
boosted due to the COVID-19 pandemic. On the other hand,
data usage remains a major concern for people and companies,
which is partly neglected in some specific contexts. Under the
broader understanding of the ICT applications situation during the
pandemic, we see new opportunities to change perceptions, usage,
access, and utilization. Hence, the availability of ICT applications,
devices, and tools has become a norm that penetrates various
daily operations. In this regard, data collection and usage have
become the backbone of data-based analytical approaches, enabling
new opportunities for ICT-mediated or ICT-enabled approaches
(Cheshmehzangi, 2022) that were not commonly practiced before.
In particular, applications of artificial intelligence (AI) (Enughwure,
2020), machine learning (Kushwaha et al., 2020), and the Internet
of Things (IoT) (Singh et al., 2020; Yousif and Hewage, 2021) are
boosted because of the COVID-19 pandemic, and such applications
are data-based or data-driven. While we appraise such applications,
technologies, and approaches, we have to be cautious about data
collection and use boundaries to ensure the current situation
does not lead to the eventual misuse of the individuals’ data
and information.

Discussion and conclusions

To date, we can confirm ICT platforms and applications have
been beneficial during the COVID-19 pandemic. The trend has
become transformative, boosting digitization and digitalization
across many sectors (Cheshmehzangi, 2021a). But, we have to
consider the eventual impacts of long-term data collection on the
individuals’ data protection. Such an approach could be sold in
the name of enhanced safety and security, putting pressure on
people due to regular data collection and use. There are already
growing barriers related to utilization, availability, and accessibility
factors (Cheshmehzangi et al.,, 2022), which may become even
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more concerning if the current practices remain as the new normal
practices. This is likely to happen as countries adopt mobility
data for safety and protection purposes, meaning that future
mobility will be monitored even more. From the extended use of
mobile phone data to other means of public data collection, we
are already in the process of using ICTs and digital media for
data collection, monitory, and management. As such mechanisms
turn into enhanced data hubs, we are concerned that individual
data and information may mean entirely different things in a few
years. Thus, future research in this area could look into associated
issues related to digital privacy, data-driven approaches, and data
protection regulations. Moreover, we cannot just have a universal
approach in all sectors, and we need to ensure context-specific
and sector-specific factors are considered carefully. Lastly, we hope
ICT applications could enhance the resilience of communities
rather than control them in the name of safety and security. We
hope smart-resilient strategies could be genuine and fully use ICT
applications amid and beyond the COVID-19 pandemic.

Despite its limitations, this study provides a comprehensive
overview of ICT applications during the COVID-19 pandemic.
This study summarizes five key arguments that could be used
for future studies in the same or similar research areas. First,
ICT applications could differ based on sector-based demand and
practice as well as context-specific factors. For instance, in contexts
where the ICT infrastructure is already established or progressive,
we have witnessed a wider use of ICT applications in various
sectors. In countries like China, ICT applications have boomed
for management and control practices. Second, digitization has
become trendy in areas where digital practices were previously
developing slowly. For instance, the booming telehealth practices
are now more common, allowing space and time for adaptable
uses, medical checks, patient appointments, prescriptions, etc.
Third, data protection has become weaker than before, meaning
there are more opportunities for potential cyber-attacks, private-
data misuse, hacking, etc. In this regard, private data is not
only aggregated in various statistical reports but is passed around
between different organizations and departments. For instance,
mobility data has been used to provide statistical reports for
management purposes. Meanwhile, it is also used to control and
monitor an individual’s mobility and activities, breaching privacy
with little data protection. Fourth, the future of ICT applications
will be data-based or data-driven, and this transformation seems
inevitable. The use of big data has already been popular for
years, and this pandemic has just created the opportunity that big
data could be even more helpful for standardization processes,
management enhancement, implementation of control measures,
and the further development of e-platforms such as e-governance.
Nonetheless, the so-far impacts on the individual’s data protection
show there is a lack of attention—and perhaps intentional—on data
privacy measures, paving the path for future policies and practices
to consider inventing and/or adapting new data protection laws
and regulations. And fifth, we will witness the birth of many new
firms that focus entirely on big data analysis and act as third-
party companies or enterprises for different sectors. As big data
analysis remains progressive, there will be new branches emerging
beyond the mere smart practices and toward the development of
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future planning, management scenarios, and fulfilling the needs
of companies, reflecting on the sustainability of their resources,
infrastructures, finance and economy, staffing, etc. The provided
five key arguments help future studies be more aware of ongoing
accepted ICT applications and practices. The findings suggest
future studies to be context-specific, considering the available ICT
infrastructures, governance structure, cultural factors, and sector-
based aspects. Researchers should suggest ways against the growing
micro-management practices that rupture our data privacy and
protection. Lastly, the free flow of information should not be
misused as there is an urgent need to safeguard private data. With
the current digital push, digital privacy must be taken into full
consideration; otherwise, policies and practices may be revised and
reinvented against the current data protection movements.
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