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INTRODUCTION

As stated by the Institute of Medicine: “It is widely believed that health IT, when designed, implemented, and used appropriately, can be a positive enabler to transform the way care is delivered. Designed and applied inappropriately, health IT can add an additional layer of complexity to the already complex delivery of health care, which can lead to unintended adverse consequences, for example dosing errors, failure to detect fatal illnesses, and delayed treatment due to poor human–computer interactions or loss of data” (Institute of Medicine, 2012). In fact, health information technologies (HIT) have the potential to increase the performance of delivered services, increase health care quality, save costs and involve patients as effective partners of their own health care. One recent example that aims at providing such a technology is EHDViz, a clinical dashboard development using open-source technology integrating high-frequency health and wellness data streams using interactive and real-time data visualization and analytics modalities (Badgeley et al., 2016). By providing such collaborative data visualizations, wellness trend predictions, risk estimation, proactive activity status monitoring, and knowledge of complex disease indicators, EHDViz proved to be an essential prototype of implementing data-driven precision medicine to improve the quality of affordable health care delivery (Badgeley et al., 2016).

However, thorough implementation and monitoring of HIT that have proven effective into regular health care delivery is a central concern of patient safety research. If not implemented and monitored correctly, HIT have the potential to pose a severe threat to the patient's health with a chance for lethal consequences due to implementation failure. Implementation failure is defined as failure to deliver a program as intended, which can result in failure to achieve the intended intervention effects or even adverse intervention effects (e.g., due to lack of acceptance) (Campbell et al., 2000; Rychetnik et al., 2002; Craig et al., 2008; Katz et al., 2013). Besides concrete harm for the patient due to implementation failure, additional risks are frustration and demoralization of staff as well as time loss which impede team performance in the delivery of care and, as a result, can also impact successful implementation (Ash et al., 2004; Harrison et al., 2007; Friedberg et al., 2014). Though studies predominantly report positive consequences on patient safety parameters when using HIT (e.g., reduction of adverse events), a few studies also report on negative consequences (e.g., increase in mortality due to adverse events) which could have been avoided with thorough implementation and monitoring resulting in lives saved (Han et al., 2005; Brenner et al., 2016).

Ongoing digital transformation in the health care system (e.g., machine learning, big data) further highlights the importance to incorporate HIT thoroughly into settings and routines. A recent publication by Shameer et al. (2017) highlighted the benefits of translational, integrative bioinformatics as a driver for data-driven precision medicine and wellness care, but also mention the need for a “… seamless integration of data from clinical evaluations and biomedical investigations with genomics and other physiological profiling to characterize an individual patient's disease progression. Implementing precision medicine practices in clinical settings requires coordinated efforts to integrate data from both healthy and disease states in individuals.” The authors propose the consolidated individualome data model which integrates environmental, person health related, and clinical data repositories and see electronic model records as a potential vehicle to centralize biomedical and health care data via real-time data streams (Shameer et al., 2017).

HEALTH INFORMATION TECHNOLOGIES ARE COMPLEX INTERVENTIONS

However, implementing and monitoring HIT while also considering patient safety as a central aim of digital transformation in health care is often easier said than done. By nature, HIT follow the principle rules of complex interventions which have an impact on several parts of organizational and team structures ranging from IT infrastructures to the point of care. As change agents, HIT affect health care delivery in predictable (e.g., reorganization of processes) and unpredictable ways (e.g., interrupt care delivery) (Drummond et al., 2009).

They do so by covering several dimensions of complexity: (1) Number of and interactions between components; (2) Number and difficulty of behaviors required by those delivering or receiving the intervention; (3) Number of groups or organizational levels targeted by the intervention; (4) Number and variability of outcomes; (5) Degree of flexibility or tailoring of the intervention permitted (Rychetnik et al., 2002). Therefore, complex interventions not only call for thorough implementation, but also evaluation methods to display and understand if and how different parts of complex interventions work in different contexts, and how these parts might be improved to facilitate overall success of the implementation of HIT and their effectiveness. As a result, complex interventions may work best if tailored to local circumstances rather than being completely standardized. According to Craig et al. (2008) it is best practice to develop complex interventions systematically by using the best available evidence and theory, followed by a series of pilot studies to target key uncertainties in the design, an explorative and a definitive evaluation. The evaluations' results are to be disseminated as widely and persuasive as possible, with additional research to assist and monitor the process of implementation (Craig et al., 2008).

IMPLEMENTING COMPLEX HEALTH INFORMATION TECHNOLOGIES IN HIGH RELIABILITY HEALTH CARE ORGANIZATIONS

As health care organizations can be described as high reliability organizations (HRO) special emphasize needs to be put on the implementation of complex interventions to avoid implementation failure and potential harm to the patient. HROs in health care can be described by the following characteristics: (1) Preoccupation with failure; (2) Reluctance to simplify; (3) Sensitivity to operations; (4) Deference of expertise; (5) Commitment to resilience. According to the Agency for Healthcare Research and Quality, “the principles of high reliability go beyond standardization; high reliability is better described as a condition of persistent mindfulness within an organization. High reliability organizations cultivate resilience by relentlessly prioritizing safety over other performance pressures” (Agency for Healthcare Research and Quality, 2012).

To ensure quality and increase effectiveness of health care in HROs, implementation science provides the necessary repository of ideas and instruments to facility implementation and monitoring of HIT. Implementation science is defined as “the scientific study of methods to promote the systematic uptake of research findings and other evidence-based practices into routine practice, and, hence, to improve the quality and effectiveness of health services” (Eccles and Mittman, 2006). Therefore, increasing patient safety by improving quality and effectiveness of delivered health care go hand in hand with a major goal of implementation science. One of such instruments is the Consolidated Framework for Implementation Research (CFIR) as a pragmatic meta-theoretical framework (Damschroder et al., 2009). The CFIR represents the synthesis of 19 theories associated with implementation science to summarize potential barriers and facilitators of implementation, and to ensure consistent use of constructs across studies and support their comparability. These constructs are broadly subsumed under five domains: (1) Intervention characteristics; (2) Outer setting; (3) Inner setting; (4) Characteristics of individuals; (5) Process. These domains and their corresponding constructs (see Table 1) can complement the proposed key elements of the development and evaluation process of complex interventions by Craig et al. (2008) as displayed in the modified model for complex HIT interventions (see Figure 1) (Craig et al., 2008; Damschroder et al., 2009).


Table 1. Domains, constructs, and their brief descriptions as displayed in Damschroder et al. (2009).
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FIGURE 1. Key elements of the development and evaluation process of complex HIT interventions based on Craig et al. (2008) and Damschroder et al. (2009).



A PATIENT SAFETY EXAMPLE FOR IMPLEMENTATION FAILURE OF COMPLEX HEALTH INFORMATION TECHNOLOGIES

One particular example is a study by Han et al. (2005) which reported an unexpected increase in mortality after implementing a computerized physician order entry system (CPOE) in children who are transported for specialized care to an intensive care unit (ICU). Though implementing the CPOE had the opposite intent (i.e., to reduce mortality), the authors report that observed mortality nearly doubled, increasing from 2.80 to 6.57% (Han et al., 2005). In non-survivors, the CPOE was used more often (48.0 vs. 27.4%; P < 0.001) and was an independent predictor of mortality in the final logistic regression model (OR = 3.28; 95% CI 1.94–5.55; P < 0.001). The authors describe in detail the restructured processes after the CPOE was implemented, highlighting diverse problems such as delay of care due to a complex ordering process which can only start when the patient is fully registered, communication bandwidth problems using wireless communication due to increased overall traffic in the hospital computer system, dislocation of medical personal as one physician was now needed to place orders for the first 15 to 60 min if a patient arrived in extremis, and the removal of a satellite medication dispenser for critical medication from the ICU as all medication now had to be located at the central pharmacy. Furthermore, medical staff at the ICU were logged out when a pharmacist accessed the placed order for further processing, delaying additional order entries.

Though the displayed problems might not be exhaustive, they still underline the importance of thorough implementation of HIT as complex interventions. Referring to Figure 1, the authors reported on problems that emerged regarding intervention characteristics (e.g., external intervention source which was poorly adapted to the needs of the ICU and not tested on a small scale to identify potential problems, despite the potential to increase complexity of health care delivery in the ICU), the outer setting (i.e., not considering the patient needs for immediate care and treatment sufficiently), and process (poor planning of the implementation with no simulations or practice sessions for ICU staff or incremental implementation of parts of the intervention which might have provided important information at an early stage as well as a poor reflection and subsequent adaptation at an early stage of the implementation due to a lack of such “dry runs”). The majority of the reported problems might have transpired because the CPOE was externally developed, tested for feasibility and evaluated, and was not well-implemented in the ICU, resulting in an increase in mortality. An implementation failure happened that would have likely cost lives.

CONCLUSION

Though this current opinion piece can be seen as a first step in understanding HIT as complex interventions, the example highlights that it can help guide their development, implementation, and evaluation. Special emphasize needs to be placed on the successful implementation of HIT to ensure high quality of care and patient safety with the aim of avoiding potential harm to patients. The proposed blended model introduced in this opinion piece can help to identify potential elements for implementation failure or to understand the adverse effects of HIT interventions by drawing on key elements of complex interventions, with a special emphasize on the implementation by including the CFIR.

Future studies that attend to the field of patient safety and HIT should (a) be aware of the complex nature of HIT and consider this branch of research to enhance the understanding of working and non-working mechanisms in clinical settings by (b) drawing on insights from implementation science to avoid a failure of implementation with potential harm for patients. Additionally, relying on the CFIR and its' definition of domains and related constructs can also increase transparency regarding implementation effort and comparability with other studies.
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Domain

Intervention
characteristics

Process

Outer setting

Inner setting

Characteristics of
individuals

Process

Construct

Intervention source

Evidence strength and quality

Relative advantage

Adaptability

Tralabilty
Complexity

Design quality and packaging
Cost

Patient needs and resources

Cosmopolitanism
Peer pressure

External policies and incentives

Structural characteristics.

Networks and communications

Culture

Implementation climate

Knowledge and beliefs about the
intervention

Self-efficacy

Individual stage of change
Individual identification with

organization
Other personal attributes

Planning

Engaging

Executing

Reflecting and evaluating

Brief description

Perception of key stakeholders about whether the intervention is externally or
internally developed.

Stakeholders’ perceptions of the quality and validity of evidence supporting the belief
that the intervention will have desired outcomes.

Stakeholders’ perception of the advantage of implementing the intervention vs. an
alternative solution.

The degree to which an intervention can be adapted, tailored, refined, or reinvented
to meet local needs. Adaptabilty relies on a definition of the “core components” (the
essential and indispensible elements of the intervention itsel) vs. the “adaptable
periphery” (adaptable elements, structures, and systems related to the intervention
and organization into which it is being implemented) of the intervention.

The ability to test the intervention on a small scale in the organization, and to be able
to reverse course (undo implementation) if warranted.

Perceived dificulty of implementation, reflected by duration, scope, radicalness,
disruptiveness, centrality, and intricacy and number of steps required to implement.
Perceived excellence in how the intervention is bunded, presented, and assembled.
Costs of the intervention and costs associated with implementing that intervention,
including investment, supply, and opportunity costs.

The extent to which patient needs, as well as barriers and failtators to meet those
needs, are accurately known and prioritized by the organization.

The degree to which an organization is networked with other external organizations.
Mimetic or competitive pressure to implement an intervention, typically because most
o other key peer or competing organizations have already implemented or in pursut
of a competitive edge.

Broad constructs that encompass external strategies to spread interventions,
including policy, and regulations (governmental or other central entity), external
mandates, recommendations and guidelines, pay-for-performance, collaboratives,
and public or benchmark reporting.

The social architecture, age, maturity, and size of an organization. Social architecture
describes how large numbers of people are clustered into smaller groups and
differentiated, and how the independent actions of these diferentiated groups are
coordinated to produce a holistic product or service.

“The nature and quality of webs of social networks and the nature and quality of formal
and informal communications within an organization.

Norms, values, and basic assumptions of a given organization. Most change efforts.
are targeted at visible, mostly objective, aspects of an organization that include work
tasks, structures, and behaviors.

The absorptive capacity for change, shared recepivity of involved individuals to an
intervention, and the extent to which use of that intervention wil be rewarded,
supported, and expected within their organization (e.g., readiness for change).

Individuals’ attitudes toward and value placed on the intervention, as well as familiarity
with facts, truths, and principles related to the intervention.

Individual belief in their own capabilities to execute courses of action to achieve

implementation goals.

Characterization of the phase an individual is in, as he or she progresses toward
skilled, enthusiastic, and sustained use of the intervention.

A broad construct refated to how individuals perceive the organization and their

relationship and degree of commitment to that organization.

This is a broad construct to include other personal traits. Traits such as tolerance of
ambiguity, intellectual abilty, motivation, values, competence, capacity,
innovativeness, tenure, and learning style have not received adlequate attention by
implementation researchers.

The degree to which a scheme or method of behavior and tasks for implementing an
intervention are developed in advance and the quality of those schemes or methods.
Attracting and involving appropriate individuals in the implementation and use of the
intervention through a combined strategy of social marketing, education, role
modeling, training, and other similar activities.

Carrying out or accomplishing the implementation according to plan. Execution of an
implementation plan may be organic with no obvious or formal planning, which
makes execution difficult to assess.

Quantitative and qualitative feedback about the progress and quality of
implementation accompanied with regular personal and team debriefing about
progress and experience. It is important to differentiate this processual construct from
the Goals and Feedback construct under Inner Setting, described above. The focus
here is specifically related to implementation efforts.
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