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Introduction: Technological innovation is the key to ensuring the safety performance of new energy vehicles, which is crucial for ensuring the safety performance of new energy vehicles.Methods: In order to ensure the safety and dynamism of new energy vehicles, a fuzzy dynamic Markov control strategy was adopted to design a vehicle’s anti-rollover wire controlled chassis system, analyze its fuzzy failure efficiency, and combine fault tree analysis to assess the safety integrity level of the vehicle.Results: The results showed that the proposed control strategy achieved a wheel turning angle error of within 0.002° for new energy vehicles, indicating good vehicle performance. In the case of sharp turns, the proposed control strategy had a body roll angle of basically within 3.0°. The designed new energy vehicle reached the automotive safety integrity level D, which means that the designed system can maintain functional safety in the event of potential faults, significantly reducing the risk of vehicle accidents and ensuring passenger safety and vehicle dynamic stability.Discussion: By reducing the risk of vehicle rollover under extreme driving conditions, vehicle handling and reliability could be improved, ensuring that new energy vehicles can operate more safely in a wider range of real-world scenarios. This provides a certain technical theory for the safety control of car rollover, which is helpful for the safety risk management of vehicles.Keywords: new energy vehicles, wire controlled chassis system, fuzzy markov, fault tree, roll over control
1 INTRODUCTION
With the continuous progress of technology, new materials, processes, and technologies continue to emerge, providing unprecedented opportunities for the research and development of new energy vehicles (Qian et al., 2020). For the functional safety of road vehicles, the risk classification system defined in ISO 26262 standard, namely, Automotive Safety Integrity Level (ASIL), is often used. Among them, ASIL D represents the highest level of safety integrity, which is level D. It is the highest requirement for functional safety and is typically used for critical safety related systems (Jin et al., 2022). Fuzzy Markov (FM) is a concept that combines fuzzy logic with Markov processes. A Markov process is a stochastic process with Markov properties, meaning that the future state depends only on the current state and is independent of the past state. Fuzzy logic is a mathematical tool for dealing with uncertainty and fuzziness, which is based on fuzzy concepts and fuzzy set theory, quantifying uncertainty and conducting logical reasoning (Shi et al., 2021). As a special type of inverted tree logical causal relationship diagram, Fault Tree Analysis (FTA) is a directional tree that describes the causal relationship of accidents. FTA can identify and evaluate the hazards of various systems, which is suitable for both qualitative and quantitative analysis. Its advantages are concise and visual, reflecting the systematic, accurate, and predictive nature of using systems engineering methods to study safety issues. Due to the uncertainty and fuzziness in the practical application of automobiles on traffic roads, commonly used fuzzy logic analysis cannot efficiently and accurately determine the system’s ability to prevent rollover. Meanwhile, the Integrated Wire Controlled Chassis (IWCC) system for new energy vehicles has a relatively complex layout, and there is relatively little research on it. Therefore, the study proposes an IWCC system and selects FTA for analyzing the safety objectives and risk levels of subsystems. At the same time, an IWCC system anti-rollover control strategy combining Steer By Wire (SBW) and Electro Hydraulic Brake (EHB) is proposed, and its functional safety is verified in the FM model. The research design aims to achieve safety risk control for new energy vehicle rollover and ensure that the vehicle meets ASIL standards. The research mainly includes four parts. The first part is a review of research on anti-rollover design and FM. The second part is to build an IWCC system anti-rollover safety risk control model for FM and FTA. The first section is to build FM and FTA models, and the second section is to design an IWCC system anti-rollover control model that combines FM and FTA. The third part is the analysis of the results of the proposed system. The first section is the performance analysis of the IWCC system, and the second section is the application analysis of the automotive IWCC system. The fourth part is the conclusion of the proposed system.
2 RELATED WORKS
Car anti-rollover design can improve driving safety and vehicle performance, and some scholars have conducted extensive research on this and achieved good results. Saeedi MA designed a robust combination control system that combines linearized feedback and sliding mode control methods to improve vehicle maneuverability. The system tracked the expected lateral velocity and yaw rate of the vehicle and controls active steering. The results showed that the system had good lateral stability and handling (Saeedi, 2020). Ataei M et al. proposed a method for vehicle rollover detection and prevention, which combines an active anti-rollover system and centroid position measurement to allocate control force, obtain complete unsaturated rollover information, and track the required acceleration obtained. The results showed that this method was effective (Ataei et al., 2020). To prevent the car from tipping over at high speeds, Van Tan V used an active anti-roll bar system with an electric hydraulic actuator to generate active torque and controlled the signal and spring loaded mass roll angle, thereby improving the stability of the car. The results showed that this method was feasible (Van Tan, 2021). Jin Z et al. developed a sliding mode control anti-roll controller and a linear quadratic regulator model for vehicle rollover control, which reduced vehicle rollover, accurately and timely controlled the steering wheel, and improved roll stability. The results showed that this method had good robustness (Jin et al., 2022). To effectively implement vehicle rollover prevention, Wang C et al. designed a vehicle rollover evaluation system to estimate roll angle and roll rate, identify center of gravity height, and adapt to nonlinear model characteristics and unknown noise characteristics. The results showed that the system had good performance (Wang C. et al., 2020). Ataei M et al. developed an active anti-rollover system based on LTR to detect real-time rollover hazards during vehicle driving, using the universal rollover index to detect rollovers in different situations. The results showed that the method performed well (Ataei et al., 2019). Dandiwala A et al. developed an active tilt control system with an improved active steering gain curve to prevent electric vehicles from overturning at high speeds, achieving smaller tilt torque and deviation. The results showed that the system was operable (Dandiwala et al., 2023). Yang E’s team proposed a multi-constraint nonlinear seven degree of freedom robust predictive controller for anti-rollover design of semi trailers, and the results showed that this method could reduce lateral acceleration by 50% (Yang et al., 2023). Han K J et al. designed a high tension cable guardrail with a height of 0.65 m to prevent car rollover, and the results showed that this design could reduce the impact velocity by 60% (Han et al., 2023).
FM has a wide range of applications in the fields of artificial intelligence and control systems, and many professionals have conducted good research through this method. Xue M et al., to accurately transmit system modal information, combined with Lyapunov functions to build a hidden Markov model to describe group loss in the communication process, and tracked performance in H ∞. They derived stability criteria dependent on patterns and fuzzy bases, and the results showed that this method had some effectiveness (Xue et al., 2020). Zhang L et al. developed a fuzzy semi Markov jump system combining interval type-2 fuzzy method for system fault detection, which detected fault signals and processed parameter uncertainties. The results showed that this method was practical and effective (Zhang et al., 2019). To solve the problem of finite time dissipative filtering, Liu J et al. proposed an adaptive event triggering scheme with asynchronous mode interval type II to reduce communication energy consumption. They also analyzed the asynchronous phenomenon between the object and the filter using FM analysis, and the results showed that this method had good effectiveness (Liu et al., 2021). Wang J et al. solved the double sum inequality for a class of discrete-time H ∞ using FM and Bernoulli distribution white sequences, and obtained less conservative conditions to analyze non-fragile controllers. The results showed that this method was feasible (Wang J. et al., 2020). Cheng et al. proposed an event triggered and Lyapunov function to reduce system transmission time for filter fault detection, and applied a hidden Markov model for probability detection of partially accessible hidden information. The results showed that this method had good practicality (Cheng et al., 2021). Cheng J et al. developed a multi-level Lyapunov function structure strategy based on the T-S fuzzy model for nonlinear Markov switching systems, which is both pattern dependent and fuzzy basis dependent. They solved the problem of non-stationary control and achieved controller gain. The results showed that this strategy had good feasibility (Cheng et al., 2020). Zhou J et al. proposed a discrete FM hopping system that considers the dynamic scaling factor of the quantizer in order to achieve asynchronous quantized dissipative control. The results showed that the system exhibited stability (Zhou et al., 2023). Hu M J’s team aimed to effectively utilize network resources by avoiding unnecessary signal transmission through FM and hybrid network attacks, and the results showed that this method was effective (Hu et al., 2023). Zhang L et al. used FM and Lyapunov functionals to achieve controller gain and obtained all state trajectories to achieve reachable set control. The results showed that this method was feasible and effective (Zhang et al., 2023).
In summary, both the design of car anti-rollover and FM related research have achieved good results, but only the functional safety issues of a single system have been analyzed, without considering the failure rate of the car’s wire control system. Therefore, the study proposed FM and FTA for designing vehicle anti-rollover wire controlled chassis systems, analyzing their fuzzy failure efficiency and safety integrity levels to ensure the safety and dynamics of the vehicle.
3 DESIGN OF ANTI-ROLLOVER CONTROL FOR IWCC SYSTEM BASED ON FM AND FTA MODELS
The study proposed FM and FTA to identify potential fault factors in vehicles, and designed an IWCC system for anti-rollover control, analyzing its fuzzy failure efficiency and safety integrity level.
3.1 Construction of FM and FTA models
The wire controlled chassis mainly consists of five subsystems, namely, the wire controlled steering subsystem, wire controlled dynamic subsystem, wire controlled drive subsystem, wire controlled suspension subsystem, wire controlled gear shifting subsystem, and other subsystems. Due to the real-time torque output of electric motors in new energy vehicles and the precise adjustment of electronic control systems, more flexible driving control can be achieved, and wire controlled chassis technology can further enhance this flexibility. Therefore, the study combined new energy vehicles and wire controlled chassis technology to design an IWCC system, to improve the vehicle’s handling and dynamic stability. Its core components include a wire controlled steering system, a wire controlled suspension system, a wire controlled braking system, and a wire controlled drive system. As FTA can be used for reliability analysis and fault diagnosis, an FTA model is constructed in the IWCC system to determine the risk level and safety objectives of subsystems. The general process of FTA is to first determine the top event, then construct a fault tree, and then analyze it to develop measures. Essentially, it is to identify the necessary and sufficient direct causes of fault events layer by layer through a strict hierarchical causal analysis from top to bottom (Choudhuri et al., 2023). In the IWCC system, after the control command is issued, the system fails to execute as expected, resulting in the vehicle being unable to respond normally. When the IWCC system fails, the system cannot generate the expected output FTA, as shown in Figure 1.
[image: Figure 1]FIGURE 1 | IWCC system FTA.
In Figure 1, the cut sets of the top event IWCC are Controller Area Network (CAN), P, Vehicle Control Unit (VCU), Electronic Control Unit (ECU), Steering Motor (SM), Oil Source Motor (OSM), Sensor (S), and Solenoid Valve (SV). Static subtrees do not have backup components, and their fuzzy inefficiency represents the selection of classical triangular fuzzy numbers, simplified from trapezoidal fuzzy numbers. Static subtree fuzzification utilizes a fuzzy logic gate structure to solve for the fuzzy failure rate values from the bottom event to the top event. If the basic event only includes two functional states: working and failure, and all components in the system are assumed to have no repairable probability, then the failure situation can be solved through the failure relationship of the static subtree. According to the principle of extension and fuzzy logic gates, the membership function for the fuzzy failure efficiency of the top event can be obtained. According to the extension principle in fuzzy logic, the mapping [image: image] from [image: image] to variable [image: image] is given, during which the fuzzy number [image: image] is extended to a new fuzzy number [image: image] (Ran et al., 2022). Then its membership function is shown in Equation 1.
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The confidence interval of the cut set [image: image] is shown in Equation 2.
[image: image]
Among them, the upper boundary [image: image] of the fuzzy set [image: image] is shown in Equation 3.
[image: image]
The lower boundary [image: image] of the fuzzy set [image: image] is shown in Equation 4.
[image: image]
Based on the above, the fuzzy operator of the OR gate structure function is combined to calculate the fuzzy failure efficiency of the static subtree, as shown in Equation 5.
[image: image]
Due to the possible dynamic faults and failure transitions of components in the IWCC system architecture, this study analyzed systems that experience external disturbances during operation using Markov transition matrices and dynamic fault trees combined with trapezoidal fuzzy numbers. In the FM model, considering the uncertainty of state or transition probability, fuzzy sets or fuzzy mathematics methods are introduced to make the state or probability in the Markov process fuzzy. This method can better handle problems caused by uncertainty and fuzziness, and is suitable for system modeling and analysis scenarios with fuzziness. Therefore, the failure transition process of dynamic FTA is represented by Markov chains, and the fuzzy failure rate of the bottom event is represented by trapezoidal fuzzy numbers (Wellendorf et al., 2023). The trapezoidal fuzzy number can more accurately reflect the fuzziness in system performance, as it allows defining an interval rather than just a point, thus considering the possible states of the system more comprehensively. By using trapezoidal fuzzy numbers, the system can more robustly cope with various situations when facing uncertainty, reducing performance fluctuations caused by inconsistencies or random changes. The trapezoidal fuzzy number is a quadruple [image: image] containing four vertices, with fuzzy points [image: image], [image: image], [image: image], [image: image], as shown in Equation 6.
[image: image]
In Equation 6, [image: image] represents the inductance of the coil inside the solenoid valve, which is sequentially represented by 4 fuzzy points. [image: image] is the probability of FTA top event failure. Basic events CANA and CANB, with [image: image]. If the top events of the subtree are CANA and CANB, the FM model is illustrated in Figure 2.
[image: Figure 2]FIGURE 2 | FM model diagram. (A) CANA·CANB. (B) Primary Initiating.
In Figure 2, the top events CANA and CANB, as well as the 00 in the primary triggering event, indicate that the component has not failed, while 10 and 01 are intermediate transition states, indicating that one component has failed with a failure structure of 0-1-2. After the FM differential equation is transformed, the derivative FF of the probability of the system in state [image: image] at the moment of [image: image] is shown in Equation 7.
[image: image]
In Equation 7, [image: image] is the derivative of the transition probability matrix. Quantitative analysis of [image: image] differential equations in events CANA and CANB is shown in Equation 8.
[image: image]
The relationship expression of the original equation [image: image] is inferred from Equation 8, as shown in Equation 9.
[image: image]
Therefore, the matrix expression of the failure efficiency [image: image] in events CANA and CANB is shown in Equation 10.
[image: image]
In Equation 10, [image: image] represents the transition rate from state [image: image] to [image: image]. The reliability of the [image: image] time system is shown in Equation 11.
[image: image]
The failure rate [image: image] of the top event CAN is shown in Equation 12.
[image: image]
3.2 IWCC system anti-rollover control design
In the hardware design of the IWCC system, the actuator adopts SBW and EHB. SBW uses electronic signals instead of mechanical connections to rotate the wheels of the vehicle. This technology eliminates the mechanical connections in traditional mechanical steering systems, making vehicle steering more flexible and precise. EHB is a braking system based on electronic signal control, combining the advantages of traditional hydraulic brakes and ECU. The EHB system controls the pressure of the brake through electronic signals, enabling faster and more accurate braking operations. To improve the handling, safety, and driving experience of new energy vehicles, a combination design will be conducted. At the same time, to avoid vehicle rollover, the safety requirements of SBW and EHB are designed as ASIL C and ASIL A respectively, and the combination of the two is designed to achieve ASIL D of the system. The independent components CAN bus, vehicle controller, and power supply meet the D-level requirements. Implementing this hierarchical safety design during the operation of new energy vehicles can prevent serious accidents such as rollovers. The functional safety hardware architecture of the IWCC system needs to consider strict security requirements. Therefore, the functional safety design of the IWCC controller is shown in Figure 3.
[image: Figure 3]FIGURE 3 | Functional safety design of integrated wire controlled chassis controller.
In Figure 3, the level conversion requirement of EHB relies on the power scheme construction in ECUI to ensure the level matching and conversion required for normal system operation. The main control chip A of ECUI1 is responsible for AD acquisition, controlling the output of motors and solenoid valves, as well as CAN communication between other controllers. The backup chip B of ECUI2 receives the same data and compares and checks the functional operation of A. If backup B discovers an error report fault code, main control A can replace B to ensure the correctness and continuity of system functionality. The pioneering group of Automotive Open System Architecture (AUTOSAR) defined a software architecture for controllers, which separates the hardware and software of devices and puts functional model software and software components together which is independent of each other and developed by different manufacturers, combined into a specific project through certain automated configuration processes. Its function is to achieve interoperability and software reusability between automotive ECUs, and to improve the flexibility, maintainability, and scalability of the system (Bandur et al., 2021). The level conversion requirements in the EHB system are constructed and implemented by the power scheme in ECUI, and the modularity, independence, and interoperability of the system are achieved through the AUTOSAR software architecture standard to improve the reliability and maintainability of the system. The schematic diagram of the redundant algorithm for the electromagnetic valve components in the IWCC system is shown in Figure 4.
[image: Figure 4]FIGURE 4 | Schematic diagram of redundant algorithm for electromagnetic valve components in IWCC system.
In Figure 4, the exclusive method is selected for fault detection of automotive solenoid valve components. After reading the BPAS and FLPS signals, they are analyzed. When the absolute value of the difference between the ideal braking force and the actual braking force is greater than 0.1MPa, PWM is output through ECU2 detection calculation. Whether PWM meets the output of ECU1 is needed to be determined. If it does, FBV, FCV, and FRIV are used to complete the braking requirements. Then a braking judgment is performed to see if the absolute difference between FLPS and FRPS is greater than 0.1 MPa. If it does, a FLPS fault code will be displayed. Otherwise, an FRPS fault code will be displayed, and then the system will return to re-evaluate the braking force. If PWM does not comply with ECU1 output, a driver fault code will be displayed. The corrected braking torque [image: image] of the car is shown in Equation 13.
[image: image]
In Equation 13, [image: image], [image: image], and [image: image] are the proportional, integral, and differential coefficients of the controller. To ensure the optimal balance between system stability, response speed, and anti-interference ability, the IWCC system is designed with an anti-rollover control strategy as shown in Figure 5.
[image: Figure 5]FIGURE 5 | Schematic diagram of anti-rollover control strategy for IWCC system design.
In Figure 5, the speed of the new energy vehicle participating in the experiment is [image: image], while the steering wheel angle is [image: image]. The rollover index is the Lateral Load Transfer Ratio (LTR). After verification in the fault handling layer and functional monitoring layer of ECUI2, the accurate LTR value enters the lower control strategy using PID controller and fuzzy controller. The Steering Wheel Angle Sensor (SWAS) receives information and sends it to the PID controller to determine Pulse Width Modulation (PWM) and SM. After the fuzzy controller processes the Wheel Cylinder Pressure (WCP), PWM and SV are determined. It will monitor and process the input of the controller to achieve the system’s software and hardware anti-rollover function. The roll angle [image: image] error and error rate have the same fuzzy domain range, which is [0,1]. The fuzzy sets of the controller input and output are {Zero (Z), Positive Small (PS), Positive Middle (PM), Positive Big (PB)}. When the car turns at low lateral acceleration or high speed, the [image: image] output weight increases. However, when the car turns at low lateral acceleration and low speed, the [image: image] output weight increases (Jamadar and Jadhav, 2021). The control input is the normalized value of the roll angle error rate and its error, and the control output [image: image] is shown in Equation 14.
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In Equation 14, [image: image] and [image: image] represent the steering and braking control output ratios, respectively, and [image: image] represents the front wheel steering angle of the car. The IWCC anti-rollover fuzzy control rule table is shown in Table 1.
TABLE 1 | IWCC anti-rollover fuzzy control rule table.
[image: Table 1]4 ANALYSIS OF IWCC SYSTEM RESULTS BASED ON FM AND FTA MODELS
Research analyzed the fault factors of EHB and SBW in the IWCC system, and performed performance analysis on their hardware separately to obtain fuzzy failure efficiency and determine the safety level. Simultaneously, error comparison analysis was conducted with different control strategies to evaluate the effectiveness of anti-rollover measures.
4.1 IWCC system performance analysis
The study conducted simulation on the CarSim vehicle model to determine the weak links of the system, studied the importance of components, and analyzed the importance of different influencing factors of EHB and SBW systems, as shown in Figure 6.
[image: Figure 6]FIGURE 6 | Comparison of importance results between EHB and SBW systems.
In Figure 6, the FV importance of sensor faults in EHB and SBW systems was 81.21% and 68.06%, respectively, both of which were the highest proportions. The FV importance of steering motor faults and ECU faults in the SBW system of the EHB system was 27.42% and 4.51%, respectively. Therefore, in the subsequent maintenance of the car, sensors can be monitored to ensure the reliability and safety of the system. Based on the importance ranking results of EHB and SBW systems, redundant design of functional components was carried out, followed by the completion of FTA model construction, and the failure rates of the two systems were obtained. Meanwhile, considering the uncertainty and fuzziness of car rollover events, to verify the properties of the FM model, the fuzzy failure efficiency membership functions of event CAN and top event IWCC per unit time were studied, as shown in Figure 7.
[image: Figure 7]FIGURE 7 | Comparison of membership functions for system redundancy results and time fuzzy inefficiency. (A) EHB and SBW. (B) CAN and IWCC.
In Figure 7A, the initial failure rate of the EHB system was 4.002E-05, Event 2 was a sensor failure with a failure rate of 7.521E-06, and Event 5 had a failure rate of 1.098E-09. The initial ASIL of the system was 2.527E-05, and by Event 2, the redundancy result decreased to 8.07E-06, with the fastest decrease in inefficiency. The failure rates of Events 3 and 4 were 1.14E-06 and 3.456E-10, respectively. At this time, the failure rates of the SBW system with full redundancy design could meet the D-level requirements. In Figure 7B, when the membership degree of the event CAN was 1 at any intersection, the maximum value of the fuzzy inefficiency interval was 2.862 × 10−11 per hour. The fuzzy failure rate of the designed system top event was 2.403 × 10−9 per hour, and the other 8 sub events met the level requirements of ASIL decomposition after modular decomposition of the IWCC system. This indicates that the safety measures of the IWCC architecture meet the ASIL D-level standard. The fuzzy failure efficiency results obtained by using FM to calculate the various cut sets of the top event IWCC are shown in Table 2.
TABLE 2 | The failure rate of cut sets and top events in different systems.
[image: Table 2]In Table 2, the cut sets in this study could determine the complexity and degree of impact of IWCC system faults. The fuzzy failure rate of sensor failure was higher, at 2.018E-09. This indicated that sensor failures had a significant impact on the overall reliability of the studied system, and therefore it needs to be carefully considered in subsequent diagnosis and monitoring.
4.2 Application analysis of automotive IWCC system
The results were verified in CarSim simulation tool for different control strategies, and the analysis of wheel angle errors was studied under the condition of car turning angles. By maintaining the same conditions, the effects and performance of different control strategies in reducing wheel angle errors were compared and analyzed, the obtained wheel angle errors are shown in Figure 8.
[image: Figure 8]FIGURE 8 | Comparison of wheel angle errors under different control strategies.
In Figure 8, the wheel angle errors of EHB and SBW were similar, and the variation curves were almost identical. There were some similarities in the system responses of the two. The IWCC control strategy had a smaller variation in wheel angle error compared to the two, maintaining within 2e-3deg, indicating better vehicle performance. The smaller range of error variation indicated that the IWCC control strategy had more reliable control performance, which helped to improve vehicle handling and safety. Research was conducted on simulating the driving situation of vehicles under the IWCC control strategy in a simulation model, with a speed input of 5 m/s, to obtain a comparison of the changes in the center of mass sideslip angle, lateral acceleration, yaw rate, and body roll angle over time, as shown in Figure 9.
[image: Figure 9]FIGURE 9 | Real time vehicle information changes over time. (A) Center of mass lateral deviation angle and yaw. (B) Roll angle and lateral acceleration.
In Figure 9A, the vehicle’s yaw rate remained at 0.10 rad/s after 1 s, and the center of mass lateral deviation angle was approximately 0.025 rad after 3 s. This indicated that the vehicle was performing a stable steering action and had good lateral stability. In Figure 9B, the vehicle’s roll angle was approximately 0.14 rad after 2 s, and its lateral acceleration remained at around 0.5 m/s2 after 1.7 s. The acceleration experienced by the vehicle in the lateral direction was constant, and the value of the acceleration was relatively low, resulting in good interior comfort. To evaluate the performance of new energy vehicles under step operating conditions, a study was conducted with a set speed of 120 km/h and a steering wheel angle of 120°. The anti-roll control effects of uncontrolled, EHB, SBW, and IWCC systems were compared, as shown in Figure 10.
[image: Figure 10]FIGURE 10 | Comparison of anti-rollover control effects of IWCC system. (A) LTR control results. (B) Roll angle control results. (C) Lateral acceleration control results. (D) Yaw rate control results.
In Figure 10A, the LTR values of the four control scenarios remained at 0 before 1.0 s, and the LTR changes were the largest between 1.0 and 1.5 s. The car rolled over without control for 2.3 s, while the maximum LTR value of the IWCC system was 0.75. In Figure 10B, the peak roll angle of the 1.9 s EHB system was 5.8 deg, while that of the IWCC system was 4.5 deg, a 10% decrease in comparison. In Figure 10C, there was a step turn at 1.0 s, and the maximum lateral acceleration fluctuation under the control of the IWCC system was 0.9 g/s. At this point, the IWCC system could support the upper level fuzzy integrated control algorithm, meet functional safety requirements, and avoid vehicle rollover. In Figure 10D, at 1.3 s, the EHB system control had a high yaw rate of approximately 21.8 deg/s. The IWCC system changed the driving state on the basis of the EHB system, with little fluctuation in its yaw rate, which was about 10.5 deg/s. The addition of SBW control could adjust the interior comfort of the car. This study compared and analyzed the applicability of control strategies such as Proportional Integral Derivative (PID) control, proposed control, and Model Predictive Control (MPC) in IWCC systems, and evaluated the performance of IWCC systems under different driving conditions such as wet and slippery roads and sharp turns. The changes in body roll angle of different control strategies in two actual scenarios within the same time period were compared, as shown in Figure 11.
[image: Figure 11]FIGURE 11 | Changes in vehicle body roll angle under two practical scenarios with different control strategies. (A) Sudden turning situation. (B) Wet and slippery road surface.
In Figure 11A, during sharp turns, the body roll angle of the control strategy proposed for new energy vehicles was generally within 3.0 deg. This control strategy could respond more quickly to system state changes and had better handling capabilities for nonlinear characteristics. The maximum change in roll angle was controlled by PID. This was because PID control was suitable for simple systems, but it reacted slowly in nonlinear and complex dynamic situations, and produced significant overshoot and oscillation during rapid changes. In Figure 11B, on a wet and slippery road surface, the control strategy proposed by the new energy vehicle could quickly restore the body roll angle to 0 deg compared to MPC and PID control, that is, restore the body stability. MPC had a large computational load, poor real-time performance, and unstable performance in rapidly changing dynamic scenarios. Within 5 s, the body roll angle change curve was relatively smooth, with a maximum roll angle of less than 0.25°, indicating that the proposed control strategy was more stable.
5 CONCLUSION
To ensure vehicle safety and avoid rollover, the FM control strategy was studied and selected. The IWCC system was designed, and its fuzzy failure efficiency was analyzed. The safety integrity level of the vehicle was verified through FTA. The results indicated that the FV importance of sensor faults in EHB and SBW systems was 81.21% and 68.06%, respectively, both of which were the highest proportions. The FV importance of steering motor faults and ECU faults in the SBW system of the EHB system was 27.42% and 4.51%, respectively. The other 8 sub events achieved the level requirements of ASIL decomposition after modular decomposition in the IWCC system. The fuzzy failure rate of the top event in the IWCC system was 2.403 × 10−9 per hour, indicating that the security measures of the IWCC architecture met the ASIL D-level standard. When the membership degree under any cut set of event CAN was 1, the maximum value of the fuzzy inefficiency interval was 2.862 × 10−11 per hour. The initial failure rate of the EHB system was 4.002E-05, Event 2 was a sensor failure with a failure rate of 7.521E-06, and Event 5 had a failure rate of 1.098E-09. The initial ASIL of the SBW system was 2.527E-05, and by Event 2, the redundancy result decreased to 8.07E-06, with the fastest decrease in inefficiency. The failure rates of Events 3 and 4 were 1.14E-06 and 3.456E-10, respectively. At this time, the failure rates of the SBW system with full redundancy design could meet the D-level requirements. The wheel angle error of EHB and SBW was similar, and the change curve was almost the same. The IWCC control strategy had a smaller change in wheel angle error compared to the two, maintaining within 2e-3deg. At 1.9 s, the peak roll angle of the IWCC system was 4.5 deg, a 10% decrease in comparison. There was a step turn at 1.0 s, and the maximum fluctuation in lateral acceleration under the control of the IWCC system was 0.9 g/s. This indicated that the IWCC system has improved vehicle safety performance, enhancing the anti-rollover control force while ensuring small errors. However, due to time constraints, the changes in wheel angles caused by weather factors were not compared, and further research can be conducted here in the future.
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