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The recent advent of the dynamic consent concept intensified the data integrity issue in
clinical trials. Incorporating blockchain technology into a dynamic consent platform can
be a feasible solution. Due to various clinical trial settings, a demand-driven development
strategy is required. We developed a blockchain-based dynamic consent platform
named METORY tailored for clinical trials. The platform consisted of three parts: web and
mobile application user interface, study management platform, and blockchain platform.
Hyperledger Fabric, an enterprise-grade private blockchain framework, was used to
integrate blockchain into the study consent platform. We conducted user acceptance
tests and applied feedback to the improvement of the platform. Identity and role-based
access control was constructed by combining mobile-application-based certificate
system and access control functionalities in Hyperledger fabric. Data were encrypted
using SHA-256 prior to transmission to blockchain server and TLS protocol was used
for in-transit encryption. File-system level encryption was separated implemented within
the security measures from Amazon RDS. Users’ experience in the clinical trial was
acceptable in the ease and usefulness of the platform.

Keywords: blockchain, clinical trials, dynamic consent, mobile application, platform

INTRODUCTION

Written informed consent, which is mandated under Good Clinical Practice, should be obtained
prior to any study-related procedure in clinical trials (1). The principle also obligates obtaining
additional consent when the study protocol is amended (1). In practice, the principle has met
several concerns with the advent of digitalization in clinical trials (2). A major concern is that
traditional “written” consent cannot ensure proper understanding; therefore, the consent process
should be dynamic and interactive (2).
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Development of Dynamic Consent Platform

Digitalization in clinical trials was accelerated after the
coronavirus-19 pandemic in 2019 (3). In particular, electronic
consent (eConsent) in clinical trials was actively implemented
as the traditional consent process became unavailable during
the pandemic (3, 4). Despite the widespread introduction of
eConsent, several major issues have been posed (5, 6). One major
concern is whether the study participants adequately understand
the information (6). Another issue is security and trust, which
requires strict control of access systems (6). The issues were
aligned with recent discussions in data integrity, which was
emphasized in Good Clinical Practice (7).

Attentions to eConsent in clinical trials are currently intense,
coupled with novel clinical designs and decentralized clinical
trials (5). As considerable data are generated or managed from
electronic sources in this environment, conventional paper-based
regulations are not properly working under these settings (5).
However, there have been no consistent procedures to replace
conventional paper consent with the electronic format (8). In
addition, issues in the eConsent platform are associated with
the design of the platform, wherein the entire information was
conferred via electronic media (6, 8, 9).

The issues in implementing eConsent are also closely related
to recent dynamic consent concepts in clinical trials. Dynamic
consent is characterized by granular decisions from the study
participants supported by an interactive digital interface (10).
As dynamic consent requires point-by-point decisions from the
study participants, it inevitably accompanies a larger number
of interactions (11). Accordingly, data integrity and security
issues could be intensified in implementing dynamic consent in
clinical trials.

One approach to overcome the data integrity issue is the
utilization of blockchain technology. Key features of blockchain
are immutability and traceability of data, which could bolster data
integrity in clinical trials (12). Several attempts have been made
to integrate blockchain in dynamic consent (13-15). Most of the
attempts were related to dynamic consent models in biobanks
(13, 15), wherein the dynamic concept was first introduced in
contrast to broad consent (16).

Among the advantages of implementing blockchain in clinical
trials, patient privacy is of great importance. Cryptographic
algorithms intrinsically provided by blockchains could provide
stable measures of patient privacy (17). The prototype blockchain
bitcoin used 256-bit Secure Hash Algorithm (SHA-256) replacing
IP address (17) and implemented in a consent module (18).
Various other encryption algorithms are also attempted, and
the inherent anonymization following encryption could be well
aligned with clinical trials (19).

To the best of our knowledge, attempts at blockchain-
based dynamic consent in clinical trials are relatively rare. The
incorporation of blockchain in clinical trials has been mostly
focused on data management and in the prototype stage (20, 21).
The experience of the platforms in prospective clinical trials
is even more limited, although evaluation using retrospective
clinical trial data was tried (22).

To address complicated considerations in clinical trials
(5), we developed a demand-driven blockchain-based dynamic
consent platform tailored for clinical trials named METORY. We

designed the platform from pragmatic perspectives, followed by
iterative platform enhancement. In addition, we implemented
the platform in an actual multicenter clinical trial to evaluate
real-world user experience.

MATERIALS AND METHODS

Overall Development Strategy

To optimize the development process, we adopted a prototype
development approach. Prior to developing a prototype platform,
a preliminary survey on the functions of the platform was
planned. The prototype platform was built based on the
survey results, and three-stage user acceptance tests were
performed: core group (mainly with developers), single center,
and multicenter levels. The feedback from the user acceptance
tests was reflected on the further development of the platform.
The final platform was implemented in an actual multicenter
clinical trial, and user experience from the trial was collected
(Figure 1).

Preliminary Survey on the Functions of the

Platform

To define the main functions of the platform tailored for clinical
trials, a preliminary survey was conducted on investigators and
personnel in clinical trials. We organized questions with the
multimedia components adapted from TransCelerate eConsent
guidance (23). The included items were as follows: tiered
approach of the interface, video, audio, pictures and diagrams,
callout boxes, chats with investigators, knowledge review,
section-based participant attestation, and electronic signature.
Each question was provided with prototypal illustrations of the
system. The questionnaire was sent via group emails of the
Korean Society for Clinical Pharmacology, and responses were
collected in November 2019.

Platform Development
The platform was divided into three parts: web and mobile
application user interface, study management platform,
and blockchain platform. Web and mobile application user
interfaces were constructed separately for investigators and
study participants. Study management parts comprised the web
servers for investigators and study participants, application
programming interface (API) for mobile applications, relational
database management system (RDBMS) for study management
to store study information, and a decentralized application
(dApp) server which could access to blockchain platform. Web
servers and APIs transmitted study information to RDBMS,
while the web server for the investigators sent signed consent
information to the dApp server. The dApp server requested
access to the blockchain platform to record or create transactions
or to add signed consent information on the block (Figure 2).
Blockchain platforms could be primarily classified into
public, private, or federated blockchain (24). The following
characteristics were taken into account on selecting the proper
blockchain platform: (i) access control of trusted users, (ii)
protocol efficiency, (iii) immutability of data, (iv) management of
the platform, and (v) transaction approval rate (24). Availability

Frontiers in Medicine | www.frontiersin.org

May 2022 | Volume 9 | Article 837197


https://www.frontiersin.org/journals/medicine
https://www.frontiersin.org
https://www.frontiersin.org/journals/medicine#articles

Huh et al.

Development of Dynamic Consent Platform

Improvement of
the platform

Feedback

Preliminary User Implementation
Prototype acceptance test :
survey on the latform P in an actual
functions of the P * GCore group level multicenter
development + Single center level . .
platform «  Multicenter level clinical trial

FIGURE 1 | Schematic representation of the development process.
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FIGURE 2 | Data flow and architecture of the platform.

of smart contract and data security functionalities was also
considered as the platform was aimed at dynamic consent.

User Acceptance Test

User acceptance tests were initially performed with the first
prototype platform within the core group consisting of
developers and study personnel. The core group evaluated
key functions of the platform, such as study, consent, subject
management, and electronic consent process. Key functions were
described as step-by-step scenarios, and the core group evaluated
each step. The results of the user acceptance test were applied to
improve the platform. The improved platform was then assessed

in study personnel in a single study center, followed by those
in another center to evaluate the multicenter scalability of the
platform (Table 1).

User Experience in the Multicenter Clinical

Trial

The final platform was implemented in an actual
decentralized and multicenter clinical trial using virtual drugs
(ClinicalTrials.gov identifier: NCT05047016) (25). The study
consisted of 2-week visits and home-based procedures. At the two
visits, study participants completed the questionnaires regarding
the user experience using the platform. The questionnaire
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TABLE 1 | User acceptance test scenarios.

Steps Descriptions

Study management by the investigators

1 Sign-in with the administrator account

2 Grant an investigators’ role

3 Create an account for an investigator

4 Sign-in with the investigator account

5 Modify account information

6 Manage authorization

7 Create an account for a clinical research coordinator

8 Create a study

9 Set up for the study: upload an advertisement for subject recruitment
10 Set up for the study: add descriptions on the advertisement
11 Set up for the study: upload an informed consent form

12 Set up for the study: set the signature format

13 Set up for the study: modify the status of the study

14 Check the advertisement for subject recruitment

Consent management by the investigators

Check the subject participation status

Check the request for study instruction from the subjects
Start instructions on the study

End instructions on the stud

Sign on the informed consent form

o O~ W N =

Verify access to the blockchain platform

Subject management by the clinical research coordinators
Sign-in with the clinical research coordinator account
Modify account information

Check the subject participation status

Check the reservation schedule

Answer to the subjects’ inquiries

Modify the reservation schedule

Verify the authentication of a subject

Check the request for study instruction from the subjects

© 00 N O O~ W N =

Check the signed informed consent form
Consent process by the study participants

Create a user account

Sign-in with the user account

Modify account information

Check advertisements for subject recruitment
Participate in a study

Reparticipate in a study

Inquire investigators of the study information

o N O o~ W N =

Make a reservation for a visit

©

Modify the reservation for a visit

—
o

Authentication

-
—

Request for instruction from the investigators

—
N

Get the instruction from the investigators

—
w

Sign on the informed consent form

N
~

Review the study record

-
[}

Question and answer using chatting module

—
[0}

Review the participation status

—
~

Sign-out

included 5 abbreviated questions at Visit 1 and 16 full questions
at Visit 2. Items in the questionnaire were adapted from the
mHealth App Usability Questionnaire (26) and modified
to be suitable for METORY. The results were summarized
descriptively for each item. The clinical trial was approved by the
institutional review board of Seoul National University Hospital
and Jeonbuk National University Hospital and was conducted in
accordance with the Declaration of Helsinki.

RESULTS

Preliminary Survey Results

A total of 61 investigators and study personnel responded to
the survey. Among the responders, investigators who obtained
consent accounted for the largest number (25%), followed by
clinical research coordinators (15%) and investigators who did
not obtain consent (13%). Most of the participants agreed to the
importance of electronic consent (95%).

Regarding the contents of the electronic consent system,
approximately three-quarters (76%) of the responders agreed to
the importance of the video components in electronic consent.
The chapter view interface was preferred (82%) to continuous
content views (18%). Most of the multimedia components were
considered necessary in the electronic consent system except
for the knowledge review, wherein negative opinions (47.5%)
were greater than positive opinions (18.7%). The opinions on
the preferred response time to questions varied: immediately
(34%), <2h (24%), 2-6h (6%), 6-24h (34%), others (2%). The
necessity of participant attestation (e.g., entering a statement such
as “I have no further questions”) was agreed upon in 70% of the
responders (Figure 3).

Study and Consent Management

Study and consent management functions were constructed
for investigators. The key functions were the creation and
modification of a clinical trial, the management of informed
consent forms and information provided to study subjects,
and registering the advertisement of subject recruitment. All
documents related to clinical trials needed to be approved by the
ethical committees and managed in an unmodifiable form (e.g.,
portable document format).

The principal investigator could grant specific authorizations
and functions for the investigators. For example, permissions
to provide consent were exclusively granted to the delegated
investigators with the physician’s license. Other investigators
were granted permission to browse the signed consent forms.
The status of the consent process was provided as a dashboard
to maximize convenience.

Informed consent forms and information provided to study
participants were managed by the version group of the
documents. A version group was set separately for each version
of the informed consent forms. The original consent form that
included the signature from the Institutional Review Board was
converted a portable document format file and uploaded. When
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FIGURE 3 | Summary of the preliminary survey on the functions of the platform.
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a study document was uploaded to a platform, the information
related to the file (e.g., version and upload date) with the
file itself was combined and converted into hash values. As a
slight modification in the document could result in considerable
changes in hash values, this system could provide the integrity
of the data provided to the study participants. The hash values
were recorded on the blocks in the blockchain platform. The hash
values were stacked in the blockchain platform. The hash values
and corresponding QR code were attached to the signed consent
form for verification purposes (Figure 4).

Authentication and Consent Process
A validated mobile-application-based certificate system broadly
used in Korea was utilized for the initial authentication process.
After the authentication process was completed, a unique code
for each study participant was created and used to identify the
study participant. The study participant could select the study
to participate in after browsing the advertisement of subject
recruitment provided by the investigators. A consent process
was initiated after the subject’s manifestation of readiness. The
investigator then started giving instructions on the study, and the
time was recorded. The study participant could read the informed
consent form and related study information via the application.
In addition, the approved informed consent form could be
saved in the study participant’s local device. After the instruction
was completed, the study participant electronically signed an
informed consent form via the application. The investigator
could sign an informed consent form that the study participant
had signed. Each step of the consent process was recorded on the
blockchain platform. The study participant and the investigator
could also interact on the chatting system constructed on the
application during and after the consent process (Figure 5).
When an informed consent form was amended, investigators
could create a new version group of the study. The disclosed
study information was then substituted for the information in
the latest version group. When the new version group was
created, notifications of the new version were sent to the study
participants via the application. Each study participant received a
push alarm from the application and could access the amended
informed consent form. Investigators could also send a text
message to the study participants. Each informed consent form
was verified by the hash values recorded on the blockchain
platform. The study participants provided consent by signing
a new informed consent form. The investigators could check
the signed status of the version and then sign on the informed
consent form, which was transmitted to the blockchain platform
to ensure traceability.

Selection and Integration of Consent

Information Into Blockchain Platform

Hyperledger Fabric, an enterprise-grade private blockchain
framework (27), was finally selected. We gave the highest
importance on the access control, which was recommended in
following Good Clinical Practice (7). Access control functionality
could not be easily developed using public blockchain platform
(e.g., Bitcoin). Given that only trusted subjects and study
personnel could participate in clinical trials, the exclusivity of

private blockchain could be tolerated. Higher protocol efficiency
and rapid transaction approval were also the key elements that
were preferred to public blockchains (24). However, immutability
of data was inevitably compromised in private blockchains, thus
necessitating the use of oft-chain storage of data in an external
database server (28).

The framework could grant authorization exclusively to
members who were enrolled through a trusted membership
service provider. This private structure could ensure secure
data processing among the participating centers of a clinical
trial. The framework allocated nodes to each center, where the
study information and user accounts were managed. This could
guarantee a decentralized network structure among centers.
Channels were used to construct functionalities related to study
management; for instance, clinical data storage and consent data
storage channels were constructed separately. The blockchain
platform was connected to the study management platform by
dApp. We used JSP and open JDK 8 for constructing blockchain
server on Ubuntu version 18.09 and Apache Tomcat 8. The
dApp was developed using software developer kit provided by
Hyperledger Fabric using Javascript on Ubuntu version 18.09 and
node.js version 10.13.0.

The consent data were appended to the blocks as follows.
First, the client (a user in the study management platform)
converted the consent information (e.g., signature) into a
transaction that was compatible with the Hyperledger Fabric
system using “chaincode,” a smart contract service provided by
the Hyperledger Fabric framework. The transaction was validated
by an endorsing peer, and then the results were sent to the client.
The client then sent the validated transaction to orderer nodes
that distributed the transactions to each peer. Each peer would
verify and save the transaction (Figure 6).

Data security was based on a multi-level security approach.
Our system allowed insertion of the data only by the approved
users. Data created from the study management platform was
hashed via SHA-256 before calling chaincode. The chaincode
also restricted the form of data that could be transmitted to
the blockchain platform. Data transmission between peers was
encrypted via Transport Layer Security (TLS) protocol inside
the blockchain platform. As Hyperledger Fabric recommends
off-chain data storage in nature (28), file system-level security
measures were separately implemented. Database system was
constructed using Amazon Relational Database Service (RDS),
which provided third-party resource monitoring and snapshot
encrypted by Advanced Encryption Standard with a key size
of 256 bits (AES-256) (28, 29). In addition, accessible IPs were
restricted to authenticated users from the platform by setting
security groups.

User Acceptance Test Results

A total of eight volunteers participated in a core group
user acceptance test. The following 4 UAT scenarios were
evaluated in the test: study management by the investigators,
consent management by the investigators, subject management
by the clinical research coordinators, and consent process
by the study participants. The feedback was collected as
user acceptance test reports and reflected on the platform.
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The subsequent user acceptance test was conducted on
four professional clinical trial personnel in multiple centers.
In this test, each tester evaluated both user interfaces for
subjects and investigators. The center-level user acceptance test
results are summarized in Table2 by the user interface and
functional aspect.

User Experience in the Multicenter Trial

A total of 60 subjects were enrolled in the clinical trial (30
subjects in each study center) and participated in the survey.
The gender distribution of the subjects was 23:37 (male: female).

The mean and standard deviation of the subjects’ age was 40.0
=+ 10.6 years, while the minimum and maximum were 20 and 67
years, respectively.

In terms of use and satisfaction section, ~90% of the subjects
responded within the range of 5-7 (e.g., “The app was easy to
use.”). System information arrangement (e.g., “The navigation
was consistent when moving between screens.”) and usefulness
sections (e.g., “The app improved my access to health care
services.”) also showed the similar results. Negative responses
were reported to the following items: “I could use the app even
when the internet connection was poor or not available” (13.3%)
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channel04
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TABLE 2 | Summary of the feedbacks from the professionals in the user acceptance test.

Tester User interface Functions
1 There was an error when signing in the application due to long The modules should deal with multiple versions of informed
input space for personal information. consent forms because the version of the form could change after
Buttons for functionalities (e.g., reservation for visit, Q&A) were not protocol amendment.
easily found. There should be a system to verify whether the subjects read the
Setting dates and times for changing a reservation was not clear. informed consent form properly and an alarm system to notify
participants of changes.
2 Icons and texts might not be visible to the elderly. Patients could interact properly with investigators during the
The alarms for Q&A were not easily seen. verification and recruitment process.
The interface of the system was focused on 1:N consent, not for There should be restrictions on signatures after the verification of
1:1 consent. opening and downloading the informed consent form.
The term “role” in the application could be confusing.
3 The button for requesting instructions on the study should be A review of the signed consent form should be provided.
more visible. A review of the previous signed consent form and the modification
Documents were opened in the current window, which could of the form should be added to the application.
cause the simultaneous shut-down of the application. Additional consent forms (e.g., consent forms for human-derived
Backspace/close/open in a new window buttons should materials) should be provided.
be provided.
4 Setting dates and times for changing a reservation was not clear. A review of the signed consent form should be provided.

Basic information for the functions should be provided.
Exit button should be provided.

There should a delegation function in the application.

A review of the saved document on the blockchain should
be provided.

Viewing and printing the signed form should be provided.

and “This app has all the functions and capabilities I expect it to
have (10.0%)” (Table 3).

DISCUSSION

We developed a blockchain-based dynamic consent platform
tailored for clinical trials. The platform incorporated the private
blockchain framework to optimize functions in clinical trials.
Based on iterative user acceptance tests, the platform was
tuned specifically for clinical trials, including decentralized
settings. The user experience for the platform in the real-world
implementation was generally positive.

Data security and privacy issues have been of importance in
clinical trials using a digital system (30). Angeletti et al. (30)
listed three key principles for privacy as follows: (i) privacy of
patients and the confidentiality of health care data, (ii) integrity of
healthcare data, and (iii) availability of health data for authorized
persons. The second and third issue are closely related to
authentication and access control issues.

We constructed both identity and role-based access control
combining mobile-application-based certificate system and
private blockchain framework. The structure was aimed to serve
initial identification of participants and restriction of data flow
within a clinical trial. We assumed relatively small number of
study centers at this stage and preferred private blockchains to
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TABLE 3 | Summary of the user experience in the multicenter clinical trial.

Item Frequency
1 2 3 4 5 6 7 Missing
Strongly Somewhat Disagree Neutral Agree Somewhat  Strongly
disagree disagree agree agree
Abbreviated questionnaire at Visit 1 1(1.7) 4(6.7) 6 (10.0) 49 (81.7)
The app was easy to use
It was easy for me to learn to use the app 1(1.7 (8.3) 7(11.7) 50 (83.3)
The navigation was consistent when moving 1(01.7 1(1.7) (3.3 10 (16.7) 46 (76.7)
between screens
The interface of the app allowed me to use all 2(3.3) 3(5.0) 4(6.7) 13(21.7) 38 (63.3)
the functions offered by the app
Whenever | made a mistake using the app, | 1(01.7) 1(1.7) 3(5.0) 6 (10.0) 12 (20.0) 37 (61.7)
could recover easily and quickly
Full questionnaire at Visit 2 1(1.7) 1(1.7) 9 (15.0) 49 (81.7)
The app was easy to use
It was easy for me to learn to use the app 1(1.7) 2(3.3 (13.3) 49 (81.7)
The navigation was consistent when moving 2 (3.3 1(1.7) 9 (15.0) 48 (80.0
between screens
The interface of the app allowed me to use all 1(1.7) 3(5.0) 3(5.0) 15 (25.0) 38 (63.3)
the functions offered by the app.
Whenever | made a mistake using the app, | 1(1.7) 4(6.7) 5(8.3) 9 (15.0) 41 (68.3)
could recover easily and quickly
I like the interface of the app 1(1.7) 1(1.7) 46.7) 9(15.0) 9(15.0) 36 (60.0)
The information in the app was well organized, 1(1.7) ) 14 (23.3) 37 (61.7)
so | could easily find the information | needed
The app adequately acknowledged and 1(1.7) 3(5.0) 4(6.7) 17 (28.9) 35 (568.3)
provided information to let me know the
progress of my action
| feel comfortable using this app in social 4(6.7) 7(11.7) 9(15.0) 40 (66.7)
settings
The amount of time involved in using this app 1(1.7) 2(3.9 8(13.3) 49 (81.7)
has been fitting for me
| would use this app again (10.0) 3(5.0) 11 (18.9) 40 (66.7)
Overall, | am satisfied with this app 8.3) 3(5.0) 12 (20.0) 40 (66.7)
The app improved my access to health care 10 (16.7) 9 (15.0) 39 (65.0)
services
The app helped me manage my health 4(6.7) 8(13.3) 13 (21.7) 34 (566.7) 1(1.7)
effectively
This app has all the functions and capabilities | 6 (10.0) 4(6.7) 6 (10.0) 15 (25.0) 28 (46.7) 1(1.7)
expect it to have
| could use the app even when the internet 4(6.7) 2 (3.3 2(3.3) 5(8.3) 7(11.7) 13 (21.7) 26 (43.3) 1(1.7)
connection was poor or not available
consortium ones. Thus, we chose Hyperledger Fabric among  mechanism aspects (35). We paid special attention to
private blockchains in that it could easily allow only permissioned ~ the network aspect; Hyperledger Fabric adopts centralized
users to join after separate identification process. In addition, = membership service provider which manages registration. When
Hyperledger Fabric has been widely applied for decentralized  the membership service provider were to be compromised,
access control with similar purpose, especially for untrustworthy = access control in the whole system would be disrupted
Internet of Things (IoT) environments (31-33). (35). This issue is also applied in our platform and needs
Although Hyperldger Fabric has been widely applied for  further investigation.
healthcare applications (28, 34), innate architecture-level Another important concern lies in the external access of data
concerns in the framework should also be considered (35).  through Hyperledger Fabric (36). Hyperledger Fabric supports
The security concerns of Hyperledger Fabric are classified only text-based data and connection to external database
into consensus, chaincode, network, and privacy preserving  system is frequently recommended (28). In this situation,
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access to the external files must be consistent among peers in
independent environments (36). A recent research found that
external database supported in Hyperledger Fabric (e.g., Level DB
and CouchDB) could cause significant overhead, leading to
transaction failure (37). As our system also incorporated
external database system, the issue also should be solved in
further development.

In addition, real-world application of eConsent also required
sophisticated consensus. We found that most study personnel
agreed to the necessity of eConsent (even prior to the
coronavirus-19 pandemic) in our preliminary survey. However,
despite the increasing need for eConsent, the format and actual
effectiveness of eConsent is still under debate (38, 39). Our survey
could give several clues to implementing eConsent in clinical
settings, especially for which elements to be incorporated in the
eConsent system.

Conveying proper understanding and ensuring security to
the study participants are both crucial elements in eConsent.
The results of the clinical trial revealed that informed consent
that subjects gave did not always mean accurate understanding
of the contents (25). The results were contradictory to
the subjective feeling of understanding (“The app adequately
acknowledged and provided information to let me know the
progress of my action.”) in the questionnaires. The findings
were aligned with the results of a previous randomized clinical
trial with 734 patients, where eConsent with trust-enhanced
components gave significantly greater satisfaction to patients
than standard eConsent (40). Thus, eConsent needs to be
implemented in a personalized manner and should balance
the amount of information given to not overwhelm study
participants (41).

There are several limitations to our studies. The platform
we developed did not fully incorporate elements regarded as
important in eConsent, such as callout box hyperlinks, due to
technical difficulties. In addition, we evaluated the platform only
in limited populations. Further investigations in various clinical
trials are required. In-depth investigations for data security
and privacy need to be performed in the further researches.
Nonetheless, we successfully incorporated blockchain into a

REFERENCES

1. Otte A, Maier-Lenz H, Dierckx RA. Good practice:
historical background and key aspects. Nucl Med Commun. (2005)
26:563-74. doi: 10.1097/01.mnm.0000168408.03133.e3

2. Broekstra R, Maeckelberghe EL, Stolk RP. Written informed consent
in health research is outdated. Eur ] Public Health. (2017) 27:194-
5. doi: 10.1093/eurpub/ckw198

3. Waterhouse DM, Harvey RD, Hurley P, Levit LA, Kim ES, Klepin HD,
et al. Early impact of COVID-19 on the conduct of oncology clinical
trials and long-term opportunities for transformation: findings from an
American Society of Clinical Oncology survey. JCO Oncol Pract. (2020)
16:417-21. doi: 10.1200/0p.20.00275

4. Jaton E, Stang J, Biros M, Staugaitis A, Scherber J, Merkle E et al. The use
of electronic consent for COVID-19 clinical trials: lessons for emergency
care research during a pandemic and beyond. Acad Emerg Med. (2020)
27:1183-6. doi: 10.1111/acem.14141

clinical

dynamic consent platform. The user experience in the actual
clinical trial was also promising.

In conclusion, we developed a private blockchain-based
dynamic consent platform tailored for clinical trials. The
platform successfully functioned in an actual multicenter clinical
trial with satisfactory user experiences.

DATA AVAILABILITY STATEMENT

The raw data supporting the conclusions of this article will be
made available by the authors, without undue reservation.

ETHICS STATEMENT

The clinical trial was approved by the Institutional Review Board
of Seoul National University Hospital and Jeonbuk National
University Hospital and was conducted in accordance with the
Declaration of Helsinki. The patients/participants provided their
written informed consent to participate in this study.

AUTHOR CONTRIBUTIONS

KH, S-uJ, Y-GK, SL, and M-GK: conceptualization. KH, SL,
and M-GK: methodology. S-uJ, M-JK, and M-GK: software.
M-JK, WY, and MJ: validation. KH: formal analysis and data
curation. SM and KH: investigation. M-GK and SL: resources
and funding acquisition. KH and S-uJ: writing—original draft
preparation, visualization, and project administration. IS, SL,
and M-GK: writing—review and editing. Y-GK, SL, and M-GK:
supervision. All authors contributed to the article and approved
the submitted version.

FUNDING

This research was supported by a grant from the Korea
Health Technology R&D Project through the Korea Health
Industry Development Institute (KHIDI), funded by the
Ministry of Health and Welfare, and Republic of Korea (Grant
Number: HI19C0332).

5. Khin NA, Grandinetti C, Dixey H, Yu B, Skeete R, Ayalew K, et al. Tackling
challenging data integrity topics in 2020: update on good clinical practice
perspectives from the US FDA and MHRA UK. Clin Pharmacol Ther.
(2021). doi: 10.1002/cpt.2386

6. De Sutter E, Zage D, Boccia S, Di Pietro ML, Geerts D, Borry P, et al.
Implementation of electronic informed consent in biomedical research and
stakeholders’ perspectives: systematic review. ] Med Internet Res. (2020)
22:€19129. doi: 10.2196/19129

7. Khin NA, Francis G, Mulinde ], Grandinetti C, Skeete R, Yu B, et al.
Data integrity in global clinical trials: discussions from joint US food and
drug administration and UK medicines and healthcare products regulatory
agency good clinical practice workshop. Clin Pharmacol Ther. (2020) 108:949-
63. doi: 10.1002/cpt.1794

8. Chen C, Lee PI, Pain K], Delgado D, Cole CL, Campion TR Jr. Replacing
paper informed consent with electronic informed consent for research in
academic medical centers: a scoping review. AMIA Jt Summits Transl Sci Proc.
(2020) 2020:80-8.

Frontiers in Medicine | www.frontiersin.org

10

May 2022 | Volume 9 | Article 837197


https://doi.org/10.1097/01.mnm.0000168408.03133.e3
https://doi.org/10.1093/eurpub/ckw198
https://doi.org/10.1200/op.20.00275
https://doi.org/10.1111/acem.14141
https://doi.org/10.1002/cpt.2386
https://doi.org/10.2196/19129
https://doi.org/10.1002/cpt.1794
https://www.frontiersin.org/journals/medicine
https://www.frontiersin.org
https://www.frontiersin.org/journals/medicine#articles

Huh et al.

Development of Dynamic Consent Platform

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

. Wilbanks J. Design issues in E-consent. ] Law Med Ethics. (2018) 46:110-

8. doi: 10.1177/1073110518766025

Prictor M, Lewis MA, Newson AJ, Haas M, Baba S, Kim H, et al. Dynamic
consent: an evaluation and reporting framework. ] Empir Res Hum Res Ethics.
(2020) 15:175-86. doi: 10.1177/1556264619887073

Wee R, Henaghan M, Winship I. Dynamic consent in the digital age of
biology: online initiatives and regulatory considerations. J Prim Health Care.
(2013) 5:341-7.

Shi S, He D, Li L, Kumar N, Khan MK, Choo KR. Applications of blockchain in
ensuring the security and privacy of electronic health record systems: a survey.
Comput Secur. (2020) 97:101966. doi: 10.1016/j.cose.2020.101966

Mamo N, Martin GM, Desira M, Ellul B, Ebejer JP. Dwarna: a blockchain
solution for dynamic consent in biobanking. Eur ] Hum Genet. (2020) 28:609-
26. doi: 10.1038/541431-019-0560-9

Kim TM, Lee S-J, Chang D-J, Koo ], Kim T, Yoon K-H, et al. DynamiChain:
development of medical blockchain ecosystem based on dynamic consent
system. Appl Sci. (2021) 11:1612. doi: 10.3390/app11041612

Albalwy E Brass A, Davies A, A. Blockchain-based dynamic consent
architecture to support clinical genomic data sharing (ConsentChain): proof-
of-concept study. JMIR Med Inform. (2021) 9:e27816. doi: 10.2196/27816
Stein DT, Terry SF. Reforming biobank consent policy: a necessary move away
from broad consent toward dynamic consent. Genet Test Mol Biomarkers.
(2013) 17:855-6. doi: 10.1089/gtmb.2013.1550

Omar IA, Jayaraman R, Salah K, Yaqoob I, Ellahham S. Applications of
blockchain technology in clinical trials: review and open challenges. Arab |
Sci Eng. (2021) 46:3001-15. doi: 10.1007/s13369-020-04989-3

Benchoufi M, Porcher R, Ravaud P. Blockchain protocols in clinical
trials: Transparency and traceability of consent [version 5; peer review: 1
approved, 2 approved with reservations, 2 not approved]. FI000Res. (2017)
6:66. doi: 10.12688/f1000research.10531.5

Agbo CC, Mahmoud QH, Eklund JM. Blockchain technology in healthcare: a
systematic review. Healthcare. (2019) 7:56. doi: 10.3390/healthcare7020056
Omar IA, Jayaraman R, Salah K, Simsekler MCE, Yaqoob I, Ellahham
S. Ensuring protocol compliance and data transparency in clinical trials
using Blockchain smart contracts. BMC Med Res Methodol. (2020)
20:224. doi: 10.1186/s12874-020-01109-5

Benchoufi M, Altman D, Ravaud P. From clinical trials to highly trustable
clinical trials: blockchain in clinical trials, a game changer for improving
transparency? Front Blockchain. (2019) 2:e23. doi: 10.3389/fbloc.2019.00023
Wong DR, Bhattacharya S, Butte AJ. Prototype of running clinical trials
in an untrustworthy environment using blockchain. Nat Commun. (2019)
10:917. doi: 10.1038/s41467-019-08874-y

Vanaken HI, Masand SN. Awareness and collaboration across stakeholder
groups important for eConsent achieving value-driven adoption. Ther Innov
Regul Sci. (2019) 53:724-35. doi: 10.1177/2168479019861924

Casino F, Dasaklis TK, Patsakis C. A systematic literature review of
blockchain-based applications: current status, classification and open issues.
Telem Inform. (2019) 36:55-81. doi: 10.1016/j.tele.2018.11.006

Huh KY, Moon §J, Jeong SU, Kim M], Yang W, Jeong M, et al.
Evaluation of a blockchain-based dynamic consent platform (METORY) in
a decentralized and multicenter clinical trial using virtual drugs. Clin Transl
Sci. (2022). doi: 10.1111/cts.13246

Zhou L, Bao ], Setiawan IMA, Saptono A, Parmanto B. The mHealth app
usability questionnaire (MAUQ): development and validation study. JMIR
Mhealth Uhealth. (2019) 7:¢11500. doi: 10.2196/11500

Androulaki E, Barger A, Bortnikov V, Cachin C, Christidis K, Caro AD, et al.
Hyperledger fabric: a distributed operating system for permissioned
blockchains, Article 30. In: Proceedings of the Thirteenth EuroSys
Conference (2018).

Antwi M, Adnane A, Ahmad F Hussain R. Habib ur Rehman M,
Kerrache CA. The case of HyperLedger Fabric as a blockchain solution
for healthcare applications. Blockchain Res Appl. (2021) 2:100012.
doi: 10.1016/j.bcra.2021.100012

Amazon Web Services. Security in Amazon RDS (2022). Available
online at:  https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/
UsingWithRDS.html (accessed April 15, 2022).

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

Angeletti F, Chatzigiannakis I, Vitaletti A. Towards an architecture to
guarantee both data privacy and utility in the first phases of digital clinical
trials. Sensors. (2018) 18:4175. doi: 10.3390/s18124175

Rouhani S, Deters R. Blockchain based access control systems: State of the
art and challenges. In: IEEE/WIC/ACM International Conference on Web
Intelligence. Thessaloniki, Greece: Association for Computing Machinery
(2019). p. 423-8.

Uchibeke UU, Schneider KA, Kassani SH, Deters R, editors. Blockchain
Access Control Ecosystem for Big Data Security. In: 2018 IEEE International
Conference on Internet of Things (iThings) and IEEE Green Computing and
Communications (GreenCom) and IEEE Cyber, Physical and Social Computing
(CPSCom) and IEEE Smart Data (SmartData) (2018).

Rouhani S, Pourheidari V, Deters R, editors. Physical access control
management system based on permissioned blockchain. In: 2018 IEEE
International Conference on Internet of Things (iThings) and IEEE Green
Computing and Communications (GreenCom) and IEEE Cyber, Physical
and Social Computing (CPSCom) and IEEE Smart Data (SmartData)
(2018).

Stamatellis C, Papadopoulos P, Pitropakis N, Katsikas S, Buchanan WJ. A
Privacy-preserving healthcare framework using hyperledger fabric. Sensors.
(2020) 20:6587. doi: 10.3390/s20226587

Brotsis S, Kolokotronis N, Limniotis K, Bendiab G, Shiaeles S, editors. On the
security and privacy of hyperledger fabric: challenges and open issues. In: 2020
IEEE World Congress on Services (SERVICES) (2020).

Yamashita K, Nomura Y, Zhou E, Pi B, Jun S, editors. Potential risks of
hyperledger fabric smart contracts. In: 2019 IEEE International Workshop on
Blockchain Oriented Software Engineering (IWBOSE) (2019).

Chacko JA, Mayer R, Jacobsen H-A. Why do my blockchain transactions
fail? a study of hyperledger fabric. In: Proceedings of the 2021 International
Conference on Management of Data. Association for Computing Machinery
(2021). p. 221-34.

Harle CA, Golembiewski EH, Rahmanian KP, Brumback B, Krieger JL,
Goodman KW, et al. Does an interactive trust-enhanced electronic consent
improve patient experiences when asked to share their health records for
research? A randomized trial. ] Am Med Inform Assoc. (2019) 26:620-
9. doi: 10.1093/jamia/ocz015

Soni H, Grando A, Murcko A, Bayuk M, Chandrashekar P, Mukundan M,
et al. Current state of electronic consent processes in behavioral health:
outcomes from an observational study. AMIA Annu Symp Proc. (2017)
2017:1607-16.

Golembiewski EH, Mainous AG 3rd, Rahmanian KP, Brumback B, Rooks BJ,
Krieger JL, et al. An electronic tool to support patient-centered broad consent:
a multi-arm randomized clinical trial in family medicine. Ann Fam Med.
(2021) 19:16-23. doi: 10.1370/afm.2610

De Sutter E, Borry P, Geerts D, Huys I. Personalized and long-term electronic
informed consent in clinical research: stakeholder views. BMC Med Ethics.
(2021) 22:108. doi: 10.1186/s12910-021-00675-7

Conflict of Interest: The authors declare that the research was conducted in the
absence of any commercial or financial relationships that could be construed as a
potential conflict of interest.

Publisher’s Note: All claims expressed in this article are solely those of the authors
and do not necessarily represent those of their affiliated organizations, or those of
the publisher, the editors and the reviewers. Any product that may be evaluated in

this article, or claim that may be made by its manufacturer, is not guaranteed or

endorsed by the publisher.

Copyright © 2022 Huh, Jeong, Moon, Kim, Yang, Jeong, Song, Kwak, Lee and Kim.
This is an open-access article distributed under the terms of the Creative Commons
Attribution License (CC BY). The use, distribution or reproduction in other forums
is permitted, provided the original author(s) and the copyright owner(s) are credited
and that the original publication in this journal is cited, in accordance with accepted
academic practice. No use, distribution or reproduction is permitted which does not
comply with these terms.

Frontiers in Medicine | www.frontiersin.org

11

May 2022 | Volume 9 | Article 837197


https://doi.org/10.1177/1073110518766025
https://doi.org/10.1177/1556264619887073
https://doi.org/10.1016/j.cose.2020.101966
https://doi.org/10.1038/s41431-019-0560-9
https://doi.org/10.3390/app11041612
https://doi.org/10.2196/27816
https://doi.org/10.1089/gtmb.2013.1550
https://doi.org/10.1007/s13369-020-04989-3
https://doi.org/10.12688/f1000research.10531.5
https://doi.org/10.3390/healthcare7020056
https://doi.org/10.1186/s12874-020-01109-5
https://doi.org/10.3389/fbloc.2019.00023
https://doi.org/10.1038/s41467-019-08874-y
https://doi.org/10.1177/2168479019861924
https://doi.org/10.1016/j.tele.2018.11.006
https://doi.org/10.1111/cts.13246
https://doi.org/10.2196/11500
https://doi.org/10.1016/j.bcra.2021.100012
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.html
https://doi.org/10.3390/s18124175
https://doi.org/10.3390/s20226587
https://doi.org/10.1093/jamia/ocz015
https://doi.org/10.1370/afm.2610
https://doi.org/10.1186/s12910-021-00675-7
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://www.frontiersin.org/journals/medicine
https://www.frontiersin.org
https://www.frontiersin.org/journals/medicine#articles

	METORY: Development of a Demand-Driven Blockchain-Based Dynamic Consent Platform Tailored for Clinical Trials
	Introduction
	Materials and Methods
	Overall Development Strategy
	Preliminary Survey on the Functions of the Platform
	Platform Development
	User Acceptance Test
	User Experience in the Multicenter Clinical Trial

	Results
	Preliminary Survey Results
	Study and Consent Management
	Authentication and Consent Process
	Selection and Integration of Consent Information Into Blockchain Platform
	User Acceptance Test Results
	User Experience in the Multicenter Trial

	Discussion
	Data Availability Statement
	Ethics Statement
	Author Contributions
	Funding
	References


