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During the Covid-19 health emergency, telemedicine was an essential asset through

which health systems strengthened their response during the critical phase of the

pandemic. According to the post-pandemic economic reform plans of many countries,

telemedicine will not be limited to a tool for responding to an emergency condition

but it will become a structural resource that will contribute to the reorganization of

Healthcare Systems and enable the transfer of part of health care from the hospital

to the home-based care. However, scientific evidences have shown that health care

delivered through telemedicine can be burdened by numerous ethical and legal issues.

Although there is an emerging discussion on patient safety issues related to the use of

telemedicine, there is a lack of reseraches specifically designed to investigate patient

safety. On the contrary, it would be necessary to determine standards and specific

application rules in order to ensure safety. This paper examines the telemedicine-risk

profiles and proposes a position statement for clinical risk management to support

continuous improvement in the safety of health care delivered through telemedicine.

Keywords: telemedicine, Healthcare risk Management, patient safety, quality of care (QoC), systemic clinical risk

management, clinical governance (CG), Ethics of Job Well Done

INTRODUCTION

Telemedicine enables medical care in situations where distance is a critical factor by using
information and communication technologies (ICT) to exchange information for the diagnosis,
treatment and prevention of disease and trauma, for research and evaluation and for the continuing
education of health professionals in the interests of individual and community health (1).

Compared with traditional health care, telemedicine may represent (a) a diagnostic and/or
therapeutic alternative, (b) a supportive health care activity that increases efficiency and distributive
equity, (c) an integrative health care intervention, (d) a health care activity able to completely
replace the usual health care intervention (2).
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Prior to the pandemic, telemedicine was adopted by Health
Systems in various regions/countries, although in different and
uneven ways (3) and it was supported by legislation and policy
documents (4–7).

However, the Covid-19 health emergency greatly increased
the use of telemedicine both to provide health care to Covid-
19 patients with mild symptoms and to ensure that diagnostic
and therapeutic health care activities were carried out while
respecting the physical distance between people (8–10). For
this reason, the World Health Organization (WHO) and the
Organization for Economic Co-operation and Development
(OECD) considered telemedicine an essential asset through
which health systems strengthened their response during the
critical phase of pandemic management (11, 12). In the near
future, telemedicine will not only be a tool for responding to
an emergency situation. Telemedicine will become a structural
tool for Healthcare Systems to provide diagnostic and therapeutic
services, also thanks to integration with robotics and artificial
intelligence (13).

The ambitious EU4Health 2021–2027 investment programme
promoted activities to enhance telemedicine and supported
optimal use of telemedicine (14). Telemedicine is a cornerstone
for strengthening health care and improving standards of
treatment for citizens in the reform and investment plans
presented by Italy, Germany and France to access Next
Generation EU funds (15–17).

In the United States, the Telehealth Extension and Evaluation
Act will establish an extension of telemedicine services by
ensuring a thorough evaluation of these services prior to future
permanent action (18).

Telemedicine can therefore contribute to a reorganization of
Healthcare Services, allowing the shift of health care from the
hospital to the home-based care, through innovative citizen-
centered care models and facilitating access to Health Services.
Therefore, telemedicine is a great resource that makes possible
new approaches to care and new ways of continuity of care
between hospital and home-based care (19, 20).

However, the spread of telemedicine presents Health Systems
around the world with new challenges, one of the most important
being patient safety. The use of digital technologies can expand
risk factors.

Healthcare Risk Management is defined by the clinical and
administrative activities performed to identify, assess and reduce
the risk of injury to patients, staff and visitors and the risk of loss
to the organization itself (21).

The aim of Clinical Risk Management (CRM) is to improve
the quality and safety of health care activities by identifying
and preventing conditions that could put a patient at risk of an
adverse event (22).

Concerning telemedicine: have clinical risk control models
been established with the aim of preventing the occurrence
of an adverse event or error and limiting its consequences?
Have training programmes for health workers, patients, formal
caregivers and family members on risk management been set up?
Has an incident reporting system been established? Have systems
been established to measure risks, adverse events and all factors
affecting risk?

It was pointed out that telemedicine is burdened by numerous
ethical and legal issues, and that standards and specific guidelines
for its application should be drawn up (23).

A literature review conducted to identify patient safety risks
associated with the use of telemedicine showed that although
there is an emerging discussion of patient safety issues related to
the use of telemedicine, there is a lack of researches specifically
designed to investigate patient safety (24).

However, evidence suggests that attention to patient safety
should be an important feature to ensure integrity in the design,
implementation and operation of telemedicine services (25). This
topic is eminent while “digital therapies” and “digital trials” are
now proposed and accepted, even by regulatory agencies.

Existing global documents frame telemedicine as part of
the process of computerization and digitalization of the health
system, but they do not provide a comprehensive and up-to-
date framework for the new needs that have emerged. However,
the definition of evidence-based eHealth standards and rules is
required to ensure safety (26).

In a changing healthcare scenario characterized by the
expansion of healthcare technology, hospitals are developing
proactive Clinical Risk Management plans based on a much
broader perspective of the entire healthcare ecosystem (27).
In fact, according to the American Society for Healthcare
Risk Management (ASHRM), Clinical Risk Management
encompasses eight risk domains: operational, clinical and patient
safety, strategic, financial, human capital, legal and regulatory,
technological, environmental and infrastructure (28).

An efficient clinical risk management ensures effective
planning, high standards of performance, efficient and effective
resource allocation, improved competitive capacity and
organizational innovation.

Like any free and responsible human act, health risk
management has an intrinsic ethical value (29). Therefore,
clinical risk management activities should protect healthcare
organizations by fulfilling their mission, i.e., promoting
and protecting the health of patients (30). The health risk
management professional is responsible for helping to promote
the overall quality of life, dignity, safety, and wellbeing of every
individual in need of health services (31).

After analyzing the risk profiles related to the use of
telemedicine, this paper aims to propose an ethical-based
position paper for clinical risk management to support
continuous improvement of safety in telemedicine.

TELEMEDICINE RISK-RELATED

In healthcare institutions, recognition of the full spectrum of
activities performed by clinical and non-clinical staff has allowed
the development of standards to improve activities and reduce
the risks associated with process variability (21).

Risk assessment in telemedicine requires consideration
of the professional and non-professional stakeholders
involved in the process of care, as well as the particular
setting in which the health care takes place. Patient
safety in home-based care is related to the variables
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FIGURE 1 | Relationships between patients, professional and

non-professional stakeholders in telemedicine health care provision.

of the relationships between patients, healthcare
workers (HWs), informal and formal caregivers
(24, 32) (Figure 1).

HUMAN FACTORS

“To err is human” (33). Considering the operational framework
of medical care in telemedicine it is evident that, as in hospital
care, a first source of potential risk for patient safety is the
human factor. Such is the relevance of the human factor that
Human Factors and Ergonomics (HFE) is recognized by the
leadership of health care institutions as a scientific discipline
capable of producing knowledge to redesign Healthcare Systems
and processes and improve patient safety and quality of care (34).

In telemedicine, therefore, some adverse events are entirely
comparable to those that occur in any health care organization,
such as deaths or injuries resulting from incorrect drug therapy
or deaths or injuries due to the patient falling down. Compared
to hospital care there is a significant difference. Unlike health
care personnel, informal caregivers are not bound by standards
and can make non-evidence-based decisions (35). However, “the
conscientious, explicit and judicious use of the best current
evidence in making decisions about the care of individual
patients” is the main paradigm on which health care is based (36)
and improving evidence-based practice is also one of the main
goals for improving patient safety (37).

Therefore, the systematic inclusion in the health care process
of caregivers who are not constrained by guidelines or standards
of good clinical practice may significantly increase the risk
level of telemedicine. Caregivers often cannot give accurate
information because of miscommunication, misunderstandings
or poor memory (38) and have been identified as contributors to
several adverse events (39). Canadian retrospective study shows
that caregivers of home care patients contribute to 20.4% of
adverse events (40).

Fortunately, telemedicine itself could mitigate this “health
care bias.” An intelligent telecare system could monitor whether
caregivers are on time for scheduled visits, monitor their
response time, whether they respond to a traditional alarm
call, how long they stay for each visit, the total number
of visits and the type of care provided at each visit (32).
Monitoring the type and timeliness of care provided through
telemedicine has a limitation because it is a quantitative
assessment and cannot offer any information on “the application
of medical science and technology in a manner that maximizes
its benefit to health without correspondingly increasing the
risk” (41). A “telemedicine-tailored” organization, a modified
staff management and the identification of specific competences
and responsibilities may contribute to a further attenuation of
caregiver-related risks. Patient safety in telemedicine could be
implemented by research and application of health care work
system models such as SEIPS (34, 42), the patient-centered
medical home model (43) or the work system of the patient-
centered medical home (44).

Assessing the human factors issues in telemedicine is a
challenge that must be taken up decisively in order to develop
telemedicine-specific risk management strategies to both prevent
avoidable errors and contain their possible harmful effects.

PATIENT-PHYSICIAN RELATIONSHIPS

A second potential patient safety risk concerns the physician-
patient relationship.

The impact of verbal and non-verbal communication in
building an empathic relationship in the processes of diagnosis,
treatment and rehabilitation has been proven (45–47). Above
all, communication errors are the cause of the vast majority of
unexpected adverse events in patients (48).

For this reason, improving the effectiveness of
communication is one of the International Patient Safety
Goals (IPSG) developed by Joint Commission International
(JCI) (49). Communication plays a key-role in the etiology,
exacerbation and reduction of adverse events in health care.

However, digital technologies in health care could
depersonalize and negatively influence the healthcare
relationship (45, 50, 51), leading to poor communication
and limited data transmission which can expose the patient to a
clinical risk in many situations (52).

It has been shown that during a telemedicine health care
service compared to an in-person health care provision, patients
are more likely to ask for repeat information (53), receive less
information and the specialist physician interacts more with the
primary care provider (54).

These studies show some important critical issues in the
physician-patient relationship during a telemedicine health care
provision. However, a potential cause of risk to patient safety is
that we do not currently fully understand the nature and content
of the communication process (55).

Even if the matter is largely unexplored (56), a clinical risk
assessment and management in telemedicine cannot disregard
the high number of adverse events, or near misses, which
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occur due to poor or insufficient communication and which
may concern both communication between HWs (internal
communication) and communication between HWs and the
patient or his/her caregivers (external communication) (57).

On the contrary, no matter how a health care provision is
made, effective, timely, targeted, comprehensive, unambiguous
and easily understood communication is mandated to reduce
errors and improve patient safety.

In this regard, the World Medical Association (WMA) has
recommended that telemedicine should be limited to situations
where a physician cannot be physically present within a safe and
acceptable period of time, or it should be used in themanagement
of chronic conditions or in follow-up after initial treatment, if its
safety and effectiveness have been demonstrated (58).

Therefore, in a priority area for the application of telemedicine
models for promoting continuity of care such as the follow-
up of chronic diseases, adequate physician-patient interaction
is required, giving consideration to how information can be
stored and accessed for future episodes of treatment in line
with patients’ preferences (or the decisions of their relatives or
caregivers) and how the information will be transmitted to the
patient’s general practitioner or other physicians caring for the
patient (59). It is therefore essential to identify the Primary Care
Physician (PCP) as the physician responsible for the treatment
and coordination of the patient with the remote medical team
(58). The role of healthcare professional in the web-based
interrelationship, besides a specific training and certification of
knowledge, should be properly defined to assure the correct and
appropriate connection, considering also the present possible
modifications of professional involvement, generally named “task
shifting,” owing to even decrease of medical doctors, especially in
some Countries and in same specialties (60).

Given that communication between doctors and patients is
fundamental for patient safety, continuous, effective and high-
quality communication must be guaranteed in telemedicine
(61) considering not only the doctor-patient interaction but
also the participation in the care process of formal and
informal caregivers.

INFORMED CONSENT

Related to the different configuration of the physician-patient
relationship and to the critical communication and information
issues, a third source of potential risk to patient safety concerns
the lack of protection of the patient’s right to autonomy, which
is expressed mainly through informed consent (62). Informed
consent is an essential feature of patient-centered health care and
remains central to patient safety (63).

Information and consent in telemedicine, in addition to
guaranteeing the rights and duties provided for any health care
treatment, should also consider the specific risks of providing
healthcare using ICTs (64).

Indeed, if it is fair to say that consent to health care treatment
is particularly crucial for “high risk” procedures, it is also fair
to say that the use of ICTs or the “distance factor” may push
routine health care treatments into a higher risk category. An

incorrect or delayed diagnosis due to errors in the transmission
of health documentation (medical records, X-rays and medical
device printouts) or an inaccurate assessment of the patient’s
condition due to an incomplete physical examination because of
the “distance factor” are just a few examples of adverse events in
telemedicine (65).

In addition, the involvement of relatives and caregivers may
be necessary in the management of disabling or chronic illnesses.
This is a far from remote event, given that public health policies
have generally identified telemedicine as a target for development
because of its potential to treat and manage patients with chronic
diseases at their homes rather than in hospital.

It is therefore necessary for the physician to customize
the informed consent procedure to provide patients and their
caregivers with the necessary information on the distinctive
features of telemedicine (58, 59).

The information should include how the confidentiality
of personal data is protected, how patient personal data are
documented and stored, how medications are prescribed, how to
interact with other medical specialists, procedures for activating
an emergency plan, conditions under which the telemedicine
health care may be interrupted and the patient referred to in-
person health care, potential technical failures, etc. (66). At the
same time, patients and their caregivers should be aware of the
potential, limitations and modalities of telemedicine and what is
expected of patients when using these technologies (58, 59).

Nevertheless, it should be considered that the patient’s
decision-making autonomy might be compromised when choice
is limited by access or pressures from family and community (51)
and also the limitations of electronic informed consent especially
for that target population with insufficient IT background or low
trust toward health technologies (67).

Lack of or insufficient informed consent is an important
source of medical malpractice cases (68). In the near future,
an increasingly large population will be treated through
telemedicine, so Clinical Risk Managers in healthcare
organizations should seriously consider the critical issues
related to inadequate information and uninformed consent from
the perspective of both patient safety and medical malpractice.

PATIENT IDENTIFICATION

A fourth potential risk to patient safety concerns
patient misidentification.

Patient identification is a crucial step in ensuring the safety
of treatment and healthcare, both because it is necessary to
reliably identify the person receiving the healthcare service and to
verify that the healthcare provided corresponds to that individual
patient (49).

Currently, most telemedicine does not allow for strong and
compliant verification of patient identity (69) and it is also
possible for identity theft to occur (70).

Thus, critical issues in patient identification may have
important implications not only on patient safety but may also
offer new fraud activities with negative economic and trust
repercussions for National health systems.
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In addition, patient misidentification may have as a direct
consequence the transmission of sensitive data to third parties
and the violation of privacy. Protection of privacy, access
to data, interoperability and quality of recorded data have
ethical, legal and social implications in telemedicine with major
implications (45, 50, 51).

For this reason, it is necessary to ensure that personal data
obtained during a telemedicine consultation must be protected
by appropriate security measures and the electronic transmission
of information must be safeguarded against unauthorized
access (58).

However, there is a lack of standardization regarding security
in telemedicine, and much research does not consider the
possibility of having to diversify data security systems according
to the type of population targeted by the telemedicine service.
For example, a data integrity security system may be efficient
in an elderly population but may fail in cognitively impaired
adults (71).

One thing is certain, trust in telemedicine could be
undermined if the risks to patient privacy and safety are not
seriously addressed (72). Such concerns are much more urgent
considering a significant growth in cybercrime attacks, during
the pandemic time for Covid 19, especially against healthcare
facilities (73).

STRUCTURAL AND TECHNOLOGICAL
FACTORS

In healthcare, to define the level of risk, it is also necessary to
consider the safety and logistics of environments, the operation,
maintenance and renewal of equipment and instruments and
the critical issues of infrastructure, networks, digitalization and
automation. In this scenario, particular attention should also be
paid to the assessment, introduction and use of equipment and
technology on the patient by non-specifically trained staff (74).

The development and implementation of ICT are creating
new and different ways of doingmedicine (58). Regarding patient
safety, already at the beginning of the 21st century, the Institute
of Medicine (IOM) argued that the use of medical technology
by non-HWs would become increasingly important as healthcare
shifted to the outpatient and home setting (33).

Therefore, we can consider structural and technological
factors as the fifth potential risk to patient safety.

The development process and performance of these devices
are influenced by an infinite number of variables that are
not always considered and whose effects are not always
predicted (75).

A review of the risks to patient safety in telemedicine showed
that the main critical issues relate to the poor technical quality
of the systems, poor usability of the technology, poor reliability,
changes in staff workload and changes associated with staff roles
and responsibilities (24).

Poor usability of medical devices in particular is recognized
as a major issue for patient health (76) and it is related to
adverse events, patient injuries and readmission to hospital (77).
Collaboration between physicians and experts in Human Factors

and Ergonomics (HFE) is desirable for the design of medical
devices to benefit not only patients but also HWs, formal and
informal caregivers. However, at present, unfortunately there is
no methodological uniformity among studies on the usability
of medical devices because often the rapid and continuous
evolution of medical devices exceeds the development goals
covered by rules and standards (75).

To correct for poor reliability, a telecare system should be
flexible enough to automatically detect fault conditions, notify
the patient and the local intelligence unit of fault conditions, and
be fail-safe (32).

Remote monitoring is an additional tool for implementing
reliability in telemedicine. Evidence supported the benefits
of remote monitoring in reducing hospitalization/re-
hospitalization, improving patient drug compliance and
improving health outcomes (66), and also during pre-
hospitalization, i.e., preparatory procedures before hospital
medical or surgical treatment, and after discharge, particularly
for collecting Patient reported Outcome Measurements, which
are now entering in the standardized evaluation of follow-up
of the patient, to measure the improvement of quality of life
linked to the medical treatment (78). The digital medicine should
really improve the patient journey, decreasing economical and
social costs of patient transfers, clearly evident and increasing in
modern medicine, owing to centralization of some specialized
treatments and technology.

Incident Reporting Systems (IRS) are a cornerstone of patient
safety improvement (79). However, a recent review showed that
patient safety initiatives inHealth Information Technology (HIT)
mainly concern software. Instead, more standardization and
supervision is needed to ensure security throughout the lifecycle
and initiatives should cover both software and hardware (80).
Although the application of such patient safety initiatives in
home care is a complex challenge (81, 82), reporting of adverse
events should become mandatory as well as for medical devices.

In assessing the critical patient safety issues related to
digitisation and automation, it is necessary to consider the
enhancement of telemedicine through artificial intelligence (AI).
AI will increasingly integrate with telemedicine (13) it will
facilitate the use of telemedicine as a tool for the shift from
hospital to home-based care (83).

At the same time, an integrated telemedicine-AI system will
also incorporate the critical issues of AI: “black box” problem and
unclear definition of liability for AI-related errors and damages.

The latest machine learning models are like “black boxes,” i.e.,
they have such a complex structure that users cannot understand
how an AI system converts data into decisions-making (84).
However, human-computer interaction forms an Integrated
Cognitive System in which the human operator remains at the
top of the system and can take over when a specific situation
requires it (85, 86).

Uncontrolled and incorrect decision-making by an algorithm
can cause serious and irreparable damage. This is a risk that no
health care activity can afford. Certainly not telemedicine where
human supervision in accordance with an Integrated Cognitive
System may be limited as the HWs and the patient are not in the
same location.
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Another issue concerns the liability in the event that the
operation or malfunction of an AI system causes harm to a
human being.

A recent resolution of the European Parliament stated that
a human being, and not a robot, should be responsible at the
moment. The resolution specified that the greater the learning
capacity or autonomy of a robot and the longer the duration
of a robot’s training, the greater should be the responsibility
of its trainer. However, in determining actual liability for the
damage caused, the skills resulting from the ’training’ of a
robot should not be confused with skills that depend strictly
on its self-learning abilities. It was therefore proposed that the
most sophisticated autonomous robots could be considered as
electronic persons responsible for compensating any damage
caused by them (87).

The European Economic and Social Committee (EESC) is
opposed to the introduction of legal personality for robots or
AI systems, as this would nullify the preventive function of
correcting behavior once civil liability no longer falls on the
manufacturer because it has been transferred to the robot or
AI system (88).

For criminal law, the liability of artificial intelligence systems
is still very much unexplored territory, but it is not without
interest. It has been argued that intelligent autonomous agents
with cognitive and machine-learning capabilities should not be
considered as mere devices (89).

The increasing integration of AI in telemedicine requires
absolute transparency between physicians and patients,
between physicians and healthcare organizations and between
healthcare organizations and the community because it is
essential for quality, safety, accountability and informed
decision-making (90).

Patients are increasingly willing to adopt telemedicine
systems but their compliance with existing regulations needs
to be implemented and responsibilities for all parties involved
need to be better defined (91). In addition, a standardization
or almost a homogenization of processes used in telemedicine
should be defined a priori, through the classical and universally
accepted scientific approach and validation, i.e., case-control
and/or randomized studies and/or health technology assessment,
to assure quality and efficacy of the web-based procedures.
In fact, the procedures admitted and applied are widely
different, although contained in a “digital area,” considering
also different cognitive involvement of the patient and
different technological equipment; the evidences of efficacy
of telemedicine, are still few, despite the wide practical use of this
approach, just for example in tele-rehabilitation after orthopedic
surgery (92).

Finally, another structural factor must be added to these
variables, namely that healthcare is not provided in a hospital
but at the patient’s home through the use of digital technologies.
There are no standards concerning the physical environment in
which home care services are provided, in stark contrast to the
requirements for healthcare institutions (35).

However, this peculiar kind of health care requires a human-
systems approach to understand the interactions between people,
equipment/technology, tasks and environments (93). In this

perspective, promoting specific improvements in the area of
patient safety for telemedicine would require the home to be
considered as a complex working system in which different
human, technological and environmental factors interact to
influence the health care process (24).

POSITION STATEMENT

The critical issues related to the use and diffusion of telemedicine
call for a wide-ranging reflection on medical, legal, ethical and
organizational principles in order to provide safe health and
social care.

Clinical Risk Management aims to improve the safety of care
by identifying and preventing circumstances that could expose a
patient to the risk of an adverse event.

Intrinsic ethical implications are present throughout the
clinical risk management process, i.e., in the assessment,
management and communication of clinical risk. Indeed, from
an ethical point of view, risks can be approached from different
perspectives (utilitarian, contractual, subjective, sociobiological
and personalistic) (74).

A literature review showed that the ethical aspects of specific
telemedicine applications are a neglected area, with only a
few empirical studies (94). However, there are many ethical
issues related to telemedicine, many of which are addressed in
this paper: the protection of patient autonomy and the right
to express informed consent to the proposed treatment; the
appropriateness of telemedicine in relation to the specific clinical
case; the proper identification of the patient; the guarantee of
equal access to treatment and quality care; the definition of
professional duties and responsibilities; the preservation and
integrity of confidential patient data; the dehumanization of
healthcare (95). Ethical principles are experienced differently
by telecare providers and patients: providers consider that
telemedicine provides better care than patients; patients feel that
telemedicine may place a greater share of costs and burdens on
them, reducing equity (96).

The World Medical Association and the American Medical
Association have endorsed the need to create an ethically-
based system that safeguards the interest of patients and
reduces the risks of non-compliance and compromised
effectiveness (58, 59).

For this reason, let us first define our perspective. The ethical
framework we refer to is the Ethics of Job Well Done, which is
part of ethical personalism (29). According to the Ethics of Job
Well Done, health care in telemedicine should be characterized
by: (a) an awareness that every medical act is a free and
responsible Human Act with an intrinsic ethical value; (b) an
interdisciplinary co-design in relation to complexity theory and
systemic thinking; (c) a realistic knowledge that always starts
from experience and leads to the search for scientific truth as
the basis for one’s choices; (d) a management model useful for
the motivational involvement of all the components involved;
(e) a recovery of the political dimension of Job Well Done, i.e.,
professional excellence as a means of serving society and the
common good; (f) the capacity for radical procedural innovation;
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FIGURE 2 | Ethics of Job Well Done framework.

(g) putting people at the center of work, improving effectiveness

and efficiency and ensuring sustainability (Figure 2).

Based on the Ethics of Job Well Done, we propose the
following lines of action:

1. The telemedicine service should be integrated in a “Hub
and Spoke” organizational model, where the hospital is the
Hub and the patient’s home is the Spoke. This would make
it possible to identify, assess and eliminate current and

potential risks in the healthcare process carried out through

telemedicine in order to ensure the quality and safety of care
services (Figure 3).

2. As an integral part of healthcare (Hub and Spoke), HWs,

formal and informal caregivers should have an incident

reporting system in place to collect information about the

occurrence of adverse events, near misses or sentinel events.
3. CRM should be based on a systems approach. Systemic

Clinical Risk Management (SCRM) is a proactive CRM
approach in which patient safety is the result of the
acquisition and processing of multifactorial quantitative e-
tech data and qualitative data such as the human-animal-
environment interface, lifestyle behaviors, social factors,

political and socio-economic conditions and globalization
processes (97). The systemic approach to patient safety
should be fostered by the increasing implementation and
integration of AI systems and telemedicine.

4. HWs, formal and informal caregivers should receive specific
training on critical telemedicine issues regarding risk
management in telemedicine, communication processes and
critical topics such as confidentiality, security, privacy,
storage and integrity of sensitive data. The aim is to
implement a culture of safety and to achieve an adequate and
specific level of competence for each of the players involved
in the healthcare procedure.

5. Patients should be selected carefully. It would be necessary to
verify the correspondence between the patient’s health needs
and the possibility of delivering the service via telemedicine.
The aim is to pursue appropriateness of provision
(supporting, supplementing or replacing telemedicine)
by also using tools for remote detection and monitoring of
biological parameters and clinical surveillance.

6. Health care through telemedicine should only be started after
an initial in-person medical consultation, except for specific
needs determined by the physician and for situations that
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FIGURE 3 | “Hub and Spoke” organizational model.

make the patient’s presence in a health facility particularly
difficult (mobility problems, impossibility of finding an
accompanying person, etc.).

7. Each patient should have a medical case manager to refer to.
8. The patient should be able to check and communicate to the

case manager the degree of satisfaction and should be able to
communicate any need or desire for change.

9. Healthcare organizations should identify an appropriate
catchment area, clinical pathways, structural and
organizational arrangements, and rules regarding transfers
from hospital/hub to home-based care/Spoke and vice versa
in case of need.

10. Informed consent should fully explain the process of
treatment through telemedicine, expected outcomes, non-
treatment outcomes, complications, treatment alternatives,
impact on family life, organizational, structural and
instrumental needs, impact and risks to privacy. The
language should be comprehensible, simple and clear,
appropriate to the age, capacity and health, psychological,
cultural and linguistic status of the patient. The aim is to
provide the patient with as much information as possible so
that the choice to be assisted by telemedicine is a free and
informed one and not an obligation without an alternative.
In this way, the principle of autonomy would not conflict
with the principle of health protection.

11. The implementation in medical practice of telemedicine
procedures should be defined by the evaluation and
validation of efficacy obtained from specific studies
performed following classical scientific schemes and also by
metanalyses and health technology assessment.

12. Patients’ organizations, especially disabled and vulnerable
ones, should participate in decision-making processes and
they should help healthcare organizations to monitor the
long-term effects of telemedicine.

13. Information and Communication Technologies (ICT)
must guarantee authentication, safety, security, integrity,
confidentiality and availability of data.

These lines of action can help stakeholders involved in safety
promotion to manage telemedicine risk-related, i.e., patients
and their relatives, formal and informal caregivers, patients’
organizations, policy-makers, healthcare governance, healthcare
workers (HWs), providers and insurance providers.

CONCLUSION

During the pandemic, telemedicine was the tool through which
many Health Systems ensured health care for Covid-19 patients
with mild symptoms and for patients who needed diagnosis
and treatment but had to respect physical distancing (8–
12).

Because of its recognized effectiveness, many countries
have planned economic and regulatory interventions (15–
18) to enhance telemedicine even after the pandemic with
the aim of moving healthcare from the hospital to the
territory, strengthening healthcare and improving standards of
patient care.

Nevertheless, telemedicine is not a new healthcare tool. A 1997
paper paradigmatically titled “Telemedicine: new technology =

new questions= new exposures” (98).
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Simply the Covid-19 pandemic has emphasized its usefulness.
Telemedicine is experiencing a new springtime. The hope is that
telemedicine does not fall into oblivion or, worse still, become
a boomerang for the health and safety of patients, the safety of
all professionals and others, the expectations of family members,
and also for the budgets of health systems worldwide.

For this not to happen, we need to put into practice some
“alerts” already sounded in the pre-Covid-19 era.

In 2004, the Commission of the European Communities
argued that e-Health should be supported by a wide diffusion of
best practices including quality impact and accountability
assessments in telemedicine services and accreditation
procedures (99). Eight years later, for professionals (health
and scientific communities) the focus will be on developing
evidence-based clinical practice guidelines for telemedicine
services with particular emphasis on nursing and social care
workers (100).

In 2005, the WHO supported the need to diffuse experiences
and best practices regarding telemedicine, to promote standards
through the diffusion of guidelines and to train HWs to
strengthen the quality and safety of healthcare (26).

In 2018, the WMA’s position steatment encouraged the
development of ethical standards, practice guidelines, national
legislation and international agreements on topics related to
the practice of telemedicine, protecting the patient-physician
relationship, confidentiality and quality of medical care (58).

The American Medical Association (AMA) has supported
the continuous improvement of telehealth/telemedicine
technologies, and the development and implementation of
clinical and technical standards to ensure safety and quality of
care (59).

Telemedicine is a major challenge for all healthcare
organizations wishing to offer telemedicine programmes to
patients. Telemedicine programmes are positioned within
larger health organizations and do not operate in a vacuum. In
turn, each organization operates within a wider environment,
which is often limited by fiscal, geographical and personnel
factors. All these factors could influence the introduction of
telemedicine (101).

This enormous task requires new knowledge which, if
not recognized, could see telemedicine projects continue to
founder (102).

With this position paper we have accepted the challenge and
wanted to make our own contribution. We are convinced that
the sustainable development of telemedicine can only be achieved
by increasing citizens’ confidence in telemedicine. To do so,
healthcare organizations will have to offer quality, technologically
advanced and safe healthcare for patients, professional and non-
professional stakeholders involved in the process of care.
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