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Background: The importance and attention to patient privacy in recent decades have been directed mostly toward medical data protection in electronic means. Hence, other aspects of patients’ privacy were overlooked, particularly in the primary health care (PHC) level. In the attempt of many countries, including Indonesia, to strive toward universal healthcare provision, a strong and accessible PHC is essential. This situation may create a tension in privacy provision where patients who need to disclose secrets may opt for other facilities, such as hospitals. This study aimed to describe and discuss patients’ and doctors’ perspectives and experiences about privacy in PHC in Indonesia, particularly since the universal coverage started.

Design and methods: We used in-depth interviews and observations to gather information. Inductive and thematic data analyses were conducted. We interviewed PHC users (n = 17), doctors (n = 16), other PHC staff (n = 7), and non-PHC users (n = 5) and observed the PHC activities.

Results: We found that privacy is imperative for both patients and doctors. Design and conditions in PHC, including consultation room doors open, separate rooms for treatment, and patients’ symptoms asked by other staff were aspects that undermine privacy in PHC. Inadequate physical and informational privacy protection during a patient’s visit has affected the quality of care negatively in ways that impede proper anamneses and physical examination.

Conclusion: Ensuring patients’ and doctors’ physical and informational privacy is essential to creating PHC as the primary source of care that responds to the privacy values of its users, but it has been overlooked. The PHC building designs and care provision guidelines should incorporate the privacy needs of patients and doctors.

KEYWORDS
privacy, primary health care, universal health coverage, quality of health care, Indonesia


Introduction

The existence of good-quality primary health care (PHC) facilities has become an essential instrument in the global effort of countries to provide healthcare access to everyone. This effort has become a global call for political commitment and resource investment to strengthen PHC facilities for disease prevention and health promotion. However, this investment will become less meaningful if PHC does not recognize the importance of the patients’ values, including ensuring their privacy (1). The importance and attention to patient privacy in recent decades have been focused mostly toward medical information protection in digital and electronic means, including sharing of big data (2, 3). This has shaped the scholarly, media, and policymakers’ discussion and understanding concerning patient privacy toward a narrower scope that is related to electronic data, and not the privacy experiences of doctors and patients during their visit at the healthcare facility. Previous settings where privacy have been researched are usually hospitals and emergency departments, where medical conditions are often more complex and privacy issues are relatively more profound (4–6). Other aspects of patients’ privacy, especially at the PHC level, where usually patients presenting for mild symptoms and common illness have been given less attention.

Primary health care (PHC) has been recognized as a cornerstone for providing holistic, cost-effective, equitable, and sustainable care for universal access to healthcare in developing countries (2–5). PHC should provide acceptable means of care to the society and for community empowerment (7–9). To benefit from PHC, the community needs to choose PHC as a primary source of care, which prerequisites a secure feeling of privacy (10, 11). PHC in Indonesia is provided by public PHC facilities and private general practitioner practices or clinics. The public PHC is located in almost every district, generally has better facilities, and is readier to provide healthcare services than private clinics (12). There are more than 9,000 public PHC facilities across Indonesia (12). The World Bank report in 2018 indicated concern about the lack of privacy in the public PHC, especially in rural areas (12). Although not specifically about patient privacy, previous studies in Indonesia also indicated that patients were dissatisfied with their conversation privacy with a pharmacist (13). Furthermore, some private practice general practitioners were concerned about the privacy of their tuberculosis patient data for reporting-related purposes (14). Little is known about patient privacy during their visit to a PHC in the context of the Indonesian national health insurance system.

Before the national health insurance scheme era, known as Jaminan Kesehatan Nasional (JKN), health insurance in Indonesia was only available for a small group of people such as civil servants, police and army, formal sector workers, and a tiny proportion of the poor covered through subsidy. The PHC in Indonesia is located in every district including remote areas and islands. The main PHC users were people who are the so-called “grassroots,” of lower socioeconomic status or living in rural areas (15, 16). The people living in cities often use any other means including hospitals or private practice. There is a common prejudice, which is not always the case, that PHC is a place to obtain free healthcare services, which has a long queue, which has uncomfortable conditions, and of low quality compared with other places. PHC is not very popular among people who have the ability to afford care elsewhere, and they usually opt for out-of-pocket payment, rather than using the NHI scheme for outpatient care at other facilities, such as hospitals and private practice (17). Since the NHI started in 2014, PHC has become more important for everyone. According to the Ministry of Health (Minister of Health Regulation number 5, year 2014), PHC is expected to handle 144 different diagnoses (18). This role implies that all kinds of patients from all ages and different diseases should be first treated at this level. Within the NHI system, PHC has an important function as the “gatekeeper,” or the first contact point to reach the rest of the healthcare system. Using the NHI, unless in cases of emergency, everyone needs to go through the PHC or other primary facilities where they are registered.

Importantly, freedom of care seekers to disclose important but sensitive information to their doctor affects directly the process and outcome of care. However, in the current and increasingly complex healthcare systems, efforts to protect patient privacy have become inextricably linked to other components of the system, including policies, leadership, and culture (2, 19). Another factor, the design of PHC by itself, may affect the experience of care for its users. Previously, the concept to view hospital as a therapeutic instrument was expressed by Michel Foucault in the 18th century (20). Reflected in his work is the understanding that the design of healthcare facilities can influence the good or bad outcome of care for patients.

Traditionally, patient privacy was determined by the professionalism of doctors. Physicians’ responsibility to protect patients’ privacy and secrecy has been articulated in the Hippocratic oath, whose core values strongly shaped the medical professional ethic culture until today (21). Internationally, among other documents, the UNESCO Universal Declaration on Bioethics and Human Rights stated the importance of respecting and protecting privacy and confidentiality of personal information (22). Privacy protection in healthcare is also considered a moral obligation to maintain patient dignity. Doctors have the ethical and legal duty to protect patients’ privacy (4).

Concerns about medical privacy protection during accessing healthcare differ between cultures. In the macro-view, privacy was known to have a root in Western societies (developed countries), where the value of individual autonomy should take precedence, whereas in other parts of the world and developing countries, the culture of prioritizing group interests is pragmatically given more weight than individual interests (19, 23). At the micro-level, when seeking medical care, patients convey information about their symptoms, disease, and their lives, which include sensitive and private information to various extent. When a patient’s privacy is violated, it may cause harm to the patient and the doctor–patient relationship (24).

Without a proper guarantee and feelings of privacy and trust toward care providers, follow-up appointments and treatment will be a challenge. This particularly affects patients with vulnerable characteristics, including minority ethnic groups, low socioeconomic status, and low trust and difficulties in communicating with healthcare providers (19). Privacy issues related to stigmatized medical conditions such as HIV/AIDS or tuberculosis (TB) are of particular importance (25). In fact, PHC is often the first place where such diagnoses or suspicions involving sensitive information are performed. Therefore, this study aimed to discuss the privacy situation in PHC and how it may affect patients through the experiences of both patients and doctors. In particular, this study aimed to describe patient privacy situation in the outpatient care setting in PHC, to identify the importance of and concerns about privacy, and to identify current situations to be taken into consideration when setting improvement measures related to patients’ privacy needs.



Methods


Design

This was a qualitative study on patients’ and healthcare workers’ experiences involving privacy, conducted as part of a larger study on patients’ values regarding PHC. We followed an interpretative phenomenology approach (26).



Participants and setting

The study participants consisted of patients (PHC users and non-PHC users) and PHC providers (general practitioners, dentists, management staff, and other PHC staff). We included patients who do not use PHC as their usual source of care as they may have relevant views on privacy and may prefer other healthcare facilities because of privacy concerns. We interviewed patients and doctors in PHCs affiliated with the JKN insurance scheme about patients’ privacy, as described in Table 1. In addition, we interviewed other PHC staff and patients who do not use PHC as their regular source for healthcare. Patient participants were primarily selected purposively, recruited at two PHCs (one rural and one urban location), while healthcare workers were from five PHCs. Furthermore, some participants including non-PHC users were then reached through participants who mentioned people from their circle who did not use PHC. Interviews were conducted until data saturation, which was identified by recurring themes when we continued to interview more participants.


TABLE 1    Number of respondents interviewed.
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Eligible participants for PHC users were patients aged 18 years and older who have visited a PHC during the period of our study. The medical practitioners were general practitioners (doctors) or dentists with more than 6-month experience working at the PHC. Participants must be able to speak either Bahasa Indonesia or Javanese (local language).



Data collection

The study was approved by the Medical and Health Research Ethics Committee Faculty of Medicine, Public Health and Nursing, Universitas Gadjah Mada (Reference number: KE/FK/0207/EC/2021), and approval for the study was sought from the district health office and PHCs. This study was conducted in compliance with the ethical principles for research subject protection. The researchers are as follows: ABP is a clinician and has an education background in public health, RA has an education background in anthropology, RSP is a medical anthropologist, and DLW is a former general practitioner and professor in medical ethics. All have experience in conducting qualitative research. ABP and one research assistant (RA) collected data through in-depth interviews from January to September 2021. We established triangulation of the phenomena through observations about the patient flow and daily activities in the PHC. Due to the pandemic situation, the participants were given the option to be interviewed either in-person (face-to-face) or online (through a video or phone call). Interviews were conducted at times or places chosen by the participants. Prior to interviewing, the participants were given a clear explanation about the study and provided the option for either a written or verbal informed consent upon their preference. All the participants gave consent for voice recording of the interview. The interview durations were around 60 to 90 min. We took field notes during and after the interviews.

The in-depth interviews were guided by the following topics (Supplementary file 1):


•Experience around (patient) privacy in PHC.

•The importance of (patient) privacy.

•Thoughts and concerns about (patient) privacy in PHC.



Furthermore, we referred to Karro et al. (6) and Shen et al. (2) in exploring the particular dimensions of privacy during the interviews, which include room situations during consultation session, the presence of other people, possibility of other people to overhear, and data in the medical records (2, 6).



Data analysis

First, the interviews were transcribed verbatim and coded by two people, ABP and RA. To establish inter-coder trustworthiness, the first 10 transcripts were coded independently by ABP and RA and discussed for discrepancies and interpretations during meetings. Subsequently, every fifth transcript was coded by both ABP and RA, until all transcripts were fully coded. These steps were undertaken to establish inter-coder trustworthiness (27).

While coding the first 10 interviews, the research team regularly met to discuss the coding, resolve discrepancies, and develop categories and themes. During the meetings, we wrote a log book, including date of discussion, important findings, and disagreements that were resolved. Different interpretations during the coding were brought up and resolved during the team meetings with DL and RSP. Categories and themes emerging from the analysis were developed by ABP, refined by RA, and discussed in the regular meeting for review and finalization. ABP translated the quotations in English, which were then checked for the accuracy of translation and meanings by RSP and DLW. Data were managed and coded using NVIVO software version 11. We followed the consolidated criteria for reporting qualitative research (COREQ) (Supplementary file 2).




Results

Table 2 shows the patient respondents’ characteristics. Most respondents are at productive age. The education level varied, with 40% of the respondents had education at junior high school or lower, almost 30% had university degree, and one was at unfinished primary school level. The occupation varied, with more than half not having a regular source of income. The highest proportion of respondents, with 27%, were housewife, and more than 20% worked in the informal sector. Around 20% were formal sector workers, who were covered by the NHI scheme called Jaminan Kesehatan Nasional (JKN) through the wage earner scheme. One-third of respondents were covered by the JKN non-contributory scheme, with premiums paid by the government.


TABLE 2    Patients’ characteristics.
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Theme 1: Physical building and context of the primary health care that affects patients’ privacy


Consultation room doors open

The common practice in many PHCs is that consultation rooms are often left open during service provision. Most consultation areas are rooms with doors, but we observed some variations, such as consultation rooms that did not have doors, have removable room partitions, and rooms with doors but inside there is more than one consultation table. Doors were only occasionally closed, before the doctor needed to perform physical examination. Generally, it is possible to see what is going on inside the rooms, and sometimes, more than one person is provided service together in the same room. Most of the participants cited they would visit PHC for mild symptoms, but even so, this situation resulted in inconvenient feelings for some patients to talk freely and openly to the doctor. Other patients expressed that they had no objection to see a doctor in this situation; however, when given the option for doors open or closed, they preferred the latter.

An unclosed door was uncomfortable not only for patients but also for the doctor. The open doors created an opportunity and/or perception that other people present may see or hear the examination. This situation made doctors sometimes feel uneasy to ask sensitive questions in order to explore more during anamneses and also to comfortably perform physical examination. This might be one of the contributing factors to the experience patients had about the anamneses that oftentimes are very short, not elaborate enough, and physical examinations that are rarely or, if performed just shortly.







	

	“…If I ask about sexual behavior or private matter such as eating habits… I feel that they (patients) hold back some information. So they will only provide ‘good’ answers or say ‘normal’ things… So, this is a barrier for us to diagnose” (Respondent 26, doctor).




Related to this situation, the majority of respondents, both patients and doctors, had the same preference of the doors being closed. Some variations of the preference are relatively related to the reason that the patients cited for the PHC visit. A patient (respondent 4), who came asking for a referral letter, cited that she did not mind the doors open because she did not need a physical examination. According to her, usually consultation room doors are open when there is no physical examination. On another occasion, she underwent dental care at the PHC, and in the dental room, it is usually closed. The lower number of dental patients than general (e.g., three dental visits compared to 100 general patients in a day) might signal that the dentist has more time flexibility for caring for patients.







	

	Q: When you are inside the consultation room, is the door open or closed?
A: Open
Q: For yourself, what do you think about it?
A: Eee… Because I only came for referral, so it’s still comfortable for me hehe. Because I didn’t need any (physical) examination (Respondent 4, patient).





Other patients try to ignore the uncomfortable feeling by reassuring themselves that even with open doors, no one will try to look at what is happening inside. A patient confessed about trying not to be bothered even if someone he knows sees or listens.







	

	“Like in this PHC, the doors are open but no one will snoop around, except my wife and child who accompany me, that is alright. Maybe for me I wouldn’t make that as problem, but this is for me. I will try not to be bothered, so it is okay” (Respondent 9, patient).




The reasons why the doors are usually left open were expressed by doctors, which are mainly for ease of the patient flow and to save time. Other reasons were climate (hot weather) and preventing accusation or uncomfortable situations by being alone with a patient without the presence of others as witness. A doctor mentioned that there are no complaints/objections from patients about the current situation. According to some doctors, patients will not feel disturbed with the doors open, and the doctor is able to recognize the timing about when they have to close the door for some private space with the patient. A doctor, who works at a rural PHC, would close the door only when really necessary, for example, if she needs to check the patient in a private area, but for ear examination she would not close the door.



Availability of separate treatment rooms

In the PHC in Indonesia, there are usually several rooms available. Commonly, a separate room is allocated for treatment, dental care, maternity and child health, TB, and HIV counseling and testing. Not every PHC has all these separate rooms, some have less facilities, and others have exceptionally complete facilities including inpatient care. A treatment room separate from the consultation room is usually available, which is also commonly used to perform physical examinations. However, if the treatment room is being used, then the patient who came from the consultation room and needs physical examination has to wait, which may take longer.







	

	“So if we want to examine, for example the patient has a lump on parts of their body, we want to examine but in that room there is no curtain, So, we have to move first to another room… to the treatment room” (Respondent 29, doctor).




Another room is also available for specific purposes, such as to examine for TB. The TB-suspected or -confirmed patient will be in this room, and unlike the usual protocol, the doctor/staff will come to care for the patient. The patient need not buy medicines at the pharmacy counter, but it will be handed over to the patient in this room. This setting is different from the usual practice, where normally, the doctor is already inside the consultation room and the patient will walk inside from the waiting area. On the one hand, a special room is meant to prevent disease transmission, and on the other hand, the separate room and different treatment that the patients receive may raise questions and curiosity from other patients at the waiting room. This can have unintended consequences for the patient, who might have to deal with the other people’s reactions, who could be a friend, neighbor, or colleague. Similarly, this situation can arise when some PHCs have separate consultation rooms designed for voluntary counseling and testing for HIV. During the COVID-19 pandemic, patients are categorized into infectious and non-infectious cases, while fear, stigma, and misinformation about COVID-19 are still common. Some patients categorized as “infectious” choose to wait outside near the gate because of worry to be presumed to have COVID-19 infection. In the PHCs, open doors were already common practice before the COVID-19 pandemic. Consequently, there were no comments on that in the interview. In line with the report in 2018 by Rajan et al. from the World Bank, they raised the concern that almost 50% of the public PHCs did not provide privacy in consultation rooms (12). It is our impression from our interviews that lack of privacy might be an issue in most public PHCs.



Symptoms asked by staff other than doctors

Patients’ reason to visit were likely asked several times at different stages of their visit to the PHC. Before seeing a doctor, patients have to go to the registration desk, and there they will be asked about their reason for the visit, which often means mentioning the disease or symptoms they have. Furthermore, patients will visit the nurse station or a desk to have their vital signs and sometimes weight measured. Here, the nurse will ask some questions and fill in information in the medical record. Next, patients will meet the doctor in the consultation room, and lastly, they will take the medicine at the pharmacy. At all of these different steps, there is a possibility that patients will be asked about their disease. Patients expressed that they felt uneasy with this situation. A female patient who visited because of hemorrhoids said that she would speak with a low voice when asked about it. But she tried to bear with this uncomfortable feeling because of her pain, and getting treatment was her priority concern.

Differently, for doctors, the different steps where patients’ information is being recorded are viewed as a helpful process, to sort out some details and procedural steps related to the patients that can be shifted to other staff. It is seen as a division of tasks and workload and also to save time as the nurses can already prepare necessary documents, equipment, and/or materials related to a certain patient.







	

	“Because in front it is actually already filtered by the nurse for the vital signs and anamneses. So, we then confirm and complete (the medical record), and just need to explore more (information) and examine… The reason is for example ‘this needs wound care,’ like that the nurse can already prepare. Next ‘here is a child aged less then 5 years,’ the nurse helps to fill in the form for integrated management of childhood illness… So, these things won’t take long when patients see the doctor. When there is something incomplete and (patients has to) come back later, this will take a long time. So, when things are sorted out before, when patients come in (the consultation room) it will be faster” (Respondent 28, doctor).




However, a doctor (respondent 24) acknowledges that this situation potentially leads to uncomfortable feelings for the patients, in a way that they may be unwilling to answer the questions at the registration and other steps and may only be confident to reveal honest information once they meet the doctor.







	

	“Sometimes when patients asked (by other staff), when patients feel that this is part of their privacy, they will not answer. And then when they enter the consultation room they start to talk frankly. Sometimes I’m also surprised. When I observe patients gesture closing the door and talk with a low volume, ah… there must be something secret” (Respondent 24, doctor).







Theme 2: Lack of privacy affects the quality of care negatively

At the PHC, when patients sense an unsafe and hesitant feeling of their privacy, some of the following gestures have occurred among the participants:


(1)Patients will lower their voice if there is a secret;

(2)Patients will close the door when entering the consultation room; and

(3)Patients will choose to hide and not disclose openly information relevant to their medical condition.



In addition, patients may experience uneasy, uncomfortable feelings, shame, and fear of being discovered. These negative feelings may impact the patients’ trust and safe feeling when visiting the PHC, which can deter proper anamneses, diagnoses, and then a proper treatment, particularly if there are follow-up appointments needed. Another possibility is that patients simply choose not to visit the PHC.


Anamneses

Not only patients but also doctors felt lack of privacy in terms of being able to be overheard and seen by other people in the PHC alienate them from quality time for anamnesis, physical examination, and diagnoses. First, related to anamneses, doctors sometimes felt uneasy and worry if their conversation with patients is listened to by other people around the area. For example, the presence of another patient in the same room makes it difficult for a doctor to extract relevant information from a teenage girl who presents with abdominal pain and later tested positive with a pregnancy test. Because when she asked questions, the patient remained silent.







	

	“The patient becomes less open, like they have to almost whisper because it’s close with the other doctor’s table, no curtain, no divider, just directly (between two consultation tables)” (Respondent 29, doctor).




Another unintended impact was that doctors experience getting some comments from patients who are in the waiting room because of what the patients overheard. Although the comments might be just a spontaneous and inadvertent reaction, it may impact the doctors’ feeling about their privacy.



Physical examination

Second, this situation can interrupt and complicate the process for the necessary physical examination. If doctors need to examine a private area, they will go to the treatment room, which is separate from the consultation room. However, this has also a risk that other people in the waiting room may become curious.







	

	Q: How do you perform physical examination; how do you usually do that if there are no curtains (barrier)?
A: Physical examination is only minimally performed, we just decide according to the symptoms (and the patient sitting on the chair), and then when it is necessary for the patient to lie down, we usually move to the treatment room” (Respondent 29, doctor).




Nevertheless, according to some doctors, the main constraints to perform physical examination is not privacy but more because of limited time. They would maximize the anamneses and conditionally perform physical examination according to the anamneses results.




Theme 3: Understanding the meaning and importance of privacy


Doctor views

Privacy is regarded important by both patients and doctors. Most doctor respondents express the importance of privacy, and some stated explicitly that patient privacy is imperative. The importance of privacy is described by doctors in terms that it should be respected, data protection should be adequately performed, the presence of other people is considered, and if involved in research, the patient’s identity should not be identifiable. Some doctors express what privacy means to them: having a room to discuss with the patient, without other people present during consultation who may see what the doctor is doing or able to hear the conversation. Regarding patient information, it meant upholding the ethical code of keeping patients’ secrets. Privacy in the consultation room gives the doctor more focus, freedom to deepen the anamneses and talk to the patient, and perform physical examination. Privacy is also framed normatively, that is, toward the do’s and do not’s; and the “yes” and “no” whether a certain situation infringes patients’ privacy or not. This can lead to a tendency to think and classify privacy situations as “black and white,” that is, as only right or wrong, which can hamper a deeper thinking when making decisions related to patients’ secrecy or privacy issues. For instance, a doctor (respondent 27) wondered whether in the same room, two patients were examined at the same time is considered to infringe patients’ privacy or not because it is a common situation that if there are many patients in the queue, sometimes, they may examine more than one patient in the same room.

Doctors’ awareness about privacy varied. Doctors try to keep patients’ privacy by keeping secret the information they received from patients. Another doctor gave an example when she saw a patient with sexually transmitted disease who came with his wife. She would ask the wife to wait outside the room to explain the diagnosis to the patient. Oftentimes, patients’ symptoms are asked by other staff at registration and nurse station, before meeting the doctor. Doctors see this as an assistance to sort out information and hasten the service provision. However, for most patients, it means that sometimes, they have to reveal sensitive information that otherwise they would only convey to the doctor.



Patient values

To patients, the importance of privacy is that there is a secret that other people should not know, including what is inside the medical records. The concern is toward avoiding shame and judgment if a certain medical condition might be judged unacceptable concerning the common expectation of good behavior or norms that are related to religion, culture, and tradition. The need for privacy is mainly toward neighbors, family, and people who are close to the patient. For some, the intuition about having secure feeling of their privacy also involved being able to choose the doctor of the same gender, particularly when physical examinations are involved.







	

	“If the doctor checks my private area, it has to be a female. If not, I will feel uncomfortable and embarrassed hehe… If (the male doctor) only ask something, it is okay. However, if he checks, I do not want to. When I was pregnant, coincidentally, the doctor was male, and he wanted to check there hehe… There was no female doctor, so I refused the examination. The doctor went outside, and then the female nurse checked.” (Respondent 8).




Communities in Indonesia uphold the value of togetherness and maintaining harmony, which is particularly strong in villages and small cities. The community usually still maintains a close relationship and the wisdom of helping each other in the community, which is strongly present in important occasions, such as weddings and funerals, including when someone becomes sick. The common practice is to visit (sometimes together with others or many people) who is known to be sick and offer help. This has also happened during an interview, where a neighbor came by to visit the respondent and ask about his health.



Privacy-sensitive issues in primary health care

Many aspects of the sensitive medical information related to patients’ privacy become part of the daily routines for the doctors meetings with patients in PHC, which can cause some dilemma for doctors. Some privacy-sensitive issues that we found in PHC and would need further attention were related to child sexual abuse, teenage pregnancy, people living with HIV, TB, sexually transmitted infection, and people with mental health issues. The community associate it with taboo, shame, or norm-violation. A patient’s family routinely visits the PHC to take referral for a family member who has HIV, but the patient will not come to visit the PHC. These patients are sometimes trapped in an uncomfortable situation that they would rather avoid.







	

	“For certain cases they (patients) worry. There was a teenage with the parents. Usually if there are cases suspect to sexually transmitted infection, and he is with the parents, we will ask the mother to leave (the consultation room) first. So we can freely do the anamneses” (Respondent 34, doctor).




One PHC had a comprehensive service facility which includes the treatment for antiretroviral, sexually transmitted infection, and TB. In these patients’ medical records, stickers are placed with different colors as codes. These patients can get priority for treatment, allocated to a certain day and with a separate queue. The stickers as symbols were placed in attempt to protect the patients’ disease status, which is only understood by the PHC staff. However, this can create curiosity and questions among some other patients, who then ask the PHC staff about what is going on. The idea of stickers is used to hide the information from those who might see the file.







	

	“Patient will not know. So, sticker with colors for codes. More than one sticker so patients will not know that this is a sign for a specific case (on the medical record)” (Respondent 44, doctor).







Theme 4: Perceived privacy protection in primary health care

Patients generally had feelings of trust toward the PHC that their written (medical record) data will not be misused. Some respondents felt that PHC protects their data from other parties and knew when a referral is made, disclosure of information will be necessary. Initially, patients responded quite normative when asked about privacy experiences during their visit, describing it with the words “it is okay” and “good.” Most respondents were first showing acceptance. However, we found that this is related to the cultural value of nrimo, which means acceptance (28). This can be interpreted in this case into gestures and attitudes of acceptance. Among our respondents, it is the gesture and attitude of accepting what the patients receive from healthcare providers, without further questioning or complaining. In our study, this nrimo can be related to the respondents’ characteristics of a modest person who uses the non-contributory JKN scheme or have low education. This culture of nrimo is added to by the view that respondents regarded the services as provided for free, where in fact the insurance premiums are covered by the government subsidy for the JKN insurance scheme.

By contrast, some respondents explicitly explained that the privacy protection they experience was not satisfactory.







	

	“I think it is not enough, because it means other people may know what disease we have, listen what we say. I think every time being examined, the door has to be closed. I mean if we want to explain something, other people should not know… So, we can explain it more comfortably” (Respondent 4, patient).




Similarly, doctor respondents think that if they were the patient, their privacy is more protected if examined alone without other people present. However, doctors sometimes have to see many patients (sometimes up to 100 patients per day for one PHC, with service provision, for example, from 07.30–14.30), needing speed to be able to provide services to all of them. A head of a PHC explained that patients’ privacy is sufficiently protected, which can be seen from the fact that patients trust and do not hide information from the doctor. Doctors also express their need for more privacy protection so that they can feel comfortable in doing their tasks. Some doctors realized that in the PHC setting, privacy is lacking, as such when performing physical examination, their action would be moving to another room.







	

	A: In PHC (privacy) is actually insufficient.
Q: Insufficient, like what?
A: So, for example we examine a lump in certain part of the patients’ body, we want to examine but there is no curtain. So we have to move to another room first” (Respondent 29, doctor).








Discussion

This study aimed to discuss and describe the privacy situation in PHC and how it may affect patients and the quality of care through the experiences of both patients and doctors. The feeling and perceived lack of privacy were mainly related to the physical building and setting of the PHC, and also the presence of other people in different ways, present directly in the same room, or able to see or hear what is happening during the consultation or examination of patients. This situation has affected the quality of care provision, by jeopardizing the information openness from patients to doctors, and presenting challenges for doctors in obtaining relevant medical information and performing physical examination. Inadequate privacy provision was also caused by the high patients’ load, time pressure, and the known expectation of PHCs to provide services for everyone present during the opening hours of the facility, without the obligation to make appointments the days before.


Primary health care design and privacy

The currently common situation during the service provision reflects that the issue of privacy is not becoming a concern or priority until now. A separate room can be used for physical examination, which may well indicate situations where the patient and/or doctor feels the need for more room for privacy, although not necessarily verbally expressed as a need for privacy. The other important considerations are if the other rooms are used for specific purposes, to avoid curiosity or stigma, the patients who enter a specific room should not be visible to the rest of the patients who are in the waiting area. This arrangement also applies if for some reasons, doctors would prefer the doors in the consultation room to remain open. New PHC building designs or renovations should incorporate this need of patients and doctors for privacy. This means that a privacy discussion is not anymore mainly seen as the responsibility of the doctor but also relates to the other components of the PHC systems, including the architect and designer.

The setting in the PHC in our study setting is similar to an emergency department setting, in terms of the high patient load, which creates a time pressure, sometimes involving a shortage of clinicians, and examination rooms that are usually not completely closed with the possibility of other people able to see or overhear. Drawing lessons from the setting of an emergency unit, a study by Hartigan et al. (29) performed a change in the layout and modest renovation to a maternity emergency department unit to provide more privacy to patients. In that study, the change was made by changing from using curtains as dividers into cubicles with walls. Their before and after renovation survey showed improvement in patient privacy (29). This kind of renovation could possibly be adapted in low-resource settings with limited budget allocated to renovate the setting in PHC, and the outcomes could be analyzed if this approach may improve privacy of the users.



Sensitive issues are prevalent in primary health care

There is a dearth in recent literature about privacy in PHC. It is possible that privacy in PHC is not a big issue anymore in countries with established primary care systems. However, in the context of a developing country, our findings reveal the fact that privacy-sensitive issues are prevalent in PHC, including issues that were not realized in the beginning by the patient but then later on was discovered by the doctor. The visit of a teenage girl who presented innocently with abdominal pain and later was discovered to be pregnant by a test result was only one among other patients. This case accentuates that sensitive patients’ information still needs to be given attention in PHC and not only in settings that are commonly known to cause issues, such as hospitals and emergency departments. We also found that the physical building and the ‘doing business as usual’ situation, with consultation doors open and sometimes other people examined in the same room, has a considerable impact on patient privacy and their comfort feeling in PHC. In addition to the physical building of the PHC, privacy protection needs to be accompanied by the professionalism attitude of staff to ensure patients’ privacy experience (29). In our study, however, we found that the unsuitable attitude is mainly due to unawareness and not intentional invasion. Privacy awareness should not only occur by itself with the experience that the doctors gained over time but should be incorporated systematically in continuing medical education and appropriate trainings.



Leaving doors open affected the quality of care

Similar to a study in Norway that found that the ability of others to listen when healthcare providers talk to a patient is among the ethical challenges in PHC (30), we found that the importance of privacy was directed toward a safe feeling from people who are socially close to the patients, such as families and neighbors, similar to other research findings (31, 32). Worries about safeguarding medical records were relatively not expressed. Furthermore, the way ethical challenges were resolved meant more for the patients, their families, and the PHC staff (30). Similar to our findings, the specific aspect of providing privacy is of importance not only to patients but also to doctors so that they are able to talk freely to patients and perform examinations without worries about their and the patients’ privacy. Furthermore, a systematic review on family planning services found that privacy and confidentiality for the patients are an important determinant affecting the quality of care (33).



Concerns about privacy protection

A study about privacy in perinatal care in a large hospital in Turkey by Aksoy and Komurcu found out that both women and healthcare professionals feel the need to improve physical privacy. Furthermore, most of the women patients felt insecure about their data in the medical records (34). This result differs from our findings, where patients and doctors relatively trust the PHC about their medical data privacy but mainly raised concerns about physical and informational privacy during the visit. It is possible that a different nature of the hospital such as a large institution with more complex management and information technology systems, where patient data are sent and can be accessed from one section to the other make patients more concerned, rather than in a smaller unit like PHC. A study by Humayun et al. (5) found lack of physical privacy practices in outpatient care in public and private hospitals in Pakistan, with better practices in the private hospital (5). Although this was a finding in hospitals, the notion of public and private may also have an association of people’s feelings about privacy. Our results also indicate that people may opt for private providers to avoid being seen in a public facility.



Strengths and limitations

Our study captured views on privacy from two sides, patients and doctors. This enabled us to have a richer understanding and derive meaning on the similarity or differences in the views expressed by patients with experiences from doctors, and vice versa. We interviewed patients shortly after their attendance to PHC, which minimized the risk of recall bias. Our participants were patients who were present directly in PHC, with different purposes of visiting the PHC. The views of groups that may have more specific needs of privacy were captured more from the doctors’ perspectives. For instance, we could not reach the views of people living with HIV who do not use PHC for privacy reasons since ethically, it was not possible to reach them in this research. The culture of nrimo or accepting may also impact our findings, in that some respondents were not expressing their actual feeling or thoughts. This was mitigated by asking respondents to tell their experiences and then asking their thoughts and feeling related to their responses. Finally, although our respondents indicated that generally, they trust and do not have concerns about their privacy in handwritten and electronic medical records, we did not explore further on this aspect as it is beyond our study objective.




Conclusion

In conclusion, privacy should be placed as a key element in the PHC delivery. The feeling and perceived lack of privacy lead to challenges in the information flow from patients to doctors, and vice versa. In particular, it compromised patients’ and doctors’ openness to share information and ask questions. PHCs in Indonesia, and other similar contexts, where privacy regulations are not always available in place, should give attention to the physical privacy needs of patients as well as doctors for a better doctor–patient relationship and quality of care provision. The current service provision and situation in consultation rooms in PHC do not reflect adequate consideration or priority toward patients’ privacy. Constrained resources including room designs and facilities and a priority to provide services to any patient who shows up during opening hours lead to a high load to the PHC staff, which was among the factors that contribute to inadequate privacy provision to patients. Development of policies and clear context-specific guidelines is necessary to protect patients’ and doctors’ privacy and to minimize unintended harm as a possible consequence. In light of the research findings, we thus suggest several recommendations for PHCs: (1) Develop policy to have consultation rooms with doors, and closed consultation room doors during patient encounter; (2) develop designs of PHCs with barriers, assuring that people in the waiting room should not be able to observe if patients are moved to other rooms; (3) provide context-specific trainings for healthcare workers and staff at PHC to increase awareness about the importance of patients’ privacy; and (4) conduct further research or evaluations to service users, especially those with medically sensitive information, such as people living with HIV and TB, about the special services they receive that differ from other patients.
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