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Objective: To explore key elements of digital resilience in nursing undergraduates, 
providing a foundation for comprehensive assessment and training during 
medical colleges’ digital transformation.

Methods: Conducted semi-structured interviews with 20 nursing undergraduates 
experienced in online learning or digital resource use from March–May 2024, 
utilizing descriptive qualitative research and directed content analysis.

Results: Identified five themes with nineteen sub-themes: understanding 
digital threats (information overload, decreased learning engagement, impaired 
social interaction, digital technology failures, digital security risks), knowing 
coping strategies (seeking teacher support, seeking peer support, seeking 
social support), learning knowledge and skills (nursing expertise, autonomous 
learning ability, digital technology application skills, digital learning skills, 
digital communication skills), overcoming digital threats stress (psychological 
resilience, learning perseverance), and adapt to digital environment (self-
regulation and motivational efficacy, online learning self-efficacy, digital skills 
self-efficacy, social interaction self-efficacy).

Conclusion: Nursing undergraduates’ digital resilience is multifaceted. 
Medical colleges should strengthen these aspects to empower students to 
confidently navigate digital risks and adapt to educational and healthcare digital 
transformation.
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1 Introduction

Since the inception of the “Digital China” strategy within the 13th Five-Year Plan 
framework, digital technology has seamlessly infiltrated two crucial sectors: education and 
healthcare, markedly propelling their digital transformation. This accelerated transformation 
in education has prompted the widespread embrace of online learning in nursing education, 
establishing it as a prevalent norm and fostering the profound application of digital resources 
and tools within the field (1). Consequently, this shift presents nursing undergraduates with 
novel and heightened demands and challenges, necessitating the enhancement of their 
comprehensive abilities. In parallel, the digital revolution in healthcare has catalyzed 
innovation in nursing models, emphasizing the need for future nurses to acquire 
interdisciplinary knowledge to adeptly navigate clinical care amidst the dynamic shifts in 
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digital technology (2, 3). This underscores the imperative for nursing 
professionals to continuously adapt and upgrade their skills to meet 
the evolving requirements of the digital era in both educational and 
healthcare settings.

Upon engaging in online learning and utilizing digital resources 
and tools, nursing undergraduates confront adaptive challenges that 
culminate in decreased learning engagement, diminished self-
regulated learning abilities, weakened psychological belonging, and 
escalated psychological stress, ultimately leading to issues such as 
online anxiety and depression (4–6). Digital resilience is the capacity 
and dynamic cycle process of an individual to change their behavioral 
performance and psychological functioning through understanding 
the threats, knowing approaches, learning knowledge and skills, 
recovering from stress, and moving forward when facing various 
digital technology-related threats within the school education 
settings (7). This resilience facilitates the precise identification and 
effective management of threats posed by online learning and digital 
technology, fostering efficient and healthy learning patterns that 
enhance overall well-being. Consequently, actively developing digital 
resilience is imperative for nursing undergraduates.

Currently, both international and domestic academic circles are 
dedicated to conducting a series of in-depth studies with the aim of 
comprehensively exploring the constituent elements of digital resilience 
for specific groups. Specifically, Grant and Clarke (8) have systematically 
identified five core elements required for electronic workers from the 
perspective of the capabilities needed in the digital age. These elements 
include social and relational skills, trust, knowledge, personal efficiency, 
and self-protection. These core elements have been further refined into 
21 sub-elements, which not only provide clear guidance for electronic 
workers in managing the pressures brought about by the integration of 
digital technology into their daily lives and work but also offer practical 
pathways for organizations and management to more effectively 
support and develop the digital resilience of electronic workers.

In contrast, Zhong and Liu (9) have adopted a different approach. 
Starting from the attitudes and beliefs of teachers, they have closely 
focused on the core of teachers’ problem-solving abilities. By 
combining existing research findings on psychological resilience, they 
have deeply explored the constituent elements of teachers’ digital 
resilience. Their findings indicate that teachers’ digital resilience 
primarily encompasses four elements: adapting to the environment, 
responding to challenges, self-regulation, and seeking support. These 
elements are designed to assist teachers in better adapting to the new 
paradigm of educational practice under digital transformation. 
Furthermore, they aim to promote the deep integration of digital 
resilience with professional competence, thereby comprehensively 
enhancing teachers’ subject teaching and educational abilities.

Furthermore, Xue (10) has systematically examined the actual 
needs of junior high school students in the context of online learning. 
Through rigorous research, they have elucidated the defining 
characteristics of digital resilience among this demographic, which 
encompass self-regulation, positive cognition, emotional control, and 
the active seeking of support. These characteristics have been further 
refined into ten distinct sub-elements. The findings of this research 
provide educators with a solid scientific foundation upon which to 
develop effective strategies aimed at enhancing the digital resilience of 
junior high school students within online learning environments.

Additionally, Chen (11) has focused his attention on the high-risk 
group of college students within the digital realm, taking into 
consideration their cognitive development levels. Through in-depth 

analysis, he has identified the key elements of digital resilience among 
college students, which primarily include tool use, information 
acquisition, social participation, and creation and publication. These 
elements have been further elaborated into twenty sub-elements. The 
research findings offer a robust theoretical framework and practical 
guidance for the assessment and cultivation of digital resilience among 
college students, serving as a valuable resource for educators and 
policymakers alike.

In summary, research endeavors pertaining to digital resilience 
have predominantly centered on groups such as middle school 
students, college students, and social workers. However, it is pertinent 
to note that nursing undergraduates, who are frequently enmeshed in 
digital technology and confront substantial digital challenges and 
threats, have not garnered sufficient attention in the realm of digital 
resilience research, thereby constituting a notable void in the existing 
scholarly literature. A considerable variance is evident in the awareness 
levels of nursing undergraduates concerning their own digital 
resilience, which has a pronounced impact on their nurturing and 
professional development. Consequently, there is an urgent and 
pressing need to delve into the components of digital resilience among 
nursing undergraduates within the context of online learning and 
digital nursing practice. This exploration is vital for advancing and 
refining the theoretical framework of digital resilience, and for 
establishing a robust foundation for subsequent empirical investigations.

The conceptual model of digital resilience has unveiled intricate 
relationships among attributes, antecedents, and consequences, and has 
been extensively utilized to explore the multifaceted elements of digital 
resilience (9, 11). In order to address this research gap concerning 
nursing undergraduates’ digital resilience, this study adopts a descriptive 
qualitative methodology to conduct a preliminary and exploratory 
investigation into the characteristics of digital resilience among 
undergraduate nursing students. The ultimate objective of this endeavor 
is to furnish pivotal references for the training and development of 
nursing undergraduates in the digital transformation of education and 
healthcare. By doing so, it aims to empower them to more effectively 
navigate and overcome challenges in the digital age, ultimately 
facilitating their comprehensive personal and professional growth.

2 Methods

2.1 Study design

A descriptive qualitative design was utilized, which inherently 
enables the portrayal and comprehension of participants’ lived 
experiences, rooted in their individual perceptions (12). Consequently, 
this study employed this methodology to articulate nursing 
undergraduates’ insights and perspectives on the particular attributes 
of their personal digital resilience, essential in the context of nursing 
education and the digital transformation of healthcare.

2.2 Setting-participants

Between March and May 2024, a deliberate purposive sampling 
strategy was adopted to select nursing undergraduates spanning 
their academic journey from the first to the fourth year at a 
renowned medical university situated in the Guangxi Zhuang 
Autonomous Region, constituting the focal interview population. 
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The inclusion criteria meticulously outlined: (1) a commitment to 
voluntary participation in the interviews, (2) a background in online 
learning or proficiency in utilizing digital resources and tools, and 
(3) full-time enrollment in an educational program. Conversely, the 
exclusion criteria rigorously enforced: (1) any withdrawal from the 
study during the interview phase and (2) concurrent involvement in 
other analogous research endeavors. Consequently, a cohort of 20 
nursing undergraduates was successfully recruited and each member 
was numbered in the predetermined order, from N1 to N20. Table 1 
provides an overview of the participants’ general information.

2.3 Establishment of a research team

The research team comprises a master’s degree supervisor and 
three nursing master’s degree students, all currently pursuing their 
studies. Each team member boasts experience in online learning and 
proficiency with digital resources and tools. The supervisor oversees 
resource coordination and interview outline design, whereas the 
students undertake literature review, interview conduct, data analysis, 
and research paper writing.

2.4 Develop the interview outline

The research team employed the five pivotal elements outlined in 
the “Preliminary Conceptual Model of Digital Resilience” (7), namely: 

understanding online threats (pertaining to individuals’ perception of 
potential challenges and threats within the online environment), 
knowing solutions (reflecting individuals’ proficiency in utilizing 
strategies and resources to address digital risks), learning knowledge 
and skills (indicating individuals actively seeking knowledge and skills 
to manage digital risks through personal online learning experiences), 
recovering from stress (concerning individuals’ self-regulation to 
revert to a normal learning state after encountering negative events 
stemming from digital risks), and advancing through self-efficacy 
(whereby individuals motivate themselves to effectively tackle online 
risks based on a strong belief in their abilities). After undergoing a 
rigorous literature review and expert consultation, the research team, 
based on this comprehensive foundation, initially formulated a semi-
structured interview outline. The specific content of this outline is 
detailed in Table 2.

Subsequently, a master’s degree candidate in nursing conducted a 
series of preliminary interviews with three undergraduate nursing 
students. It is noteworthy that, despite the effort invested, the results 
obtained from these interviews were ultimately excluded from the final 
statistical analysis. Taking into account the feedback garnered from 
these preliminary interviews, as well as the insightful professional 
perspectives imparted by the interviewees, the research team 
meticulously adjusted and refined items 3, 4, and 5 of the interview 
outline. The primary objective of this refinement process was to enhance 
the relevance and sensitivity of the questions, ensuring that they were in 
complete alignment with the core elements of the study. As a result of 
these adjustments, the respondents were guided to provide clearer and 

TABLE 1 General information of the participants (n = 20).

Participants Sex Age Grade Online 
learning 
experience

Experience with digital 
resources and tool 
applications

Interview 
method

Interview 
location

N1 Female 21 Junior class Yes Yes Offline interview Classroom Room 1–114

N2 Female 21 Junior class Yes Yes Offline interview Classroom Room 1–114

N3 Female 21 Junior class Yes Yes Offline interview Classroom Room 1–114

N4 Female 20 Second grade Yes Yes Offline interview Classroom Room 1–114

N5 Male 20 Second grade Yes Yes Offline interview Classroom Room 1–114

N6 Female 20 Second grade Yes Yes Offline interview Classroom Room 1–114

N7 Female 20 Second grade Yes Yes Offline interview Classroom Room 1–114

N8 Female 20 Second grade Yes Yes Offline interview Classroom Room 1–114

N9 Male 21 Second grade Yes Yes Offline interview Classroom Room 1–114

N10 Female 20 Second grade Yes Yes Offline interview Classroom Room 1–114

N11 Female 20 Second grade Yes Yes Offline interview Classroom Room 1–114

N12 Female 20 Second grade Yes Yes Offline interview Classroom Room 1–114

N13 Female 20 Second grade Yes Yes Offline interview Classroom Room 1–114

N14 Female 22 Senior class Yes Yes Offline interview Classroom Room 1–114

N15 Female 22 Senior class Yes Yes Offline interview Classroom Room 1–114

N16 Female 22 Senior class Yes Yes Online interview Tencent conference

N17 Male 22 Senior class Yes Yes Online interview Tencent conference

N18 Female 19 First grade Yes Yes Online interview Tencent conference

N19 Female 19 First grade Yes Yes Online interview Tencent conference

N20 Female 19 First grade Yes Yes Online interview Tencent conference
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TABLE 3 Final semi-structured interview outline.

Items Questions

1
How often do you participate in online learning or use digital 

resources and tools?

2
What threats do you perceive when participating in online learning or 

using digital resources and tools?

3 What methods do you usually adopt to cope with threats?

4
What knowledge and skills do you think you should possess to 

effectively cope with threats?

5 What is your psychological journey when facing threats?

6
What psychological characteristics do you think you should possess to 

effectively cope with threats?

more concise responses, which facilitated a more accurate and insightful 
understanding of the research topic. Consequently, the interview 
outline was finalized, with its comprehensive content encapsulated in 
Table 3.

2.5 Data collection

The data was gathered via a semi-structured interview method, 
adhering to a one-on-one format. Prior to the interviews, the 
participants were apprised of the interview’s objectives, content, and 
methodology, and a mutually agreeable time, venue, and format 
were established. Each interview was conducted within a time frame 
of 15 to 30 min, with the exception of N16–N20, who participated 
via online means; the remainder took place face-to-face in a serene 
and secluded classroom atmosphere. Prior to the official interview 
commencement, participants were mandated to sign an informed 
consent form or verbally consent to participate, and pertinent 
aspects of their verbal and non-verbal interactions were diligently 
recorded in the interview memorandum. The determination of the 
interview sample size was primarily contingent upon the content 
discoveries made during the data analysis process (13). Specifically, 
saturation was deemed to have been achieved when data analysis 
yielded only content that replicated existing codes or themes, 
without revealing any novel codes or themes. Concurrently, we also 
evaluated data saturation based on the completeness of the identified 
codes or themes. The establishment of this criterion is aimed at 
ensuring a profound comprehension of the interview data, 

ultimately facilitating a more comprehensive and rigorous 
analytical process.

2.6 Data analysis

Upon the conclusion of the interview, two nursing master’s 
degree students, currently enrolled in their academic pursuits, 
promptly transcribed the interview recordings into textual materials 
within a 24 h time frame. Subsequently, they provided the organized 
content back to the interviewees for verification. These textual 
materials were then stored and rigorously analyzed using Nvivo14.0 
software. The analysis of the interview content adhered strictly to a 
directed content analysis approach (14), involving the following 
methodical steps: (1) Utilizing preliminary literature research, 
essential concepts and variables were identified and employed as the 
initial coding categories, with operational definitions defined for each 
category. (2) The interview materials were thoroughly and 
meticulously reviewed, with particular emphasis on marking 
statements that were intimately tied to the research questions. (3) The 
initial coding scheme was applied to code and categorize the content, 
with new codes assigned to uncoded content and adjustments made 
to the existing coding scheme as necessary. (4) The codes were 
subsequently classified based on their relevance, leading to the 
formation of coherent categories and subcategories. (5) Finally, the 
categories were organized and conceptually framed to derive 
meaningful themes.

2.7 Quality control

After systematically studying courses on qualitative research 
methodologies and engaging in pertinent research projects, the 
researcher has attained a proficient command of the methods and 
interview tactics in qualitative research. Acknowledging the 
heterogeneity among research participants, this study selectively 
enrolled undergraduate nursing students across various academic 
levels. The data analysis was rigorously conducted through the 
consensus approach, with the research team collaboratively resolving 
any contentious issues. The final report conforms to the Consolidated 
Criteria for Reporting Qualitative Research (15), guaranteeing a 
comprehensive and transparent account that exemplifies the stringent 
standards of qualitative nursing research.

3 Results

Having achieved a notable milestone, this study has 
comprehensively completed an aggregate of 20 meticulous 
in-depth interviews with a deliberately crafted sample cohort 
comprising 20 nursing undergraduates. The cohort displays a 
distinctive gender ratio, with 3 males and 17 females, further 
highlighting its multifaceted nature. The grade distribution within 
this cohort is equally varied, spanning across the academic 
spectrum, encompassing 3 first-year students, 10 s-year students, 
3 third-year students, and 4 fourth-year students, ensuring a 
comprehensive representation of the student population. The 
cumulative interview duration of 348 min ensures the 

TABLE 2 Preliminary semi-structured interview outline.

Items Questions

1
How often do you participate in online learning or use digital 

resources and tools?

2
What threats do you perceive when participating in online learning or 

using digital resources and tools?

3 Do you know how to seek help when faced with threats?

4 What efforts have you made to adjust with these threats?

5 Can you self-evaluate your adaptability in the face of these threats?

6
What psychological characteristics do you think you should possess to 

effectively cope with threats?
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profoundness and intricacy of the gathered data. The interview 
content has been diligently structured and transcribed, totaling 
43,484 Chinese characters, followed by a rigorous coding process, 
resulting in the identification of 295 items. Upon thorough 
examination and analysis of these transcripts and coded items, the 
study adeptly distilled and synthesized the pivotal traits of digital 
resilience displayed by nursing undergraduates. These attributes 
were meticulously categorized into 5 core themes, further 
elaborated into 19 sub-themes, offering a comprehensive and 
nuanced insight into the adaptability and resilience of nursing 
students amidst a digital landscape.

3.1 Theme 1: understanding digital threats

3.1.1 Information overload
During the interview process, a substantial majority of nursing 

undergraduates reported encountering the challenge of information 
overload when engaging in online learning and utilizing digital 
resources and tools.

N5: Online learning platforms offer diverse materials transcending 
professional curricula, but this variety complicates knowledge 
understanding and assimilation. N16: Websites abound with 
perplexing information, hindering the ability to condense and 
refine it, and posing challenges in assessing source credibility.

3.1.2 Decreased learning engagement
Several nursing undergraduates have reported that their 

engagement in learning has been directly affected by the extended 
duration of online learning, as well as their unfamiliarity with digital 
resources and tools.

N10: Prolonged online learning has exhausted me, hindering my 
ability to sustain energy while studying course content. N18: 
Unfamiliarity with the learning platform and tools has diminished 
my enthusiasm and efficiency, impeding my focus on completing 
learning tasks.

3.1.3 Digital technology failures
Nursing undergraduates emphasized, during interviews, that their 

most frequent issues with online learning and digital resource 
utilization pertained to digital technology failures, specifically network 
delays and operational errors, significantly impacting their 
learning experience.

N3: During the online learning process, issues pertaining to 
network lag hinder my synchronization with the teacher’s 
interface, consequently impeding a smooth follow-up of the 
teaching pace. N19: When utilizing certain learning platforms and 
tools, I often encounter challenges and have a keen desire for 
guidance from others.

3.1.4 Impaired social interaction
During interviews, nursing undergraduates have reported a 

decrease in interaction frequency with teachers and classmates, 
attributed to the prevalence of online learning models and their 
unfamiliarity with digital resources and tools.

N6: In the realm of online learning, environmental constraints 
impede my capacity for real-time interaction with teachers and 
hinder the accessibility of prompt tutoring. N11: During online group 
collaborations, I discern a notable inadequacy in communication 
among teammates, significantly impeding the attainment of optimal 
collaborative outcomes.

3.1.5 Digital security risks
Nursing undergraduates have reported digital security breaches 

involving personal info leaks during online learning & digital 
resource usage.

N9: Upon logging in, several learning platforms display 
intrusive ads, risking malware downloads from mistaken 
clicks, posing a security threat. N15: During browsing, 
I  occasionally encounter high-risk sites, exposing my 
computer to viruses, disrupting system functions, and 
hindering file storage.

3.2 Theme 2: knowing coping strategies

3.2.1 Seeking teacher support
Most nursing undergraduates view teacher support as key to 

tackling digital risks.

N2: When interest fades in online learning, I privately consult the 
teacher during breaks, seeking methods to reignite my passion. 
N8: Unable to find or comprehend required info, I promptly ask 
the teacher to share resources.

3.2.2 Seeking peer support
Nursing undergraduates suggest peer support, 

understanding, and assistance as a strategy for digital risk  
management.

N6: Whenever I encounter an unfamiliar learning platform or 
tool, I consult with classmates about its operation methods and 
steps. N13: When encountering problems with online learning, 
I usually seek help from top-performing classmates in the class to 
resolve my doubts.

3.2.3 Seeking social support
Some nursing undergraduates reported that they still seek social 

support when dealing with digital risks.

N9: Unable to find needed info online, I’ll visit school 
library to look for answers in books. N17: Unfamiliar 
tools or hard content? I’ll seek help from Tieba or Bilibili’s  
netizens.

3.3 Theme 3: learning knowledge and skills

3.3.1 Nursing expertise
Given the interview proceedings, several nursing undergraduates 

underscored that a thorough mastery of nursing expertise forms a 
potent basis for tackling digital hazards.
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N4: Continuous improvement of professional knowledge reserves 
enables avoidance of internet misinformation. N14: Essential: 
thorough understanding of professional courses for cross-field 
knowledge application & skilled nursing systems/equipment  
operation.

3.3.2 Autonomous learning ability
Nursing undergrads interviewed concurred: Autonomous 

learning fosters key competence in managing digital risks.

N1: When encountering new learning platforms or tools, one 
should actively learn how to use them through books, online 
courses, and other means. N19: Online learning offers 
flexibility in terms of time and location, so I  believe it is 
necessary to self-regulate and plan one’s study schedule  
reasonably.

3.3.3 Digital technology application skills
During the interview process, a few nursing undergraduates 

highlighted the necessity of digital technology application skills as an 
indispensable basic skill for all individuals.

N7: Knowing how to use various academic tools, familiarity with 
each function button & location, prevents learning 
efficiency loss. N10: Mastery of basic computer operations 
ensures smooth homework completion after class. N20: 
Learning lit & data management software organizes info orderly.

3.3.4 Digital learning skills
Some nursing undergraduates indicated that in the face of digital 

risks, they need to possess corresponding digital learning skills to 
ensure they can participate efficiently in various online learning  
activities.

N4: One must learn to search for materials efficiently on key 
websites, platforms, and databases for improved learning. N15: 
When faced with challenging content during online 
learning, knowing how to leverage AI Q&A systems for assistance 
is crucial.

3.3.5 Digital communication skills
A minority of nursing undergraduates pointed out that cultivating 

digital communication skills is also one of the indispensable abilities 
to deal with digital risks.

N13: Master online tools for collaborative learning, actively share 
info with peers, enhancing learning’s efficiency & joy. N20: 
Proficiently communicate with teachers via email, WeChat, QQ, 
aiding in solving complex issues.

3.4 Theme 4: overcoming digital threats 
stress

3.4.1 Psychological resilience
During interviews, nursing undergraduates largely concurred that 

psychological resilience is crucial for managing digital risks—
upholding positivity, regulating emotions, and adapting 
to surroundings.

N5: Encountering novel learning software, I resist surrender & 
boldly tackle challenges. N8: Unable to access materials, I  feel 
anxious yet swiftly steady, sidestepping emotional turbulence. 
N12: I mentally enumerate online learning’s merits, gradually 
embracing this study mode.

3.4.2 Learning perseverance
Nursing undergraduates view learning perseverance as 

crucial in evading digital risks and adapting to education’s digital  
transformation.

N2: Essential is maintaining a thirst for learning, continually 
assimilating novel knowledge, and striving to refine one’s online 
learning abilities. N16: Encountering difficulties in utilizing a 
plethora of learning tools has underscored that skill mastery does 
not happen overnight; it necessitates a profound dedication of 
time towards perpetual learning endeavors.

3.5 Theme 5: adapt to digital environment

3.5.1 Self-regulation and motivation efficacy
Nursing undergraduates noted self-regulation and motivation 

efficacy boosts behavioral skills, enhancing confidence in digital 
risk management.

N1: Without confidence in handling online learning info, one 
loses direction in the learning journey. N12: Lacking belief in 
emotion regulation, one easily falls into a whirlpool of negativity, 
hard to escape. N18: Recognizing digital tools’ importance in 
nursing sparks learning motivation.

3.5.2 Online learning self-efficacy
Given the prevalence of digital risks, nursing undergraduates 

emphasize the significance of consistently improving their online 
learning self-efficacy and reinforcing their confidence in mastering 
and succeeding via digital resources and tools.

N5: Believing in one’s ability to manage time and resources 
effectively for online learning boosts efficiency. N17: Trust in one’s 
capacity to comprehend and master online course content aids in 
achieving learning goals successfully.

3.5.3 Digital skills self-efficacy
Nursing undergrads noted that bolstering digital skill self-efficacy 

aids in resisting digital risks.

N7: Gaining confidence in proficiently using online learning 
platforms and software sparks motivation to learn. N20: Confident 
in using databases like CNKI & Wanfang notably boosts lit 
retrieval efficiency & enhances learning outcomes.

3.5.4 Social interaction self-efficacy
During the interview process, some nursing undergraduates 

referenced social interaction self-efficacy, positing its beneficial role in 
mitigating digital risks.

N11: In online peer interactions, confident self-expression sparks 
problem-solving ideas. N14: Belief in barrier-free teacher 
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communication enables active online classes participation, 
shifting from passive to active.

4 Discussion

4.1 Understanding digital threats

Understanding digital threats is the primary prerequisite for 
nursing undergraduates’ awareness of the challenges they face in the 
process of online learning and the application of digital resources and 
tools, which is the foundation for the formation of their digital 
resilience. This study reveals that the primary challenge encountered 
by these students in this process is information overload, a common 
sentiment expressed as the struggle to efficiently process and 
transform the vast expanse of information, resulting in a significant 
cognitive burden during decision-making processes. Importantly, the 
study underscores the intricate interplay between cognitive load, 
learning engagement, and social interaction (16, 17). Nursing 
undergraduates emphasize that the accrual of cognitive load has a 
direct and detrimental impact on their learning engagement, 
diminishing the depth of their online learning experiences. 
Concurrently, diminished learning engagement gives rise to impaired 
social interaction, hindering effective communication and 
collaboration with educators and peers. Moreover, these two factors 
converge to exacerbate digital technology failures and security risks, 
initiating a series of chain reactions that ultimately compromise the 
online learning effectiveness of nursing undergraduates. This 
underscores the paramount importance of managing 
information overload.

The genesis of information overload is multifaceted, intertwined 
with factors such as individual experience, knowledge reserves, and 
competency levels (18). Consequently, it is imperative for medical 
colleges to offer specialized training programs that systematically 
impart information retrieval and evaluation skills to nursing 
undergraduates, thereby nurturing their information and data literacy. 
Furthermore, these institutions should organize simulation exercises 
and case studies to deepen students’ understanding of the challenges 
posed by online learning and the utilization of digital resources and 
tools. By doing so, a robust foundation will be established for nursing 
undergraduates to effectively navigate and respond to digital risks in 
the future.

4.2 Knowing coping strategies

Knowing coping strategy is the extent to which nursing 
undergraduates knowing the approaches and resources available for 
dealing with digital risks, which is a core element in the construction 
of their digital resilience. A study reveals that nursing undergraduates, 
confronted with digital risks, typically seek assistance from teachers 
as their first resort. They anticipate that, under the professional 
tutelage and assistance of teachers, they can embark on online learning 
and harness digital resources and tools more efficiently. Nevertheless, 
the extent of teachers’ digital proficiency has a notable impact on the 
development of students’ digital skills (19). Consequently, it is 
imperative that medical colleges systematically offer professional 
training to teachers, encompassing the most recent educational 

technology tools, online teaching methodologies, and effective 
strategies for managing digital risks within the classroom, ensuring 
they remain abreast of the digital evolution in education.

Peer support, conceptualized as an exchange of emotions, sharing 
of information, and mutual assistance among individuals sharing 
similar backgrounds (20), is widely embraced by nursing 
undergraduates as an effective and trustworthy means. It fortifies not 
only the efficacy of online learning but also markedly enhances the 
quality of communication and interaction, corroborating previous 
research findings (21, 22). Social support, which refers to the 
assistance an individual receives from groups or social institutions, 
serves as a buffer against the repercussions of stressful situations and 
fosters adaptation (23). Recognizing their significance as a vital 
incubator for nursing undergraduates, medical colleges must prioritize 
the enhancement of campus network support services, establishing an 
efficient and responsive feedback system. This will enable them to 
provide comprehensive support and guidance to nursing 
undergraduates, empowering them to adeptly confront digital risks.

4.3 Learning knowledge and skills

The process of learning knowledge and skills for nursing 
undergraduates involves integrating their online learning experiences 
with the proficient utilization of digital resources and tools. This 
integration facilitates the mastery of competencies necessary to 
effectively address digital risks, thereby establishing a sturdy 
foundation for the nurturing of their digital resilience. Nursing 
undergraduates universally recognize that a profound foundation in 
professional knowledge acts as a cornerstone, enabling them to 
competently confront digital challenges. Concurrently, they 
underscore the indispensable role of self-directed learning abilities in 
refining learning strategies, optimizing outcomes, and serving as the 
primary defense mechanism against digital risks. Empirical studies 
have revealed a positive correlation between self-directed learning 
capabilities and facets such as metacognition, self-esteem, and 
interpersonal communication skills (24). Consequently, medical 
colleges must actively pursue initiatives aimed at fostering nursing 
undergraduates’ self-directed learning abilities by reinforcing these 
three integral aspects. By doing so, they empower students to engage 
more effectively in online learning environments.

Furthermore, nursing students perceive digital technology 
application ability as a fundamental prerequisite for proficient 
utilization of digital tools. This competency encompasses two pivotal 
skills: digital learning and digital communication (1). Digital learning 
ability emphasizes the utilization of digital platforms to access, 
evaluate, and manage educational resources, while digital 
communication ability underscores the importance of effective 
communication and interaction through these tools. These three 
elements are intricately intertwined, constituting a pivotal skill set for 
the digital transformation of nursing undergraduate education.

This skill system is paramount in empowering nursing students to 
swiftly identify pertinent learning materials, actively engage in online 
discussions, and ultimately enhance the efficiency and quality of 
online learning interactions (25). Thus, nurturing nursing 
undergraduates’ digital technology application ability is imperative. 
Studies like Ang et al. (26) have demonstrated notable outcomes by 
intervening in students’ abilities through their tailored RISE program, 
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inspiring the development of specialized digital systems to strengthen 
nursing students’ digital technology application, digital learning, and 
communication skills, as well as their resilience against digital risks.

4.4 Overcoming digital threats stress

Overcoming digital threats stress refers to the nursing 
undergraduates taking appropriate regulatory measures to recover to 
a normal learning state after experiencing negative digital risk events, 
which is a key step in enhancing their digital resilience. Psychological 
resilience, which refers to an individual’s capacity to adapt and thrive 
in the face of adversity (27), is regarded by nursing undergraduates as 
a crucial ability to cultivate a positive mindset when confronted with 
digital risk stress. Current research affirms a positive correlation 
between psychological resilience and the perceived level of social 
support among nursing students (28), signifying that as their perceived 
social support intensifies, so does their capacity to regain a positive 
state amidst digital risks. This discovery underscores the pivotal role 
of social support in fostering psychological resilience and underscores 
the rationale behind considering social support as a potent strategy for 
nursing undergraduates to navigate digital risks in this study.

Furthermore, learning perseverance, defined as the ability to 
overcome uncertainties, complete courses, and maintain a 
commitment to learning (29, 38), is seen by nursing undergraduates 
as a qualification that can inspire them to proactively delve into 
various learning resources, enhance their professional knowledge and 
skills, and consequently address digital risks with greater confidence. 
Research reveals that the ability of online learners to sustain their 
learning journey is influenced by a multitude of factors, including 
learner characteristics, teacher attributes, course qualities, and 
technological platform features (29, 30). Therefore, it is highly 
recommended that medical colleges and universities embark on a 
“supply-side” reform of online education, ensuring a profound 
understanding of the specific needs of nursing undergraduates 
pertaining to course content, learning methodologies, and learning 
processes. Subsequently, they should strategically optimize course 
categories and content, teaching methods, and technological 
platforms, with the aim of bolstering nursing students’ inclination 
towards learning perseverance.

4.5 Adapt to digital environment

Adapting to a digital environment involves enhancing or 
improving nursing undergraduate students’ capacity or readiness to 
manage digital risks after they have progressed through the 
aforementioned stages of development. This process necessitates the 
cultivation of intrinsic confidence. The study indicates that nursing 
undergraduate students view self-regulation, motivation efficacy, 
online learning self-efficacy, digital skills self-efficacy, and social 
interaction self-efficacy as crucial factors in achieving successful 
adaptation. Self-regulation and motivational efficacy, comprising an 
individual’s autonomous regulation, active participation, and 
unwavering confidence in task completion within learning contexts 
(31, 32), are regarded by nursing undergraduates as the fundamental 
driving force that propels them to consistently employ 

self-regulatory strategies in their learning endeavors, particularly 
when confronted with digital risks and the pressures they entail.

Similarly, online learning self-efficacy, which encapsulates an 
individual’s subjective conviction in their ability to successfully attain 
objectives within online learning environments (33), is perceived by 
nursing undergraduates as a pivotal factor that inspires them to 
actively confront digital risks and enhance their online learning 
efficiency. Research has illuminated a strong correlation between 
online learning self-efficacy and the perception of teacher support 
(34). This study unequivocally posits that teacher support serves as the 
primary means for nursing undergraduates to navigate online learning 
challenges. It is further posited that teacher support acts as a catalyst, 
bolstering online learning self-efficacy and, in turn, enhancing the 
digital learning capabilities of nursing undergraduates. Given this 
understanding, there is a compelling rationale for conducting future 
empirical research to validate these assertions.

Additionally, digital skill self-efficacy encapsulates an 
individual’s confidence in their capacity to proficiently employ 
digital tools for the purposes of information selection, evaluation, 
and integration (35). Among undergraduate nursing students, it 
is widely believed that the activation of this belief serves to bolster 
their confidence and competence in utilizing digital technology, 
subsequently fostering the enhancement of social interaction self-
efficacy. This, in consequence, translates into more assertive and 
confident behavior during interactions with both teachers and 
peers, which is congruent with previous research endeavors (36, 
37). Ultimately, this chain of positive repercussions reinforces the 
validity of this study’s stance on the paramount importance of 
digital technology application skills.

5 Conclusion

In the digital age, where opportunities and challenges coexist, 
it is imperative to conduct a comprehensive assessment and 
nurture digital resilience among nursing undergraduates. This key 
measure ensures their seamless adaptation to the realm of online 
learning models and proficient utilization of digital resources and 
tools, ultimately fostering self-improvement and long-term 
professional development. The present study serves as a pivotal 
reference for establishing an evaluation system specifically 
tailored for assessing digital resilience among nursing students, 
and concurrently offers theoretical underpinnings that guide the 
formulation of effective training strategies during the digital 
transformation phase of medical colleges.

5.1 Limitation

To ensure the comprehensiveness and universal applicability of 
the data collected, it is imperative to note that the interview subjects 
in this study were exclusively sourced from a single higher medical 
college. Consequently, for future research endeavors aimed at 
advancing and refining the digital resilience characteristic elements 
among undergraduate nursing students, it is advisable to broaden the 
scope of participation to encompass a more diverse range 
of institutions.
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