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Facing unprecedented challenges due to global population aging and the

prevalence of chronic diseases, the healthcare sector is increasingly relying

on innovative solutions. Internet of Things (IoT) technology, by integrating

sensing, network communication, data processing, and security technologies,

offers promising approaches to address issues such as nursing personnel

shortages and rising healthcare costs. This paper reviews the current state

of IoT applications in healthcare, including key technologies, frameworks for

smart nursing platforms, and case studies. Findings indicate that IoT significantly

enhances the efficiency and quality of care, particularly in real-time health

monitoring, disease management, and remote patient supervision. However,

challenges related to data quality, user acceptance, and economic viability

also arise. Future trends in IoT development will likely focus on increased

intelligence, precision, and personalization, while international cooperation

and policy support are critical for the global adoption of IoT in healthcare.

This review provides valuable insights for policymakers, researchers, and

practitioners in healthcare and suggests directions for future research and

technological advancements.

KEYWORDS
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1 Introduction

Medical care involves the utilization of pertinent clinical data in conjunction with
physicians to deliver effective treatments (1). Globally, healthcare systems face challenges
such as an aging population, the prevalence of chronic diseases, shortages of healthcare
personnel, rising medical costs, and increasing patient expectations. According to United
Nations data, population aging is a distinct global trend of our times, In 2021, there were
761 million people aged 65 and over globally, and this figure is projected to rise to 1.6
billion by 2050. The population aged 80 and above is growing even more rapidly. Regarding
cardiovascular diseases, in 2016, 8.4 million people died from cardiovascular diseases in
South Africa (one of the BRICS nations). Between 1992 and 2016, the age-standardized
mortality rate for cardiovascular diseases in the BRICS countries declined by −17%, which
was less than the decline seen in North America (−39%) (2). For chronic respiratory
diseases, between 1990 and 2017, the incidence of CRD, COPD, pneumoconiosis, and

Frontiers in Medicine 01 frontiersin.org

https://www.frontiersin.org/journals/medicine
https://www.frontiersin.org/journals/medicine#editorial-board
https://www.frontiersin.org/journals/medicine#editorial-board
https://doi.org/10.3389/fmed.2024.1471527
http://crossmark.crossref.org/dialog/?doi=10.3389/fmed.2024.1471527&domain=pdf&date_stamp=2024-11-29
https://doi.org/10.3389/fmed.2024.1471527
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://www.frontiersin.org/articles/10.3389/fmed.2024.1471527/full
https://www.frontiersin.org/journals/medicine
https://www.frontiersin.org/


fmed-11-1471527 November 29, 2024 Time: 11:59 # 2

Wang et al. 10.3389/fmed.2024.1471527

asthma declined, whereas the incidence of interstitial lung disease
and sarcoidosis showed an upward trend. Elderly individuals
are particularly susceptible to CRD, except for asthma. The
acceleration of population aging and increased exposure to risk
factors such as particulate matter pollution will contribute to
the growing burden of chronic respiratory diseases globally (3).
The International Labour Organization (ILO) estimates that by
2030, there will be a global shortage of 18 million healthcare
workers (4). To address these issues, the United States enacted
legislation in 2009 to promote the comprehensive development
of healthcare informatics (5), and China’s 14th Five-Year Plan
emphasizes the role of information technology in driving high-
quality healthcare (6). The COVID-19 pandemic has further
highlighted the importance of quality healthcare (7), while the rapid
development of 5G technology has increased the demand for high-
quality care, accelerating the progress toward smart healthcare.

The Internet of Things (IoT) offers the potential for intelligent
care through the collection of information via sensors and
the transmission of this data for the intelligent monitoring
and tracking of patients. IoT’s terminal sensing layer, including
smart bracelets, remote monitoring devices, and wearable sensors,
enables healthcare professionals to obtain real-time health
data from patients.

This data includes vital signs such as heart rate, blood pressure,
glucose levels, and sleep patterns, which can help in early detection
and timely intervention for health issues. Umer et al. (8) utilized
IoT to construct an ET-CNN model for remote monitoring of heart
rate in cardiac patients with an accuracy of 0.9524. Alshammari
(9) employed an IoT-based MQTT model for accurate detection of
patients’ vital signs and secure data transmission. Moreover, IoT
technologies can be combined with artificial intelligence (AI) and
big data analytics to provide personalized health recommendations
and treatment plans tailored to each patient’s unique health needs.
Astell et al. (10) provided personalized tablets for long-term
care residents to enhance their quality of life. Ni Ki et al. (11)
used a Latent Dirichlet Allocation model based on IoT to tailor
treatment plans for diabetic patients, improving their outcomes.
This approach not only enhances the precision and effectiveness of
treatments but also empowers patients to better manage their own
health, improving their overall quality of life.

The application of Internet of Things (IoT) technologies
plays a crucial role in enhancing nursing efficiency and reducing
costs. Traditional nursing models often require substantial human
resources and time, particularly in geriatric care and chronic disease
management. Through automation and intelligent means, IoT
technologies can significantly alleviate the burden on healthcare
providers and decrease medical expenses (12, 13). Partners
HealthCare (14) provided home monitoring for over 3,000 patients
with congestive heart failure, resulting in a 44% reduction in
hospital readmissions over six years and saving more than $10
million. Mullins et al. (15) found that through the application
of IoT in healthcare, consultation times were reduced by over
two minutes, and patient out-of-pocket costs decreased by $1,229
to $2,700. Smart pillboxes can remind patients to take their
medications on time, ensuring continuity and effectiveness of
treatment and reducing complications from missed or incorrect
doses (16). Furthermore, El-Saleh et al. (17) noted that the global
digital health market was valued at approximately $175 billion in

2019. These smart devices not only improve the efficiency of care
but also reduce costs.

The integration of IoT technologies into healthcare has
significantly enhanced the quality and safety of care, while also
driving the digitization of nursing processes (18). In terms of
process digitization, IoT devices have enabled many automated
management functions (19, 20). This paper will analyze key IoT
technologies, discuss the design framework for a smart IoT nursing
platform, and explore future technological advancements.

2 Key IoT technologies

IoT (Internet of Things) technologies encompass a range
of essential components, including sensing technologies,
networking technologies, data processing technologies, and
security technologies. Sensing technologies utilize various
sensors (such as temperature, humidity, and light sensors) to
collect environmental data, forming the foundation of IoT
systems. Networking technologies transmit these data via
wireless communications (such as Wi-Fi, 5G, and LoRa) and
wired communications (such as Ethernet) to cloud or local
servers, enabling device-to-device connectivity. Data processing
technologies leverage big data analytics and artificial intelligence
(AI) to extract valuable information from vast datasets, enhancing
system intelligence and automation. Lastly, security technologies
ensure data privacy and security, preventing cyberattacks and
data breaches, which is a critical aspect of IoT applications. These
technologies collectively form the technical framework of IoT,
driving its widespread adoption in smart homes, smart cities, and
smart healthcare.

2.1 Sensor networks and data acquisition

Sensor networks and data acquisition are core technologies
in IoT. A sensor network consists of multiple sensor nodes
connected through wireless communication protocols (such as
Zigbee and LoRa) to enable real-time collection and transmission
of environmental data (such as temperature, humidity, and
pressure). These data are uploaded to the cloud or local servers,
processed through big data analytics and machine learning, and
transformed into valuable information for smart decision-making
and automated control, improving system efficiency and reliability.

2.1.1 Biomedical sensors and wearable devices
Recent advancements in biomedical sensors and wearable

devices focus on addressing challenges such as power supply, sensor
sensitivity, selectivity, and communication. Li et al. (21) leveraged
the flexibility of liquid metal gallium to seamlessly integrate it
with human tissue, enabling real-time health monitoring and
early issue detection. Wang et al. (22) reviewed nanomaterials-
based stretchable self-powered technologies, achieving intelligent,
miniaturized, and wireless wearables. Tricase et al. (23) utilized
printed electrode technology to prepare graphite electrodes
for monitoring L-lactate and D-glucose, with sensitivities of
1.32 mA/mM and 28.4 µA/mM, respectively. Nguyen et al. (24)
developed freeze-dried, cell-free genetic components integrated
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into flexible materials for biosensors that achieve high sensitivity
and specificity without power or liquid handling, suitable for
wearable applications.

2.1.2 Environmental sensing sensors in hospital
environment monitoring

Environmental sensing sensors play a critical role in hospital
environment monitoring, especially in intensive care units and
refrigeration facilities. These sensors monitor parameters such as
temperature, humidity, carbon dioxide levels, and acoustic noise,
providing real-time data to maintain optimal conditions. Yasin
et al. (25) conducted real-time monitoring of indoor air quality
using IoT sensors, demonstrating adaptability across various
work environments. Sivakumar et al. (26) used Ubidots IoT to
monitor temperature, humidity, and refrigeration equipment in
specialized hospital areas, issuing alerts when limits are exceeded.
Abubeker and Baskar (27) employed a wireless sensor network
and wireless body area network-assisted biosensors to track volatile
organic compounds and other atmospheric constituents, limiting
the spread of non-ventilator-associated pneumonia in hospitals,
achieving good results in computing, communication, storage, and
energy utilization. Wilson et al. (28) used CO2 detection to quantify
ventilation in hospital environments, effectively reducing the risk of
airborne pathogen transmission between healthcare workers and
patients. Alabere et al. (29) used the HC-SRO4 ultrasonic sensor
to monitor intravenous fluid bags in hospitals, transmitting fluid
level information via web, alleviating real-time monitoring issues
for intravenous infusions. Liu et al. (30) utilized superconducting
material sensors and deep learning for environmental monitoring,
detecting humidity levels with a sensing accuracy exceeding 93%.

Although these sensors offer significant benefits, such as real-
time monitoring and automatic adjustment, they also possess
certain limitations. For instance, wireless sensor networks may
encounter issues such as signal interference or battery life
constraints. Moreover, some sensors require a continuous data
connection, which can present a challenge in remote areas.

2.1.3 Mobile health solutions in remote patient
monitoring

Mobile health solutions have made significant strides in
remote patient monitoring. Alasmary (31) integrated IoT using the
Scalable Digital Health framework for real-time tracking of health
parameters, enabling remote patient monitoring through delay-
aware edge computing, enhancing accessibility and responsiveness.
Raparla et al. (32) used Dozee.ai and Qure.ai devices for remote
monitoring of COVID-positive patients, significantly assisting
doctors in tracking patients’ physical parameters and reducing
healthcare costs. Ren et al. (33) observed response pattern trends
in remote patient monitoring for concussed adolescents, indicating
that demographic factors, injury history, and time post-injury
influence higher evening incidence rates. Kedwan (34) discussed
the implementation of a remote physiological monitoring system
in cardiac care centers, showcasing the impact of health informatics
on improving patient care efficiency. Vaghasiya et al. (35) proposed
an integrated FePS3/rGO and Ti3C2 remote healthcare platform
for remote health assessment, demonstrating a wearable device
for real-time monitoring of physiological parameters, facilitating
remote patient monitoring. Overall, these case studies demonstrate

the significant impact of mobile health solutions in enhancing
remote patient monitoring across various medical domains.

Despite the enhancement of telemonitoring in various
healthcare domains through mobile health solutions, there are also
several limitations associated with these technologies. For example,
the reliability and accuracy of the devices may be affected by
environmental factors, and data privacy and security remain critical
considerations. Additionally, given the rapid pace of technological
advancements, ensuring that the devices are always up-to-date
poses another challenge.

2.2 Wireless communication
technologies

Wireless communication technologies are integral to IoT
applications in smart agriculture, smart homes, smart cities, and
smart healthcare. Various wireless communication technologies,
such as 5G, WiFi, ZigBee, LoRa, NB-IoT, and Bluetooth, are widely
used in IoT systems as shown in Figure 1.

2.2.1 High-speed wireless communication
networks

High-speed wireless communication networks are crucial for
optimizing the interconnectivity of medical devices and improving
healthcare services and supply chain management. Srinivasu et al.
(36) proposed a 6G-driven networking framework for healthcare
applications, enabling fast and efficient communication among
medical devices for smart diagnostics, patient-centered treatments,
and remote monitoring. Donghua et al. (37) introduced a novel
cross-ring neural network model for image compression and
security in wireless body area networks (WBANs), demonstrating
efficient high-speed data processing capabilities. Sodhro et al.
(38) proposed an adaptive QoS (Quality of Service) computation
algorithm for efficient monitoring of medical data processing,
enhancing network performance in medical applications. Donghua
et al. (37) introduced a cross-ring neural network for image
compression and security in WBANs, demonstrating efficient data
processing and resistance against attacks. These studies collectively
highlight the importance of high-speed network connections in
optimizing medical device interconnectivity to improve healthcare
services and supply chain management.

2.2.2 Low-power wireless communication
protocols

Low-power wireless communication protocols, such as
ZigBee and Bluetooth Low Energy (BLE), are used for medical
device communication, particularly suitable for wireless wearable
sensor systems due to their low energy consumption and
good network range. Rehman et al. (39) proposed a reliable
bidirectional data transmission method using ZigBee for secure
medical IoT, enhancing network performance and security
for effective communication among medical devices. Rehman
et al. (40) illustrated that ZigBee technology can enable efficient
communication among medical devices but requires enhanced
security measures to prevent various network attacks. Padma
and Babu (41) achieved efficient and secure communication in
ZigBee networks using DNA sequence encryption, optimizing
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FIGURE 1

Major communication protocols in IoT technology.

encryption for limited computational resources and enhancing
communication security among medical devices. Yu et al. (42)
combined topology structure and hybrid routing strategies
to optimize load balancing in BLE networks, improving
communication efficiency among medical devices compared
to traditional methods like ZigBee. Wang et al. (43) studied a
novel CTC protocol designed with pseudo-random sequences
for low-cost direct communication between WiFi and ZigBee in
noisy indoor environments, achieving synchronization times less
than 0.5 ms and accuracy greater than 84% at channel occupancy
rates up to 50%. Sriram (44) developed a low-power BLE protocol
enabling efficient communication among medical devices in
wireless sensor networks (WSNs) with a maximum data transfer
rate of 8.4 Mbps and extended communication ranges up to
400 meters. Kozhubaev et al. (45) developed BLE5.0 technology
supporting multi-node data collection, high-speed transmission,
and low power consumption, enabling efficient communication
among medical devices suitable for wearable medical applications.

2.3 Edge computing and cloud
computing

Edge computing and cloud computing play complementary
roles in IoT systems. Edge computing processes data near
the source or at local nodes, reducing latency and bandwidth
requirements, making it suitable for real-time and latency-sensitive
tasks. Cloud computing provides powerful centralized processing
and storage capabilities, ideal for large-scale data analysis and
long-term storage. Combining both approaches allows IoT systems
to achieve efficient data processing and transmission while
maintaining system flexibility and scalability.

2.3.1 Edge computing
Edge computing enhances real-time and sensitive tasks in IoT

systems. Verma and Fatima (46) explored how edge computing
enhances smart healthcare applications through real-time analysis,
highlighting the benefits of reduced latency and improved data
privacy, enabling healthcare providers to respond faster and
more effectively to patient needs. Ghadi et al. (47) discussed the

integration of mobile edge computing with 5G technology in
healthcare services, exploring how this integration improves service
responsiveness and efficiency, providing faster and safer patient
data processing and analysis. Hemmati et al. (48) systematically
reviewed the implementation of edge artificial intelligence for
healthcare big data, focusing on real-time activity recognition
and patient monitoring. They emphasized the importance of edge
computing in reducing latency and accelerating the processing of
medical data. Urblik et al. (49) proposed a modular framework
for edge computing that supports real-time data processing and
analysis in healthcare. The study highlighted how edge computing
reduces latency and bandwidth usage, allowing for more direct
and effective responses to patient data. Verma and Fatima (46)
reviewed how edge computing improves the security and reduces
latency of IoT healthcare systems by processing and analyzing data
near the source, avoiding the need to transmit all data to a central
cloud. These studies collectively illustrate the crucial role of edge
computing in enhancing the real-time responsiveness of healthcare
systems, enabling better and faster patient care.

Although edge computing brings numerous advantages, it
also entails certain limitations. Firstly, edge devices typically have
limited computational capabilities and storage capacity, which may
constrain the execution of complex data analysis tasks. Secondly,
since edge computing necessitates maintaining software updates
and service consistency across a distributed network, it adds to
the management complexity. Lastly, the widespread adoption of
edge computing could lead to increased investment in hardware
infrastructure, including the deployment costs of edge servers and
gateway devices. In summary, while edge computing enhances the
real-time responsiveness of healthcare systems, it is also imperative
to overcome these technical challenges.

2.3.2 Cloud computing
Cloud computing plays a key role in managing large volumes

of medical data and providing flexible services for the healthcare
industry. Cloud technology integrated with artificial intelligence
and distributed data analysis models improves the efficiency of
managing electronic health records, ensuring continuous access
to personalized healthcare information. Lakhani (50) reviewed
how cloud integration in healthcare can handle massive medical
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data and provide flexible services, enhancing patient care,
operational efficiency, and the overall potential of healthcare
delivery. Himanshu and Punhani (51) illustrated how cloud
computing provides flexibility, scalability, and cost-effectiveness
for managing healthcare data, enabling personalized medicine and
predictive analytics. Dhote et al. (52) demonstrated how cloud
computing efficiently processes large volumes of medical data
through Distributed Data Analysis and Organizational Models
(DDAOM), enabling flexible service provision and minimizing
errors in mobile healthcare systems. Praveen et al. (53) introduced a
novel approach, the DACAR platform, ensuring secure storage and
processing of sensitive medical data in the cloud, enhancing fusion-
based healthcare systems with scalability and precision. Zhang
et al. (54) explained how the integration of cloud computing with
advanced algorithms, such as the Normal Distribution Method
and Incremental Higher Order Possibility C-Means Algorithm,
enhances the processing of large medical datasets, ensuring
efficient data segmentation, processing, and clustering across
multiple hospitals.

Although cloud computing offers numerous benefits, it
also presents certain limitations. Firstly, reliance on internet
connectivity means that service quality can be compromised under
unstable network conditions. Secondly, data privacy and security
represent major challenges for cloud computing, particularly when
dealing with sensitive medical information. While encryption
and other security measures can mitigate these concerns to a
degree, completely eliminating risks remains virtually impossible.
Additionally, due to the sensitivity of medical data, compliance
and regulatory requirements may restrict the application of cloud
computing in certain regions.

2.4 AI and big data analytics

AI and big data analytics play pivotal roles in medical IoT,
enhancing diagnostic accuracy, personalizing treatment plans, and
predicting disease trends. In the domain of medical IoT as shown
in Figure 2, artificial intelligence and big data analytics serve as
transformative agents, significantly enhancing diagnostic accuracy,
personalizing treatment strategies, and forecasting disease patterns
with remarkable precision. The process initiates with the collection
of comprehensive training datasets meticulously sourced from
various repositories, including electronic health records (EHRs),
wearable devices, and patient surveys. These data are then subjected
to an intensive training regimen, wherein sophisticated algorithms
are trained to discern patterns and establish correlations within the
information.

Once the training phase is complete, the AI model
becomes a potent instrument for healthcare professionals. In
operational mode, the model receives real-time inputs, processing
them through a structured decision-making framework. This
reconstructed model generates predictive outputs that facilitate
early disease detection, personalized treatment recommendations,
and forecast future disease trends. The entire process underscores
the potential of AI and big data analytics to revolutionize healthcare
delivery and improve patient outcomes.

AI-driven clinical decision support systems (CDSS) analyze
vast amounts of medical data to predict disease trends, personalize

treatment plans, and improve diagnostic accuracy. Prajapati and
Prajapati (55) reviewed various AI-driven CDSS, emphasizing
their applications in diagnosis and treatment planning across
different medical fields. Ferdush et al. (56) surveyed the role
of AI language models, such as ChatGPT, in clinical decision
support, including their applications in diagnosis and treatment
planning, and the challenges of integrating these systems into
clinical practice. Demuth et al. (57) studied an AI-based decision
support system called StrokeCopilot aimed at aiding the treatment
of acute ischemic stroke, improving the timeliness and outcomes
of treatment. Eisenstein (58) discussed Shmulevich’s group’s digital
twin project for acute myeloid leukemia, using clinical data to
predict drug responses and avoid side effects, with a focus on
real-world data to enhance personalized treatment AI models.
Savage (59) examined how AI uses deep learning algorithms to
integrate diverse data types (imaging, clinical indicators, genetic
testing) to improve diagnostic accuracy. The combination of
different data modalities enhances AI’s ability to make precise
diagnoses. Mittermaier et al. (60) explored the collaboration
between AI systems and physicians to improve clinical decision-
making, particularly in routine care settings, highlighting the
challenges and strategies for effective implementation. Luchini
et al. (61) highlighted how advances in machine learning help
oncologists determine the best treatment strategies for cancer
patients by predicting drug responses and avoiding side effects
through the analysis of clinical data. Lenharo (62) summarized
how AI integrates data from various sources, such as imaging,
clinical indicators, and genetic testing, to improve diagnostic
accuracy and overall diagnostic processes. Real-time data collected
by smart sensors and devices facilitates remote monitoring and
immediate medical decision-making, improving patient care and
health management.

Despite the numerous advantages of AI and big data analytics in
healthcare, such as improved diagnostic accuracy and personalized
treatments, these technologies also come with certain limitations.
Firstly, the quality and integrity of data are paramount for the
effectiveness of AI models; erroneous or incomplete input data
can lead to incorrect diagnostic outcomes. Secondly, privacy and
ethical concerns continue to pose barriers to the application of
AI technologies in the medical field. Additionally, the lack of
transparency and explainability in AI systems may hinder the trust
of both medical professionals and patients. Finally, the widespread
adoption of AI technologies requires ongoing training and support
to ensure that healthcare professionals can properly understand
and utilize the information provided by these technologies.

2.5 Privacy and security in electronic
health records

One fundamental challenge in using electronic health records
(EHRs) in healthcare is protecting patient privacy. Kiania et al.
(63) reviewed how blockchain technology enhances integrity,
privacy, and security, facilitating rapid action by experts and health
organizations. Through smart contracts, a secure and effective
infrastructure can be established, improving healthcare quality and
individual wellbeing. Wu et al. (64) proposed the use of blockchain
technology for securing privacy information in healthcare systems,
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FIGURE 2

AI and big data-driven medical IoT for enhanced diagnostics and personalized healthcare.

with storage response times kept below 1,000 ms and maximum
information throughput reaching 550 kbit/s, utilizing elliptic curve
Diffie-Hellman keys to provide effective protection of information.
Zarour et al. (65) designed a hybrid fuzzy-ANP-TOPSIS method
to evaluate the impact of blockchain technology models on
maintaining the security of EHRs. Zhang et al. (66) proposed a
5G-integrated PTBM scheme capable of tracking patients and close
contacts while protecting patient information. Zhang et al. (67)
introduced a medical data sharing scheme based on consortium
blockchain, strengthening key management to protect patient
privacy. Alsayegh et al. (68) combined private blockchain with
smart contracts on a consortium blockchain to encrypt and securely
store and read medical personal information. Srinivasu et al. (36)
used a knapsack-based system with a knapsack greedy algorithm to
encrypt and decrypt medical brain tumor data, achieving shorter
computational times (the proposed blockchain-based knapsack
method required 68.81 s to encrypt 100 data blocks).

3 Smart IoT nursing platform
framework

3.1 Overview of platform architecture

The architecture of a smart Internet of Things (IoT) nursing
platform comprises four primary layers: the perception layer,
the network layer, the platform layer, and the application layer.

The design principles include modularity for scalability, data
security and privacy protection, high efficiency with low power
consumption, interoperability and standardization, as well as user-
friendliness and ease of use (69, 70). These principles ensure the
stability, flexibility, and maintainability of the platform, providing
support for applications in smart cities, smart manufacturing, and
more. The overall architecture of the intelligent nursing platform
based on IoT smart sensing settings is illustrated in Figure 3.

The intelligent Internet of Things (IoT) nursing platform
adopts a multi-layered architecture design encompassing device
terminal layers, data layers, cloud platform layers, nursing
application layers, and integration with existing medical systems.
The device terminal layer integrates a variety of IoT sensing
devices and actuators, including wearable health monitoring
devices, smart home appliances, and medical instruments,
complemented by edge computing nodes for primary data
processing and anomaly detection. The data layer relies on
distributed storage systems and big data processing frameworks
to achieve efficient storage and preprocessing of massive datasets,
applying advanced machine learning algorithms for pattern
recognition and predictive analytics. As the core of the platform,
the cloud platform layer not only provides support for device
management and cross-system communication but also integrates
business intelligence tools to facilitate the visualization of data
analysis, supporting third-party service integration to enhance
platform functionality. The nursing application layer is designed
for end-users, offering real-time health monitoring, early warning,
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FIGURE 3

Smart IoT nursing platform framework.

and nursing management functionalities via an intuitive human-
machine interaction interface. At the level of integration with
existing medical systems, standardized communication protocols
such as HL7 and FHIR, along with health information exchange
mechanisms, are implemented to ensure interoperability with
traditional healthcare information systems, strictly adhering to
regulatory requirements such as HIPAA to safeguard data security
and privacy protection.

Successful implementations of smart nursing platforms have
been reported. Zhou et al. (71) described the successful deployment
of an intelligent health management system in a nursing home,
utilizing IoT, deep learning, and cloud computing to continuously
monitor and intervene early in elderly healthcare. Wen et al.
(72) demonstrated that a Smart Patient Care System (SPCS)
had been successfully implemented in medical centers, reducing
nurse response times, decreasing false alarms, and enhancing care
efficiency and quality. Boo and Oh (73) surveyed a pilot project in
South Korea that employed AI-enhanced IoT for elderly healthcare,
finding increased customer satisfaction, improved health behaviors,
and governmental support as key factors contributing to the
success of such initiatives. These case studies underscore the
potential benefits of smart nursing platforms in enhancing
healthcare services, improving patient outcomes, and optimizing
nursing workflows.

3.2 Key IoT components and functions

Key components of IoT systems include sensors and
actuators (for data acquisition and command execution), network
communication modules (ensuring device connectivity), gateways
(processing and transmitting data), IoT platforms (managing
devices and analyzing data), and security components (protecting
data and devices from threats). Functionally, IoT systems
enable real-time monitoring, data analysis, remote control,
and automation across various domains including smart cities,
industrial IoT, and smart homes.

3.2.1 Sensor deployment strategies for real-time
monitoring modules

Strategies for deploying sensors in real-time monitoring
modules are critical across different scenarios. Figure 4 illustrates
various IoT wearable devices placed at different body locations and
serving specific functions for collecting vital signs and other types
of data.

Sundas et al. (74) reviewed hierarchical architectures for IoT
that convert sensor data into clinical inputs, encompassing sensing,
transmission, processing, storage, mining, and learning to enhance
real-time medical monitoring in IoT applications. Liang et al.
(75) proposed two algorithms based on sub-module functional
optimization to maximize surveillance capabilities using mobile
sensors in large pipeline networks. Jiang et al. (76) introduced
an enhanced binary particle swarm optimization (MBPSO)
strategy to determine the minimum number of sensors required
for effective real-time monitoring in grid systems, achieving
efficient monitoring of over 89.6% of conductor temperature high
events with a root mean square error of less than 0.8◦C in
reconstructed conductor temperature distributions. Wang et al.
(77) developed a graph flow-based algorithm for intelligent sensor
network deployment offset detection to optimize sensor node
updates for efficient monitoring. Rosa et al. (78) presented a
system that uses various sensors, such as electrocardiograms,
temperature, and motion sensors, for disease analysis and
continuous monitoring, with data transmission accuracy rates
exceeding 95%. Balakrishnan and Ranganayaki (79) introduced a
wireless health monitoring system that employs sensors for real-
time patient data collection, transmission, and alerts, enhancing
healthcare monitoring efficiency and patient safety. Liu et al. (80)
discussed the use of low-cost sensors in healthcare monitoring with
wireless communication (77%) and algorithms such as SA, SVM,
and KNN. Harb et al. (81) proposed a sensor-based data analysis
system for real-time patient monitoring in healthcare, focusing on
emergency detection, sensing frequency adaptation, and patient
condition prediction. Shafi et al. (82) proposed an IoT-based patient
health monitoring system that uses sensors for real-time data
collection, transmission to cloud storage, and remote access by
healthcare professionals. These sensor deployment strategies not
only enhance patient care but also assist healthcare professionals in
making critical decisions based on accurate and timely information.

3.2.2 Application of AI algorithms in disease
management

In disease management, artificial intelligence (AI) algorithms
are increasingly used in analytics and predictive modules. These
algorithms, such as machine learning models, have shown promise
in optimizing treatment strategies and improving patient outcomes
in chronic conditions like diabetes.

Pandey et al. (83) demonstrated that AI algorithms predicted
tuberculosis progression with 87.5% accuracy and 88.2% sensitivity,
showcasing the potential of AI to transform disease management
through personalized treatment plans based on clinical data.
Grampurohit and Sagarnal (84) utilized AI algorithms such as
random forests, SVM, and Naïve Bayes for disease prediction,
achieving adjusted random forest accuracy rates of 90%,
demonstrating the potential of AI in disease management.
Cho et al. (85) developed an ML-based predictive model to assess
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FIGURE 4

IoT wearable devices for vital sign monitoring and other data collection.

participants’ five-year risk of atherosclerotic cardiovascular disease,
showing moderate to good discrimination (C-statistic 0.70–0.80).
Glass et al. (86) used Keras for AI modeling and training, where
AI algorithms successfully distinguished myocyte injury (1R2
grade) from non-myocyte injury (1R1A grade) with 94% validation
accuracy. ACR and healing injury identification accuracy was
98–99%, while normal myocardial cell identification accuracy was
99%. Yu (87) analyzed multiple indicators using eight different
algorithms based on the UCI dataset, achieving the highest
accuracy and reliability in predicting heart disease. Tarumi et al.
(88) utilized AI algorithms for predictive analysis, decision support
system reinforcement, and integration with electronic health
records to improve patient outcomes in chronic disease care. Isiaka
et al. (89) illustrated the integration of AI into infectious disease
surveillance, enabling early detection, outbreak management, and
proactive resource allocation, thereby strengthening public health
responses and ensuring community welfare. Farrag et al. (90)
detailed AI algorithms in chronic hepatitis C virus management,
including the prediction of new therapies, prioritizing patients
for antiviral drugs, and outperforming traditional diagnostic
tools in detecting infections and related diseases. Zhuhadar and
Lytras (91) described AutoML technology in diabetes diagnosis,
utilizing AI algorithms for predictive modeling and identifying
risk factors such as glucose levels, body mass index, diabetes
pedigree function, and blood pressure, thereby reinforcing
disease management in healthcare. Kargbo (92) detailed AI
algorithms in disease management that analyze biomarker data for
health predictions, enabling early intervention and personalized
treatment plans.

These cases demonstrate the potential of AI to revolutionize
clinical decision-making, personalize treatment plans, and
optimize interventions to improve patient outcomes and
public health results.

3.2.3 Design and case studies of automated
response mechanisms

Automated response mechanisms in healthcare are designed
to leverage AI and machine learning technologies to automatically
identify emergencies through real-time patient data monitoring
and provide timely interventions. These systems integrate sensors,
data analysis tools, and alert systems to ensure rapid response
by caregivers, optimizing therapeutic effects (93, 94). Automated
response mechanisms also include personalized care plans and
intelligent reminders, enhancing patient safety and care quality
(95). In this way, healthcare can achieve higher efficiency and
accuracy. Ni et al. (96) used automatic search relevance assessment
in healthcare environments, highlighting the role of infrared
technology in improving search engine performance. Jahanshahi
et al. (97) proposed an intelligent auto-reply to generation system
for medical chat services, achieving 83.28% accuracy through
historical doctor-patient message analysis and machine learning
algorithm training. Bagattini et al. (98) studied the implementation
of an automated system in a central pharmacy at a private hospital
in Latin America, resulting in reduced dispensing errors down
to 0.018%, indicating improved pharmacy management. These
automated systems are critical in major transformations within
global healthcare institutions, optimizing resources and processes.

3.3 Security and privacy protection
strategies

Security and privacy protection strategies in IoT-enabled
healthcare encompass several critical aspects, including the
adoption of encryption technologies to secure data transmissions
and ensure secure communications between devices, the
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implementation of strict access controls to limit data access
rights, regular security assessments and vulnerability patching
to prevent cyberattacks, the utilization of data anonymization
techniques to protect patient privacy, and the establishment and
adherence to relevant privacy protection laws and standards to
ensure compliance in data handling.

Recent advances in data security technologies in the healthcare
sector have witnessed the emergence of innovative methods.
Odera (99) highlights recent data security technologies including
digital image encryption, steganography, biometrics, rule-based
policies, prescriptive analytics, blockchain, cloud security,
MapReduce, machine learning algorithms, and anonymization
techniques. Madavarapu et al. (100) introduced an Advanced
Integrated Data Security (AIDS) framework for cloud healthcare
systems, combining encryption, access control, anomaly detection,
and intrusion prevention to enhance data security. Basha
(101) enhanced the security of healthcare data using quantum
cryptography, providing robust encryption that surpasses AES in
terms of both efficiency and confidentiality (quantum cryptography
requires 352,237 milliseconds, compared to 310,285 milliseconds
for AES), ensuring secure storage and regulatory compliance of
patient information. Khan et al. (102) used an adaptive hybrid
encryption and steganography model to strengthen data security
in the healthcare industry by encrypting and hiding diagnostic text
data within medical images, ensuring secure transmission through
the Internet of Healthcare Things (IoHT). Abdelaziz and Alia
(103) proposed an integrated artificial intelligence framework for
information security and management, leveraging AI algorithms
for secure automated transactions to enhance data security in
healthcare systems. These technologies address vulnerabilities
caused by data breaches and unauthorized access, ensuring the
confidentiality, integrity, and privacy of sensitive medical data
stored and processed in cloud environments.

As the digitization of medical information continues to
increase, legal requirements for data usage and privacy protection
in healthcare become paramount. Countries such as Russia
and India are focusing on strengthening their data protection
frameworks to safeguard patient privacy (104, 105). In Europe, the
use of patient information is subject to numerous legal and ethical
obligations, with the General Data Protection Regulation (GDPR)
emphasizing explicit consent for data processing, which contrasts
with common law practices (106, 107). Although informed consent
plays a crucial role in data handling, the obligation to share data
to improve healthcare may conflict with existing privacy laws and
regulations (108). The integrity, availability, and confidentiality of
healthcare information are essential, necessitating a comprehensive
approach to data protection within the evolving landscape of
healthcare data processing.

4 IoT Implementation case studies in
healthcare

4.1 Global application of IoT in nursing

Comparative analyses of smart nursing platforms in developed
countries reveal varying levels of technological integration and
development, influenced by historical, geographical, political, and

professional factors (109). In Western countries, blogs have
been integrated into nursing education to enhance learning
outcomes, while Eastern countries are still exploring the potential
of this technology in nursing education (110). De Raeve et al.
(111) found that out of 35 European countries surveyed,
11 have national legislation specifying minimum educational
requirements for nurses, with most requiring a master’s degree
for advanced practice nurses. Additionally, Estonia, Iceland,
Malta, and Sweden mandate at least two years of practical
experience (112). The use of mobile health systems, particularly
in China, has facilitated the development of Java Web-based
intelligent outpatient care service platforms to address evolving
healthcare needs (67, 113). In some advanced regions of China,
5G networks and artificial intelligence robots have been deployed
in smart nursing platforms, enhancing personalized medical
services and accelerating digital transformation in healthcare
(114). In the United States, emphasis is placed on integrating
smart nursing platforms into home care delivery processes to
improve care quality and reduce costs, as evidenced by studies
on the integration of Smart Care Platforms (SCPs) into home
care provision (115, 116). Perspectives from Italy, Brazil, and the
Philippines highlight the integration of clinical nursing information
systems with electronic health records and the challenges and
advancements in nursing informatics across different healthcare
systems (117).

The implementation of Internet of Things (IoT) technologies
in healthcare settings in low- and middle-income countries
(LMICs) has been a topic of interest in recent literature. (118)
conducted a multi-country case study focusing on the adoption
and implementation of a network of university hubs for social
innovation in healthcare delivery across Africa, Asia, and Latin
America. The study aimed to describe the model, components,
and implementation process of these hubs, identifying enablers and
barriers that could be relevant to other LMIC universities interested
in social innovation. In the context of the COVID-19 pandemic,
(119) highlighted the importance of early implementation of
effective measures by governments in controlling the spread of
the virus, particularly in LMICs. The study emphasized that
despite wealthier countries having elevated healthcare capacity,
early and incremental government actions are crucial in LMICs
to prevent the rapid spread of the virus. (120) focused on
the safe handling of chemotherapy drugs in LMIC healthcare
facilities, conducting a survey among 53 facilities in different
income categories. The study provided an overview of practices
in dealing with chemotherapy drugs, shedding light on the
challenges faced by healthcare facilities in LMICs. Furthermore,
(121) examined national hospital accreditation programs in
the Eastern Mediterranean Region, including case studies from
Egypt, Jordan, and Lebanon. The study addressed design and
implementation issues of these programs, offering insights into
the healthcare quality improvement initiatives in LMICs. In a
study by Dkhimi et al. (122), the authors synthesized findings
from six country case studies examining multiple funding flows
to public healthcare providers in LMICs. The qualitative findings
revealed the potential impact of multiple payment streams on
healthcare provider behavior, highlighting the complexities of
funding mechanisms in LMIC healthcare systems. Overall, the
literature review indicates a growing interest in exploring the
implementation of healthcare initiatives, such as social innovation
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hubs, COVID-19 control measures, chemotherapy drug handling
practices, hospital accreditation programs, and funding flows in
LMICs. These studies provide valuable insights into the challenges
and opportunities for implementing healthcare interventions in
resource-constrained settings.

4.2 Specific effects of IoT on enhancing
nursing levels globally

Abdulrazak et al. (123) utilized environmental sensors,
enhanced device monitoring, and change-point detection
algorithms to study urinary function in 16 French patients,
focusing on urinary tract infections and irritable bowel syndrome.
The algorithm analyzed daily bathroom frequency and activity
changes, enabling healthcare providers to track health status
through alerts, thereby improving diagnostic and therapeutic
outcomes. Yesmin et al. (124) demonstrated that IoT interventions
in healthcare improved hand hygiene compliance rates and staff
experiences, with a direct reduction in patient falls leading to
improved nursing times. Abril-Jiménez et al. (125) found that
digital home hospitalization services based on IoT enhanced
patient autonomy, reduced hospital stays (from an average
of 11 to 6 days), implemented four disease-specific protocols
with up to 16 different pathways, lowered readmission rates,
achieved 95% patient satisfaction, and increased professional
trust and workload management. Mudawi (126) proposed an
IoT-based intelligent ICU patient monitoring system capable of
real-time measurement of patient parameters, greatly assisting
doctors and hospitals in continuous patient monitoring and
rapid decision-making. Yongjoh et al. (127) implemented the NU
Medical system using blockchain technology in a Thai hospital
with 157 healthcare workers, achieving rapid and confidential
access to medical conditions, enhancing staff efficiency and
patient satisfaction.

4.3 Case analysis of IoT enhancing
nursing levels in China

Ni et al. (128) used telemedicine technology to promote
a renal anemia management system (the Red China project
aimed to develop a dialysis registration system based on the
WeChat mobile platform) which resulted in a decrease in the
proportion of patients with hemoglobin levels < 8 g/dL from
4.96 to 4.08%. Wang and Liu (129) designed the RASAP-POCT
system utilizing IoT to support real-time data collection, on-
site screening, and integration with contact tracing systems,
providing saliva sample test results within 20–30 min with lower
reagent complexity (approximately 50% less per reaction) and
cost, while maintaining higher reliability, thus improving public
health surveillance and intervention and enhancing SARS-CoV-
2 testing in China. Shen et al. (130) described China’s “no
second visit” program, which leverages internet-based care delivery
methods to enhance outpatient services, reducing waiting times
(appointment waiting time shortened by 4.05 min; consultation
time shortened by 0.37 min; payment waiting time reduced by
3.09 min), increasing efficiency, and improving patient satisfaction.

Qin et al. (131) developed an IoT cloud computing platform
with an IN model, where wireless temperature monitoring systems
(WTMS) and vital sign monitoring systems (VSMS) play a crucial
role. Real-time monitoring of patients through radiofrequency
identification of sensors attached under the armpit significantly
improved the efficacy of HGG treatment for pediatric pneumonia
sepsis and reduced adverse reactions. Hu et al. (132) found that
implementing a tertiary enteral nutrition care system under the
“internet + healthcare” model has been shown to improve nurses’
cognition, behavior, and core competencies in enteral nutrition
safety care (P < 0.05), leading to positive clinical outcomes.

4.4 Technological efficacy and
challenges

The application of the Internet of Things (IoT) in
healthcare has expanded considerably, bringing about significant
technological benefits and challenges. Through real-time
monitoring and data collection from sensors and devices,
IoT enables continuous monitoring of patients’ physiological
indicators, enhancing the precision of diagnostics and treatments.
Additionally, the proliferation of remote healthcare and
nursing services provides convenience for patients in remote
areas and those with mobility issues, markedly improving
healthcare efficiency.

However, the quality and reliability of data pose significant
challenges to nursing decisions. The accuracy and completeness
of data directly impact the reliability of medical decisions (133).
Bernardi et al. (134) argue that well-established and validated
workflows for healthcare data quality assurance are beneficial
for ensuring data quality. Poor dimensions and outcomes of
data quality can be evaluated through various classification
methods (135). Elucidating the intricate relationships among DQ
dimensions and their impacts on clinical, clinician, research,
business process, and organizational outcomes. It identified six
core dimensions of DQ—accessibility, accuracy, completeness,
consistency, contextual validity, and currency—that collectively
form the foundation of data quality. Notably, consistency was
recognized as a pivotal factor influencing all other dimensions,
while both consistency and accessibility exert significant influence
on all DQ outcomes. To address these DQ issues, we propose a set
of solutions: Firstly, there is a need to enhance the management of
data consistency to ensure uniformity across different data sources,
thereby mitigating errors arising from inconsistencies. Secondly,
optimizing data accessibility is essential, ensuring authorized
users can efficiently obtain necessary information, which in turn
enhances the effectiveness of clinical decision-making. Lastly, it is
imperative to establish a continuous DQ monitoring mechanism to
periodically evaluate the status of each DQ dimension and adjust
data governance strategies accordingly to maintain high standards
of data quality. This framework provides healthcare institutions
with a systematic approach to addressing DQ issues, aiding in the
optimization of resource allocation and the enhancement of service
quality and efficiency.

Data interoperability is a significant challenge in modern digital
environments, involving the ability to share and exchange data
among multiple systems or platforms. However, in practice, data
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interoperability faces numerous issues such as incompatible data
formats, insufficient data standardization, data security concerns,
and lack of common data interfaces and protocols. These problems
not only limit the value and utilization efficiency of data but
may also have negative impacts on business decision-making and
strategic planning.

To address these data interoperability issues, a series of effective
measures should be taken. First, unified data standards and norms
should be established to ensure consistency and interpretability
of data. Second, data security and privacy protection measures
should be strengthened by developing corresponding policies
and regulations to guarantee the safety and legal use of data.
Additionally, common data interfaces and protocols can be
developed so that different systems or platforms can communicate
and interact with each other. Simultaneously, promoting open-
source technologies and tools can enhance data openness and
sharing, improving data utilization and value. Finally, establishing
cross-domain and cross-industry cooperation mechanisms can
facilitate data resource integration and sharing, driving innovation
and development of data (136).

With the advent of the digital era, issues related to data
security and privacy breaches have become increasingly severe.
Unauthorized access, modification or destruction of data can lead
to loss, leakage or malicious use of data, which not only poses a
threat to individual privacy but also may have serious implications
for business operations and national security. To address these
problems, it is necessary to establish sound management systems
and technical safeguards, enhance employee awareness training,
introduce legal and policy regulation, promote privacy protection
technologies and products, and raise public awareness and
self-protection capabilities. Only by continuously strengthening
management and technological innovation can effective protection
of data security and personal privacy be achieved (136).

User acceptance and adherence represent another critical
challenge, especially for elderly individuals and those unfamiliar
with technology. Resistance to and difficulties in using
IoT devices affect their adoption and effectiveness (137).
Personalized and intelligent nursing services provided by IoT
can increase acceptance among older adults (138). Furthermore,
healthcare professionals can improve their acceptance of
IoT-based smart healthcare through cognitive and emotional
pathways (139).

However, there is also a need to address ethical dilemmas
associated with the implementation of IoT technologies in
healthcare settings. One such dilemma is the potential deskilling
of medical practitioners due to reliance on automated systems.
While these systems aim to enhance diagnostic accuracy and
patient monitoring, they could inadvertently reduce the clinical
skills of healthcare workers if over-reliance occurs (140). Another
ethical issue pertains to data ownership and privacy concerns. With
vast amounts of sensitive health data being collected, ensuring
secure storage and transparent data sharing practices becomes
paramount (141).

To mitigate these challenges, robust training programs and
regulatory frameworks are essential. Training initiatives should
focus not only on technical proficiency but also on ethical
considerations, helping both patients and healthcare providers
understand the benefits and limitations of IoT applications (142,
143). Regulatory bodies must establish guidelines that protect

patient data while promoting innovation and interoperability
within the healthcare sector.

Moreover, the high initial investment and ongoing
maintenance and update costs of IoT devices pose significant
challenges to economic feasibility and sustained development
(141). While the initial investment in IoT devices may be high,
integrating these technologies into smart city initiatives can
facilitate transitions toward greater sustainability (142, 143).
Leveraging IoT and digital economy opportunities can promote
national development, particularly during crises such as the
COVID-19 pandemic, demonstrating the potential for economic
growth and resilience through smart education, smart cities, smart
homes, and e-health services (140).

Short-term gains include reduced equipment downtime
through predictive maintenance, optimized inventory management
that minimizes waste, and enhanced staff efficiency via real-time
tracking systems. For instance, the University of Washington
Medical Center saw a reduction in equipment failure rates
and maintenance costs after implementing IoT-based predictive
maintenance programs.

Long-term financial implications are even more profound.
IoT facilitates preventive care and chronic disease management,
potentially decreasing hospital readmissions and treatment costs.
Additionally, IoT opens up new revenue streams through
telemedicine and personalized health plans. Teladoc Health, for
example, expanded its telehealth offerings using IoT technology,
boosting profitability.

Case studies illustrate these benefits clearly. The Royal Adelaide
Hospital’s use of IoT for asset tracking and environmental
monitoring led to better asset utilization and patient safety. Philips
Healthcare’s partnership with hospitals to deploy IoT-enabled
patient monitoring systems demonstrated the ability to detect
issues proactively, reducing complications and associated costs.

The integration of IoT technologies in nursing practice can
significantly mitigate the impact of workforce shortages. By
leveraging smart devices and sensors, IoT enables remote patient
monitoring, which reduces the need for constant on-site staffing
and allows healthcare professionals to manage a larger number
of patients efficiently. For instance, smart wearables that monitor
vital signs can transmit real-time data to nursing stations, enabling
staff to prioritize care and intervene promptly when necessary
(144). Additionally, the use of telehealth platforms facilitated by
IoT can extend the reach of healthcare providers, offering virtual
consultations and reducing the physical demands on the nursing
workforce (26).

IoT has the potential to revolutionize patient monitoring in
rural areas, where access to healthcare services is often limited.
By deploying IoT-enabled sensors and devices, remote health
monitoring becomes feasible, allowing patients in rural settings to
receive continuous care without the need for frequent travel to
urban medical centers. This is particularly beneficial for patients
with chronic conditions who require regular health check-ups and
medication management (145). Furthermore, IoT can facilitate
the collection of health data from dispersed locations, providing
healthcare providers with a comprehensive view of community
health trends and enabling more informed care decisions (113).

Thus, while initial IoT investments may be high, the long-
term financial viability and operational improvements make IoT
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solutions indispensable for modern healthcare providers seeking
sustainable growth and enhanced patient care.

5 Discussion and future direction

5.1 Technological trends

The application of Internet of Things (IoT) technology in
healthcare is rapidly advancing, with innovations primarily focused
on novel sensors, device technologies, and the integration of
artificial intelligence (AI).

Wearable and implantable sensors enable real-time monitoring
of patients’ physiological data (146, 147), while smart medical
devices such as surgical robots and telemedicine equipment
enhance the precision and efficiency of medical procedures (148,
149). Supported by 5G technology, the transmission speed and
stability of telemedicine devices have improved significantly,
enabling physicians to provide more convenient diagnostic and
treatment services (150).

Large models and AI play a critical role in medical data
analysis, personalized medicine, and intelligent diagnostic systems
(151, 152). AI can process large volumes of medical data,
identify patterns of diseases, predict disease progression, and
offer personalized treatment plans (153, 154). Furthermore, the
integration of IoT platforms allows for unified management of
data from various devices and sensors, further enhancing the
operational efficiency and service quality of healthcare institutions
(155). In the future, the application of IoT in healthcare will evolve
toward greater intelligence, precision, and personalization, driven
by the convergence of novel sensors, advanced device technologies,
and AI, to comprehensively elevate the level and efficiency of
medical services.

5.2 Policy recommendations and
collaborative models

The application of IoT technology in healthcare has become
a global focal point, making international cooperation and
resource sharing particularly important. Through cross-border
collaboration, countries can share medical technologies, devices,
and data, leveraging each other’s strengths. For example, the
United States and the European Union have a lead in medical
device and sensor technologies (156), while Asian countries
excel in big data analytics and AI applications (157). Cross-
border cooperation facilitates the development of advanced IoT
healthcare solutions and promotes the standardization of global
medical data, enhancing interoperability and availability of medical
information (17). Additionally, resource sharing optimizes global
allocation of healthcare resources, allowing remote regions to
consult with experts in major cities through telemedicine platforms,
reducing misdiagnosis and treatment costs (158). This was
particularly evident during the COVID-19 pandemic in 2019, when
governments and health experts implemented various preventive
measures and collaborated on resource sharing to curb the spread
of the virus (159).

The development trend of IoT applications and technologies
in the healthcare field is rapidly evolving with the integration
of advanced technologies such as artificial intelligence (AI), 5G
networks, and blockchain. Ge et al. (160) discuss the potential of 5G
networks in supporting mission-critical IoT services, particularly
through the implementation of the tactile Internet (TI). This
advancement in wireless communication networks enables real-
time control communications for IoT applications. Additionally,
Wijethilaka et al. (161) highlight the importance of network
slicing in realizing IoT applications within 5G networks, thereby
addressing technical challenges through this innovative technology.

Artificial intelligence (AI) plays a pivotal role in the healthcare
sector. Vaishya et al. (162) and Almaiah et al. (163) underscore
the transformative impact of AI applications, which have been
instrumental in addressing challenges such as the COVID-19
pandemic and enhancing security and privacy in digital healthcare
using IoT platforms. Furthermore, Taimoor et al. (164) emphasize
the significance of AI in facilitating personalized healthcare
services, illustrating the potential of AI within the modern
healthcare Internet of Things (HIoT).

Blockchain technology also plays a vital role in the healthcare
sector. Almaiah et al. (163) and Panagiotidis (165) discuss
the integration of blockchain in healthcare applications, which
ensures data security, privacy, and authentication. Specifically,
Panagiotidis (165) examines the educational applications of
blockchain, highlighting its features, advantages, and potential
challenges within the educational sector.

Overall, the development trend of IoT applications and
technologies in the healthcare field is driven by the convergence
of AI, 5G, and blockchain technologies. These advancements are
transforming the healthcare industry by enabling personalized
healthcare services, enhancing data security and privacy, and
supporting real-time control communications for mission-critical
IoT services. The utilization of these advanced technologies is
essential for the paradigm shift toward a distributed, patient-centric
approach in healthcare, as emphasized by Abir et al. (166).

The integration of Internet of Things (IoT) technology into
nursing practice is gaining increasing significance within the
healthcare sector. As elucidated by Al-Rawashdeh et al. (167),
key drivers for the adoption of IoT applications in nursing
care encompass delivering deep insights and strategic guidance
to leaders and system developers in the healthcare industry.
This highlights the imperative for collaboration between nursing
professionals and IoT technology developers to ensure the seamless
and effective implementation of these technologies.

To catalyze this collaboration, healthcare organizations should
offer nurses training in artificial intelligence (AI) and opportunities
for professional development, as advocated by Yelne et al.
(168). Such initiatives are vital for maintaining the currency of
nurses’ knowledge and skills, thereby enhancing their capability
to collaborate effectively with IoT technology developers. Deep
collaboration between nursing professionals and IoT technology
developers is essential for the proficient adoption and utilization
of IoT applications in nursing care. By fostering a collaborative
environment, nurses and developers can ensure that technology is
integrated in a manner that not only optimizes patient care but also
enhances the overall quality of healthcare outcomes.

In the field of IoT healthcare, regulatory frameworks and
standardization policies are crucial for ensuring data security,
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privacy, and interoperability. Various policy issues influence the
integration of big data technologies in healthcare, including data
sharing, security, standards, stakeholder engagement, and legal
considerations (169). The European legal framework includes the
General Data Protection Regulation (GDPR) and the Medical
Device Regulation (MDR), addressing data breaches and security
measures applicable to IoT medical devices (170). Rathee et al.
(171) emphasize the importance of IoMT device standardization
for increasing trust and transparency, while Rathee et al. (171)
discuss the significance of blockchain technology in securing
medical multimedia data. Sadhu et al. (172) highlight the need
for standardized regulations and security systems in IoMT due
to the risk of exploitation by hackers. Ghosh et al. (173) propose
a framework for continuous delivery of IoT services to address
latency issues, ensuring service delivery even in areas with poor
internet coverage. These insights collectively underscore the critical
role of regulations, frameworks, and standards in shaping the future
of IoT healthcare.

The collaboration between the European Union (EU) and the
United States in the realm of medical device safety standards
exemplifies the significant outcomes achieved through concerted
efforts to promote consistency between the Medical Device
Regulation (MDR) and the US Food and Drug Administration
(FDA). This cooperation has not only simplified compliance
requirements for businesses but also enhanced global medical
device safety standards (174).

In the Asia-Pacific region, the cooperation among APEC
member economies, particularly through its Privacy Framework,
provides guidelines for cross-border data transfers. This is
especially important for IoT healthcare services that rely on real-
time data exchange (175).

Initiatives such as the Global Health Data Exchange Initiative
aim to establish a global network for sharing health data, fostering
knowledge exchange and technical collaboration among countries
in health data management. This collaborative effort contributes to
the development of unified data protection standards and promotes
interoperability in health information systems (176).

6 Materials and methods

To enhance the scientific rigor and credibility of our
review paper, we have meticulously detailed the systematic
processes employed for literature retrieval and screening in the
methodology section. Initially, we formulated an exhaustive search
strategy targeting major databases such as PubMed, Web of
Science, Scopus, and Google Scholar. Keyword combinations
included terms like “Internet of Things,” “smart nursing,”
“technical challenges,” “international cooperation,” and “policy
recommendations,” ensuring the breadth and specificity of the
search results. The time span for literature retrieval was set from
2015 to 2024, aiming to capture the latest developments in the
application of IoT technologies in healthcare over the past decade.

Subsequently, we established rigorous inclusion and exclusion
criteria. Inclusion criteria were strictly defined as English-
language articles published in peer-reviewed journals that directly

addressed the application of IoT technologies in healthcare,
technical challenges, international cooperation, and policy
recommendations. Exclusion criteria explicitly ruled out non-
peer-reviewed conference abstracts, review articles, editorials, news
reports, blog posts, and other documents that were either off-topic
or did not contribute substantively to the research subject.

During the screening process, two independent researchers first
reviewed the titles and abstracts of all search results to identify
potentially eligible studies. Following this, a thorough full-text
examination was conducted to further verify compliance with the
final inclusion criteria. Throughout the process, any discrepancies
were resolved through discussion, ensuring consistency and
fairness in the selection of literature.

From the finally included studies, key information including
the first author, publication year, study design, main findings,
and conclusions were extracted. A narrative synthesis approach
was utilized to systematically summarize the research findings
and discuss their significance in the context of current IoT
applications in healthcare.
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