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Persistent infection caused by biofilm is an urgent in medicine that should
be tackled by new alternative strategies. Low efficiency of classical treatments
and antibiotic resistance are the main concerns of the persistent infection due to
biofilm formation which increases the risk of morbidity and mortality. The gene
expression patterns in biofilm cells differed from those in planktonic cells. One
of the promising approaches against biofilms is nanoparticle (NP)-based therapy
in which NPs with multiple mechanisms hinder the resistance of bacterial cells
in planktonic or biofilm forms. For instance, NPs such as silver (Ag), zinc oxide
(ZnQ), titanium dioxide (TiO,), copper oxide (Cu), and iron oxide (Fe;O,) through
the different strategies interfere with gene expression of bacteria associated
with biofilm. The NPs can penetrate into the biofilm structure and affect the
expression of efflux pump, quorum-sensing, and adhesion-related genes, which
lead to inhibit the biofilm formation or development. Therefore, understanding
and targeting of the genes and molecular basis of bacterial biofilm by NPs
point to therapeutic targets that make possible control of biofilm infections. In
parallel, the possible impact of NPs on the environment and their cytotoxicity
should be avoided through controlled exposure and safety assessments. This
study focuses on the biofilm-related genes that are potential targets for the
inhibition of bacterial biofilms with highly effective NPs, especially metal or
metal oxide NPs.

KEYWORDS

antibiotic resistance, bacterial pathogens, biofilms, efflux pumps, gene expression,
quorum quenching, quorum-sensing, nanoparticles

1 Introduction

Approximately 40 to 80% of bacteria possess the ability to create biofilms under harsh
environmental conditions. This phenomenon results in a major global concern for human
health, as it greatly contributes to the development of persistent infections (Muhammad
et al., 2020). Infections caused by biofilms are highly resistant to antibiotics and host
immune cells compared to planktonic cells. Unlike planktonic bacteria, biofilms are resistant
to conventional cleaning, washing, heating, and disinfection procedures (Sharma et al.,
2019). The main reasons for antibiotic resistance of biofilms are the restriction of antibiotic
entry to the biofilm structure, slow growth and metabolism, and resistance genes. Biofilm
formation on medical implants such as sutures, catheters, heart valves, joint prostheses, and
dental implants leads to chronic infections such as wound infections, urinary tract
infections, lung infections, and chronic osteomyelitis. Infections caused by implanted
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medical devices account for about 60-70% of all nosocomial
infections. The only way to eliminate biofilms from medical implants
is the implant removal which is an expensive and problematic
treatment for patients (Cangui-Panchi et al., 2022). Biofilms are
homogeneous or heterogeneous microbial communities of
microorganisms that live on abiotic or biotic surfaces and consist of
cells, extracellular matrix (ECM), and other polymeric substances.
EMC is a biopolymer matrix consisting of exopolysaccharides (EPS),
extracellular DNA, proteins, and amyloidogenic proteins (Gupta
etal., 2016).

There are important genes associated with bacteria that grow in
biofilm, including rhll-rhiIR, rhlAB, pqsR-pgsA, lasR, lecA, and pel A in
Pseudomonas aeruginosa (Xu et al., 2018; Abdelraheem et al., 2020),
while icaADBC, eno (laminin), ebps (elastin), fib (fibrinogen-binding
protein) are necessary for biofilm formation in Staphylococcus aureus
(Kot et al., 2018). The gtfs genes are essential for the adhesion of
Streptococcus mutans. In addition, the genes gbps, smu630, relA, and
comDE are involved in bacterial adhesion and biofilm formation (You,
2019). Type I fimbriae encoded by the gene cluster fimABCDEFGH
are involved in the attachment of Escherichia coli cells (Ren
etal., 2004).

Some of the important strategies being developed against biofilms
are quorum sensing inhibitors (QSIs), bacteriophages, enzymes,
surfactants, nanoparticles (NPs), antimicrobial photodynamic therapy,
ethnopharmacology, and diguanylate cyclase inhibitors (Qayyum and
Khan, 2016). Although numerous antimicrobial drugs are
commercially available, they often lack efficacy against multidrug-
resistant (MDR) microorganisms, posing a major challenge to
healthcare teams (Ahmed et al., 2021). The emergence of antimicrobial
resistance has increased the need for the development of alternate
antimicrobial agents (Uddin et al., 2021).

Nanotechnology is a promising tool for the management of MDR
strains and bacterial biofilms. In recent years, the applications of NPs
in the medical field have increased for the treatment of infectious
diseases. NPs possess different physicochemical properties than bulk
forms due to their unique size and structure at the nanoscale. In the
size range of 1 nm to 100 nm, NPs exhibit enhanced surface-to-volume
ratio, increased reactivity, altered electronic properties, etc., depending
on size (Baig et al., 2021). The ability of NPs to inhibit the proliferation
of microbial cells makes them the most widely used drug delivery
system to combat pathogenic organisms (Lahiri et al., 2021).

The unique properties of metal NPs have led to their great interest
as antimicrobial agents. The antimicrobial properties of various metal
NPs, including silver (Ag), zinc oxide (ZnO), titanium dioxide (TiO,),
copper (Cu), iron oxide (Fe;O,), selenium (Se), and gold (Au) have
been extensively investigated (Hemeg, 2017). Previous research
suggests that NPs have different mechanisms of action than antibiotics,
which may improve their ability to combat MDR bacteria.
Antibacterial activity studies have shown that NPs can enter the cell
and attach to cell receptors, leading to intracellular disintegration and
consequent cell death, and inhibit essential metabolic enzymes,
thereby disrupting bacterial cell reproduction and respiration. NPs
have been developed that interfere with signal-based biofilm
formation to prevent biofilm-associated infections (Gupta et al., 2017;
Wang et al., 2017). The review describes the efficacy of highly potent
NPs, especially metal or metal oxide NPs, as potent anti-biofilm
therapeutics with particular reference to their ability to inhibit
bacterial biofilm-related genes.
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2 Biofilm formation process

Biofilm formation is a survival strategy of microorganisms in
which microbial cells adapt to their environment and adopt a
multicellular lifestyle in which bacterial cells are immobilized within
their EPS matrix. The bacteria within this matrix are protected from
antibacterial compounds and are up to 1,000 times more resistant to
antibiotics (Uneputty et al., 2022). Biofilm formation begins with
reversible attachment of free-floating bacterial cells to a surface. This
is followed by irreversible attachment, which is facilitated by bacterial
adhesion structures and short-range forces. The process of EPS
production drives reversible attachment to the surface. They then
develop into a well-organized structure encased in an EPS matrix.
Ultimately, the bacterial cells are able to escape and access new niches
(Muhammad et al., 2020). The stages of biofilm life cycle are depicted
in Figure 1. Five key stages of biofilm formation are presented below.

2.1 Bacterial initial attachment and
irreversible adhesion

Bacterial attachment to surfaces favors in biofilm formation in
initial step. Initially, the bacterium gets close enough to allow initial
attachment, and the forces involved in this initial attachment are van
der Waals forces, electrostatic and hydrophobic interactions. During
this initial contact, the bacteria still exhibit Brownian motion and can
be easily removed by the flow rate of the liquid. Subsequently, an
irreversible step occurs, as the bacteria attach to the surface by
producing EPS and or filamentous appendages, such as pili or flagella
and non-fimbrial adhesions. At the end of this phase, much stronger
physical or chemical forces are needed to remove the bacteria attached
to the surface (Palmer et al., 2007). The size of the contact area
between bacterial cell and material surface, the total of the repulsive
or attractive forces between two surfaces, the hydrophobicity/
hydrophilicity, roughness and surface charge, the physicochemical and
topographic properties of a substrate surface can all influence the
attachment of bacteria (Renner and Weibel, 2011). In S. aureus, atlE
gene expression mediates bacterial adhesion and secretes autolysin.
Strains lacking the atlE gene exhibit a marked reduction in adhesion
capacity. The expression of fbe and sap genes leads to synthesis of fiber
protein binding protein, which mediates the attachment of S. aureus
and fibrin. During the accumulation phase, iapABD gene is expressed
to synthesize the ECM and eventually form pileus-like multilayer
structure in mature biofilms (Zhao and Ashraf, 2015).

2.2 EPS synthesis

Irreversible adhesion is promoted by the synthesis of EPS, which
is controlled by the QS of the bacterial cells. Bacteria produce EPS,
which is an important element of biofilm ECM. EPS can mediate
bacterial adhesion-cohesion via hydrophobic and ion-bridging forces.
Overall, EPS directly mediates adherence to microbial cell surfaces,
cell-to-cell adhesion, biofilm structure, biofilm formation, water
retention, cell-cell signaling, cell protection, nutrient trapping
capability, and genetic adaptation. In addition, the cyclic messenger
di-GMP (c-di-GMP) is considered to be one of the triggers for the
switching of reversible to irreversible attachment via EPS and cell
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surface structures. EPS are mainly enzymes and structural proteins,
DNAs, polysaccharides, phospholipids, and glycoproteins (Czaczyk
and Myszka, 2007). Polysaccharides are a key fraction of the EPS
matrix and are necessary during the biofilm development process and
growth of the bacteria (Flemming, 2016).

2.3 Microcolony formation

Microbial cells begin to multiply and divide after they connect to
a biotic or abiotic surface and this attachment becomes stable. This
process is started by specific chemical signaling within the EPS. The
next step in this process is the formation of microcolonies. The
different micro-communities that make up the bacterial colonies in a
biofilm usually coordinate with each other in different ways. The
exchange of substrate, the distribution of important metabolic
products, and the excretion of metabolic end products all depend on
this coordination (Gestel et al., 2015).

2.4 Biofilm maturation

The EPS-embedded bacteria conduct to microcolonies formation
and biofilms maturation. The EPS then acts as a biological ‘glue’
between the embedded bacterial cells through changes in gene
expression. Through matrix formation, nutrients are transported to
the cell communities and unwanted products are removed through
the formation of water-filled channels. Often a mushroom-shaped
multicellular structure of microcolonies is displayed. During the
maturation process, inhibition of the production of surface structures
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restricts motility in microcolonies and the pattern of gene expression
differs significantly from that of planktonic cells (Muhammad
et al., 2020).

2.5 Biofilm dispersal

The dispersal process is a tactic used by bacterial cells to
breakdown biofilms and begin a new biofilm life-cycle. The
complicated process of dispersal is controlled by effectors, signal
transduction pathways, and environmental signals. Genes
responsible for the EPS generation, initial attachment, and fimbriae
synthesis are often reduced during dispersal, but genes related to
EPS degradation and flagella synthesis are typically enhanced.
Inhibition of c-di-GMP signaling pathways is another effective
method of biofilm dispersion. Furthermore, environmental factors
(i.e., temperature, nutrients, and pH) increase in glucose supply, and
lack of oxygen can contribute to biofilm dispersal (Toyofuku
etal., 2016).

3 QS mechanism

QS is a chemical communication mechanism that correlates with
population density and is used by bacteria to regulate the production
of virulence factors and biofilm formation. The elimination of QS is a
new approach to combat their pathogenicity (Colino et al., 2018).
They implement QS by secreting small extracellular signaling
molecules that act as autoinducers (AI) to start genetic programming.
Three main QS systems can be distinguished: the acyl-homoserine
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lactone (AHL) QS system in Gram-negative bacteria, the autoinducing
peptide (AIP) QS system in Gram positive bacteria, and the AI-2 QS
system in both Gram-negative and Gram-positive bacteria. QS is
associated with the control of the swarming behavior of bacteria and
the development of biofilm architecture (Sadekuzzaman et al,, 2015).

Quorum quenching (QQ) refers to any strategy that interferes
with proper microbial QS signaling. This can occur in two ways:
inhibition and degradation of Al and disruption of its interaction with
the receptor. These compounds have been characterized as QQ, which
interfere with bacterial communication, reducing virulence without
affecting growth. Depending on the type of regulation (i.e., whether
QS induces or suppresses virulence), agents must either inhibit or
stimulate QS-regulated gene expression (Colino et al., 2018). QQ
enzymes have frequently been found to inhibit QS by targeting AHLs
(Hong et al., 2012).

4 Efflux pumps

Efflux pumps are membrane proteins that are involved in the
development of antibiotic resistance and the export of molecules such
as QS signals, drugs, detergents, and heavy metals outside of the cell.
Efflux pump genes are present in bacterial chromosomes and mobile
genetic elements such as plasmids (Webber and Piddock, 2003). At
least four different roles for efflux pumps in biofilm formation are
possible. Efflux of EPSs and/or QS and QQ molecules to facilitate
biofilm matrix formation and regulate QS, respectively; they could
also indirectly regulate genes involved in biofilm formation; efflux of
harmful molecules, such as antibiotics and metabolic intermediates;
and influence aggregation by inhibiting adhesion to surfaces and other
cells (Alav et al., 2018). In E. coli biofilm development, the efflux genes
araJ, ddpD, emrK, gitK, ycbO, and yhdX increased during biofilm
growth (May et al., 2009). Sanchez et al. reported that P. aeruginosa
nalB and nfxB mutants, which overexpress MexAB-OprM and
MexCD-Opr] efflux systems, respectively, did not show any defects in
biofilm formation and, in fact, the nalB mutant strains were found to
exhibit significantly denser biofilm formation when compared to the
wild-type (Sanchez et al, 2002). One possibility is that the
overexpression of multidrug efflux pump MexEF-OprN reduces the
intracellular concentration of QS signals exhibited impaired biofilm
formation (Alav et al., 2018). Holling et al. reported that disruption of
the ber efflux gene in Proteus mirabilis led to reduced biofilm
formation. Furthermore, the bcr mutant exhibited deficiencies in both
swarming and swimming motility (Holling et al., 2014).

5 Intercellular adhesion operon

The intercellular adhesion (ica) operon, which includes the genes
icaA, icaD, icaB, and icaC, encodes biosynthetic enzymes involved in
the synthesis of polysaccharide intercellular adhesin (PIA). EPS
synthesis is closely linked to the icaA and icaD genes. Similarly, icaB
and icaC contribute to the production of poly-N-acetylglucosamine
polymer by transporting it to the bacterial cell surface and
deacetylating exopolysaccharide molecules. The
N-acetylglucosaminyltransferase acts on the substrate UDP-N-
acetylglucosamine with the help of icaD and forms an EPS. The
reaction product is then transported across the cytoplasmic membrane

by icaC. Deacetylation of PIA by icaB in turn enables PIA to adhere to
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living and non-living surfaces and facilitates biofilm formation.
Although the PIA adhesin plays a key role in the process of biofilm
synthesis, it is not essential for biofilm production. There are biofilm-
forming strains that do not contain ica operon genes (Swolana
etal., 2022).

6 Strategies for prevention of biofilm
formation

Biofilm formation is a complicated process that can be targeted by
anti-biofilm agents to prevent the various stages of biofilm
development (Mahamuni-Badiger et al., 2020). Several genes are
involved in biofilm formation, so actions can be taken at the genetic
level, such as interfering with second messenger signals and the
two-component system (TCS), to modulate EPS metabolism (Karatan
and Watnick, 2009). C-di-AMP and c-di-GMP are conserved second
messenger signals that are crucial for important functions of virulence,
such as biofilm formation. They control various EPS-producing
exoenzymes, polysaccharides, and adhesins. It is therefore possible to
target them to disrupt EPS (Jiang et al., 2020). Antisense RNA is
complementary to messenger RNA and its duplex can interfere with
the translation of specific proteins (Yoshioka et al., 2019). Antisense
RNA could manipulate the expression of target genes and control the
biofilm (Wang and Kuramitsu, 2005). Bacteria have an adaptive
immune defense mechanism known as the CRISPR/Cas system
(clustered regularly interspaced short palindromic repeats). Biofilm
formation, EPS synthesis, interspecific competitiveness, and other
aspects of bacterial virulence are influenced by the CRISPR/Cas
system (Arora, 2024). The CRISPR/Cas9 system targeting sdiA has
been reported to have effects on cell adhesion and biofilm formation
of Salmonella enterica (Askoura et al., 2021). Furthermore, the
CRISPR/Cas-HDR approach was used to prevent biofilm formation
of E. coli by knockout genes involved in adhesion (fimH/bolA) and QS
(luxS; Alshammari et al., 2023). On the other hand, the expression of
weaF, which is involved in colanic acid synthesis and has been
identified as a critical component of the E. coli biofilm, was controlled
using the CRISPRi/dCas9 system (Zhang and Poh, 2018).

Biofilm formation can be prevented by avoiding the initial
attachment of planktonic cells to surfaces by remodeling the surface
or treating the cells to block cell attachment. Preformed biofilms can
be removed by detachment, erosion, and dispersal (Mahamuni-
Badiger et al., 2020). Furthermore, anti-biofilm agents can act in
different ways by inhibiting or altering QS signaling pathways,
membrane permeabilization, biofilm assembly, lipopolysaccharide
assembly, and enzymatic dispersion of EPS (Roy et al., 2018; Asma
etal., 2022).

7 NPs as inhibitors of biofilm
formation

Nanotechnology approaches have great potential to offer effective
and practical solutions for biofilm management and prevention, as they
deal with the engineering of materials at the atomic and molecular level
that have high surface-to-volume ratios and high activation energy of
atoms (Mohanta et al., 2023). It is a good platform to generate effective
antimicrobial agents by optimizing the physicochemical properties of
metals. Metal oxides are toxic and harmful to natural sources, but at the
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nanoscale they change their physicochemical properties. The ability of ~ activity and stability, high conductivity, and significant anti-
NPs to penetrate biofilms also inhibits biofilm formation (Mohanta  inflammatory and antibacterial activities (Lee and Jun, 2019).
et al, 2023). Three stages can be distinguished in the interaction  Interference with cell-membrane function and intracellular ROS
between NPs and biofilm: NP transport in the vicinity of the biofilm,  generation have been the key pathways for antibacterial activity (Liao
NP attachment to the biofilm surface, and NP migration in biofilms. etal., 2019).
Many factors, including the environment, EPM, and the physico- Ag NPs probably destabilize the cell membrane and produce Ag
chemical properties of the NPs, influence how the individual phases  ions that react with membrane proteins. These NPs have the ability to
take place (Shkodenko et al., 2020). pass through bacterial cell walls and/or membranes, attach to bacterial
Some NPs themselves have the ability to demonstrate anti-biofilm  DNA, and obstruct DNA replication. Furthermore, they have the
activities because they contain antibacterial components such metal  ability to disrupt ribosomal function to translate mRNA into protein
oxides and cationic surfactants (Sadekuzzaman et al., 2015). Their ~ forms, thereby activating cytochrome B proteins (Yan et al., 2018). The
large surface area to mass ratio, high reactivity, and surface  antibacterial mechanism of Ag NPs works by inhibiting O,
functionalization have given them special qualities that enable = metabolism, eventually killing microorganisms (Shahverdi et al.,
effective biofilm eradication. NPs act as anti-QS by interfering with ~ 2007). Furthermore, Ag NPs can efficiently diminish bacterial biofilm
the mechanism of bacterial cell-cell communication or inhibiting the ~ biomass (Montazeri et al., 2020).
QS signaling system. This is able to prevent production of molecule- The anti-biofilm activity and downregulation of bacterial biofilm-
receptor complex and the formation of various signaling molecules.  related genes of Ag NPs against a variety of bacteria has been reported
The abilities of metallic NPs to exert QQ activity have been particularly  in several research papers (Table 1). Ag NPs have the ability to block
noted (Lahiri et al., 2021). As given in Figure 2, NPs can exert their  the synthesis of bacterial EPS and then biofilm. The ability of biofilm
antibacterial activity through different mechanisms, such as cell wall  inhibition by Ag NPs may be due to the existence of water channels
disruption, interactions with DNA and/or proteins, inhibition of  throughout the biofilm (Kalishwaralal et al., 2010; Montazeri et al.,
biofilm development, or generation of reactive oxygen species (ROS;  2020; Pourmbarak Mahnaie and Mahmoudi, 2020). They can enter
Wang et al., 2017). biofilms and inhibit biofilm development by suppressing gene
expression. These ions are internalized and prevent the penetration of
amines, thiols, or carboxylates. Ag NPs tend to agglomerate, which
71 Ag NPs negatively affects their antimicrobial efficacy. Therefore, their surface
must be functionalized before application (Le Ouay and
Ag NPs are widely used in healthcare and biomedicine, food  Stellacci, 2015).
storage, and environmental applications. Ag NPs are remarkable for Ag has a strong inhibitory effect on the strong biofilms produced
their unique physicochemical features such as excellent catalytic by Acinetobacter baumannii. In presence of Ag NPs, the expression of
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TABLE 1 Summary of the effect of silver nanoparticles and their related products on the downregulation of bacterial biofilm-related genes.

Compound name Target microorganisms Target genes Applications References

D-SNPs- AgNO; MRSA hly, flu Anti-biofilm effect Hamida et al. (2020)

Ag NP Pseudomonas putida csgA, alg8 EPS inhibition Thuptimdang et al. (2015)

PbAgNP Serratia marcescens fimA, fimC, flhD, bsmB | Anti-biofilm effect-QSI Srinivasan et al. (2018)
Proteus mirabilis fIhB, fIhD, rsbA

Ag@Glu/TscNP MRSA icaA, icaD Anti-biofilm effect Montazeri et al. (2020);
Pseudomonas aeruginosa pslA Honarmand et al. (2022)

AMP@PDA@AgGNP P. aeruginosa rh 1L, las I Anti-biofilm effect Xu et al. (2021)
Escherichia coli fimH

Ka-AgNPs P. aeruginosa lasA, lasB, lasl, rhlA, Anti-biofilm effect Kumar et al. (2022)

rhiB, rhiR, rhil, pgsC

Phytosynthesized AgNP MDR-Klebsiella pneumoniae mrkA, luxS Anti-biofilm effect-QSI Foroohimanjili et al. (2020)

Ag NP-4NPO P. aeruginosa rhlA Anti-biofilm effect Liu et al. (2019)

GO-Ag NP Streptococcus mutans gtfB, gtfC, gtfD Anti-biofilm effect Jin et al. (2017)
Porphyromonas gingivalis FimA

Ag/ZnO S. mutans spaP, gbpB, gtfB, gtfC, Anti-biofilm effect Huang et al. (2020)

Idh, comD, comE, luxS

AgNPs @C P. aeruginosa fimH, rmpA, mrkA Anti-biofilm effect Elwakil et al. (2024)
QADM- Ag NP S. mutans gtfB, gtfC, gtfD Anti-biofilm effect Lietal. (2013)

AgNP@A Staphylococcus aureus icaA, icaR Anti-biofilm effect Moulavi et al. (2019)
TzAgNP P. aeruginosa lasI Anti-biofilm effect Chakraborty et al. (2021)
CNPs P, aeruginosa lecA, lecB, lasl, psIA Anti-biofilm effect Bhargava et al. (2018)
FNPs lecA, lasl, rhil, pslA

Ag NP Staphylococcus epidermidis icaA, icaB, icaC, icaR Anti-biofilm effect Swolana et al. (2022)

D-SNPs-AgNO,;, silver nanoparticles (Ag NPs) synthesized using Desertifilum sp.-silver nitrate; MRSA, methicillin-resistant Staphylococcus aureus; PbAgNP, Piper betle-based synthesized Ag
NPs; Ag@Glu/Tsc NP, Thiosemicarbazide conjugated with Ag NPs and functionalized by glutamic acid; AMP@PDA@AgNP, Antibacterial peptides- polydopamine@Ag NPs; MDR, multidrug-
resistant; Ag NP-4NPO, Ag NP combined with the quorum sensing inhibitor (QSI) 4-nitropyridine N-oxide; GO, graphene oxide; AGNPs@C, Ag NP coated by a carbon shell; Ka-Ag NPs,
Koelreuteria paniculata for the biosynthesis of Ag NPs; QADM, quaternary ammonium dimethacrylate; Ag NP@A, Ag NPs fabricated from Artemisia scoporia extract; TZAgNP, tetrazine-
capped Ag NPs; CNPs, citrate capped Ag NPs; ENPs, fucose functionalized Ag NP.

major adhesion virulence factors of A. baumannii such as group 2 lasR, rhll, rhIR; Singh et al., 2015). In addition, Ag NPs stabilized
capsule synthesis (kpsMII) and afa/draBC adhesin genes decreased by ~ with glutathione (GSH-Ag NPs) at a concentration of ¥2 MIC was
4.6-folds and 3.4-folds, respectively. Furthermore, in comparison to ~ found to have anti-biofilm activity in P. aeruginosa by reducing
the control, the transcription of biofilm-related genes (bap, OmpA,  the expression of lasR and lasI genes (Pourmbarak Mahnaie and
and csuA/B) was drastically reduced by 4.5-, 3.1-, and 3.1-folds, = Mahmoudi, 2020). One study found that in resistant Klebsiella
respectively (Hetta et al., 2021). pneumoniae strains, the expression of the efflux pump gene
Miola et al. (2015) assert that Ag NPs mixed with poly methyl ~ OxqAB was decreased by both commercial and biosynthesized Ag
methacrylate (PMMA)-based bone cement significantly reduced =~ NPs (Dolatabadi et al, 2021). What is more, Ag NPs were
biofilm formation. The main mechanism of this Ag NP-PMMA is  potential NPs that showed excellent reduction of biofilm-related
inhibition of bacterial colonization. Ag hydroxyapatite genes (fimH, rmpA, and mrkA) in K. pneumoniae (Mousavi
nanocomposite (Ag/HA-NC) can obviously inhibit S. aureus biofilm et al., 2023).
formation. Bacterial adhesion and biofilm formation on the Ag/ Wang et al., developed the Ag NP-functionalized titanium
HA-NC coating were significantly lower than on the HA coating. In  implant surface. The Ag NP-doped surface reduced the expression
addition, the expression of atlE, fbe, sap, and iapB genes, all involved  of icaA gene for Staphylococcus epidermidis and fubA and fnbB
in initial attachment of S. aureus was inhibited with Ag/  genes for methicillin-resistant S. aureus to decrease the production
HA-NC. Therefore, it can be concluded that the antibacterial effect  of intercellular polysaccharide adhesin and fibronectin-binding
of Ag/HA-NC is achieved due to the release of Ag NPs, which  proteins, thereby reducing bacterial adhesion and biofilm
supports the clinical use of Ag/HA-NC (Zhao and Ashraf, 2015). formation (Wang et al., 2016). Although Ag NPs have been
Silencing of QS is a novel approach to combat the extensively studied for antibacterial applications, their production
pathogenicity of P. aeruginosa. Mycofabricated Ag NPs with  and use are subject to many limitations, including the inability to
metabolites of the soil fungus Rhizopus arrhizus BRS-07 were able ~ control size and shape, aggregation, colloidal stability, and
to decrease LasIR-RhIIR levels, inhibit biofilm formation, and  potential toxicity at high doses (Jena et al, 2012; Zhang
significantly reduce the expression of QS-regulated genes (lasl,  etal, 2019).
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7.2 ZnO NPs

ZnO NPs are widely known for their antibacterial and anti-biofilm
activity against a wide range of bacteria such as P aeruginosa,
Streptococcus  pneumoniae, Listeria monocytogens, Salmonella
enteritidis, and E. coli with low toxicity to human cells (Mahamuni-
Badiger et al., 2020). Thanks to their potent antibacterial action, these
NPs can reduce microbial adhesion, proliferation, and biofilm growth
(Campoccia et al.,, 2013). However, their antibacterial activity is
influenced by various factors such as UV illumination, size, shape,
concentration, surface modifications, and surface defects (Mahamuni-
Badiger et al., 2020).

Recently, ZnO NPs have gained even more attention as they
possess the highest toxicity against drug resistant microorganisms.
ZnO NPs exhibit a different type of antimicrobial action compared to
other NPs. They first destroy the bacterial cell wall, then enter the cell,
and finally accumulate in the cell membrane, leading to death (Li
et al.,, 2012). These NPs can alter the microenvironment near the
bacteria and liberate ROS species and Zn** ions cause damaging lipids,
proteins, carbohydrates, and DNA by oxidative stress, lipid
peroxidation, and disrupting vital cellular functions (Sondi and
Salopek-Sondi, 2004). Among NPs, they are strongly preferred
because ZnO is recognized as a safe material by the US Food and Drug
Administration (De Romana et al., 2002). ZnO meets the requirements
for an ideal anti-biofilm agent (Hou et al.,, 2018).

QS inhibitory effect of ZnO NPs has been demonstrated by
reducing the production of P. aeruginosa virulence factors such as
rhamnolipids, pyocyanin, pyoverdin, hemolysins, elastase, and
proteases. In addition, the inhibitory effect of ZnO NPs on the QS
regulatory genes lasl, lasR, rhil, rhIR, pqsA, and pqsR, which control
the secretion of virulence factors, was confirmed (Saleh et al., 2019).

Further, norA, norB, norC, and tet38 are important efflux pump
genes that contribute to the MDR phenotype in S. aureus. The
simultaneous use of ZnO@glutamic acid-thiosemicarbazide NP at
sub-MIC concentrations in combination with ciprofloxacin decreased
the expression of norA, norB, norC, and tet38 by 5.4-, 3.8-, 2.1-, and
3.4-fold, respectively, compared to ciprofloxacin alone (Nejabatdoust
etal., 2019).

A previous study showed that ZnO/zeolite NC at concentrations
below the MIC in combination with chitosan reduced the expression
of gtfB, gtfC, and fif genes in S. mutans by 4.16-, 4.40-, and 2.88-fold,
respectively (Afrasiabi et al., 2021). Along these lines, inhibition of the
esp gene five-fold in Enterococcus faecalis decreased the ability to form
biofilm (Partoazar et al., 2019). According to Khan et al. (2016), the
expression level of the gtfB gene decreased 0.93-fold when
Streptococcus mitis was grown with 30 pg/mL ZnO NP. Abdelghafar
et al. also found a significant decrease in icaA and sarA genes after
treatment of S. aureus with ZnO NPs (Abdelghafar et al., 2022).
Similarly, sub-MIC of ZnO NPs had a significant effect on the biofilm
formation rate of S. aureus and the gene expression of ica A, ica D, and
fnb A (Abdelraheem et al., 2021).

7.3 TiO, NPs

TiO, NPs have been found as antimicrobial agents against various
microorganisms that exert anti-QS activity. TiO, NPs exhibited
improved antibacterial and anti-biofilm activity in comparison to bulk
form. In addition, it reduces expression of the efflux pump genes
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(MexY, MexB, MexA) and QS-regulated genes (lasR, lasI, rhil, rhiR,
PqsA, pgsR) of P. aeruginosa. TiO, NPs can increase the effectiveness
of conventional antibiotics (Ahmed et al., 2021). The diminutive size,
large surface area, and their ability to penetrate the cell wall are the
factors determining the antimicrobial activities (Saranya et al., 2018).
Moreover, exposure to UV light leads to the generation of ROS, which
may enhance the antibacterial activity of TiO, NPs (de Dicastillo et al.,
2019). Several studies reported the antibacterial and antifungal
activities of TiO, NPs (Anupong et al., 2023; Younis et al., 2023).
Abdulazeem et al. found that biofilm growth is completely reduced in
A. baumannii, P aeruginosa, Proteus vulgaris, and Serratia marcescens
as TiO, NPs target sulthydryl groups in the cell membrane to form
S-TiO, bond. This reaction inhibits the electron transport chain and
enzymes needed for biofilm formation (Abdulazeem et al., 2019).
However, Abdel-Fatah et al. stated that TiO, NPs had no bactericidal
effect against S. aureus, E. coli, and Bacillus subtilis (Abdel-Fatah et al.,
2016). These variations among different results may reflect differences
in concentration, zeta potential, particle shape, size, and the examined
pathogen (Skandalis et al., 2017).

The overexpression of efflux pump genes was dramatic in
non-treated P. aeruginosa, especially the MexY gene. TiO, NPs
significantly reduce the expression of efflux pump genes with its efflux
pump inhibitor activity (Ahmed et al., 2021). The mxdABCD complex
is a new set of genes that are important essential for biofilm formation
and growth and can be influenced by TiO, NPs. Of these, mxdA gene
encoding diguanylate cyclase and mxdB gene encoding glycosyl
transferase, both of which confer to cell attachment and EPS synthesis.
These genes are required for the three-dimensional of biofilm
architecture (Maurer-Jones et al., 2013). In Liu et al. (2015) reported
that TiO, NPs on the surface and inside titania nanotubes reduced
gtfB, gtfC, and gtfD genes of S. mutans, which improves the efficacy of
orthopedic and dental implants. In a recent research, the antibacterial
activity of TiO, NPs and Ganoderma extract against P. aeruginosa and
methicillin-resistant Staphylococcus aureus (MRSA) was investigated.
As aresult, the algD gene was reduced when TiO, NPs were used alone
or in combination with Ganoderma extract. None of them affected the
iacA gene (Marzhoseyni et al., 2023). However, DNA damage induced
by TiO, NPs limits the efficacy of them (Chen et al., 2014).

74 Cu NPs

Cu NPs have proven to be efficient antibacterial agents due to
their low cost, ease of mixing with polarized liquids such as water, and
their relatively stable physical and chemical properties (LewisOscar
etal., 2015). Graphene oxide-Cu NC has been shown to alter biofilm
architecture, inhibit EPS formation and distribution, and dysregulate
the expression of EPS-related genes (Mao et al., 2021). The gtf gene
family, a glucosyltransferase (Gtf) encoding gene in S. mutans, can
synthesize EPSs directly from sucrose. GTF-produced glucan
maintains the integrity of the matrix structure. In exposure to
graphene oxide-Cu NCs, the expression of gtfB, gtfC, and gbpB
decreased, while the expression of the rnc gene increased. In addition,
the expression of vicRKX was suppressed by rnc genes. Cell wall
homeostasis and expression of gtfB/C genes can be enhanced by the
VicRK two-component system. The group treated with graphene
oxide and Cu NCs showed a significant increase in rnc expression,
which is consistent with the negative effect of the rnc gene (Mao et al.,
2021). Further, it was also reported that Cu/graphitic carbon nitride
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NCs downregulated icaA gene of S. aureus to reduce biofilm formation
(Rashki et al., 2023b).

Cu NPs lowered the biofilm of P. aeruginosa by reducing the ppyR
gene. In addition to this, the presence of Cu NPs led to an increase in
the expression of the biofilm dispersion locus gene (bdIA). Also, Cu
NPs caused a decrease in the rsaL gene as well as the mexA and mex B
efflux genes (Singh et al., 2019). Aziz et al. found that the virulence
gene-related to adhesion (fimH, papC) of Klebsiella oxytoca was
reduced 8.5- and 9.0-fold by using Cu cobalt oxide NPs (Aziz
et al., 2023).

The high toxicity of Cu NPs causes oxidative lesions, which limits
the effectiveness of these NPs (Naz et al., 2020). Quercetin is a natural
substance with anti-QS potential that has anti-biofilm properties.
However, it has some disadvantages, including low water solubility
and bioavailability issues. Quercetin/Cu NPs have been found to
prevent biofilm formation by disrupting the integrity of the cell
membrane and processes involved in QS, and by reducing the
expression of lasl, lasR, rhil, and rhIR genes in P. aeruginosa and agrA
and icaA in S. aureus, and are non-toxic to mouse fibroblast cells
(Cheng et al., 2024).

7.5 FesO4 NPs

Fe;O, NPs have attracted attention due to their unique
properties, which include larger surface area, superparamagnetic
nature, surface-to-volume ratio, and easy separation process. These
NPs have antibacterial and anti-biofilm properties via various
mechanisms such as intracellular ROS generation, electrostatic
attraction with the cell membrane and its proteins, leading to
physical destruction and eventual death of the microbes. In
addition, there are a number of advantages, including low toxicity,
biocompatibility for medical applications and environmental
friendliness (Das et al., 2021).

The clinical management of antibiotic-resistant S. aureus and
E. coli raises a number of public health issues. Furthermore,
increasingly serious antimicrobial resistance and biofilm formation
pose a barrier to conventional therapy. Rhamnolipid (RHL)-coated
Fe;O, NPs- p-coumaric acid (p-CoA) and gallic acid (GA)-polymer
common coatings (PVA; RHL-Fe;0,@PVA@p-CoA/GA) can
strangely inhibit bacterial growth and biofilm formation via
downregulating icaABCD and csgBAC operons, which encode the
production of slime layer (icaA and icaD) and the production of curli
fimbriae (csgA, csgD, and crl) in S. aureus and E. coli, respectively
(Sharaf et al., 2022). Analysis of fimA and csgA genes for biofilm
formation of E. coli confirmed the ability of clay halloysite nanotubules
with tannic acid and Fe;O, NPs to prevent bacterial adhesion and
biofilm formation (Bu et al., 2024). A summary of the effect of the
other NPs on the downregulation of bacterial biofilm-related genes
can be found in Table 2.

Although metal NPs have been shown to be toxic in human cells,
efforts are being focused on reducing their toxicity through various
strategies, e.g., by producing composites with clays, doping with
polymers and proteins, etc. (Odatsu et al., 2020). The limited use of
NPs in clinical applications is due to the incomplete understanding of
their side effects, and further studies are needed to utilize them more
effectively. The routine use of NPs in the fight against bacterial
infections will be possible once the toxicity of NPs is clarified by
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detailed in vivo and clinical studies. The correct determination of the
threshold dose and exposure time is essential for the safe
administration of NPs (Ozdal and Gurkok, 2022).

8 Conclusion

Reviewing the studies revealed that NPs target the gene
expression and biomolecular of bacterial biofilm, resulting in
destroying or hindering biofilm formation. NPs based on Ag NPs,
ZnO NPs, TiO, NPs, and Cu NPs are highly effective against biofilms
of important pathogens due to their ability to inhibit lasI, lasR, rhll,
rhiR of P. aeruginosa, gtfB, gtfC of S. mutans, and icaA of S. aureus.
Fe;O, NPs reduced biofilm formation of S. aureus by inhibiting
icaA/D expression. The versatility of NPs in combat with bacterial
biofilm causes cells not to have enough opportunity to bypass or
trigger the resistance mechanisms that are affected under gene
regulation. For instance, NPs directly or via their derivatives like ROS
or released ions, inhibit genes of virulence factors in bacteria. This
phenomenon hinders the main factors that are necessary for the
development and persistency of the biofilm. The bacterial genes
associated with the flagella synthesis and other adhesion factors,
penetration or internalization of vital elements, QS regulation, efflux
pump, oxidative stress, etc. can be suppressed during exposure with
the kind of NPs. Even though the antibacterial activity of NPs has
been extensively studied, the mechanisms of action of them on
biofilm regulatory genes are still poorly understood and controversial.
So far, investigation of the mechanisms of action of NPs on the
biofilm cells has developed targeted therapy and increased
antibacterial efficacy. On the other hand, potential mutagenicity of
the NPs may produce new dangerous antibiotic-resistant strains. The
evolution of bacteria can be accelerated by NPs especially under
co-culture in biofilm conditions. The use of NPs on an industrial scale
can also have serious consequences for the environment which
address specific issues to advance in research. As there is a necessity
to develop new approaches to combat bacterial biofilms, new
information about the efficacy of NPs against biofilms, the
mechanisms of action on cells, mutagenicity, and genotoxicity will
be also crucial.
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TABLE 2 Summary of the effect of the other nanoparticles on the downregulation of bacterial biofilm-related genes.

10.3389/fmicb.2024.1387114

Compound name Target microorganisms Target genes Applications References

Au NP +CEs Streptococcus agalactiae agrA QSI Fernando et al. (2020)

Au NP and Se NP Pseudomonas aeruginosa las, lasR, rhlI, rhiR, pgsA, and QSI Elshaer and Shaaban (2021)
pgsR

CS NP P. aeruginosa LasI, Rhll QSI Fattah et al. (2021)

CS NP/LL37 MRSA icaA Anti-biofilm effect Rashki et al. (2022)

CS/ZnO/LL37-NP MRSA icaA Anti-biofilm effect Rashki et al. (2023a)

CS-propolis NP Enterococcus faecalis gelE, ace, asa, fsrB, fsrC, ebpA, Anti-biofilm effect Ongetal. (2017)

ebpB, ebpC, efa, bopD

CS-propolis NP

S. epidermidis

rsbU, sarA, icaA,icaD,icaB,icaC,
embp, atlE

Anti-adhesion, Anti-biofilm

effect

Ong et al. (2019)

MPEO- Chitosan NP

Streptococcus mutans

gtfB, gtfC, gbpB, spaP, brpA,
relA, vicR

Anti-biofilm effect

Ashrafi et al. (2019)

Cur-Ag/Cu NP-Nio

Staphylococcus aureus-, P. aeruginosa

ebp - arr

Anti-biofilm effect

Targhi et al. (2021)

Nio -loaded Se NP

S. aureus-, E. faecalis-, P. aeruginosa-,

Escherichia coli

icaD-, ace-, fimH-, pelF

Anti-biofilm effect

Haddadian et al. (2022)

SiO, NP-lectin P. aeruginosa rhIR Anti-biofilm effect Nsayef Muslim et al. (2021)
Curcumin NP P, aeruginosa algD Anti-biofilm effect Rahimi et al. (2023)
LA/TCS@PLGA-NP S. mutans gtfB, gtfC, fif, gbpB, spaP Anti-biofilm effect Weng et al. (2022)
DMSNs-NH, S. mutans vicR EPS inhibition- Anti-biofilm Tian et al. (2022)

effect
Calcium fluoride NP S. mutans vicR, gtfC, ftf, spaP, comDE Anti-biofilm effect Kulshrestha et al. (2016)
GO-PEI-ASyycG S. aureus icaA, icaD, icaB, icaC Anti-biofilm effect Wu et al. (2019)

Polystyrene NP

P. aeruginosa

pelA, rpsL, lasR

EPS inhibition - QSI

Rodriguez-Suarez et al.

(2023)

Selenium NP klebsiella pneumoniae mrkA Anti-biofilm effect Maleki et al. (2023)
Au NPs coated Anthemis MDR-K. pneumoniae mrkA, wzm Anti-biofilm effect- Anti-efflux | Khosravi et al. (2020)
atropatana extract acrB pump

BR-MPS NP

VRSA

agr, clfA, pvl, tst, hla, icaA

Anti-biofilm effect

Abd El-Hamid et al. (2024)

Cerium oxide NP

P. aeruginosa

rhil-rhiR, rhlAB, pqsR-pqsA

QSI

Xu et al. (2018)

Samarium oxide NP

P. aeruginosa-S. aureus

mexA, mexB-, norA, norB

Anti-efflux pump

Zahmatkesh et al. (2023)

Au NP + CEs, ethnobotanical crude extracts + biologically synthesized gold nanoparticles; QSI, quorum sensing inhibition; Se, selenium; CS, chitosan; LL37, cathelicidin-derived antimicrobial
peptide; ZnO, zinc oxide; MRSA, methicillin-resistant Staphylococcus aureus; MPEO, Mentha piperita essential oils; Cur-Ag/Cu NP-Nio, curcumin and silver/copper NP loaded noisome;
Nio-loaded Se, noisome-loaded selenium; SiO, NP-lectin, silica oxide NP-conjugation of lectin; LA/TCS@PLGA, triclosan-loaded poly (lactic-co-glycolic acid) with an envelope of
Lactobacillus; DMSNs, aminated dendritic mesoporous silica nanoparticles; GO-PEI-ASyycG, nano graphene oxide-polyethyleneimine-green fluorescent protein; BR-MPS, berberine loaded

mesoporous silica; VRSA, vancomycin-resistant Staphylococcus aureus.
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