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The 6th-generation (6G) sensing technology is transforming the ways we perceive and interact with the world in real scenarios. It combines advanced materials, sophisticated algorithms, and connectivity to create intelligent, context-aware systems that can interpret and respond to environmental stimuli with unprecedented accuracy and speed. The key advancements include 1) ultra-sensitive sensors capable of detecting physical, chemical, and biological changes at low concentrations, 2) the integration of artificial intelligence (AI) and machine learning (ML) for enhanced data processing, and 3) the deployment of IoT networks with 5th-generation (5G) for seamless data transmission and real-time analysis. These cutting-edge technologies create immersive environments where devices capture data and anticipate user needs and environmental conditions. The 6G sensing technology has potential applications across sectors like point-of-care (PoC), healthcare, urban planning, and environmental monitoring. The transition from sensing to sense-making represents a paradigm shift, fostering a more intuitive, responsive, and interconnected world. The article provides a comprehensive overview of the current state and prospects of 6G sensing technology, highlighting its transformative potential and the challenges in realizing its full capabilities.
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1 INTRODUCTION
Advanced sensing technology has revolutionized data-driven decision-making across various industries, including healthcare, environmental monitoring, manufacturing, and agriculture. Although the use of one-size-fits-all sensing schemes has been shown to dramatically enhance our ability to capture real-time data regarding multifaceted systems and occurrences, the nuanced and context-bound nature of the information we typically seek is often neglected. As the complexity, scope, and unique circumstances encompassing these situations expand, the need for more targeted and application-specific sensing becomes increasingly clear. The sensing-to-sense approach comprises a novel paradigm of developing actionable insights and decision-making support from the data of sensors.
Sensing technology has developed across generations, with improvements in usefulness, sensitivity, and accuracy brought about by each new version. First-generation sensors were mostly analog and had simple functions. Since the early 1990s, when 2nd-generation (2G) mobile radio network technologies were introduced, the worldwide communication network has advanced significantly. Unquestionably, the second-generation network has been acknowledged globally as the beginning of a new age in digital communications. In the early 2000s, 3rd-generation (3G) systems were introduced with innovations to address the connectivity problems that arise when multiple users attempt to access the network at the same time and to provide a better experience. Numerous commentators proposed that 3G had technological and regulatory challenges, which caused many operators to phase it out of their networks. On the other hand, the broad, international media acclaim for 4th-generation (4G), showed that it was, thus far, the most successful generation since 2G. Based on multiple-input, multiple-output (MIMO), and orthogonal frequency division multiplexing (OFDM) systems, the fourth-generation network can theoretically reach speeds of up to 1 Gb/s. Until recently, this was thought to be adequate for nearly all current network services and applications. The newly launched 5G system is frequently portrayed as an integrated system that bridges the gap between 4G and the needs of the current network, including extremely low connection latency and ultra-high transmission rates. Nevertheless, a fresh line of inquiry has just now begun, exploring beyond 5G and searching for alternatives (Salameh and Mohamed, 2022). With the integration of sophisticated features including enhancing sensor capabilities through machine learning algorithms for predictive and adaptive sensing and utilizing 5G and beyond for quicker and more dependable data transmission, 6G sensing technology marks a substantial advancement (Alsharif et al., 2020).
The potential of 6G sensing technology to propel technological progress, enhance decision-making, and tackle pressing global issues makes its study extremely important. The 6G sensors have the potential to transform several sectors, improve economic efficiency, and have a substantial influence on social wellbeing by going beyond simple data collecting and instead obtaining actionable insights. To create a smarter, more connected world, this study offers fundamental knowledge that can encourage more research, development, and use of cutting-edge sensing technology. This approach, in contrast to traditional sensing, converts raw data into actionable knowledge, helping stakeholders to make decisions faster and more informedly with precision and self-assurance. Figure 1. Depicts the smart sensing to sense from the 5th Generation to the 6th Generation. It is achieved through the leveraging of advanced sensing technologies and informatics tools of high sophistication to realize the full potential inherent in sensor data in various applications and industries (Banitaba et al., 2023). This approach goes beyond conventional disciplinary lines and promotes interaction between experts in such fields as engineering, computer science, healthcare, and environmental science.
[image: Figure 1]FIGURE 1 | State-of-the-art interfacing of 5G and 6G approaches; towards sensing to sense.
The experimental setups for 6G sensing technologies use AI, IoT, ML, and multi-sensor integration to explore their potential uses and capacities in various industries. These setups evaluate sensor performance, improve data processing skills, and address specific issues in smart cities, environmental monitoring, healthcare, and automotive. By utilizing this data, wireless networks can enhance adaptability in dynamic contexts, increase resilience to channel-dependent effects like obstruction, and enable more sensing services (González-Prelcic et al., 2024). The integration of devices like smartphones, UAVs, and sensors into IoT networks involves managing resources, processing data, and maintaining security. Studies aim to improve accuracy and reliability by integrating multiple sensors (Mahmood et al., 2022). THz bands in wireless networks enable nano-scale and macro-scale applications. AI/ML aids in interpreting collected data for effective service provision, and ML operations solve physical layer problems in THz communication networks (Boulogeorgos et al., 2021). ML algorithms can enhance energy efficiency in network system design by optimizing resource management, user association, and routing paths for wireless rechargeable devices (Mao et al., 2022). Interdisciplinary synergy enriches our understanding of complicated systems, and it speeds up the translation of research discoveries into practical and scalable solutions. The 5th and 6th generations of biosensing technology are an emerging field that integrates efficient micro/nano-enabled sensing platforms using biomaterials with smart technologies like AI, IoT, and ML to create POC devices that study health management strategies (Chugh et al., 2023; Huseynov et al., 2024; Rosic, 2024; Khalilov et al., 2023).
The study looked at different parts of the health tech market, like the move from 5G to 6G (Guo et al., 2021), the Metaverse (Wang et al., 2022; Yang et al., 2022; Zawish et al., 2022; Chengoden et al., 2023), mental healthcare technology (Shin et al., 2022; Mangalik et al., 2024), and next-generation IoT applications like Internet-of-medical-things (IoMT) (Mathkor et al., 2024; Rahman et al., 2024) and Internet-of-Healthcare-Things (IoHT). The IoHT’s quick development transforms the current healthcare system. Projections suggest substantial growth across these sectors, with the transition to 6G technology driving significant market expansion. For example, the value of the 5G to 6G switch in the healthcare industry is predicted to reach USD 59.90 billion by 2031, while the Metaverse in the Healthcare market could soar to USD 71.65 billion by 2030. Additionally, the mental healthcare technology market anticipates reaching USD 10.93 billion by 2031, and the Next-Generation IoT (Mazumdar et al., 2023) sector is forecasted to achieve USD 1.61 billion in revenue by 2031. Key players such as Cisco Systems, Inc., Intel Corporation, and Oracle Corporation dominate the competitive landscape, providing stakeholders with insights into market positioning and growth potential (InsightAce Analytic, 2022).
The leading semiconductor industry Samsung’s advancements in radio technology underscore a significant shift towards spectrum expansion into upper mid-band and Terahertz (THz) bands (Wang et al., 2022; Chen et al., 2023a), alongside innovative antenna designs and the infusion of Artificial Intelligence (AI) into wireless protocol architecture. These advancements not only make it possible for 5G to continue developing and for 6G to finally appear but also highlight the indispensable role of deep learning (DL) in shaping the future of wireless communications (Luo et al., 2024). By leveraging DL across various layers of the air interface, Samsung aims to unlock unprecedented improvements in 6G technologies (Chowdhury et al., 2020). Nevertheless, even if AI and machine learning (ML) have the potential to improve wireless networks, challenges persist in their seamless integration. Samsung’s focus on utilizing DL to control millimeter-wave (mmWave) and THz communications marks a paradigm shift, offering promising avenues for overcoming the complexities associated with high-frequency technologies. Additionally, discussions surrounding DL-based channel state information feedback underscore the potential benefits and hurdles in implementing such techniques in next-generation wireless systems, reflecting Samsung’s commitment to driving innovation amidst a rapidly evolving technological landscape (Samsung Electronics, 2022).
Considering the above-discussed viewpoint, the change from general sensing to the sensing-to-sense method signifies a fundamental change in how we approach data-driven decision-making. A thorough and impartial assessment of the state-of-the-art 6th-generation sensing technology was assured by this methodical methodology, which laid a strong basis for comprehending the technology’s present condition and promise for the future. To get pertinent material, the literature search procedure for 6th-generation sensing technology entails careful database selection, tactical keyword usage, and filter application. We created a thorough literature evaluation that enriches current understanding and directs future directions in this quickly growing subject by concentrating on recent findings from 2020 to 2023. We are expecting a push the boundaries of efficiency, accuracy, and creativity by maximizing sensing technology and informatics to derive useful insights from sensor data. To elaborate on such an approach, this strategic perspective aims to cover the gaps in the proposed field and explore the aspects of sensing technology for personalized health management. This comprehensive article will pave the way for a time when data-driven decision-making permeates every facet of human endeavor and becomes the norm.
1.1 Fifth -generation sensing technology
The 5th-generation sensing technology revolutionizes data collection and utilization by introducing compact, low-power, and enhanced sensors. Driven by advancements in materials science, microfabrication, and wireless communication, these sensors offer unprecedented miniaturization and efficiency. This resulted in the development of bio-based smart wearable devices, portable diagnostic tools, and IoT sensors for environmental monitoring, paving the way for new possibilities in sensor deployment (Banitaba et al., 2023; Devi et al., 2023; Smith et al., 2023). From smart rings, and smartwatches that monitor heart rate and activity levels to handheld devices that perform rapid medical diagnostics, 5th -generation sensors are ubiquitous in our daily lives, seamlessly integrating into our routines while providing valuable insights into our health and surroundings (Georgiou et al., 2021).
Another outstanding characteristic of 5th-generation sensors is that they not only gather data but also process and transmit it ideal for continuous feedback, allowing for rapid interventions and decision-making (K. M et al., 2024). Whether it's measuring toxins in the air, checking crucial signs in a home-based patient, or monitoring environmental parameters in an agricultural setting, 5th-generation sensors, and the IoMT provide flexibility and responsiveness nothing like ever before, enabling a variety of applications across industry sectors (Tang et al., 2022; Umer et al., 2023; Rahman et al., 2024). IoMT allows remote health medicine sensors and is essential for radio medical devices to improve accuracy, consistency, availability, and commonality of the usefulness of the connected equipment. This method conceptualized an architecture for the retrieval approach of information for the sensors to gather information from medical records for biomedical analysis and diagnosis of various illnesses in order to quickly conduct hospital treatment, but also to provide customized healthcare and less expensive medical therapy (Mazumdar et al., 2023; Farid and Khondakar, 2024; Mathkor et al., 2024). The IoT is a rapidly expanding network of linked biomedical sensors that records every data transmission and sharing between other industries. The inspired 5G paradigm for healthcare application-oriented secure wireless medical sensor networks allows for optimum the numerous forms of sensors used in-line communication with a plethora of sensors (Al-Turjman and Alturjman, 2018). Smart sensors and IIoT are increasing the importance of Industry 4.0 which is rapid movement of the current business climate, altering work for factories, homes, and other works (Gupta, 2021).
Furthermore, the 5th-generation sensors are portable and versatile; hence, they are best suited for personalized sensing purposes. During these times when personalized healthcare is gaining momentum and personalized interventions have become the norm, the sensors are critical for individual-based data collection and analysis (Javaid et al., 2023). By creating individual-based data on physiological metrics, behavioral measures, and exposure data, the 5th-generation sensors help power an individual to get involved and drive his or her health journey easier (Oz et al., 2023; Kumar et al., 2024; Kaushik, 2024). Chronic diseases can be managed more prudently, diseases can easily be detected when still in their early stages, and lifestyle can be optimized through these sensors. In general, latency reduction in Beyond 5G (B5G) prevents the healthcare connection from significantly reducing the gap between rural and urban healthcare. It also boosts the outcome, quality, and access to rural healthcare in these areas (Kumar et al., 2024). ML is expected to be a key technology supporting the development of B5G mobile networks, in view of the tremendous amount of data traffic that has been generated for the deployment of the Internet of Everything (IoE) (Xu et al., 2023). Three communications types—digital twins, ubiquitous global coverage, and hyper-realistic communication—underpin the B5G revolution (Beyond, 2022). Fundamentally, intelligent systems based on digital twins have the power to fundamentally change human perception and interaction. An extensive variety of uses, including improved identity recognition, robotic control, personalized healthcare monitoring, rehabilitation, and encrypted interactions in Virtual Reality (VR) and Augmented Reality (AR) space, are just a few examples (Lu and Zheng, 2020; Zhang et al., 2022).
The design and application of intelligent biosensors have fundamentally changed with the advent of 5G sensing technology, which offers previously unheard-of levels of efficiency, adaptability, and miniaturization on a single chip (Chaudhary et al., 2023). With their continued development and widespread use, these sensors will surely be crucial in determining the direction of environmental monitoring, healthcare, and other fields going forward, ushering in a period of empowered, individualized decision-making based on data (Yin et al., 2024).
1.2 Sixth -generation sensing technology
The progression from 5th-generation to 6th-generation sensing technology represents a significant evolution in sensor capabilities, driven by the integration of advanced computational approaches such as AI, ML, and Big Data. Big data analytics and machine learning can manage diversified data, such as patient info, genetics, and Electronic Health Records (EHRs), making the doctors offer correct disease diagnoses. The use of IoT can provide healthcare implementation services like linking small healthcare items to the internet that generate big data analyzed using deep learning (Bhatkande et al., 2023). Using 6G-based big data analysis technology, which ensures low energy consumption and high access success rates, large-scale IoT devices can have greater access success rates (H. F. Ahmad et al., 2023a; Hadi et al., 2020; Lv et al., 2021; Lima et al., 2021). One THz operational frequency, 1 Tbps data throughput, 300 μm wavelength, and 1,000 km/h mobility range are the main prerequisites for 6G communication technology. Terahertz (THz) technology offers the required increased bandwidth and has the potential to greatly increase network capacity, thus, its incorporation into 6G healthcare systems signals the start of a new chapter in the history of medicine (Jiang et al., 2024). It also comes with a host of game-changing benefits (Sarkar et al., 2022). Furthermore, the IoT will give way to the Internet of Everything (IoE) as the main network (Bariah et al., 2020; Ji et al., 2021; Nayak and Patgiri, 2021; Mohjazi et al., 2023; Chataut et al., 2024a). IoE will require the ability to interface with millions of smart devices, gather tactile sensitivities, and translate them into digital data to meet 6G requirements. User-centric communications and excellent quality of service are defined by the Quality of Experiences (QoE). QoE will be enabled by the haptic Internet, AR, VR, and holographic communications, all of which need very fast data rates and low latency (Nayak and Patgiri, 2021). More processing power will be needed for big data to collect and analyze the enormous volumes of little data produced by healthcare devices. The term “Intelligent Internet of Medical Things,” or “IIoMT,” describes a class of intelligent AI-driven devices that leverage communication technology to get over limitations in terms of cost, time, and location in making decisions on their own. Blockchain is a disruptive technology that occurs that gives new ways to manage privacy and security issues in 6G-IoT networks (Liu et al., 2024).
6G sensing uses AI algorithms for sensors to handle and understand a lot of data automatically (Giordani et al., 2020). As sensors achieve a higher level of autonomy and intelligence, they become more context-aware and responsive to real-time environments, user preferences, and operational conditions (Ahad et al., 2024). Communication networks will function more accurately and efficiently when AI algorithms are used. The use of AI in communication can help in real-time communication, which is essential for current healthcare systems’ diagnosis and decision-making. AI has made it possible for healthcare to carry out real-time operations like remote surgery (Chugh et al., 2024; Kumar et al., 2024). Eventually, these technologies will mature and proliferate as they continue to advance. They hold tremendous potential for transforming industries, improving safety and efficiency, and helping us monitor, understand, and respond to the world around us (Shen et al., 2023).
The integration of 6G sensing technology in biomedical applications offers significant benefits in medical diagnostics, treatment, and patient monitoring. These sensors can identify disease-related biomarkers in bodily fluids, enabling early diagnosis of conditions like cancer or infectious diseases. Wearable sensors can continuously monitor vital signs, enabling real-time health tracking and timely intervention. Machine learning algorithms can process vast amounts of data collected by 6G sensors to predict disease progression and patient outcomes, leading to personalized treatment plans. AI-powered 6G systems can assist in diagnosing medical conditions by comparing patient data with extensive medical databases, providing accurate and rapid diagnoses. Patients can be monitored remotely, facilitating continuous care for chronic conditions and reducing hospital visits. Real-time data can alert medical personnel to sudden changes in a patient’s condition, enabling swift intervention. Smart implants equipped with 6G sensors can adapt their function based on real-time feedback, improving patient comfort and implant performance. 6G-enabled devices can track the spread of infectious diseases in real time, enabling public health officials to respond promptly to outbreaks (Chowdhury et al., 2020; Srinivasu et al., 2022; Chataut et al., 2024).
With the help of technologies like digital twins, blockchain, VR and AR, mixed and extended reality, high-speed internet, and AI, which are all enhanced by essentially infinite amounts of data, people can interact with their avatars in the newly emerging metaverse, which unites the virtual and physical worlds (Wang et al., 2022; Mazumdar et al., 2024). A metaverse of “medical technology and AI” (MeTAI) can support the development, testing, assessment, control, translation, and enhancement of AI-based medicine, including imaging-guided diagnosis and therapy (Yang et al., 2022; Chengoden et al., 2023).
1.3 Personalized sensing; sensing-to-sense
Personalized sensing is a technology that customizes sensing systems to individual needs and preferences. It involves customizing sensor hardware and developing AI-driven analytics algorithms to extract actionable insights from personalized data. Providing real-time decision-making support and actionable information enhances the effectiveness of point-of-care testing (POCT), facilitates targeted interventions, and improves the user experience (Saroğlu et al., 2024; Abubeker et al., 2024; A. K; Kaushik et al., 2020; Jain et al., 2021; Futane et al., 2023; Khondakar et al., 2023). Even, wearables have recently demonstrated positive advancements in drug delivery, further increasing their usefulness for personalized healthcare (Khondakar et al., 2019; Iqbal et al., 2021). The 5th and 6th generations of biosensing technology are an emerging field that integrates efficient micro/nano-enabled sensing platforms with smart technologies like AI, IoT, and ML to create POC devices that study health management strategies (Chugh et al., 2023). As we cast our gaze into the future, personalized sensing emerges as a linchpin in the realms of healthcare, wellness, and beyond. The trajectory of this evolution hinges upon the symbiotic integration of advanced sensor technology with AI-driven analytics, fostering the development of highly tailored and adaptive sensing systems meticulously crafted to cater to individual idiosyncrasies with unparalleled precision (Manickam et al., 2022). Utilizing bioimpedance’s deep tissue sensing capability, smart rings provide exceptional chances for ongoing physiological monitoring (Sel et al., 2023). Biomolecular sensing technologies based on the body, such as consumable, wearable, and implanted sensors, provide extensive health-related monitoring (Flynn et al., 2023). Figure 2. Describes the Smart Sensing Innovation Towards 6G such as Smart Ring, Smart Bandage, Quantum Lab-on-a-Chip, Living Tattoo in Human Skin, AI-Copilot for Telemedicine, Wearable chemical sensors for biomarker discovery, Brain-AI Closed loop, Metaverse, Large Language Models, and POC diagnostics using predictive diagnostics.
[image: Figure 2]FIGURE 2 | Smart Sensing Innovation Towards 6G, (A) Smart Ring [Adapted from (Sun et al., 2022)]; (B) Smart Bandage [Adapted from (Meng et al., 2024)]; (C) Quantum Lab-on-a-Chip [Adapted from (Allert et al., 2022)]; (D) Living Tattoo in Human Skin [Adapted from (Liu et al., 2018)]; (E) AI-Copilot for Telemedicine [Adapted from (Zhang et al., 2024)]; (F) Wearable chemical sensors for biomarker discovery [Adapted from (Sempionatto et al., 2022)]; (G) Brain-AI Closed loop [Adapted from (Shin et al., 2022)]; (H) Metaverse and LLM [Adapted from (Yao et al., 2022)]; (I) Generated using large language models, functional protein sequences in a variety of families [Adapted from (Madani et al., 2023)]; (J) Point-of-care (POC) diagnostics using predictive diagnostics [Adapted from (Lee et al., 2024)].
Utilizing the idea of quantum mechanics, which has significantly increased biosensor sensitivity, is the rapidly developing field of quantum biosensing technology. Microfluidic quantum sensing combined with 6G technology opens up a new and interesting avenue for lab-on-a-chip applications that allow for real-time data transmission and processing (Mazumdar et al., 2023; Das et al., 2024; Khondakar, 2024; Shrikrishna et al., 2024; Yasmin and Khondakar, 2024). A mix of new materials, advanced body sensing, and various data methods can give a full view of a person’s health and contact with the world (Ahmad et al., 2023b). A digital twin (DT) is an electronic representation of a person’s physiological condition made from real-time data gathered by sensors and health-related devices. It may be used to forecast, optimize, and mimic an individual’s health outcomes (Venkatesh et al., 2022; Tang et al., 2024). With holographic sensors based on hydrogel, PoC diagnosis can be made inexpensively, without labels, and qualitatively analyzed using spectroscopy (Davies et al., 2023). Similarly, in 3D printing hydrogel inks, live organisms like bacteria and cells are combined with synthetic materials to make objects that react to stimuli and interact with each other. These sensitive materials may be used in robotics, environmental sensing, and biomedicine (Liu et al., 2018; Argade and Hirak, 2023).
Furthermore, IoHT for patients is made up of several wearables that are sold in the market, such as fitness bands, smartwatches, and other wirelessly enabled devices (like blood pressure monitors, heart rate monitors, glucose meters, etc.). These intelligent gadgets are employed for personalized sensing (Ketu and Mishra, 2021). It is now possible to develop multimodal AI solutions that consider the complexity of human health and sickness since biomedical data from large biobanks, electronic health records, medical imaging, wearable and ambient biosensors, and less expensive genome and microbiome sequencing are readily available (Acosta et al., 2022). Through the continuous and non-invasive collection of rich physiological and activity-related personal data, wearable technologies have created enormous prospects for monitoring and enhancing the wellbeing of individuals at all stages of aging (Chen et al., 2023b). Novice physicians may perform lung exams on typical adult patients safely and proficiently beyond the fifth generation utilizing a co-pilot AI bronchoscope robot (Zhang et al., 2024). Human-machine interfaces, or smart, flexible electronic wearables with information-exchanging capabilities, have become essential conduits for the connection, exchange of ideas, and human-machine interaction. Smart wearable electronics are becoming a reality with the development of multimodal electronic textiles, which integrate multipurpose sensors into everyday apparel (Wei et al., 2023).
Propelled by ML models trained on extensive datasets of inorganic nanoparticles (NP), these algorithms hold the promise of unraveling individual variability and forecasting health outcomes with unprecedented precision (Mendes et al., 2024). Beyond the confines of healthcare, the vast potential of personalized sensing extends its reach into diverse domains, encompassing personalized nutrition, fitness tracking, telehealth, environmental monitoring, and personalized marketing (Vaghasiya et al., 2023; Khondakar et al., 2024). Customizing sensing systems to individual behaviors can enhance product relevance and specificity, boosting customer satisfaction and loyalty. The sensing-to-sense paradigm emphasizes context awareness, adaptability, and user engagement in shaping future sensing technologies. As advancements occur, sensing technologies will integrate into daily life, providing personalized, timely, and actionable feedback. The evolution of user interfaces will foster trust and widespread adoption, catalyzing a paradigm shift in how we perceive, interact with, and harness the world’s potential. This will lead to a more intuitive and user-friendly experience (Guk et al., 2019; Janjua et al., 2020).
Huge excitement has been created around the application of generative large language models (LLMs) with the rapid advancement of AI in healthcare when models like ChatGPT, Bard, and ProGen (protein) shocked the world by conversing and responding to questions and producing textual material like emails, essays, and even computer programs. While there is excitement about LLMs’ potential to help with various clinical care, improve patient care, hospital operations, adiagnostic accuracy, and make patient reports (like progress reports) easier to document, there is also concern about the risks associated with bias and stereotypes, hallucinations and fabrications, and patient privacy and ethics (Clusmann et al., 2023; Madani et al., 2023; Mazumder et al., 2023; Mazumdar et al., 2023; Meskó and Topol, 2023; Peng et al., 2023; Wornow et al., 2023; Zhou et al., 2023; Mazumdar et al., 2024). Graphs, medical text, genomics, imaging, electronic health records, laboratory results, and other combinations of medical modalities may all be interpreted flexibly by generalist medical artificial intelligence (GMAI). It is created by self-supervision using enormous, varied datasets (Moor et al., 2023). An RNA-focused pre-trained model called Multi-purpose RNA Language Modeling (RNAErnie) is designed to identify and make use of RNA sequence features (N. Wang et al., 2024).
1.4 Challenges and aspects
Advanced sensing technologies offer significant benefits, but they also face challenges such as interoperability, which hinders seamless integration and collaboration between sensors and data platforms. Siloed operations limit data flow, hindering cross-domain collaboration and innovation. A network operating in the THz band with much wider spectrum resources, intelligent communication environments that enable a wireless propagation environment with active signal transmission and reception, pervasive artificial intelligence, large-scale network automation, an all-spectrum reconfigurable front-end for dynamic spectrum access, ambient backscatter communications for energy savings, the Internet of Space Things made possible by CubeSats and UAVs, and cell-free massive MIMO communication networks are some of the major technological advancements needed to meet 6G’s connectivity goals (Akyildiz et al., 2020). To unlock the full potential of sensing technologies, efforts must be made to foster interoperability. There are also significant concerns regarding data privacy and security, particularly in sensitive fields like healthcare and personal sensing Long-term effects and device safety can only be evaluated with the help of electronic health records. The key to avoiding and mitigating disasters is proactive navigation (Callahan et al., 2019). Data protection is critical due to the proliferation of sensitive personal information because sensitive personal information is increasingly accessible, breached, and misused Data privacy and confidence regarding the security of point-of-care IoT devices are essential to improving user awareness and ensuring robust safeguards, including encryption, access controls, and anonymization techniques emphasized the importance of enhanced awareness and robust safeguards (Nath et al., 2023; Ahmad et al., 2024). The ethical implications of advanced sensing technologies loom large on the horizon. As AI algorithms become more and more sophisticated, fairness, equity, and justice become more difficult to maintain (Uwaoma, 2023; Ahmed et al., 2024).
As a result, the threat of privacy violations underscores the need for robust ethical frameworks and guidelines to govern the deployment of sensing technologies on an equitable and responsible basis. Furthermore, for the use of sensing technologies as instruments of progress, empowerment, and social good, transparency, accountability, and ethical considerations are essential. Sustainable management and use of sensing systems entail social elements such as user acceptability or trust (Chaudhary et al., 2022). Users need to see the sensing technologies they use as trustworthy, reliable, and useful to function properly. Hence, user involvement, education, and promotion of a climate conducive to trust and faith in sensing technologies are essential. In addition, designing, developing, and assessing sensing systems with the participation of end users ensures their alignment with their needs, desires, and expectations, making them widely implemented and leading to long-term benefits for society. Addressing these and other obstacles to advanced sensing technologies necessitates a comprehensive approach across multiple dimensions. Our capacity to navigate through the maze of sensors and seize their transformational ability is predicated on our ability to take pre-emptive action in these areas, such as interoperability, privacy, ethical considerations, and societal repercussions.
2 CONCLUSION AND VIEWPOINT
This article carefully and critically explored the approach of next-generation sensing systems focused on sensors-to-sensing methodologies. This is expected to have great potential to overcome the current healthcare issues and monitoring of environmental problems. By leveraging the capabilities of 5th and 6th-generation sensing technologies, along with personalized sensing and AI-driven analytics, we can develop more efficient, context-aware, and user-centric sensing systems (Waseem and Hassan, 2021). To fully utilize these technologies and guarantee their appropriate deployment for the good of society, it is necessary to address the related issues and concerns. The Futuristic Smart 6G Sensing Technologies is illustrated in Figure 3. To overcome these obstacles and realize the revolutionary promise of advanced sensing technologies, collaboration between disciplines—including engineering, computer science, healthcare, and social sciences—will be essential, i.e., 6G and beyond which will meet the needs of a fully linked world. It is anticipated that transformative solutions will propel the push to accommodate an ever-increasing number of intelligent devices and services (Akyildiz et al., 2020). Promising early-stage technologies that are predicted to have a significant influence on wireless communications beyond 6G include quantum communications, the Internet of NanoThings, and the Internet of BioNanoThings.
[image: Figure 3]FIGURE 3 | The aspect of 6G Sensing Technologies is towards sense to decision making.
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