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Cancer arises from the uncontrolled proliferation of tumor cells within the body. As the incidence of cancer continues to rise, its treatment has become a critical focus for clinicians. The body possesses a tumor immune surveillance mechanism designed to inhibit the proliferation of tumor cells. When tumor-associated mutant antigens appear on the cell surface, antigen-presenting cells, as dendritic cells, present these specific antigens to immune cells, such as T lymphocytes, thereby promoting an immune response and enhancing the cytotoxic effect on tumor cells. Concurrently, the immune system develops immune memory, akin to the response elicited by vaccination. While traditional diseases like tuberculosis and tetanus can be prevented and treated through vaccination, the development of cancer vaccines remains in its nascent stages. Tumor-specific antigens for cancer vaccines can originate from the patient’s own tumor cells or be generated through mutation. Thus, enhancing the presentation of tumor-specific antigens to immune cells is pivotal in anti-tumor immunotherapy. Advances in nanoscience offer novel approaches to tumor immunotherapy. Nanoparticles (NPs) engineered through nanotechnology have garnered significant attention due to their diverse, favorable, and stable properties. These NPs can effectively encapsulate chemotherapy drugs and proteins, facilitating targeted delivery in vivo. Common NPs carriers include liposomes, polymeric nanoparticles, and metal nanoparticles, among others. The development of intelligent NPs delivery systems can enhance efficient antigen presentation, thereby augmenting tumor immune responses. Tumor-specific antigens can be sourced from tumor cells or generated through mutation. In this review, we summarize current methodologies for obtaining various tumor-specific antigens and discuss how these antigens can be delivered to immune cells via different intelligent NPs to bolster anti-tumor immunity. Additionally, from a clinical translation perspective, we explore the challenges and opportunities associated with enhancing tumor immune responses through the smart NP delivery of cancer vaccines. We aim for this review to inspire new strategies in cancer treatment through the use of intelligent NPs and to advance research in cancer vaccines.
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1 INTRODUCTION
The human body is composed of cells, and during normal metabolic processes, new healthy cells replace old ones that have aged or become damaged, thereby maintaining the body’s normal functions (Tian et al., 2023; Yi et al., 2023). When certain bodily functions become weakened or impaired, overall health declines, potentially leading to various diseases. The body continuously generates new cells, including cancerous ones (Yi et al., 2023; Lahiri et al., 2023; Duong et al., 2023). During cell proliferation, exposure to carcinogens can induce genetic mutations, resulting in abnormal cell morphology (Lahiri et al., 2023; Bo and Wang, 2023). If the immune system’s functionality is compromised, its ability to recognize and eliminate these mutant cells diminishes, allowing uncontrolled proliferation and eventual tumor formation (Duong et al., 2023; Bo and Wang, 2023; Lim et al., 2023; Meng et al., 2023). Tumors are generally classified as malignant or benign, while benign tumors grow slowly and do not invade surrounding tissues (Lim et al., 2023; Meng et al., 2023; Zhang et al., 2022; Wang, 1999). Clinically, they are often treated surgically, and once completely excised, they typically do not recur, causing minimal harm to the body (Meng et al., 2023). In contrast, malignant tumors proliferate rapidly, evade immune regulation, invade adjacent organs, and are prone to metastasis (Zhang et al., 2022; Wang, 1999; Jiang et al., 2000). Due to their high mutation rates and aggressive growth, traditional treatments such as chemotherapy, radiotherapy, and surgical resection often fail to completely eradicate malignant tumor cells, leading to frequent relapse after a single treatment (Lim et al., 2023; Nomura et al., 2017). Cancer, synonymous with malignant tumors, is characterized by uncontrolled cellular proliferation (Jiang et al., 2020; Lu et al., 2022). In competition with normal cells, cancer cells deplete the body’s nutrients and energy, releasing harmful substances like proteases that damage surrounding tissues, expand their invasive reach, and impair organ function (Trabbic et al., 2021; Molino et al., 2016; Almeida et al., 2015).
The incidence of cancer is rising annually within the population. In 2019, it was estimated that there were 23.6 million new cancer cases globally, with a 95% uncertainty interval ranging from 22.2 to 24.9 million. Excluding nonmelanoma skin cancer, the number of new cases was 17.2 million. Additionally, there were about 10.0 million cancer-related deaths worldwide, with a 95% uncertainty interval of 9.36–10.6 million. The global impact of cancer was further highlighted by an estimated 250 million disability-adjusted life years (DALYs), with a range of 235–264 million (Kocarnik et al., 2022).
Various factors influence cancer development, with gender being a significant biological factor affecting many cancer types. There are notable differences in cancer incidence, prognosis, and mortality between male and female subpopulations. Although lung cancer incidence is consistently higher among males than females in the general population, with a male-to-female ratio ranging from 1.5 to 20, the incidence in females is increasing while it is declining in males in many developed countries (Zhu et al., 2019).
Carcinomas, which are the most common type of cancer, along with most glioblastomas, leukemias, lymphomas, melanomas, and sarcomas, typically appear after the age of 50 in over 90% of cases. Their incidence steadily increases until around 85 years of age. Cancer frequency continues to rise in older individuals until it reaches a plateau between 85 and 90 years, as aging and cancer development share common mechanisms, and other aging-related processes fail to prevent carcinogenesis (Montégut et al., 2024).
Cancer cells typically express immunogenic proteins or glycoproteins, known as antigens, on their surfaces (Montero et al., 2024). The expression of tumor-associated antigens (TAA) increases during oncogenic transformation, whereas it is minimal in normal tissue cells (Buonaguro et al., 2011; M Candeias and S Gaipl, 2016; Liu et al., 2022; Srivatsan et al., 2014). Clinically, common TAA used for detection include carcinoembryonic antigen (CEA) and alpha-fetoprotein (AFP) (Barrett, 2024). Tumor-specific antigens are abnormal proteins resulting from genetic mutations in tumor cells, unique to these cells and absent in normal tissues. These proteins are highly immunogenic, making them more readily recognized by immune cells (Barrett, 2024; Riccardo et al., 2017; Fan et al., 2023; Syn et al., 2016). Consequently, research on tumor-specific antigens offers novel approaches and insights for tumor immunotherapy. By designing and presenting tumor-specific antigens to immune cells, the body’s immune function can be enhanced (Schlom and Gulley, 2018).
NPs are ultrafine particles with diameters on the nanometer scale that can be synthesized artificially (Knutson and Disis, 2005; Diao and Liu, 2023; Ou et al., 2023). Due to their advantageous physical properties, such as size, shape, potential, and structure, they have garnered significant interest from researchers (Wu M. et al., 2023). Currently, NPs are primarily categorized into three types: lipid-based nanoparticles, inorganic nanoparticles, and polymer nanoparticles (Table 1). These NPs serve as carriers to modulate the release rate of chemical drugs during in vivo delivery (Igarashi and Sasada, 2020; Bräunlein and Krackhardt, 2017; Duan, 2018). Additionally, they can modify drugs to enhance protection, improve delivery efficiency, and minimize drug loss in the physiological environment during the delivery process (Türeci et al., 2018; Mai et al., 2020). Furthermore, NPs can interact with proteins, influencing their function; for instance, the binding of certain metal NPs to proteins can disrupt protein structure (Jiang et al., 2015). NPs can also facilitate cell communication by delivering therapeutic proteins to cells (Chen et al., 2024; Cao et al., 2018). Moreover, they can modify antigen molecules on their surface to enhance the immunogenicity of the overall structure (Ahn et al., 2014). Consequently, NPs have gained considerable attention in the field of tumor immunotherapy. They deliver tumor-specific antigens to enhance the immune system’s ability to target tumor cells, offering a novel approach to tumor immunotherapy (Nandi et al., 2024; Guasp et al., 2024).
TABLE 1 | The Main advantages and limitations of the three types of NPs.
[image: Table 1]The interaction between NPs and tumor-specific antigens is analogous to vaccine construction (Kranz et al., 2016; Forchhammer et al., 2024; Sahin et al., 2020). Initially, tumor-specific antigens are screened, relevant protein information is analyzed, pathogenic mechanisms are studied, and suitable antigens are selected as components of cancer vaccines (Grego et al., 2020). Subsequently, the vaccine structure is designed to modify the cancer vaccine by binding it to NPs and processing it in various ways to assess antigen protein activity and function (Malyala and Singh, 2010; Zhao et al., 2018; Yang et al., 2020). Finally, the safety and reliability of the cancer vaccine are verified in vivo, its immunogenicity is tested, and its ability to induce an immune response is evaluated (Cyganowski et al., 2018; Brinas et al., 2012). Once the tumor-specific antigens in cancer vaccines are recognized by the immune system in vivo, tumor immune memory is generated, akin to the mechanism of traditional commercial vaccines (Kamei et al., 1999; Jalali et al., 2012; Gong et al., 2024). Due to the clinical translation requirements of cancer vaccines, clinical trials of varying scales are conducted. The clinical outcomes are primarily assessed in terms of safety and efficacy and are reported to regulatory authorities (Luo et al., 2024; Wu C. et al., 2023; Ma et al., 2023). Upon passing the qualification review, commercial production and promotion can proceed.
To better comprehend the impact of cancer vaccines on enhancing tumor immune responses in vivo, we delivered tumor cell-derived specific antigens using advanced NPs. In this review, we first examine the current status and challenges of traditional cancer vaccine research, then introduce the types of cancer vaccines designed based on tumor-specific antigens and finally discuss and summarize the methods and strategies of different NPs for delivering cancer vaccines. We hope this review contributes to ongoing cancer vaccine research. Additionally, we introduce existing research on nanotechnology in tumor immunotherapy, analyze the challenges faced by this immunotherapy, and address the difficulties in clinical translation, aiming to provide new insights for developing the next-generation of more efficient cancer vaccines based on tumor-specific antigens.
2 CANCER VACCINES DEVELOPMENT AND RESEARCH
2.1 Traditional cancer vaccines challenges and limitations
Vaccines have historically been a highly effective strategy for preventing infectious diseases (Montero et al., 2024). Traditional cancer vaccines incorporate TAA, which facilitate the immune system’s ability to recognize and target tumor cells (Buonaguro et al., 2011). This mechanism enables the immune system to continuously monitor and eliminate mutated cells, thereby preventing tumor development (Montégut et al., 2024; M Candeias and S Gaipl, 2016). However, over the past few decades, research on traditional cancer vaccines has yielded limited success. Several key challenges have been identified. To begin with, traditional cancer vaccines typically deliver antigens that are common to the majority of patients with the same cancer type. While this approach simplifies development and production thereby making it more cost-effective, it fails to account for individual variations in immune responses (Liu et al., 2022). Tumor cells are heterogeneous, and patients’ immune systems respond differently to the same antigen, limiting the vaccines’ therapeutic efficacy across a diverse population (Srivatsan et al., 2014). In addition, cancer cells possess mechanisms of mutation and immune evasion. When cancer cells mutate, they can alter or suppress their antigen expression, rendering traditional cancer vaccines ineffective, as these vaccines rely on fixed, unmodifiable antigens (Barrett, 2024) (Figure 1). The development of new blood vessels is crucial because the growth and metastatic spread of cancer cells rely on a sufficient supply of oxygen and nutrients, as well as the efficient removal of waste products (Nishida et al., 2006). Tumor angiogenesis is a hallmark of cancer progression, and increasing evidence suggests that it also induces immunosuppressive microenvironment and anti-tumor immune evasion (Majidpoor and Mortezaee, 2021).
[image: Figure 1]FIGURE 1 | The cancer vaccine mechanism in vivo. [copyright acquired from Fan et al. (2023)].
Additionally, traditional cancer vaccines face the issue of immune tolerance (Fan et al., 2023). Due to prolonged exposure to a single tumor-associated antigen, patients may develop immune tolerance, wherein the immune system becomes desensitized to the antigen. This further diminishes the effectiveness of traditional cancer vaccines over time.
As a result, it is more effective to focus on autologous tumor cell-derived cancer vaccines, which can harness the individual heterogeneity and complexity of tumors to develop more personalized and effective treatment strategies (Fan et al., 2023; Syn et al., 2016). This approach leverages the unique antigenic profile of a patient’s tumor cells, allowing for a more tailored immune response that is better suited to overcoming the specific challenges of each tumor.
2.2 Advantages and involved technologies of tumor cell-derived antigens
Cancer vaccines are a critical component of cancer immunotherapy (Schlom and Gulley, 2018). Compared to traditional cancer vaccines, those based on tumor cells have garnered significantly more attention (Igarashi and Sasada, 2020). Unlike other immunotherapies that target specific antigens, tumor cell-derived vaccines offer the advantage of carrying a comprehensive array of both known and unknown tumor antigens and circumventing major histocompatibility complex (MHC) restrictions (Srivatsan et al., 2014). This characteristic helps prevent the immune escape of tumor cells, which occurs when certain antigens are lost during tumor progression (Knutson and Disis, 2005). Additionally, tumor cell-derived cancer vaccines encompass tumor neoantigens—antigenic foreign bodies generated by mutations in tumor cells (Bräunlein and Krackhardt, 2017). The emergence of neoantigens enables the body’s immune system, including CD4+ and CD8+ T cells, to mount anti-tumor responses through immune surveillance (Bräunlein and Krackhardt, 2017). The incorporation of tumor neoantigens in cancer vaccines provides a novel strategy for harnessing the body’s immune system to combat tumors (Diao and Liu, 2023). By recognizing and eliminating tumor-associated specific antigens, the immune system effectively targets and destroy tumor cells, inhibit their growth, and ultimately control malignant tumors (Igarashi and Sasada, 2020). This approach has the potential to extend the survival of patients with malignant tumors and may even lead to curative outcomes.
The primary factor influencing cancer vaccine efficacy is the presence of tumor cell-derived antigens (Schlom and Gulley, 2018). When these antigens successfully trigger a specific immune response, the use of immune adjuvants can amplify the immune response cascade, facilitating the efficient uptake of the cancer vaccine by antigen-presenting cells (APCs) and the robust activation of specific T cells (Knutson and Disis, 2005). Consequently, optimizing and designing antigens through advanced technological approaches is a crucial step in the development of effective cancer vaccines, as it ensures a potent and targeted immune response (Zanetti, 2017).
Therefore, we can enhance the therapeutic effectiveness of cancer vaccines derived from tumor cells through various engineering strategies (Sobhani et al., 2022). The current approaches include genetically modifying cell surface protein expression by introducing genes to boost the immunogenicity of tumor vaccines; modifying the cell surface by attaching functionalized groups to increase the targeting specificity and immunogenicity of the vaccines; and loading internal cargo, such as antigens and adjuvants, into tumor cell-derived vaccines (Sun et al., 2023). These engineering strategies significantly improve the immunogenicity of tumor vaccines (Figure 2).
[image: Figure 2]FIGURE 2 | Illustration of novel strategies for the development of engineered tumor cell-derived antigens vaccines. [copyright acquired from Zhang et al. (2023)].
Given the heterogeneity of tumors, cryogenic freezing technology is widely accepted as an effective method to preserve TAA (Schlom and Gulley, 2018). Specifically, tumor cells are harvested from individual tumor tissues, and inactivated cancer cells can be utilized as cancer vaccines while maintaining the intact structure of the tumor cells through processes like cryopreservation and liquid nitrogen freezing (Knutson and Disis, 2005). This approach enables the preservation of all cancer cell antigens, thereby facilitating the activation of a broad spectrum of cancer cell-specific immune responses.
Nanotechnology provides a comprehensive platform to address these challenges by enhancing antigen uptake, facilitating antigens presentation, and augmenting immune system activation (Figure 3). NPs have become pivotal in the intersection of nanotechnology and cancer therapy. These nanoscale carriers, capable of encapsulating therapeutic agents such as drugs or genes, offer several advantages over conventional treatments (Lahiri et al., 2023). Notably, these advantages include precise targeting of cancer cells, minimized damage to healthy cells, and increased efficacy of therapeutic payloads (Duong et al., 2023). The advancement of NPs-based targeting of cancer cells is realized through two primary strategies: passive targeting and active targeting. Passive targeting leverages the unique properties of tumor cells, such as their permeable vasculature, to facilitate the accumulation of nanocarriers in the tumor microenvironment (Yi et al., 2023; Duong et al., 2023). In contrast, active targeting involves the modification of nanocarrier surfaces with specific targeting ligands that bind to receptors on cancer cell surfaces, enabling precise and enhanced cellular interaction (Bo and Wang, 2023).
[image: Figure 3]FIGURE 3 | Nanotechnology applications in cancer immunoprevention. [copyright acquired from Koyande et al. (2022)].
Furthermore, when specific genes in cells undergo mutations that lead to cancer, Clustered Regularly Interspaced Short Palindromic Repeats (CRISPR), and CRISPR-associated protein 9 (CRISPR-Cas9), as an innovative scientific technology, can be employed to directly correct these mutations within the patient’s cells (Allemailem et al., 2022). CRISPR-Cas9 represents a groundbreaking advancement in gene editing technology. It operates by binding to and locating specific DNA regions through a CRISPR array that identifies target sites, guided by CRISPR RNA (crRNA) to facilitate DNA double-strand cleavage (Selvakumar et al., 2022). This technology has the potential to correct gene mutations in tumor cells at their source, offering a novel approach to cancer treatment (Wang et al., 2022). However, this method of gene therapy remains in the experimental phase, and significant challenges persist in achieving the commercialization necessary for personalized cancer treatment (Rasul et al., 2022).
3 SMART NPS FOR CANCER VACCINES DELIVERY
NPs and exosomes are emerging as powerful tools in various fields, particularly in medicine and biotechnology. NPs, due to their small size and customizable properties, are widely used for targeted drug delivery, enhancing the solubility and stability of therapeutic agents, and improving imaging techniques for diagnostics (Singh and Lillard, 2009). They can be engineered to deliver drugs directly to specific cells or tissues, minimizing side effects and improving treatment efficacy (Hsu et al., 2023). Exosomes, which are naturally occurring extracellular vesicles, play a crucial role in cell-to-cell communication and have potential applications in cancer diagnostics and therapeutics (Li et al., 2025). They can be harnessed to deliver biomolecules such as proteins, RNA, and DNA, offering a natural and biocompatible delivery system, as cancer vaccines (Liu et al., 2019). Additionally, exosomes are being explored as biomarkers for tumor disease diagnosis and prognosis, given their ability to reflect the physiological state of their cells of origin (Kalluri and LeBleu, 2020). Together, NPs and exosomes hold promise for advancing personalized medicine, improving drug delivery systems, and enhancing diagnostic capabilities (Figure 4).
[image: Figure 4]FIGURE 4 | Application of smart nanoparticle delivery in therapeutic cancer vaccines [Adapted with permission from Guo et al. (2023)].
3.1 Liposome nanoparticles
Liposome nanoparticles are based on liposomes, are frequently employed as effective carriers in cancer immunotherapy (Trabbic et al., 2021; Molino et al., 2016). Liposomes are characterized by an amphiphilic phospholipid bilayer and an internal aqueous core structure, making them suitable for carrying nucleic acid drugs such as deoxyribonucleic acid (DNA) or ribonucleic acid (RNA). The delivery of tumor-specific antigens via LNPs can enhance the activation efficiency of the body’s innate tumor immune system, primarily by improving antigen immunogenicity (Mai et al., 2020; Jiang et al., 2015). Recent studies have demonstrated that cationic liposome-polymer hybrid nanosystems (DOTAP-hNP) can induce immunogenic tumor cell death by inhibiting tumor cell-related enzyme activities. This process generates a substantial amount of tumor antigen at the tumor site, facilitating the recognition by antigen-presenting cells and the subsequent tumor eradication by effector cells. Furthermore, LNPs can be used in conjunction with immune checkpoints to synergistically enhance anti-tumor immunotherapy (Chen et al., 2024).
In recent years, Liposome nanoparticles have played a significant role in messenger ribonucleic acid (mRNA) vaccine research. These NPs encapsulate specific mRNA sequences within an inner hydrophilic core, allowing for safe delivery to the target site in vivo without leakage (Mai et al., 2020; Cao et al., 2018). These advantages support the design of various personalized tumor antigens, enabling encoding, packaging, transport, and elicitation of immune responses, thereby advancing the commercialization of cancer vaccines (Figure 5).
[image: Figure 5]FIGURE 5 | Charged protamine-concentrated mRNA forms a stable polycation-mRNA complex, which is subsequently encapsulated within cationic liposomes composed of DOTAP, cholesterol, and DSPE-PEG. [copyright acquired from Mai et al. (2020)].
3.2 Polymeric nanoparticles
Polymeric nanoparticles frequently serve as vehicles for drug delivery and targeting in anti-tumor immunotherapy. These NPs are typically derived from natural or synthetic polymers (Türeci et al., 2018). Their multifunctional nature allows for precise control over drug release, enabling targeted delivery to specific organs or tissue sites. Currently, polymeric nanoparticles commonly utilized in cancer therapy are primarily based on poly-ε-caprolactone (PCL), polylactic acid (PLA), and polylactic-co-glycolic acid (PLGA) (Mai et al., 2020). These materials offer a broad range of raw material sources, a straightforward preparation process, and excellent biocompatibility and stability. The surfaces or interiors of polymeric nanoparticles can be modified and functionalized to meet the design requirements of orthognathic vaccines that deliver tumor-specific antigens (Jiang et al., 2015) (Figure 6).
[image: Figure 6]FIGURE 6 | A schematic diagram depicts the cationic lipid-polymer composite NPs driving the in-situ production of tumor antigens and the lymphatic pathway transport to the primary system for anti-tumor immunity. [copyright acquired from Chen et al. (2024)].
Moreover, polymeric nanoparticles can enhance the production of specific antigens at tumor sites by inhibiting the ion exchange channels of tumor cells, thereby capturing existing antigens, activating the body’s tumor immune system, and facilitating the destruction of tumor cells (Mai et al., 2020; Chen et al., 2024). Additionally, polymeric nanoparticles can work synergistically with checkpoint antibodies to enhance the host immune system’s anti-tumor response. Some studies have also demonstrated that polymeric nanoparticles can mimic the physiological behavior of certain pathogens in vivo, amplifying the body’s immune signals and promoting the development of effective protective immune responses during vaccination (Chen et al., 2024). These advantages suggest that polymeric nanoparticles hold significant potential in the design of cancer vaccines incorporating tumor-specific antigens.
3.3 Metallic nanoparticles
Metal nanoparticles can be composed of atomic aggregates from various metals, such as silver and copper (Jiang et al., 2015). The preparation of metal nanoparticles is relatively straightforward, as they can be fabricated with different shapes, diameters, and surface charges using electrochemical methods (Cao et al., 2018) (Figure 7).
[image: Figure 7]FIGURE 7 | A schematic illustration depicting the enhanced anticancer immune responses elicited by HA-OVA-AuNPs when subjected to laser irradiation. [copyright acquired from Cao et al. (2018)].
Magnetic nanoparticles can be sourced not only from metal elements but also from biological resources such as bacteria, fungi, and plants. These bioresources naturally produce magnetic substances like magnetite (Fe3O4) through biomineralization processes (Winkler et al., 2023). These green, material-derived magnetic nanoparticles are environmentally friendly and hold promise for applications in cancer therapy, particularly hyperthermia. Magnetic hyperthermia (MHT) is an innovative cancer treatment method where magnetic nanoparticles generate localized heat when exposed to an alternating magnetic field (Pérez-Domínguez et al., 2022). This heat can selectively destroy tumor cells while sparing surrounding healthy tissue. Bioderived magnetic nanoparticles are especially effective due to their biocompatibility and their ability to be functionalized for targeted delivery.
Moreover, in targeted drug delivery, imaging, and diagnostics, magnetic nanoparticles can be used to deliver therapy and imaging agents simultaneously, allowing for real-time monitoring of treatment effects (Andreozzi et al., 2025). This provides immediate feedback on treatment outcomes. Magnetic heating techniques offer significant potential for treating deep-seated or inoperable tumors, where precise and localized treatment is crucial (Zhang et al., 2024).
These NPs possess unique physical and chemical properties, including the ability to convert light energy into kinetic energy and kinetic energy into thermal energy (Guasp et al., 2024). Additionally, due to quantum effects, metal nanoparticles exhibit higher surface activity compared to other materials, allowing for functional modification of their surfaces to attach specific functional groups, thereby facilitating drug loading and protein conjugation (Ahn et al., 2014).
Consequently, metal nanoparticles can be combined with tumor-specific antigens and transported through the bloodstream in vivo, enhancing the efficiency of antigen presentation and serving as immune adjuvants (Nandi et al., 2024). Furthermore, due to the distinctive pH, glutathione (GSH), reactive oxygen species (ROS), and physiological conditions present in the tumor microenvironment, metal nanoparticles can respond to physiological and chemical signals within this environment (Cao et al., 2018). As a result, intelligent responsive metal nanoparticle-based cancer vaccines are currently receiving significant attention. These vaccines aim to achieve tumor immunotherapy by responding to multiple complex signals within the tumor microenvironment.
3.4 Exosome
Exosome-derived cancer vaccines represent a promising Frontier in cancer immunotherapy, leveraging the natural properties of exosomes to stimulate an immune response against tumors (Li et al., 2025) (Figures 8A, B). Exosomes are small extracellular vesicles secreted by cells, including cancer cells, and they carry a variety of biomolecules such as proteins, lipids, and nucleic acids. In the context of cancer, exosomes can be engineered or isolated to contain tumor antigens, which are molecules that can trigger an immune response (Liu et al., 2019). These exosome-derived vaccines aim to present these antigens to the immune system in a way that enhances the body’s ability to recognize and attack cancer cells. One of the key advantages of using exosomes is their inherent ability to facilitate communication between cells, which can be harnessed to effectively deliver antigens to immune cells, such as dendritic cells, thereby activating T cells to target the tumor (Kalluri and LeBleu, 2020). Additionally, exosomes have a natural biocompatibility and stability in circulation, which can improve the delivery and efficacy of the vaccine (Zhao et al., 2024). However, challenges remain in standardizing the production and purification of exosomes, ensuring the consistency and potency of the vaccine, and overcoming the immunosuppressive environment often created by tumors (Liang et al., 2024). Despite these hurdles, ongoing research and clinical trials are exploring the potential of exosome-derived vaccines to provide a personalized and effective approach to cancer treatment, offering hope for improved outcomes in patients with various types of cancer (Orooji et al., 2024).
[image: Figure 8]FIGURE 8 | A potential application of exosomes in immunotherapy and cancer vaccines. (A): The role of inhibiting the anti-tumor response. (B): The role of inducing immunosuppression. [copyright acquired from Liu et al. (2015)].
4 CLINICAL TRIALS
Currently, over 100 biomedical companies are actively engaged in tumor vaccine research and development, with CureVac, BioNTech, and Moderna showing significant progress and holding prominent positions in the industry (Nandi et al., 2024) (Figures 9a–d). BioNTech has a diverse range of research projects, including tumor-associated antigen vaccines (FixVAC®), semi-personalized vaccines (RNA-Warehouse), and personalized vaccines (IVAC®-Mutanome) (Guasp et al., 2024). Moderna primarily focuses on personalized vaccines and tumor neoantigen vaccines that target KRAS mutations.
[image: Figure 9]FIGURE 9 | Design of the Clinical Trial and Immune Activation Induced by the Vaccine. (a): the structure of TAA RNA; (b): the design of the clinical trial; (c): the measurement results of the metabolic activity of the spleen; and (d): the plasma cytokine levels and body temperature of the patients. [copyright acquired from Sahin et al. (2020)].
Notably, FixVac is designed to target dendritic cells and utilizes a NP liposomal RNA (RNA-LPX) formulation, which has been shown to promote long-lasting and effective anti-tumor responses in mice following intravenous injection (Kranz et al., 2016). FixVac encodes four TAA: MAGE-A3, tyrosinase, NY-ESO-1, and TPTE. While the expression of these TAAs is limited in normal tissues, they are highly expressed in melanoma, making them capable of triggering strong immune responses (Forchhammer et al., 2024).
According to research findings, FixVac induces a short-term cytokine response by recognizing specific melanoma epitopes and exhibiting a strong cytotoxic effect on tumor cells. Additionally, FixVac may synergize with PD-1 checkpoint inhibitors, potentially enhancing sensitivity to treatment even in cases where there is preexisting resistance to the immune checkpoint inhibitor (Guasp et al., 2024).
TABLE 2 | A summary of clinical trials of cancer vaccines in chapter 4.
[image: Table 2]5 CONCLUSION
In conclusion, in this review, we begin by analyzing the current status and challenges associated with traditional cancer vaccine research. We then introduce various types of cancer vaccines that are designed based on tumor-specific antigens. Finally, we discuss and summarize the methods and strategies employed by different NPs for the delivery of cancer vaccines. We aim for this review to contribute to ongoing cancer vaccine research. Additionally, we examine existing research on the application of nanotechnology in cancer immunotherapy, analyze the challenges this form of immunotherapy faces, and explore the difficulties encountered in clinical translation. Our goal is to provide new insights for the development of a new generation of more efficient cancer vaccines based on tumor-specific antigens.
Furthermore, it is essential to conduct further investigations into the immune response mechanisms and potential side effects associated with these vaccines, necessitating comprehensive preclinical and clinical studies. Such efforts are vital to ensuring that these innovative therapies can be safely and effectively applied in clinical settings, ultimately enhancing outcomes for patients receiving cancer treatment.
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