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Cybersecurity notifications play an important role in encouraging users

to use computers safely. Emotional reactions to such notifications are

known to positively influence users’ adherence to these notifications,

though it is challenging for researchers to identify and quantify users’

emotional reactions. In this study, we explored electroencephalography

(EEG) signals that were elicited by the presentation of various emotionally

charged image stimuli provided by the International Affective Picture System

(IAPS) and compared signals to those elicited by images of cybersecurity

notifications and other computer-related stimuli. Participants provided

behavioral assessments of valence and arousal elicited by the images

which were used to cross-reference the results. We found that EEG

amplitudes corresponding to the late positive potential (LPP) were elevated

in reaction to images of cybersecurity notifications as well as IAPS images

known to elicit strong positive and negative valence, when compared to

neutral valence or other computer-related stimuli. These findings suggest

that the LPP may account for emotional deliberation about cybersecurity

notifications, which could be a useful measure when conducting future

studies into the role such emotional reactions play in encouraging safe

computer behavior.
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Introduction

Users of information technologies are often presented with
complex decisions and utilize multiple cognitive processes to
arrive at an action (Dimoka et al., 2011). In order to respond to
computer security notifications, for instance, users must weigh
utilitarian goals with their need to protect themselves. When
presented with a decision about whether to proceed to a website
or return to a safer page, a user may weigh their options and
consider the context that they find themselves in. However,
they may also simply ignore the message, perhaps because these
messages have become mundane.

Researchers have investigated factors that facilitate safe
computer behavior, and for good reason. Computer security has
recently been recognized as a major topic in computing, in part
because of the growing importance of information technology
infrastructure (Schaumont and Montuschi, 2021). From the
perspective of human decisions, much of the past research on
this topic had concerned users’ habituation to notifications and
the impact of various emotional factors, such as fear of negative
consequences (Anderson et al., 2016). These considerations have
been intertwined with theories of motivation. The influential
protection motivation theory proposed by Rogers (1985) posits
that there are four perceptions that could influence a users’
response to a threat: susceptibility, severity, response efficacy,
and personal ability to respond. Emotional reactions elicited
by security notifications could change a user’s perception of
susceptibility and risk severity, ultimately leading individual
to make safer decisions (Hanus and Wu, 2016). Computer
security designers could utilize insights about a notification’s
ability to shape risk perceptions to improve future notifications
(van Bavel et al., 2019).

A major challenge with Rogers’ model of motivation is
that it can be difficult to disentangle the elements of an
individual’s decision-making process that lead to persuasion.
For example, provocative or emotionally charged notifications
may initially draw a user’s attention, though the notifications
might eventually seem unrealistic or untrustworthy if a user is
repeatedly presented with such messages, leading to habituation
(Vance et al., 2014). Past studies that have utilized self-report
and behavioral measures provide evidence which suggests
that perceived severity of computer threats (Johnston and
Warkentin, 2010) and perceived security risk (Guo et al.,
2011) influence attitudes toward notifications. However, these
reports do not distinguish specific cognitive factors that
may influence an individual’s decision to take risky actions
(Samtani et al., 2020).

Electroencephalography (EEG) has potential to improve
upon such measures by providing insight into the neural
mechanisms that are engaged when viewing cybersecurity
notifications. EEG has also been employed in the study of
cybersecurity notifications before. Vance et al. (2014) observed
the P300 event-related potential (ERP) in the context of a

gambling risk task and found that P300 responses to risk-
related stimuli were a strong predictor of a participant’s
propensity to disregard security responses, even when compared
to common questionnaire measures. The P300 component
is elicited when individuals attend to a task-related stimulus
and is likely amplified by the activation of working memory
or related executive processes (Vogel and Luck, 2002; Luck,
2014). It follows that individuals who spend executive resources
on risk deliberation would be more likely to respond to
cybersecurity notifications. The results of that study suggest
that neurophysiological measures can contribute to the
improvement of cybersecurity decision models and give insight
into antecedents of safe computer behavior.

Building on these findings, we propose investigation of
another ERP component which may give additional insight into
risk deliberations. The late positive potential (LPP) is a signal
that is closely related to the P300 component and reflects task
relevance to an emotion-inducing stimulus (Luck, 2014). The
amplitude of the LPP can be modulated by the salience of a
stimulus and by an individual’s emotional reaction to stimuli
(Hajcak and Olvet, 2008; Brown et al., 2012; Bublatzky and
Schupp, 2012; Minnix et al., 2013). By measuring the P300 and
LPP, we can potentially identify a method for indexing both
an individuals’ perceived task relevance, and their emotional
response to various security notification stimuli.

An ERP method for user emotion detection has some
advantages over other methods often employed by user
experience researchers such as machine learning facial
recognition. Facial recognition approaches employ computer
vision and machine learning to classify segments of a user’s
facial images to infer a user’s emotional state (Garcia-Garcia
et al., 2017). While these approaches are easy for researchers to
implement, they are also susceptible to bias, as users may either
advertently or inadvertently change their facial expressions
to mimic a different emotion than what they are currently
experiencing (Landowska and Miler, 2016). Furthermore, there
is evidence that these techniques have limited accuracy, as even
premium facial recognition solutions may even misclassify
emotional states up to 20% of the time (Skiendziel et al.,
2019). An ERP approach to emotion recognition could thus
complement other methods by offering temporal insights into
the onset of the emotional reaction and help improve the
reliability of emotion detection in user experience research.

We thus developed an experiment that compared P300
and LPP responses elicited by pictures of various cybersecurity
notifications with pictures of non-threatening computer stimuli
and pictures from the International Affective Picture System
(IAPS; Lang, 2005), a well-studied repository of images that
have been indexed for the systematic study of attention and
emotion. Though the IAPS is most often used to investigate the
specific physiological processes related to emotional processing,
it has also been applied in broader contexts such as exploring
the emotional effect of art (Gerger et al., 2014) and emotions
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in virtual reality environments (Marín-Morales et al., 2018).
In addition, we cross-referenced our findings with behavioral
responses to the Self-Assessment Manikin (SAM), a well-studied
affective rating system, which can help establish confidence
in the veracity of our neurophysiological measures. The SAM
facilitates the measurement of valence and arousal triggered
by a stimulus, two dimensions of emotional responses that
are relevant to the cybersecurity context. The SAM uses a
pictorial scale to allow participants to express valence as a
continuum between unpleasantness and pleasantness, as well
as arousal as a continuum between low to high intensity. By
cross-referencing the various ERP and behavioral measures
with the IAPS images, we can establish the viability of
those indicators as predictors of perceived task-relevance
or emotional processing in the context of cybersecurity
notifications (Bradley and Lang, 1994; Vance et al., 2014,
2018).

We hypothesized that P300 amplitude elicited by the images
would be influenced by the perceived relevance of an image to
the task, being amplified for computer-related non-threatening
stimuli and cybersecurity warning images. We also predicted
that LPP amplitude would be associated with an individuals’
emotional processing of the image, and would be amplified
among the cybersecurity, positive valence and negative valence
images. The pattern of ERP findings will be interpreted with
reference to the self-reported levels of valence and arousal by
image condition. In addition to establishing the viability of the
measures, these findings would suggest that individuals conduct
a degree of emotional processing when presented with images of
security notifications.

Methods

Participants

Twenty-five university students gave written consent to
participate in the experiment. Data from three participants
were treated as pilot data and were described in a prior
published work-in-progress paper (Conrad et al., 2020). These
three participants were omitted from this analysis, while
two participants were omitted due to technical challenges
during recording, leaving a final sample of twenty participants
(15 women and 5 men, aged 18–28 years; M = 22.25,
SD = 3.19). Prospective participants were excluded from
the study if they had a condition (e.g., epilepsy or a
recent concussion) or were taking medication (e.g., anti-
anxiety medication) which could lead to abnormal EEG.
Participants were asked to disclose all potential conditions
or medications which were in-turn investigated by the
team for their effects on EEG using literature search.
Participants were also excluded if they had uncorrected vision
problems, or were unable to use a keyboard. Participants

were informed about the purpose of the study in advance,
provided written consent, and were compensated with either
course credit or CAD $20 for their time. All procedures
adhered to the Canadian Tri-Council Policy Statement on
Ethical Conduct for Research Involving Humans 2nd edition,
were reviewed, and approved by the Dalhousie University
Research Ethics Board.

Stimuli

Experimental stimuli included 2 categories of computer
stimuli (security notification images and neutral computer-
related images) and 3 categories of photos from the IAPS
database (negative, neutral and positive). Security notification
images consisted of computer-based images used by antivirus,
web browser and firewall systems (e.g., Chrome, McAfee,
Norton), while the computer-related images consisted of
non-threatening images typical of a computing environment
(e.g., a screenshot of a search engine or Wikipedia). All
images were corrected for luminance to control for the
effect of luminance on EEG signals (Bradley et al., 2007)
and were balanced according to color by ensuring that the
number of images with red backgrounds, which are common
among cybersecurity notifications, were balanced between
the conditions. A collection of both modern and antiquated
security notifications were selected to give a greater range
of baseline data.

Self-assessment measures

At the outset of the experiment, participants were asked
about their age, gender, perceived skill at using computer
systems, years of education and native language, as well as risk
questionnaires investigated by Vance et al. (2014). To assess
participants’ perceived reaction to the photo stimuli, we used
a simplified version of the SAM (Leventon and Bauer, 2016).
The manikin was presented 2–3 s following the appearance of
the stimulus photos and consisted of two 5-point scales which
measure degrees of valence and arousal, respectively. Following
the experiment, participants completed a questionnaire about
their attitudes toward risk and perception of the impact of
computer malware (Vance et al., 2014).

Procedure

Participants underwent a consent protocol, were fitted with
an EEG cap, and then brought to a controlled environment.
After participating in an initial questionnaire, participants
were asked to attend a series of images and then complete
the SAM measure of valance and arousal following each
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picture. Participants presented with a randomized series of
images consisting of IAPS photos, security notifications,
and security-unrelated computer phenomena. Each photo
was adjusted to 1,280 px by 720 px and presented at
the center of a 24-inch monitor for 2 s. Following the
SAM ratings, participants had a second break that lasted
a random duration between 2 and 3 s during which
only a fixation cross was present. Stimuli were delivered
using PsychoPy (Pierce, 2009), which was also used to
mark the onset of each picture in the EEG recordings
via transistor-transistor logic (TTL) codes. The stimuli were
delivered following a within-subject design, presenting 32
instances of each of the five image conditions. Following
the study, participants completed the aforementioned post-
questionnaire. Each session took between 60- and 120-min
total. Following the session, participants were debriefed and
received compensation.

Data acquisition and processing

Participants were fitted with 32 scalp electrodes (ActiCap,
BrainProducts GmbH, Munich, Germany) positioned at
standard locations according to the international 10-10 system
and referenced to the electrode average. Electrode impedances
were kept below 30 kOhm at all channel locations throughout
the experiment. EEG data were recorded using an Refa8
amplifier (ANT, Enschende, The Netherlands) at a sampling
rate of 512 Hz, were bandpass filtered between 0.01 and 170 Hz,
and saved using ANT ASAlab.

Using the EEGlab software, the data were converted from
the ASAlab format to EEGlab’s format to facilitate the analysis
using open source software (Delorme and Makeig, 2004). Data
processing and statistical analysis was conducted in Python
using the MNE Python library (Gramfort et al., 2014). Data were
filtered using a 0.1–40 Hz bandpass filter and were manually
inspected for excessively noisy electrodes, which were removed
as needed. The data were segmented into,2200 ms epochs
spanning from 200 ms before the stimulus onset, through the
2,000 ms duration of the photo stimuli, as done previously
for analysis of the LPP (Hajcak and Olvet, 2008). Epochs
were manually inspected and those with excessive noise were
removed as needed, following the recommendations outlined
by Luck (2014), the MNE library (Gramfort et al., 2014),
and the detailed criteria described in our jupyter notebooks,
provided as a supplement to this document. Independent
component analysis (ICA) was used to remove systematic
artifacts from the data, including those created by eye blinks,
eye movements, and muscle contractions (Delorme and Makeig,
2004). Following artifact removal data were re-referenced
to the TP9 and TP10 electrodes at the mastoids. All data
cleaning decisions were recorded using the Jupyter notebook for
reproducibility.

Statistical analysis

Each participant yielded a maximum of 32 epochs for each
condition. The dependent EEG measures analyzed were mean
amplitude on each trial between 200 and 600 ms (corresponding
to the P300 component) as well as mean amplitude between
600 and 1,950 ms following stimulus onset, which corresponds
to the window of the LPP component. Statistical analyses were
performed on a region of interest which included electrodes
Cz, CP1, CP2, and Pz using linear mixed effects (LME)
modeling (Davidson, 2009; Tremblay and Newman, 2015).
Image condition was treated as a fixed effect and random effects
included random intercepts for participants, random slopes
for electrode by subject, and random slopes for condition by-
subject. The online security warnings condition was selected
as the reference level for contrasts the LME analyses. SAM
responses were analyzed by ordinal regression using cumulative
link models using a cauchit link due to expected observed
kurtosis in the responses (Christensen, 2018). Similarly, image
condition was treated as an independent variable and the
online security warnings condition was selected as the reference
level for contrasts.

Results

Figure 1 provides topographic maps of the ERPs over time,
while Figure 2 provides a grand average ERP waveform for the
region of interest that we analyzed at CPz. Consistent with our
prediction of a P300 component, we observed a positive-going
peak around 400 ms that was larger for valenced than neutral
IAPS stimuli, and larger for security warnings than neutral
computer stimuli. Also consistent with our predictions, ERP
amplitudes were positive and sustained from 600 ms to the end
of the epoch for all conditions, consistent with the LPP.

Average amplitudes and confidence intervals of the ERPs
are provided in Figure 3. LME comparisons of the 200–600 ms
P300 time window revealed that mean amplitudes elicited by the
IAPS neutral (β = −3.731; t = −4.99; p < 0.001), IAPS positive
(β = −2.723; t = −3.64; p < 0.001), or IAPS negative (β = −2.441;
t = −3.27; p = 0.001) condition images were lower than
the security warning condition, though the neutral computer-
related stimuli was not significantly different. LME comparisons
of the 600–1,950 ms LPP time window revealed a mean
amplitude elicited by the IAPS neutral stimuli (β = −2.390;
t = −2.69; p = 0.007) and neutral computer-related stimuli
(β = −2.666; t = −3.00; p = 0.003) were significantly lower than
the security warnings condition, though the mean amplitude
elicited by security warnings was not significantly different from
the mean amplitudes elicited by the IAPS positive or IAPS
negative stimuli. Figure 3 illustrates the mean ERP amplitudes
and 95% confidence intervals for each stimuli condition.

Ordinal regression analysis of the behavioral responses
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FIGURE 1

Topographic maps of grand average amplitudes over time between 0 and 1,950 ms at 300 ms intervals for each of the five stimuli conditions.

revealed significant differences in both the valence and arousal
measures. Comparisons of the valence revealed that negative
condition images were rated more negatively than security
warnings (β = −0.527; z = −8.303; p < 0.001) while the IAPS
neutral (β = 1.148; z = 18.535; p < 0.001), computer-related
stimuli (β = 1.157; z = 18.599; p < 0.001), and IAPS positive
images (β = 2.351; z = 34.204; p < 0.001) were rated more
positively. Comparisons of the arousal revealed that the IAPS
positive (β = −0.417; z = −7.178; p < 0.001), IAPS neutral
(β = −0.548; z = −9.346; p < 0.001), and neutral computer-
related stimuli (β = −0.652; z = −11.060; p < 0.001) were
rated less arousing than security warning stimuli while the IAPS
negative (β = 0.534; z = 9.295; p < 0.001) were rated as more

arousing. Figure 4 illustrates the mean SAM responses and 95%
confidence intervals for each stimuli condition.

Discussion

As predicted, the results revealed significantly greater
P300 amplitude for both computer-related stimuli—security
warnings and neutral—relative to IAPS pictures. We interpret
these results to suggest that the participants saw stimuli
that were related to computers as task-related and attended
to them. These findings were not surprising given that
we informed participants that the experiment concerned
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FIGURE 2

Grand average waveform elicited by the IAPS negative, IAPS neutral, IAPS positive, computer neutral, and security warning stimuli. The image
depicts the grand average at channels Cz, CP1, CP2, and Pz.

FIGURE 3

Comparisons of event-related potential mean amplitudes with 95% confidence intervals. These means were assessed using linear mixed effects.

security notifications. These findings may have limited use
beyond suggesting that participants perceived technology-
related stimuli as relevant to the task that they were asked
to complete. However, it suggests that the P300 could

be a useful measure for comparing perceived relevance
of various stimuli in future studies involving cognitive
processes in information technology, such as habituation
(Vance et al., 2014).
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FIGURE 4

Comparisons of SAM rating mean amplitudes with 95% confidence intervals. These means were assessed using ordinal regression with
cumulative link models.

The comparisons of amplitudes in the 600–1,950 ms
window corresponding to the LPP yielded different insights.
Cybersecurity warnings elicited LPPs of comparable amplitude
to standardized IAPS stimuli known to elicit emotionally
valenced responses, and greater than the LPPs elicited by either
neutral IAPS pictures, or neutral computer-related stimuli.
This pattern of LPP responses supports our hypothesis that
security notification stimuli elicited emotional responses in our
participants. This interpretation is corroborated by the finding
that on the SAM, participants responded with greater negative
valence, and greater arousal, to images of security warnings than
to neutral computer-related images, or to positive or neutral
IAPS images.

These findings have clear implications for research in
cybersecurity behavior. Emotional reactions to security
warnings are known to impact decision-making about safe
browsing behavior (Hanus and Wu, 2016), suggesting that the
presence of the LPP could be a correlate of such deliberation,
and could potentially be used to assess this process without
interrupting the user’s activity to ask them for a subjective
rating of their emotional reaction. Participants in this study
elicited negative valence reactions to cybersecurity warnings,
as suggested by their negative valence SAM behavioral
response when compared to the participants’ responses to
the IAPS neutral or neutral technology (non-security related)
conditions. Importantly, stronger emotional reactions to
varying stimuli may elicit a stronger LPP signal, and the signal
was demonstrated in this study to be linked to a negative
emotion behavioral response, which is in turn known to
be associated with secure cybersecurity behavior (Vance

et al., 2014). Cybersecurity researchers can thus leverage
this signal to improve on models that draw from protection
motivation theory (Rogers, 1985) by providing an alternative
non-subjective measure, or by leveraging the LPP to passively
measure emotional responses to cybersecurity stimuli. LPP
responses can complement previously investigated signals
derived from fMRI, eye tracking or field experiments to give
added context about the users’ emotional processing and how
this relates to other cognitive factors in their decision-making
process (Vance et al., 2018).

The findings also have applications to broader research
in the role of cognitive processes in information technology
use. EEG measures of affective responses can supplement
psychological measures and provide additional information
about unconscious processing (Dimoka et al., 2011), which can
help explain subtle differences in responses to individual stimuli.
Research by Bublatzky and Schupp (2012) found that the LPP
may distinguish emotional responses independent of paradigm
manipulation, suggesting that the LPP could be a more reliable
measure of affective responses than many behavioral tasks.
The measure could thus be used to give new insight into
factors that facilitate safe browsing behavior, as well as insights
into whether emotional responses to other warnings encourage
desirable action.

There are some limitations to our findings. First, while
IAPS stimuli have been extensively tested and standardized,
the computer-related stimuli used in this study have possible
confounds, such as text and color. Though we controlled for
luminance effects, the salience of an image is known to impact
the LPP response. For example, Minnix et al. (2013) observed
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the LPP in the context of advertising and found that emotional
and cigarette stimuli elicited larger LPP responses even among
non-smokers, suggesting that the stimuli which stand out from
others can elicit the LPP. It is possible that the presence of text
in the images, the frequency of particular colors (e.g., red and
white, common in notifications), or presence of familiar product
(e.g., Apple vs. Windows 7) could confound the signal. Future
work should consider other textual images and reading ability
of the participants when assessing reactions to notifications.

Additionally, this study was limited in the sense that
participants were fully informed of the purpose of the study
in the consent process. We believe this is what best explains
the observed elevation in P300 amplitude elicited by stimuli
from the two computer-related conditions. Future work should
consider withholding the purpose of the study from participants
until the debriefing stage.

Finally, this study required participants to regularly respond
with behavioral responses to the stimuli following their
presentation. It is possible that the signals observed in this study
were influenced by the expectation of a behavioral response.
Future work should consider replicating these findings without
the requirement of a behavioral response.

We suggest two directions for future work. First, it is
possible to apply these findings to create an index of normative
affective responses to cybsersecurity notifications, similarly to
the work undertaken in the development of the IAPS (Lang,
2005). By providing a comprehensive index of responses to
cybersecurity notifications, researchers would be able to identify
which designs elicit strong emotional responses. They could
then use this index to study behavior in real-world contexts.
Doing this would respond to calls by cybersecurity researchers
to study more complex cognitive processes, such as the role
of affective processing when making decisions about computer
safety (Anderson et al., 2016; Vance et al., 2018).

Second, it is possible to apply the measure outside of the
context of cybersecurity notifications and into other stimuli of
interest, such as social media or other notification contexts.
A past study by Marín-Morales et al. (2018) applied machine
learning to detect EEG signals elicited by affective responses in
a virtual reality environment in a paradigm that leveraged IAPS
pictures. This suggests that the LPP signal could be applicable
in applied, more ecologically valid contexts. Future research
could apply such techniques to observe automatic affective
processing in novel contexts, such as in interactive experiments
with internet browsing behavior or field research.

Conclusion

In a world where information technology plays an
increasingly important role in our lives, it is critical that we
discover ways of using it safely. It is critical for computing
companies to understand users’ decision-making processes

when using computers, so that they can identify the best
ways to encourage safe behavior. In this paper, we described
a potential marker of affective processing which has been
posited to play a role in users’ decision process in the
context of cybersecurity notifications. We observed increased
amplitude in the late-positive-potential (LPP) among responses
to images of cybersecurity notifications when compared to both
standardized, emotionally neutral images and neutral (non-
security related) computer images. Researchers may benefit by
leveraging these signals to give additional insights into the
role of emotional processing when making decisions about
safe computer use.
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