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Technological innovations in dentistry are revolutionizing the monitoring and
management of oral health. This perspective article critically examines the
rapid expansion of remote monitoring technologies—including artificial
intelligence (Al)-driven diagnostics, electronic health records (EHR), wearable
devices, mobile health applications, and chatbots—and discusses their ethical,
legal, and social implications. The accelerated adoption of these digital tools,
particularly in the wake of the COVID-19 pandemic, has enhanced accessibility
to care while simultaneously raising significant concerns regarding patient
consent, data privacy, and algorithmic biases. We review current applications
ranging from Al-assisted detection of dental pathologies to blockchain-
enabled data transfer within EHR systems, highlighting the potential for
improved diagnostic accuracy and the risks associated with over-reliance on
remote assessments. Furthermore, we underscore the challenges posed by
the digital divide, where disparities in digital literacy and access may
inadvertently exacerbate existing socio-economic and health inequalities. This
article calls for the development and rigorous implementation of ethical
frameworks and regulatory guidelines that ensure the reliability, transparency,
and accountability of digital health innovations. By integrating multidisciplinary
insights, our discussion aims to foster a balanced approach that maximizes the
clinical benefits of emerging technologies while safeguarding patient
autonomy and promoting equitable healthcare delivery.

KEYWORDS

artificial intelligence, special care dentistry, digital dentistry, ethics, oral health
inequalities

1 Introduction

Technological innovations in medicine and dentistry have led to the rapid
development in the possibility of monitoring health and oral health remotely (1, 2).
This has had a long history stemming from how to manage oral health in remote
communities and for those requiring special care dentistry where routine access in
primary care can be an issue (3, 4). There has been an exponential acceleration of such
technologies since COVID and particularly during periods of lockdown (5, 6), and
these technologies continue to unfold but are not without ethical concerns (7, 8).

There are many potential benefits of monitoring health and oral health remotely in
terms of (i) easier access to care for diagnoses and easier access to advice as in the case
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of oral medicine, especially in remote areas or where there are
difficulties in accessing care in usual ways which can be an issue
in aged care homes (1); (ii) monitoring oral health remotely has
the potential for faster and more convenient access to care
resulting in a reduction of loss of work time and travel cost for
patients, and this can be considerable saving where there are
inequitable distribution of services geographically, for example of
specialist opinions (9); (iii) monitoring oral health remotely can
lead to faster decision making on potential care pathways leading
to delivery of appropriate care when needed to maximize
effectiveness (10); (iv) achieving improved continuity of care with
easier access to monitor outcomes of treatment (11, 12), this can
be a considerable problem in low and middle income countries
where follow-up in the absence of pain is a sizeable problem
(13); and (v) monitoring oral heath remotely can potentially
generate significant reduction in healthcare costs from a
government provider, third party payer perspective with more
efficient use of services (14). However, various legal and ethical
concerns have emerged that warrant consideration.

The 21st century is characterized by a knowledge-and
information-based society, where access to information and
communication technology is essential for everyday life.
Monitoring oral health remotely is part of this ever-growing
movement. But a key issue is the ethics of this “digital divide”-
the gap between individuals or communities who have access to
information and communication technologies (ICT) and those
who do not and, thereby, their ability to use such information
(15). This is further compounded by the ability to find, evaluate,
use, and create information from digital technologies.

These digital divide gaps have been reported to be based on
factors such as socio-economic status, geographic location, age,
education level, race and disabilities and thus, underserve already
underserved communities (16, 17). To this end, the concept of
Digital Determinants of Health has recently emerged because
digital technology can exacerbate and reinforce pre-existing social
health disparities (18). Digital determinants of health are implicit
in the design of AI systems, mobile phone apps, telemedicine,
digital health literacy, and other forms of digital technology (18).
With the increasing use of digital technology in health care, the
potential for health and oral health inequities and disparities
must be addressed.

To overcome the digital divide, there is a need to promote a
digitally inclusive society through internet commuter technologies
and strategies that increase access to internet connectivity and
technology, strengthen digital awareness, and improve digital
literacy in oral health through training to reduce disparities and
inequalities. Networking among health-related NGOs (especially
those associated with vulnerable populations), governments and
the third sector would benefit from alliances with exponential
impact in the community, reaching further these target groups.

1.1 Digital health technologies in dentistry

Al-based technologies are decision systems based on clinical
knowledge, which leads to helping and advising professionals in
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making better judgments. Al-based technology in Dentistry is a
computer software created to assist professionals in making
clinical choices. For that purpose, it is essential to input text,
image or voice data so the software may produce a treatment,
diagnosis or disease prediction output.

Examples of Al-based technology in Dentistry are briefly
mentioned to introduce the topic. Artificial neural networks
(ANN’s) are systems based on algorithms that enable deep
learning to analyze treatment planning, diagnosis, and prognosis
prediction. Augmented reality/virtual reality is a simulation based
on a 3D picture generated by the computer, which can interact
with the real and physical world and electronic equipment, and
may assist in treatment planning. Data mining is concerned with
discovering causal links and similarities in current data, allowing
the analysis of variance across dentists when detecting and
These
technologies are adapted to the needs of dental disciplines such
Dental  Health, Orthodontics,
Prosthodontics, etc., to enhance diagnosis, treatment planning/

predicting dental caries or dental age estimation.

as  Public Endodontics,
execution and disease prediction (19).

Digital biomarkers are indicators of biologic processes,
pathologic processes, or biological reactions to a therapeutic
intervention that can be measured using digital devices such as
smartphones, wearable devices, and Internet of Things (IoT)
). Mobile health (mHealth) technologies, used to
may facilitate

technologies (
data,
management through early or timely identification of signs of

input oral disease prevention and
pre-clinical or clinical functional deterioration, or by just
providing oral health education. A literature review showed that
mHealth could improve oral health management, oral health
behavior, and oral health knowledge among older adults (1).
Another review and metaanalysis concluded that teledentistry
and mHealth are valuable tools for promotion and prevention of
oral health (2).

geographically and culturally remote groups such as aborigine

These technologies particularly apply to

communities or people living in rural villages (3, 4).

2.1 Monitoring oral health remotely among
vulnerable populations: concerning issues

2.1.1 Obtaining consent

A recent scoping review of 17 studies published in 2024
identified 12 studies with ethical and legal issues related to
patient consent in digital oral health (21).

The electronic informed consent differs from paper-based
informed consent in ways that may impair the participant’s
autonomy to make decisions. Therefore, current constructs for
electronic informed consent promote the engagement for
comprehension, establish a suitable digital technology, ensure
accessibility, give opportunity to gather information from parents
establish an

or relatives, appropriate

confidentiality and facilitate patient§ autonomy to complete and/

language, ensure

or modify their consent. Examples of best practices for e-consent
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are available in scientific papers, depending on the type of study or
intervention that applies.

A key issue was that patients/participants should be fully
informed about the nature of the remote monitoring technology
and their diagnosis accuracy, often lower than traditional “in-
person” oral health assessments (22). For the remote modality,
patients are responsible for using and maintaining monitoring
device procedures correctly, and this typically requires a certain
level of technical proficiency that patients/participants need to be
aware of and to be trained adequately to use (23).

Many issues surround how to obtain e-Consent with differing
requirements by jurisdiction (24, 25). These e-Consent platforms
often include interactive features that allow participants to
navigate through the information at their own pace, access
). This
interactive approach promotes a better understanding of the

additional resources, and ask questions for clarification (

requirements, potential risks and benefits.

Remote monitoring technologies may not be able to provide
immediate assistance in emergencies (27); and users need to be
aware of this, especially with the increased likelihood of urgent
dental care (28). Likewise, remote technologies for diagnoses may
have limited interface with care pathways or follow-up, and this
raises the ethical issue of assessment and diagnosis without the
means to provide the care (29, 30).

2.1.2 Electronic health records (EHR)

We now have technologies that make it possible to digitize
almost any type of dental information through electronic health
records (EHR) so that it can be readily acquired, stored,
retrieved, shared, and subsequently analysed (31). This has the
potential to dismantle the traditional stand-alone dental records
and promote a healthcare delivery system where providers in
many disciplines can easily communicate within dentistry and
healthcare systems.

Improving communication and interaction between medical
and dental EHR will allow better synchronization and integration
across healthcare systems (32). Moreover, EHR can improve
overall quality by standardizing data collection with implications
to advance clinical oral research, providing opportunities to
improve oral health (33).

EHR raises many ethical issues, however. The issue of
“Acquiring”, which was previously mentioned concerning patient
consent, as well as issues of Storing, Retrieving and Sharing, are
ethical minefields (34).
Confidentiality” are key issues since EHRs contain sensitive

real  potential “Privacy and

patient information, and maintaining the privacy and
confidentiality of this data is of paramount importance (35).
Unauthorized access, data breaches, and improper information
sharing can compromise patient privacy and trust. Ensuring the
security of EHRs is crucial to prevent data breaches, cyberattacks,
and unauthorized access, and it is an ethical responsibility of the
provider/organization to implement robust security measures,
ensure encryption protocols are in place, and have access
controls in place that protect patients’ data from these threats (36).

A potential solution to the ethical issue of accessing, retrieving

and sharing EHR has been proposed in the field of oral medicine,
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diagnosis and radiology (OMFR), which has longstanding

experience in data transfer (37): Blockchain-enabled InterPlanetary
File System (IPFS) (38).
Blockchain

technology with several key features: (i) Immutability - meaning

technology works as decentralized ledger
that once data/records are written/uploaded to a blockchain, they
cannot be altered or deleted, ensuring data integrity - thus, the
historical records are preserved exactly as they were originally
recorded, preventing any unauthorized
modifications (39); (ii) The InterPlanetary File System (IPFS)

handles the storage of files in a decentralized manner to

tampering  or

maintain metadata and, thereby, a verifiable record of data
stored, maintaining a secure ledger (40); (iii) Issues of access
control and authentication: Smart contracts on the blockchain
can manage access control to the files providing a secure and
automated way so that only authorized users can access certain
data (
are permanently stored, ensuring long-term availability and
(42); and (v) Both
together resistance to

); (iv) Blockchain can ensure that the references to data
verifiability Censorship ~ Resistance:

technologies enhance the system’s
censorship (43). Data is not stored in a single location, and any

single entity does not control the data.

2.1.3 Al diagnosis

There has been considerable development in using AI models
to diagnose oral health status as part of monitoring oral health
remotely. A systematic review of AI models in diagnosis reported
accuracy for detecting dental plaque in the range of 74%-99%,
the accuracy of intraoral photographs for diagnosis of gingivitis
as between 74% and 78%; the use of fluorescent intraoral images
to diagnose gingivitis with an accuracy of between 68% to 74%;
intraoral photographs in the diagnosis of periodontal disease’s
). A later study
reported Al models for gingivitis screening using intraoral

accuracy was lower between 47% and 81% (42,

photographs with sensitivity and specificity up to 92% and 94%,
respectively (45), and the latest one reported a pilot study within
real-world communities with up to 93% sensitivity (46).
Ensuring the “accuracy” and “reliability” of AI algorithms used
for diagnoses is critical to prevent misdiagnoses and incorrect
treatment recommendations (47). Inaccurate diagnoses can lead
to incorrect treatment plans. This can harm patients, including
unnecessary procedures, delayed treatment of the condition, and/
or inappropriate procedures. unreliable Al
diagnoses can erode trust in the technology and in the healthcare

Inaccurate or

system. As such, providers must validate AI systems and
continuously monitor their performance to maintain high levels
of accuracy ethically before they are applied in practice (48).
Patients should have the right to seek a second opinion from a
human healthcare provider and not solely rely on an AI-
generated diagnosis.

Al algorithms can exhibit biases based on the data they are
trained on, leading to disparities in diagnoses for certain patient
populations, for example often underserved communities whose
data is not part of training set (49). Biased diagnoses may
disproportionately affect certain groups based on race, gender,
Biased algorithms can

age, or socioeconomic status (50).
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exacerbate existing health disparities by providing less accurate
diagnoses for underrepresented or marginalized populations,
leading to unequal access to quality care (51). Addressing bias in
Al diagnoses is challenging but essential to ensure fairness,
equity, and non-discrimination in healthcare delivery.

Al through machine learning has also been applied and tested
for caries diagnoses (50, 52), maxillary sinus diseases (53), salivary
gland diseases (54), TMJ disorders (55), and oral cancer (56)
through clinical data and diagnostic images with varying degrees
of accuracy and similar ethical concepts.

Al systems often operate as black boxes, making it challenging
to understand how they arrive at a particular diagnosis (57).
Ensuring “transparency” and “explainability” in Al diagnoses is
crucial for healthcare providers to trust and interpret the results
generated by these systems (58).

Moreover, determining “accountability” for Al-generated
diagnoses is complex, especially when errors or adverse outcomes
occur (59). Regulatory bodies must work towards establishing
clear guidelines for oversight, regulation, and accountability in Al
diagnoses - holding the healthcare providers, users and Al
developers responsible for their decisions and/or the healthcare
systems that use these types of Al Legal frameworks must also
address “liability”
patients. This includes clarifying the roles and responsibilities of

issues where Al-driven diagnoses harm

all stakeholders involved.

While AI can arguably enhance diagnostic accuracy and
efficiency, it should not replace human judgment and expertise.
Maintaining human oversight and collaboration in AI diagnoses
is crucial to ensure healthcare providers can interpret Al-
generated results, provide context, and make informed treatment
decisions (60). Addressing these ethical issues in AI diagnoses
requires a

multidisciplinary —approach

developers

involving  dentists/

healthcare providers, Al and policymakers of
healthcare systems. By prioritizing these ethical considerations,
we can maximize the benefits of AI technologies while upholding
patient safety, privacy, and trust.

Al and deep learning technologies have long been established
in orthodontics for treatment planning (61). For example,
artificial neural networks can detect the need for tooth extraction
and determine what teeth are needed for orthodontic treatment.
Success rates in diagnosing extractions have been reported to be
in the 90% range. This has implications, particularly in assisting
the more junior, inexperienced clinicians (62).

Support during treatment via computer-based decision support
systems has also been applied, such as monitoring tooth root
locations during orthodontic treatment to prevent unfavourable
outcomes and enhance treatment success (63). Moreover,
sequential images can assist with monitoring the progress of
orthodontic treatment and ensure greater treatment effectiveness
by reducing the unnecessary frequent visits by patients in person
in surgery (
that widespread clinical use of end-to-end machine learning tools
is still a distant goal (61).

Remote monitoring in orthodontics involves using digital

). However, current scoping review results suggest

technologies to track and manage patients’ progress outside of
traditional in-office visits (65). While this approach offers several
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benefits, it also raises several ethical issues that need to be
carefully considered, such as (i) Privacy, Patient Confidentiality
and Data Security (66); (ii) Voluntary participation - the option
to opt out of remote monitoring without facing any negative
consequences or reduced quality of care (67); (iii) Relying heavily
on remote monitoring may lead to a reduction in the quality of
care if it replaces necessary in-person evaluations (68); (iv)
Ethical issues associated with excess/over-monitoring, where
patients may feel overwhelmed by the constant attention to their
progress and deviations in treatment (69); and (v) Clear
communication about the role and limitations of remote

monitoring to help maintain trust and manage patient
expectations (70).

Addressing these ethical issues requires a balanced approach
that prioritizes patient welfare, privacy, and autonomy while
leveraging the benefits of remote monitoring to improve access
and convenience in orthodontic care (71). This involves ongoing
evaluation, transparent communication, and adherence to ethical

and regulatory standards.

2.2 Digital technologies and devices

2.2.1 Wearables

Wearable technology has become increasingly popular for
monitoring various aspects of health (72). These devices have
sensors that track various biometric data, providing users and
healthcare providers valuable insights into health status and
trends (73). These have been used widely in medicine, from
temperature and hydration monitors to fitness trackers.

They are also adapted in dentistry: (i) Smart toothbrush
sensors that monitor brushing habits, track brushing duration
and pressure, and provide real-time feedback via a connected app
to improve brushing techniques (74); (ii) Smart Retainers and
Aligners can monitor wear time and treatment progress. Some
may have built-in sensors that communicate with a smartphone
app to track usage and ensure patients follow their treatment
plans correctly (75); (ili) Wearable Intraoral Sensors & Wearable
Biosensors to monitor oral health parameters, such as pH levels,
bacterial activity, and specific biomarkers related to oral diseases
(76); (iv) Wearable cameras to capture high-resolution images or
videos inside the mouth, which can be helpful for remote dental
consultations, monitoring treatment progress, or detecting early
signs of oral health issues (77); (v) Smart dental implants can
monitor the health and stability of the implant site, detect early
signs of infection, and provide data on the load and stress the
); and (vi) Oral Health trackers, for

example, night guard monitoring of clenching and grinding (79).

implant is experiencing (

These wearable technologies can enhance patient engagement,
improve treatment outcomes, and facilitate better communication
between patients and dental professionals (80). However, it also
raises a whole range of ethical issues. Wearable Devices store
large amounts of personal information accessed by third parties
without user consent (81). This creates ethical issues regarding
privacy, security and informed consent.


https://doi.org/10.3389/froh.2025.1587630
https://www.frontiersin.org/journals/oral-health
https://www.frontiersin.org/

McGrath et al.

Related to this is the remote use of oral health data by way of
(CAD-CAM)
technologies that have rapidly expanded in dentistry in recent
decades (82-84), with CAD-CAM
prostheses being milled, printed, or sintered such that replacing

Computer-assisted design and manufacturing

intraoral crowns and
traditional technician-dentist delivery models (85). The turnover
of new technologies is rapid and diverse, with an almost seamless
data exchange facilitated by open data file formats.

The issue of replacement of this CAD-CAM prosthesis will need
to be replaced eventually, and there have been calls to establish best
practices and protocols, including a clarification of the “blueprint”
ownership, which has legal and ethical considerations (86).

A further complication is that in many countries, the legal
responsibility is placed firmly on the dentist to ensure an
appropriate design of the intraoral device, including the choice
of biomaterials and their handling (87). In contrast, the
production device today may be operated, located in a
different country, and applicable to their respective national
law. Hence, CAD files today can be anywhere and nowhere,
although still subjected to governmental patient privacy
regulations in all countries involved (87, 88).

An editorial in clinical experimental dental research suggests
that because the dentist is legally responsible for what enters the
mouths of patients, it seems prudent that at least a copy of the
“blueprint” of the intraoral device is retained in the patient
records for documentation (86). It also seems prudent that
dentists refrain from giving carte blanche to the designer of the
intraoral device or to the production device centre to proceed
with refabricating an intraoral device from an old blueprint
before the dentist has provided input or approved this blueprint.

A scoping review identified almost 100 App studies related to
Mobile Phone Apps for Oral Health, with monitoring oral health
remotely often as a key feature (89). Most studies (31/45, 69%)
concerned oral health promotion using mobile phone apps, followed
by behaviour management — dental anxiety (5/45, 11%). More than
half of the studies were conducted in Asia, and approximately a third
were among adolescents. Among RCT, approximately 40% (9/23)
reported a substantial reduction in dental plaque, and 26% (6/23) of
the studies reported significant improvement in gingival health.
Regarding dental anxiety management, 13% (3/23) of the RCT
studies reported a significant decrease in mean heart rate and lower
Facial Image Scale anxiety scores.

As previously mentioned, accessibility and inclusivity are
potential ethical issues, particularly informed consent, given that
many apps are aimed at adolescents. There are also privacy and
security issues, as we all share data. A major issue is the accuracy
and reliability of Apps, as many have commercial interests at
stake with little if any, professional oversight. There have been
repeated calls for frameworks to build health apps and mHealth
that have been devised in an ethical manner to promote their
safer use (90). In medical literature, there has been particular
concern relating to mental health apps.

2.2.2 Gamification and health
Game-like elements have become increasingly popular in the
context of health apps (91). Gamification uses techniques and
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elements of video game design in non-game contexts (92).
A recent scoping review identified that there has been a rapid
expansion of gamification apps for oral health among children
and adolescents (93). A substantial portion, approximately three-
quarters of the studies, discussed oral self-care apps supported by
evidence-based oral health. The most clearly defined data are
“brushing time” (11/11, 100%) and “daily amount brushing”
(10/11, 91%). Most studies (11/15, 73%) mentioned oral healthcare
behaviour change techniques. They included “prompt intention
formation” (11/26, 42%), “providing instructions” (11/26, 42%),
“providing information on the behaviour-health link” (10/26,
(9/26,35%),
“modelling or demonstrating behaviour” (9/26, 35%), “providing

38%), “providing information on consequences”

feedback on performance” (8/26, 31%), and “providing contingent
rewards” (8/26, 31%).

While such “gamified” apps hold great potential in motivating
people to improve their health, they also potentially come with a
“darker side”, as evidence from the medical literature outlines. (i)
Gamification techniques can be highly engaging, and this can be
particularly problematic if it leads to neglecting other vital
aspects of health or life (94); (ii) The competitive nature of
gamified health apps can have mixed effects on users’ mental
health, from motivating to stress, anxiety, or decreased self-
esteem if they are unable to meet goals or compare unfavourably
to others (95); (iii) Gamification techniques are designed to
influence user behaviour so these techniques must be used
ethically and not to manipulate users in ways that could be
coercive or harmful (96). It is also important to remember that
while gamification can be effective in the short term, its long-
term efficacy in promoting sustained health behaviour change is
unclear (97). It is important to consider whether the benefits are
lasting or if they diminish once the novelty wears off.

2.2.3 Chatbots

Al chatbots have transformed digital communication with the
), and this has the
potential for use in answering questions and giving feedback on

potential to enhance interactions significantly (

oral health remotely. Leveraging deep learning algorithms, these
chatbots are trained on extensive datasets and continuously refine
their response accuracy and relevance by mimicking human neural
networks (99). Leading platforms in this domain include Chat GPT
by OpenAl Inc., Google Gemini by Google LLC, Bing by Microsoft
Corporation and Claude from Anthropic PBC. Their introduction
into medicine and dentistry has the potential to optimize resource
utilization and reduce the need for extensive manpower to answer
common questions, making medical information more accessible to
the general public (100). Are they valid and reliable enough to do
s0, and what are the ethical considerations?

At the end of 2024, Dental Traumatology published a paper
reporting on the validity and reliability of these four commonly
used Al chatbots in addressing frequently asked questions related to
dental trauma (20 questions compared with clinical experts) (101).
In terms of reliability, there were overall acceptable levels; however,
in terms of validity, there were considerable variations at both low
and high threshold levels.
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This raises the issues of misinformation and deception, which
has been termed an “Al-driven infodemic”, a public health threat
from using chatbots to produce a vast amount of scientific
articles, fake news, and misinformative content (102). The “Al-
driven infodemic” results from their ability to quickly write large
amounts of human-like texts, not only with malicious intent but
in general without any scientific ground and support.

To address this public health threat is important to raise
awareness and rapidly develop policies through a multidisciplinary
effort, such as updating the current WHO public health research
agenda for managing infodemics. There is a need for policy action
to ensure that the benefits are not outweighed by the risks they
pose. In this context, it is proposed to introduce a detectable-by-
design approach, which involves building LLMs with features that
make it easier to detect when they are being used to produce fake
news or scientific articles. However, implementing this approach
could slow down the development process of LLMs, and for this
reason, Al companies might not readily accept it.

There is no formal consensus on the safe and ethical
implementation of AI systems in healthcare settings, but the
literature converges on several key principles of ethical Al use
including transparency, justice and fairness, non-maleficence,
responsibility and privacy (103). There have been calls for the
constitution of groups of experts inside health international
agencies (e.g, WHO, ECDC) dedicated to monitor the use of
LLMs for fake news and scientific articles production is needed,
as the scenario is rapidly evolving and the Al-driven infodemic
threat is forthcoming. Such groups could work closely with Al
companies to develop effective strategies for detecting and
preventing the use of LLMs for nefarious purposes.

3 Conclusion

Remote health monitoring combines on-demand and implicit
monitoring (via wearables and smart devices) of oral health,
helping dentists and other healthcare practitioners gain ongoing
visibility of patient data that can signal changes in the patient’s
oral health condition, assist in diagnosis, provide advice,
education and oral health-promotion, treatment decision and
care pathways, actively inform ongoing treatment and provide
follow-up evaluations and post-discharge monitoring.

It has many potential advantages for improving the
effectiveness and efficiency of dental/oral health care, such as
close engagement with patients by monitoring patient health
remotely; earlier oral disease detection and associated better
treatment outcomes; a reduced number of visits reduces barriers
for patients with mobility issues and other access issues;
reduced number of readmissions; it helps in social distancing
and assists in addressing the shortage of trained health
professionals, especially in underserved regions. Nevertheless,
there are still many ethical issues and limits in the ethical
framework that guide us.

Frontiers in Oral Health

10.3389/froh.2025.1587630

Data availability statement

The raw data supporting the conclusions of this article will be
made available by the authors, without undue reservation.

Author contributions

CM: Conceptualization, Investigation, Supervision, Validation,
Writing - original draft, Writing - review & editing. RC:
Conceptualization, Supervision, Validation, Writing - original
draft, Writing - review & editing. GM: Conceptualization,
Funding acquisition, Supervision, Validation, Writing - original
draft, Writing - review & editing.

Funding

The author(s) declare that financial support was received for
the research and/or publication of this article. Financial support
was provided by a research grant from the Secretary of Research
at Universidad Catolica de Cdrdoba, Argentina. (Grant number:
SI-UCC 2023/PICT 2020 Series A 0035).

Acknowledgments

Authors are grateful to Alison Dougall, Caoimhin MacGiolla
Phadraig and Denise Faulks, members of the iADH uCMT
Development Panel, for nourishing the discussions around the
topics of the present article.

Conflict of interest

The authors declare that the research was conducted in the
absence of any commercial or financial relationships that could
be construed as a potential conflict of interest.

Generative Al statement

The author(s) declare that no Generative Al was used in the
creation of this manuscript.

Publisher’'s note

All claims expressed in this article are solely those of the
authors and do not necessarily represent those of their affiliated
organizations, or those of the publisher, the editors and the
reviewers. Any product that may be evaluated in this article, or
claim that may be made by its manufacturer, is not guaranteed
or endorsed by the publisher.

frontiersin.org


https://doi.org/10.3389/froh.2025.1587630
https://www.frontiersin.org/journals/oral-health
https://www.frontiersin.org/

McGrath et al.

References

1. Chau RCW, Thu KM, Chaurasia A, Hsung RTC, Lam WY-H. A systematic review
of the use of mHealth in oral health education among older adults. Dent J. (2023)
11(8):189. doi: 10.3390/dj11080189

2. Ferniandez C, Maturana C, Coloma S, Carrasco-Labra A, Giacaman R.
Teledentistry and mHealth for promotion and prevention of oral health: a
systematic review and meta-analysis. ] Dent Res. (2021) 100(9):914-27. doi: 10.
1177/00220345211003828

3. Kruger E, Jacobs A, Tennant M. Sustaining oral health services in remote and
indigenous communities: a review of 10 years experience in western Australia. Int
Dent J. (2010) 60(2):129-34. doi: 10.1922/ID]_2351Kruger06

4. Senturia K, Fiset L, Hort K, Huebner C, Mallott E, Milgrom P, et al. Dental health
aides in Alaska: a qualitative assessment to improve paediatric oral health in remote
rural villages. Community Dent Oral Epidemiol. (2018) 46(4):416-24. doi: 10.1111/
cdoe.12385

5. Singh S. Public oral health care during COVID-19: time for reflection and action.
Front Med (Lausanne). (2021) 8:610450. doi: 10.3389/fmed.2021.610450

6. Kengne Talla P, Makansi N, Michaud P-L, Durand R, Allison PJ, Emami E.
Virtual oral health across Canada: a critical comparative analysis of clinical practice
guidances during the COVID-19 pandemic. Int ] Environ Res Public Health. (2023)
20(5):4671. doi: 10.3390/ijerph20054671

7. Squires T, Michelogiannakis D, Rossouw PE, Javed F. An evidence-based review
of the scope and potential ethical concerns of teleorthodontics. J Dent Educ. (2021)
85(1):92-100. doi: 10.1002/jdd.12384

8. Wilson R. Ethical issues in teledentistry: following the American dental
association principles of ethics and code of professional conduct. ] Am Dent Assoc.
(2021) 152(2):176-7. doi: 10.1016/j.adaj.2020.12.001

9. Emami E, Harnagea H, Shrivastava R, Ahmadi M, Giraudeau N. Patient
satisfaction with e-oral health care in rural and remote settings: a systematic review.
Syst Rev. (2022) 11(1):234. doi: 10.1186/s13643-022-02103-2

10. Irving M, Stewart R, Spallek H, Blinkhorn A. Using teledentistry in clinical
practice as an enabler to improve access to clinical care: a qualitative systematic
review. | Telemed Telecare. (2018) 24(3):129-46. doi: 10.1177/1357633X16686776

11. Chau RC-W, Thu KM, Hsung RT-C, McGrath C, Lam WY-H. Self-monitoring
of oral health using smartphone selfie powered by artificial intelligence: implications
for preventive dentistry. Oral Health Prev Dent. (2024) 22:5758200. doi: 10.3290/j.
ohpd.b5758200

12. Goffin G, Carter N, Sari Widyarman A, Erri Astoeti T, Kabir Bulbul H,
Puplampu P, et al. Role of teledentistry in enabling improved oral care outcomes.
Br Dent J. (2024) 236(3):162-8. doi: 10.1038/s41415-024-7055-y

13. Petersen PE. The world oral health report 2003: continuous improvement of oral
health in the 21st century-the approach of the WHO global oral health programme.
Community Dent Oral Epidemiol. (2003) 31:3-24. doi: 10.1046/j.2003.com122.x

14. Estai M, Kanagasingam Y, Tennant M, Bunt S. A systematic review of the
research evidence for the benefits of teledentistry. J Telemed Telecare. (2018)
24(3):147-56. doi: 10.1177/1357633X16689433

15. Al-Buhaisi D, Karami S, Gomaa N. The role of teledentistry in improving oral
health outcomes and access to dental care: an umbrella review. J Oral Rehabil.
(2024) 51(11):2375-89. doi: 10.1111/joor.13836

16. Afzal A, Khan S, Daud S, Ahmad Z, Butt A. Addressing the digital divide: access
and use of technology in education. J Soc Sci Rev. (2023) 3(2):883-95. doi: 10.54183/
jssr.v3i2.326

17. Vassilakopoulou P, Hustad E. Bridging digital divides: a literature review and
research agenda for information systems research. Inf Syst Front. (2023)
25(3):955-69. doi: 10.1007/s10796-020-10096-3

18. Chidambaram S, Jain B, Jain U, Mwavu R, Baru R, Thomas B, et al. An
introduction to digital determinants of health. PLoS Digit Health. (2024) 3(1):
€0000346. doi: 10.1371/journal.pdig.0000346

19. Bonny T, Al Nassan W, Obaideen K, Al Mallahi MN, Mohammad Y, El-
Damanhoury HM. Contemporary role and applications of artificial intelligence in
dentistry. FI000Res. (2023) 12:1179. doi: 10.12688/f1000research.140204.1

20. Andreoletti M, Haller L, Vayena E, Blasimme A. Mapping the ethical landscape
of digital biomarkers: a scoping review. PLoS Digit Health. (2024) 3(5):e0000519.
doi: 10.1371/journal.pdig.0000519

21. Marifio RJ, Zaror C. Legal issues in digital oral health: a scoping review. BMC
Health Serv Res. (2024) 24(1):6. doi: 10.1186/s12913-023-10476-w

22. DeNicola N, Grossman D, Marko K, Sonalkar S, Tobah YSB, Ganju N, et al.
Telehealth interventions to improve obstetric and gynecologic health outcomes: a
systematic review. Obstet Gynecol. (2020) 135(2):371-82. doi: 10.1097/A0G.
0000000000003646

23. Albahri OS, Albahri AS, Mohammed K, Zaidan A, Zaidan B, Hashim M, et al.
Systematic review of real-time remote health monitoring system in triage and

Frontiers in Oral Health

10.3389/froh.2025.1587630

priority-based sensor technology: taxonomy, open challenges, motivation and
recommendations. ] Med Syst. (2018) 42:1-27. doi: 10.1007/s10916-017-0844-y

24. Goldstein MM, Rein AL. Consumer consent options for electronic health
information exchange: policy considerations and analysis. (2010). Available at:
https://hsrc.himmelfarb.gwu.edu/sphhs_policy_facpubs/845 (Accessed March 03,
2025)

25. De Sutter E, Zage D, Boccia S, Di Pietro ML, Geerts D, Borry P, et al.
Implementation of electronic informed consent in biomedical research and
stakeholders’ perspectives: systematic review. J Med Internet Res. (2020) 22(10):
€19129. doi: 10.2196/19129

26. Yusof MYPM, Teo CH, Ng CJ. Electronic informed consent criteria for research
ethics review: a scoping review. BMC Med Ethics. (2022) 23(1):117. doi: 10.1186/
512910-022-00849-x

27. Tsou C, Robinson S, Boyd J, Jamieson A, Blakeman R, Yeung J, et al.
Effectiveness of telehealth in rural and remote emergency departments: systematic
review. ] Med Internet Res. (2021) 23(11):e30632. doi: 10.2196/30632

28. Martin AB, Nelson JD, Bhavsar GP, McElligott J, Garr D, Leite RS. Feasibility
assessment for using telehealth technology to improve access to dental care for
rural and underserved populations. J Evid Based Dent Pract. (2016) 16(4):228-35.
doi: 10.1016/}.jebdp.2016.08.002

29. Shigekawa E, Fix M, Corbett G, Roby DH, Coffman J. The current state of
telehealth evidence: a rapid review. Health Aff. (2018) 37(12):1975-82. doi: 10.1377/
hlthaff.2018.05132

30. Migas K, Kozlowski R, Sierocka A, Marczak M. Evaluation of tele-dentistry and
face-to-face appointments during the provision of dental services in Poland. J Pers
Med. (2022) 12(10):1640. doi: 10.3390/jpm12101640

31. Adibi S, Li M, Salazar N, Seferovic D, Kookal K, Holland J, et al. Medical and
dental electronic health record reporting discrepancies in integrated patient care.
JDR Clin Trans Res. (2020) 5(3):278-83. doi: 10.1177/2380084419879387

32. Simon L, Obadan-Udoh E, Yansane A-I, Gharpure A, Licht S, Calvo J, et al.
Improving oral-systemic healthcare through the interoperability of electronic
medical and dental records: an exploratory study. Appl Clin Inform. (2019)
10(03):367-76. doi: 10.1055/s-0039-1688832

33. Gurupur VP, Vu G, Mayya V, King C. The need for standards in evaluating the
quality of electronic health records and dental records: a narrative review. Big Data
Cogn Comput. (2024) 8(12):168. doi: 10.3390/bdcc8120168

34. Hollis KF. To share or not to share: ethical acquisition and use of medical data.
AMIA Jt Summits Transl Sci Proc. (2016) 2016:420.

35. Ozair FF, Jamshed N, Sharma A, Aggarwal P. Ethical issues in electronic health
records: a general overview. Perspect Clin Res. (2015) 6(2):73-6. doi: 10.4103/2229-
3485.153997

36. Entzeridou E, Markopoulou E, Mollaki V. Public and physician’s expectations and
ethical concerns about electronic health record: benefits outweigh risks except for
information security. Int ] Med Inf. (2018) 110:98-107. doi: 10.1016/j.ijmedinf.2017.12.004

37. Li S, Rajapuri AS, Felix Gomez GG, Schleyer T, Mendonca EA, Thyvalikakath
TP. How do dental clinicians obtain up-to-date patient medical histories? Modeling
strengths, drawbacks, and proposals for improvements. Front Digit Health. (2022)
4:847080. doi: 10.3389/fdgth.2022.847080

38. Orhan K, Bayrakdar IS, Celik O, Ayan B, Polat E. Can the blockchain-enabled
interplanetary file system (block-IPFS) be a solution for securely transferring imaging
data for artificial intelligence research in oral and maxillofacial radiology? Imaging Sci
Dent. (2021) 51(3):337. doi: 10.5624/isd.20210144

39. Kasyapa MS, Vanmathi C. Blockchain integration in healthcare: a
comprehensive investigation of use cases, performance issues, and mitigation
strategies. Front Digit Health. (2024) 6:1359858. doi: 10.3389/fdgth.2024.1359858

40. Mani V, Manickam P, Alotaibi Y, Alghamdi S, Khalaf OI Hyperledger
healthchain: patient-centric IPFS-based storage of health records. Electronics (Basel).
(2021) 10(23):3003. doi: 10.3390/electronics10233003

41. Sookhak M, Jabbarpour MR, Safa NS, Yu FR. Blockchain and smart contract for
access control in healthcare: a survey, issues and challenges, and open issues. ] Netw
Comput Appl. (2021) 178:102950. doi: 10.1016/.jnca.2020.102950

42. Vazirani AA, O’'Donoghue O, Brindley D, Meinert E. Blockchain vehicles for
efficient medical record management. NPJ Digit Med. (2020) 3(1):1. doi: 10.1038/
541746-019-0211-0

43. Pilares ICA, Azam S, Akbulut S, Jonkman M, Shanmugam B. Addressing the
challenges of electronic health records using blockchain and ipfs. Sensors. (2022)
22(11):4032. doi: 10.3390/s22114032

44, Revilla-Leén M, Gémez-Polo M, Barmak AB, Inam W, Kan JY, Kois JC, et al.
Artificial intelligence models for diagnosing gingivitis and periodontal disease: a

systematic review. J Prosthet Dent. (2023) 130(6):816-24. doi: 10.1016/j.prosdent.2022.
01.026

frontiersin.org


https://doi.org/10.3390/dj11080189
https://doi.org/10.1177/00220345211003828
https://doi.org/10.1177/00220345211003828
https://doi.org/10.1922/IDJ_2351Kruger06
https://doi.org/10.1111/cdoe.12385
https://doi.org/10.1111/cdoe.12385
https://doi.org/10.3389/fmed.2021.610450
https://doi.org/10.3390/ijerph20054671
https://doi.org/10.1002/jdd.12384
https://doi.org/10.1016/j.adaj.2020.12.001
https://doi.org/10.1186/s13643-022-02103-2
https://doi.org/10.1177/1357633X16686776
https://doi.org/10.3290/j.ohpd.b5758200
https://doi.org/10.3290/j.ohpd.b5758200
https://doi.org/10.1038/s41415-024-7055-y
https://doi.org/10.1046/j.2003.com122.x
https://doi.org/10.1177/1357633X16689433
https://doi.org/10.1111/joor.13836
https://doi.org/10.54183/jssr.v3i2.326
https://doi.org/10.54183/jssr.v3i2.326
https://doi.org/10.1007/s10796-020-10096-3
https://doi.org/10.1371/journal.pdig.0000346
https://doi.org/10.12688/f1000research.140204.1
https://doi.org/10.1371/journal.pdig.0000519
https://doi.org/10.1186/s12913-023-10476-w
https://doi.org/10.1097/AOG.0000000000003646
https://doi.org/10.1097/AOG.0000000000003646
https://doi.org/10.1007/s10916-017-0844-y
https://hsrc.himmelfarb.gwu.edu/sphhs_policy_facpubs/845
https://doi.org/10.2196/19129
https://doi.org/10.1186/s12910-022-00849-x
https://doi.org/10.1186/s12910-022-00849-x
https://doi.org/10.2196/30632
https://doi.org/10.1016/j.jebdp.2016.08.002
https://doi.org/10.1377/hlthaff.2018.05132
https://doi.org/10.1377/hlthaff.2018.05132
https://doi.org/10.3390/jpm12101640
https://doi.org/10.1177/2380084419879387
https://doi.org/10.1055/s-0039-1688832
https://doi.org/10.3390/bdcc8120168
https://doi.org/10.4103/2229-3485.153997
https://doi.org/10.4103/2229-3485.153997
https://doi.org/10.1016/j.ijmedinf.2017.12.004
https://doi.org/10.3389/fdgth.2022.847080
https://doi.org/10.5624/isd.20210144
https://doi.org/10.3389/fdgth.2024.1359858
https://doi.org/10.3390/electronics10233003
https://doi.org/10.1016/j.jnca.2020.102950
https://doi.org/10.1038/s41746-019-0211-0
https://doi.org/10.1038/s41746-019-0211-0
https://doi.org/10.3390/s22114032
https://doi.org/10.1016/j.prosdent.2022.01.026
https://doi.org/10.1016/j.prosdent.2022.01.026
https://doi.org/10.3389/froh.2025.1587630
https://www.frontiersin.org/journals/oral-health
https://www.frontiersin.org/

McGrath et al.

45. Chau RCW, Li G-H, Tew IM, Thu KM, McGrath C, Lo W-L, et al. Accuracy of
artificial intelligence-based photographic detection of gingivitis. Int Dent J. (2023)
73(5):724-30. doi: 10.1016/j.identj.2023.03.007

46. Chau RCW, Cheng ACC, Mao K, Thu KM, Ling Z, Tew IM, et al. External
validation of an AI mHealth tool for gingivitis detection among older adults at
daycare centers: a pilot study. Int Dent J. (2025). doi: 10.1016/j.identj.2025.01.008

47. Kaur S, Singla J, Nkenyereye L, Jha S, Prashar D, Joshi GP, et al. Medical
diagnostic systems using artificial intelligence (AI) algorithms: principles and
perspectives. IEEE Access. (2020) 8:228049-69. doi: 10.1109/ACCESS.2020.3042273

48. Shneiderman B. Bridging the gap between ethics and practice: guidelines for
reliable, safe, and trustworthy human-centered AI systems. ACM Trans Interact
Intell Syst. (2020) 10(4):1-31. doi: 10.1145/3419764

49. Seyyed-Kalantari L, Zhang H, McDermott MB, Chen IY, Ghassemi M.
Underdiagnosis bias of artificial intelligence algorithms applied to chest radiographs
in under-served patient populations. Nat Med. (2021) 27(12):2176-82. doi: 10.1038/
s41591-021-01595-0

50. Garb HN. Race bias, social class bias, and gender bias in clinical judgment. Clin
Psychol Sci Pract. (1997) 4(2):99. doi: 10.1111/j.1468-2850.1997.tb00104.x

51. Chin MH, Afsar-Manesh N, Bierman AS, Chang C, Col6n-Rodriguez CJ,
Dullabh P, et al. Guiding principles to address the impact of algorithm bias on
racial and ethnic disparities in health and health care. JAMA Netw Open. (2023)
6(12):€2345050. doi: 10.1001/jamanetworkopen.2023.45050

52. Kiihnisch J, Meyer O, Hesenius M, Hickel R, Gruhn V. Caries detection on
intraoral images using artificial intelligence. J Dent Res. (2022) 101(2):158-65.
doi: 10.1177/00220345211032524

53. Zou C, Ji H, Cui J, Qian B, Chen Y-C, Zhang Q, et al. Preliminary study on AI-
assisted diagnosis of bone remodeling in chronic maxillary sinusitis. BMC Med
Imaging. (2024) 24(1):140. doi: 10.1186/s12880-024-01316-2

54. Adeoye J, Su YX. Artificial intelligence in salivary biomarker discovery and
validation for oral diseases. Oral Dis. (2024) 30(1):23-37. doi: 10.1111/0di.14641

55. Lee K, Kwak H, Oh J, Jha N, Kim Y, Kim W, et al. Automated detection of TM]
osteoarthritis based on artificial intelligence. ] Dent Res. (2020) 99(12):1363-7. doi: 10.
1177/0022034520936950

56. Ilhan B, Lin K, Guneri P, Wilder-Smith P. Improving oral cancer outcomes with
imaging and artificial intelligence. J Dent Res. (2020) 99(3):241-8. doi: 10.1177/
0022034520902128

57. London AJ. Artificial intelligence and black-box medical decisions: accuracy
versus explainability. Hastings Center Rep. (2019) 49(1):15-21. doi: 10.1002/hast.973

58. Patil S, Albogami S, Hosmani J, Mujoo S, Kamil MA, Mansour MA, et al.
Artificial intelligence in the diagnosis of oral diseases: applications and pitfalls.
Diagnostics. (2022) 12(5):1029. doi: 10.3390/diagnostics12051029

59. Bleher H, Braun M. Diffused responsibility: attributions of responsibility in the
use of Al-driven clinical decision support systems. AI Ethics. (2022) 2(4):747-61.
doi: 10.1007/s43681-022-00135-x

60. Bragazzi NL, Garbarino S. Toward clinical generative AI: conceptual framework.
JMIR Al (2024) 3(1):e55957. doi: 10.2196/55957

61. Surendran A, Daigavane P, Shrivastav S, Kamble R, Sanchla AD, Bharti L, et al.
The future of orthodontics: deep learning technologies. Cureus. (2024) 16(6):¢62045.
doi: 10.7759/cureus.62045

62. Paranjape K, Schinkel M, Panday RN, Car ], Nanayakkara P. Introducing
artificial intelligence training in medical education. JMIR Med Educ. (2019) 5(2):
€16048. doi: 10.2196/16048

63. Dipalma G, Inchingolo AD, Inchingolo AM, Piras F, Carpentiere V, Garofoli G,
et al. Artificial intelligence and its clinical applications in orthodontics: a systematic
review. Diagnostics. (2023) 13(24):3677. doi: 10.3390/diagnostics13243677

64. Strunga M, Urban R, Surovkova J, Thurzo A. Artificial intelligence systems
assisting in the assessment of the course and retention of orthodontic treatment.
Healthcare. (2023) 11(5):683. doi: 10.3390/healthcare11050683

65. Sangalli L, Savoldi F, Dalessandri D, Bonetti S, Gu M, Signoroni A, et al. Effects
of remote digital monitoring on oral hygiene of orthodontic patients: a prospective
study. BMC Oral Health. (2021) 21:1-8. doi: 10.1186/5s12903-021-01793-9

66. Moorhead SA, Hazlett DE, Harrison L, Carroll JK, Irwin A, Hoving C. A new
dimension of health care: systematic review of the uses, benefits, and limitations of
social media for health communication. ] Med Internet Res. (2013) 15(4):e1933.
doi: 10.2196/jmir.1933

67. Beauchamp TL, Childress JF. Principles of Biomedical Ethics. Sao Paulo: Edicoes
Loyola (1994).

68. Kruse CS, Krowski N, Rodriguez B, Tran L, Vela ], Brooks M. Telehealth and
patient satisfaction: a systematic review and narrative analysis. BM] Open. (2017)
7(8):016242. doi: 10.1136/bmjopen-2017-016242

69. Mittelstadt BD, Floridi L. The ethics of big data: current and foreseeable issues in
biomedical contexts. In: Mittelstadt B, Floridi L, editors. Ethics of Biomedical Big Data.
Law, Governance and Technology Series. Vol. 29. Cham: Springer (2016):445-80.
doi: 10.1007/978-3-319-33525-4_19

Frontiers in Oral Health

10.3389/froh.2025.1587630

70. Wang B, Asan O, Zhang Y. Shaping the future of chronic disease management:
insights into patient needs for Al-based homecare systems. Int ] Med Inf. (2024)
181:105301. doi: 10.1016/j.ijmedinf.2023.105301

71. Malviya R, Goyal P. Remote Patient Monitoring: A Computational Perspective in
Healthcare. Boca Raton, FL: CRC Press (2023).

72. Dias D, Paulo Silva Cunha J. Wearable health devices—vital sign monitoring,
systems and technologies. Sensors. (2018) 18(8):2414. doi: 10.3390/s18082414

73. Soh PJ, Vandenbosch GA, Mercuri M, Schreurs DM-P. Wearable wireless health
monitoring: current developments, challenges, and future trends. IEEE Microw Mag.
(2015) 16(4):55-70. doi: 10.1109/MMM.2015.2394021

74. Adam R. Introducing the oral-B iO electric toothbrush: next generation
oscillating-rotating technology. Int Dent J. (2020) 70:S1-6. doi: 10.1111/idj.12570

75. Hyun P, Preston CB, Al-Jewair TS, Park-Hyun E, Tabbaa S. Patient compliance
with Hawley retainers fitted with the SMART® sensor: a prospective clinical pilot
study. Angle Orthod. (2015) 85(2):263-9. doi: 10.2319/030814-163.1

76. Li Y, Tang H, Liu Y, Qiao Y, Xia H, Zhou J. Oral wearable sensors: health
management based on the oral cavity. Biosens Bioelectron X. (2022) 10:100135.
doi: 10.1016/j.biosx.2022.100135

77. Prasad S, Arunachalam S, Boillat T, Ghoneima A, Gandedkar N, Diar-Bakirly S.
Wearable orofacial technology and orthodontics. Dent J. (2023) 11(1):24. doi: 10.3390/
dj11010024

78. Gaobotse G, Mbunge E, Batani ], Muchemwa B. Non-invasive smart implants in
healthcare: redefining healthcare services delivery through sensors and emerging
digital health technologies. Sens Int. (2022) 3:100156. doi: 10.1016/j.sintl.2022.100156

79. Lively T. Managing What Patients Measure. Cranbury, NJ: MJH Life Sciences (2020).

80. Adeghe EP, Okolo CA, Ojeyinka OT. A review of wearable technology in
healthcare: monitoring patient health and enhancing outcomes. OAR] Multidiscip
Stud. (2024) 7(01):142-8. doi: 10.53022/0arjms.2024.7.1.0019

81. Anaya LS, Alsadoon A, Costadopoulos N, Prasad P. Ethical implications of user
perceptions of wearable devices. Sci Eng Ethics. (2018) 24:1-28. doi: 10.1007/s11948-
017-9872-8

82. Revilla-Leon M, Goémez-Polo M, Vyas S, Barmak AB, Gallucci GO, Att W, et al.
Artificial intelligence models for tooth-supported fixed and removable prosthodontics: a
systematic review. J Prosthet Dent. (2023) 129(2):276-92. doi: 10.1016/j.prosdent.2021.06.001

83. Revilla-LebSn M, Meyer MJ, Ozcan M. Metal additive manufacturing
technologies: literature review of current status and prosthodontic applications. Int
J Comput Dent. (2019) 22(1):55-67.

84. Chau RCW, Hsung RT-C, McGrath C, Pow EHN, Lam WYH. Accuracy of
artificial intelligence-designed single-molar dental prostheses: a feasibility study.
J Prosthet Dent. (2024) 131(6):1111-7. doi: 10.1016/j.prosdent.2022.12.004

85. Chau RCW, Thu KM, Hsung RTC, Lam WYH. Teeth reconstruction using
artificial intelligence: trends, perspectives, and prospects. J Calif Dent Assoc. (2023)
51(1):2199910. doi: 10.1080/19424396.2023.2199910

86. Jokstad A. Who can claim the ownership to the blueprints of my body parts?
Clin Exp Dent Res. (2019) 5(2):107. doi: 10.1002/cre2.187

87. Mohn D, Zehnder M. Medical device regulation (MDR) from a dental
perspective. Front Dent Med. (2023) 4:1155820. doi: 10.3389/fdmed.2023.1155820

88. Darrow JJ, Avorn J, Kesselheim AS. FDA regulation and approval of medical
devices: 1976-2020. JAMA. (2021) 326(5):420-32. doi: 10.1001/jama.2021.11171

89. Viyrynen E, Hakola S, Keski-Salmi A, Jamsd H, Vainionpda R, Karki S. The use
of patient-oriented mobile phone apps in oral health: scoping review. JMIR Mhealth
Uhealth. (2023) 11:e46143. doi: 10.2196/46143

90. Palmer KM, Burrows V. Ethical and safety concerns regarding the use of mental
health-related apps in counseling: considerations for counselors. ] Technol Behav Sci.
(2021) 6(1):137-50. doi: 10.1007/s41347-020-00160-9

91. Al-Rayes S, Al Yaqoub FA, Alfayez A, Alsalman D, Alanezi F, Alyousef S, et al.
Gaming elements, applications, and challenges of gamification in healthcare. Inform
Med Unlocked. (2022) 31:100974. doi: 10.1016/j.imu.2022.100974

92. Deterding S, Sicart M, Nacke L, O’hara K, Dixon D. Gamification. Using game-
design elements in non-gaming contexts. CHI'I1 Extended Abstracts on Human
Factors in Computing Systems (2011). p. 2425-8

93. Moreira R, Silveira A, Sequeira T, Durdo N, Lourengo ], Cascais I, et al.
Gamification and oral health in children and adolescents: scoping review. Interact
] Med Res. (2024) 13(1):e35132. doi: 10.2196/35132

94. Kim TW, Werbach K. More than just a game: ethical issues in gamification.
Ethics Inf Technol. (2016) 18(2):157-73. doi: 10.1007/s10676-016-9401-5

95. Nicolaidou I, Aristeidis L, Lambrinos L. A gamified app for supporting
undergraduate students’ mental health: a feasibility and usability study. Dig Health.
(2022) 8:20552076221109059. doi: 10.1177/20552076221109059

96. Thorpe AS, Roper S. The ethics of gamification in a marketing context. J Bus
Ethics. (2019) 155:597-609. doi: 10.1007/s10551-017-3501-y

97. Mazeas A, Duclos M, Pereira B, Chalabaev A. Evaluating the effectiveness
of gamification on physical activity: systematic review and meta-analysis of

frontiersin.org


https://doi.org/10.1016/j.identj.2023.03.007
https://doi.org/10.1016/j.identj.2025.01.008
https://doi.org/10.1109/ACCESS.2020.3042273
https://doi.org/10.1145/3419764
https://doi.org/10.1038/s41591-021-01595-0
https://doi.org/10.1038/s41591-021-01595-0
https://doi.org/10.1111/j.1468-2850.1997.tb00104.x
https://doi.org/10.1001/jamanetworkopen.2023.45050
https://doi.org/10.1177/00220345211032524
https://doi.org/10.1186/s12880-024-01316-2
https://doi.org/10.1111/odi.14641
https://doi.org/10.1177/0022034520936950
https://doi.org/10.1177/0022034520936950
https://doi.org/10.1177/0022034520902128
https://doi.org/10.1177/0022034520902128
https://doi.org/10.1002/hast.973
https://doi.org/10.3390/diagnostics12051029
https://doi.org/10.1007/s43681-022-00135-x
https://doi.org/10.2196/55957
https://doi.org/10.7759/cureus.62045
https://doi.org/10.2196/16048
https://doi.org/10.3390/diagnostics13243677
https://doi.org/10.3390/healthcare11050683
https://doi.org/10.1186/s12903-021-01793-9
https://doi.org/10.2196/jmir.1933
https://doi.org/10.1136/bmjopen-2017-016242
https://doi.org/10.1007/978-3-319-33525-4_19
https://doi.org/10.1016/j.ijmedinf.2023.105301
https://doi.org/10.3390/s18082414
https://doi.org/10.1109/MMM.2015.2394021
https://doi.org/10.1111/idj.12570
https://doi.org/10.2319/030814-163.1
https://doi.org/10.1016/j.biosx.2022.100135
https://doi.org/10.3390/dj11010024
https://doi.org/10.3390/dj11010024
https://doi.org/10.1016/j.sintl.2022.100156
https://doi.org/10.53022/oarjms.2024.7.1.0019
https://doi.org/10.1007/s11948-017-9872-8
https://doi.org/10.1007/s11948-017-9872-8
https://doi.org/10.1016/j.prosdent.2021.06.001
https://doi.org/10.1016/j.prosdent.2022.12.004
https://doi.org/10.1080/19424396.2023.2199910
https://doi.org/10.1002/cre2.187
https://doi.org/10.3389/fdmed.2023.1155820
https://doi.org/10.1001/jama.2021.11171
https://doi.org/10.2196/46143
https://doi.org/10.1007/s41347-020-00160-9
https://doi.org/10.1016/j.imu.2022.100974
https://doi.org/10.2196/35132
https://doi.org/10.1007/s10676-016-9401-5
https://doi.org/10.1177/20552076221109059
https://doi.org/10.1007/s10551-017-3501-y
https://doi.org/10.3389/froh.2025.1587630
https://www.frontiersin.org/journals/oral-health
https://www.frontiersin.org/

McGrath et al.

randomized controlled trials. ] Med Internet Res. (2022) 24(1):e26779. doi: 10.2196/
26779

98. Androutsopoulou A, Karacapilidis N, Loukis E, Charalabidis Y. Transforming
the communication between citizens and government through Al-guided chatbots.
Gov Inf Q. (2019) 36(2):358-67. doi: 10.1016/j.giq.2018.10.001

99. Chau RCW, Thu KM, Yu OY, Hsung RT-C, Lo ECM, Lam WYH. Performance
of generative artificial intelligence in dental licensing examinations. Int Dent J. (2024)
74(3):616-21. doi: 10.1016/j.identj.2023.12.007

100. Haleem A, Javaid M, Singh RP, Suman R. Medical 4.0 technologies for
healthcare: features, capabilities, and applications. Internet Things Cyber Phys Syst.
(2022) 2:12-30. doi: 10.1016/j.iotcps.2022.04.001

Frontiers in Oral Health

09

10.3389/froh.2025.1587630

101. Johnson AJ, Singh TK, Gupta A, Sankar H, Gill I, Shalini M, et al. Evaluation of
validity and reliability of AI chatbots as public sources of information on dental
trauma. Dent Traumatol. (2024) 41(2):187-93. doi: 10.1111/edt.13000

102. De Angelis L, Baglivo F, Arzilli G, Privitera GP, Ferragina P, Tozzi AE, et al.
ChatGPT and the rise of large language models: the new Al-driven infodemic
threat in public health. Front Public Health. (2023) 11:1166120. doi: 10.3389/fpubh.
2023.1166120

103. Feng QJ, Harte M, Carey B, Alqarni A, Monteiro L, Diniz-Freitas M, et al. The
risks of artificial intelligence: a narrative review and ethical reflection from an oral
medicine group. Oral Dis. (2024). doi: 10.1111/0di.15100

frontiersin.org


https://doi.org/10.2196/26779
https://doi.org/10.2196/26779
https://doi.org/10.1016/j.giq.2018.10.001
https://doi.org/10.1016/j.identj.2023.12.007
https://doi.org/10.1016/j.iotcps.2022.04.001
https://doi.org/10.1111/edt.13000
https://doi.org/10.3389/fpubh.2023.1166120
https://doi.org/10.3389/fpubh.2023.1166120
https://doi.org/10.1111/odi.15100
https://doi.org/10.3389/froh.2025.1587630
https://www.frontiersin.org/journals/oral-health
https://www.frontiersin.org/

	Monitoring oral health remotely: ethical considerations when using AI among vulnerable populations
	Introduction
	Digital health technologies in dentistry

	Discussion
	Monitoring oral health remotely among vulnerable populations: concerning issues
	Obtaining consent
	Electronic health records (EHR)
	AI diagnosis

	Digital technologies and devices
	Wearables
	Gamification and health
	Chatbots


	Conclusion
	Data availability statement
	Author contributions
	Funding
	Acknowledgments
	Conflict of interest
	Generative AI statement
	Publisher's note
	References


