[image: image1]The Suppression of Epidemic Spreading Through Minimum Dominating Set

		ORIGINAL RESEARCH
published: 14 January 2021
doi: 10.3389/fphy.2020.588513


[image: image2]
The Suppression of Epidemic Spreading Through Minimum Dominating Set
Jie Wang1, Lei Zhang2*, Wenda Zhu1, Yuhang Jiang1, Wenmin Wu1, Xipeng Xu1 and Dawei Zhao2
1College of Science, Civil Aviation University of China, Tianjin, China
2Shandong Provincial Key Laboratory of Computer Networks, Shandong Computer Science Center (National Supercomputer Center in Jinan), Qilu University of Technology (Shandong Academy of Sciences), Jinan, China
Edited by:
Hui-Jia Li, Beijing University of Posts and Telecommunications (BUPT), China
Reviewed by:
Chengyi Xia, Tianjin University of Technology, China
Gui-Quan Sun, North University of China, China
* Correspondence: Lei Zhang, zhanglei@sdas.org
Specialty section: This article was submitted to Social Physics, a section of the journal Frontiers in Physics
Received: 29 July 2020
Accepted: 19 October 2020
Published: 14 January 2021
Citation: Wang J, Zhang L, Zhu W, Jiang Y, Wu W, Xu X and Zhao D (2021) The Suppression of Epidemic Spreading Through Minimum Dominating Set. Front. Phys. 8:588513. doi: 10.3389/fphy.2020.588513

COVID-19 has infected millions of people, with deaths in more than 200 countries. It is therefore essential to understand the dynamic characteristics of the outbreak and to design effective strategies to restrain the large-scale spread of the epidemic. In this paper, we present a novel framework to depress the epidemic spreading, by leveraging the decentralized dissemination of information. The framework is equivalent to finding a special minimum dominating set for a duplex network which is a general dominating set for one layer and a connected dominating set for another layer. Using the spin glass and message passing theory, we present a belief-propagation-guided decimation (BPD) algorithm to construct the special minimum dominating set. As a consequence, we could immediately recognize the epidemic as soon as it appeared, and rapidly immunize the whole network at minimum cost.
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INTRODUCTION
In recent years, many different epidemic types have frequently erupted and spread worldwide, leading to not only great economic losses, but also widespread social disruption [7, 11, 14, 19]. The ongoing COVID-19 pandemic in particular has infected more than 10 million people causing deaths in more than 200 countries [5, 6, 10, 11, 24]. It is therefore essential to understand the dynamic characteristics of epidemic outbreaks and to design effective strategies to restrain the large-scale spread of the epidemic [4, 9, 13, 16–18].
The most traditional method of controlling an epidemic outbreak is network immunization, which cuts the path of the spread, by immunizing parts of the network nodes [2, 20, 23]. The common solution of network immunization uses the centrality index of the network, in which the nodes with large degree, k-shell, articulation points, betweenness, or spectral coefficients are selected as the immunized nodes. Recently, the control strategy of an epidemic, based on the competing spread on top of a duplex network, has attracted a lot of attention [1, 3, 15–17]. It is known that the information propagation in a virtual social network plays an important role in controlling epidemic spreading. A representative scenario is that the infectious diseases spread in a real physical contact network of individuals, will naturally lead to the propagation of crisis awareness information on virtual social networks. The individuals who obtained the awareness information will take measures to protect themselves, resulting in the suppression of the spread of the infectious disease. This is the framework of the competing spreading process of disease and awareness information on the duplex network coupled with the physical network and virtual network. Similarly, [21] introduced the competing spreading framework of the computer virus and patch, in which the patch dissemination restrains the virus propagation while they spread through different channels [21]. However, both of these competing spreading frameworks suffer the problem that it is surely improper to assume all network nodes have the ability to monitor their neighbors and recognize the epidemic and would like to distribute the awareness information or patch.
To compensate for the shortcomings of the competing spreading framework, Takaguchi et al. proposed a novel control method which takes advantage of both traditional network immunization and competing spreading [12]. They introduced the observer node into the networks, which could monitor the state of its neighbors and could therefore recognize the epidemic if its neighbors were infected. In addition, the observer node could send awareness information to its uninfected neighbors (i.e. immunize its uninfected neighbors) if it recognized the epidemic. However, such a method focusses on a single network which ignores the fact that physical monitoring and information propagation usually takes place in different channels. As an extension, [8] introduced an improved model of deploying an observer node on multiplex networks, consisting of an epidemic spreading layer and an information spreading layer. Though the observer node-based method could monitor all the network nodes and efficiently recognize the infection, it cannot immunize all the network nodes when infection spreading is confirmed.
In this sense, Zhao et al. introduced a strategy of controlling an epidemic through the minimum dominating set (MDS) of the multiplex network [22]. They proposed a framework coupled by a duplex network (one layer is the immunization distribution network, another is the epidemic spreading network layer) and a central node and let the nodes of the MDS of the duplex network be the observer nodes. When one neighbor is infected in the epidemic spreading network layer, the observer could immediately recognize the infection and send the information to the central node. The central node would then distribute the crisis information or patches to all the observers and the observers then spread them to their neighbors in the immunization distribution network. Under the definition of MDS of the multiplex network, such a method could recognize the infection immediately as it happened and could also immediately immunize all the network nodes using the smallest number of observer nodes.
However, Zhao’s method belongs to the centralization strategy. As an improvement, in this paper we propose an MDS-based decentralized strategy. We introduce a special MDS of the duplex network which is a general dominating set for one layer and a connected dominating set for another layer. Using the spin glass and message passing theory, we present a belief-propagation-guided decimation (BPD) algorithm to construct the special MDS. As a consequence, we could monitor all the network nodes and immediately recognize the infection, and rapidly immunize all the network nodes when infection spreading is confirmed, while the cost is minimized.
DEPLOYMENT OF OBSERVER NODE BASED ON SPECIAL MDS OF DUPLEX NETWORK
Different from the Zhao’s method, our method only contains one duplex network where one layer is the immunization distribution network (IL), and the other is the epidemic spreading network layer (EL). Here, we introduce a novel definition of special MDS of the duplex network (see Figure 1). It is a minimum node set which is a general dominating set for the EL and a connected dominating set for the IL; at the same time, the size of the node set is minimum.
[image: Figure 1]FIGURE 1 | The set of green nodes is a special MDS of the duplex network. It is a general dominating set of the EL and a connected dominating set of the IL.
To control the epidemic spreading, we let the nodes of the special MDS of the duplex network be the observer nodes. The observer nodes could monitor its neighbors’ states in EL, thus could immediately recognize the infection after the neighbor was infected. In addition, the observer nodes could diffuse the information to its neighbors in IL after they recognized the infection or after receiving the information from its neighbors. Therefore, under the definition of the special MDS of the duplex network, the epidemic could be immediately recognized as soon as it appeared since all network nodes were monitored, and all network nodes could receive the related information due to the observer nodes being fully connected in IL.
CONSTRUCTION OF SPECIAL MDS OF DUPLEX NETWORK
When considering the discussion in the above section, the problem of controlling epidemic spreading is converted to construct a special MDS of the duplex network. Obviously, the construction of the special MDS is NP-hard, and so we can only try to obtain a near optimal solution. Therefore, all the MDS discussed in the rest of the paper are actually a near-optimal special dominating set. In [22]; Zhao et al. proposed a framework of the construction method of the MDS of the multiplex network, but no detailed implementations are given. In this section, we first show the detailed procedure of the construction of general MDS of the duplex network, then a simple greedy strategy is given to construct the special MDS of the duplex network.
Construction of the General MDS of the Duplex Network
Let [image: image] be a duplex network, where [image: image] denotes the network layer i. In our framework, [image: image] and [image: image] represent the IL and EL, respectively. The two layers have the same set V of N nodes and a distinct set of edges. If D is a dominating set of G, it must be a dominating set of each network layer of G, which means every node in [image: image] must be connected to at least one node of D in every layer. The state of node [image: image] is called occupied, denoted by [image: image]. Otherwise [image: image] is called empty but observed and denoted as [image: image]. For constructing the MDS of the duplex network, we introduce the following partition function
[image: image]
where [image: image] represents a configuration of node states, and [image: image] denotes the set of neighbors of i in [image: image]. x is regarded as the positive re-weighting parameter. Obviously, in Eq. 1[image: image] implies i is occupied or observed in both layers; otherwise the term is equal to 0. Therefore, Z is only contributed by the configuration of the dominating set. In particular, only the MDS of the duplex network contributes to Z in the case of [image: image].
Solving Eq. 1 using the message passing theory, we have the expression of marginal probability [image: image] of i being in state [image: image] as follows
[image: image]
where
[image: image]
[image: image]
[image: image] represents the union of set [image: image] and [image: image], i.e. the set of all neighbors of nodes i in both layers. [image: image] denotes the joint probability of j being in state [image: image] and i in [image: image] under the assumption that node i is deleted from the network. [image: image] is given by
[image: image]
where
[image: image]
[image: image]
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[image: image]
Eq. 9 is called the belief propagation equation which has been widely used in different kinds of optimization problems.
Based on Eqs.1–9, we can use the classical Belief-Propagation-Guided Decimation Algorithm (BPD) to identify the MDS of a multiplex network. As discussed in [22]; we first simplify the calculation of [image: image].
In case j has not been occupied but observed in at least one layer, the states of its neighbors in the corresponding layer could not be considered. Therefore, [image: image] and [image: image] can be further simplified as
[image: image]
[image: image]
where [image: image] represents the set of nodes which have been observed in [image: image], and [image: image] denotes the intersection of [image: image] and [image: image]. In addition, [image: image] can also be simplified if i has been observed in at least one layer
[image: image]
The procedure of BPD is now given by:
(1) The states of all nodes are initialized to be unoccupied and unobserved. The initial values of all joint probabilities [image: image] could set to be random numbers.
(2) Perform iterative calculations of the joint probabilities [image: image] based on Eq. 5 for [image: image] rounds. Then calculate the occupation probability [image: image] for all nodes using the obtained [image: image] according to Eq. 2.
(3) Select the first r unoccupied nodes with the highest occupation probabilities occupied. Then update the states of all remaining nodes.
(4) Remove the edges between the nodes that have been observed and remove all isolated observed nodes in every layer.
(5) If the remaining network still has unobserved nodes, calculate Eq. 5 for [image: image] rounds and then calculate Eq. 2. Whether using Eq. 3 and Eq. 4 or Eq. 3 and Eq. 12 in Eq. 2, depends on whether i is unobserved or observed.
(6) Repeat operations (3)–(5) until all nodes are observed in all layers.
Greedy Construction of Special MDS of Duplex Network
In this section, we construct the special MDS of the duplex network based on the general MDS constructed via the BPD algorithm. We delete all of the nodes of layer IL which do not belong to the general MDS and denote the remaining network as IL’. If IL’ is not fully connected, it must have more than one cluster. We then remove nodes form [image: image] into IL’ to reduce the number of clusters based on the following operations.
(1) If the insertion of one node into the IL’ can reduce the number of clusters, we select the node whose insertion can reduce the number of clusters to be inserted into the IL’ the most.
(2) If the insertion of one node into the IL’ cannot reduce the number of clusters, we select two linked nodes whose insertion can reduce the number of clusters to be inserted into the IL’ the most.
The operations are performed repeatedly until the IL’ is fully connected. In this way, a special MDS of the duplex network is constructed.
RESULT
In this section, we verify the effectiveness of our method by comparing it with the random algorithm and the simulated annealing algorithm.
The random algorithm is very simple. It randomly selects an unoccupied node and changes the node’s state to be occupied, until a special dominating set is constructed. The simulated annealing algorithm is widely used to solve many different kinds of optimization problems. To construct a special MDS of the duplex network, we define the following energy function
[image: image]
In the energy function, [image: image] indicates that node i is occupied but has no occupied neighbor in layer IL, otherwise [image: image]. [image: image] indicates that node i is observed in layer α, that is it has at least one occupied neighbor in layer α, otherwise [image: image]. In addition, u, v, and w are tunable parameters. At the beginning of the SA algorithm, we construct a special dominating set for the duplex network based on the random algorithm. Then we calculate the corresponding energy E based on Eq.13. At each time step of SA, we perform the following operations:
(1) Randomly select one node from the network. If the selected node is occupied, change its state to unoccupied. We then calculate the new energy [image: image].
(2) Randomly select one node from the network. If the selected node is unoccupied, change its state to occupied. We then calculate the new energy [image: image].
The operation is accepted with probability [image: image], otherwise, the new occupation should be omitted. In this paper, we set [image: image]. β represents the inverse of the temperature. Its initial value is set to be 0.5 and then is increased by [image: image] at each time step. The SA algorithm terminates when β equals [image: image]. It should be noted that the SA algorithm could not ensure that the constructed dominating set is a special dominating set, therefore, a greedy process is still needed after the termination of the SA algorithm.
We performed experiments on four different kinds of duplex networks which are coupled by the SF network and ER random network. The results are given in Table 1. We can see that our method constructs the smallest special dominating set for any duplex network. Therefore, we could use the smallest observer nodes to control the epidemic spreading based on our deployment scheme.
TABLE 1 | The size of constructed dominating set of duplex network coupled by different network layers
[image: Table 1]CONCLUSION
In this paper, we designed a deployment scheme of observer nodes to control epidemic spreading based on the special MDS of the duplex network. Through the nodes of the special MDS of the duplex network, we could immediately recognize the epidemic as soon as it appeared and could immunize all network nodes—at the same time, the cost remains minimal. The deployment problem of the observer nodes is then converted to the construction problem of the special MDS of the duplex network. We used the BPD algorithm and a greedy algorithm to construct the special MDS of the duplex network. Our solution is verified to be very efficient on different kinds of duplex networks.
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