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Using Complexity to Calibrate Legal
Response to Covid-19

Ofer Malcai and Michal Shur-Ofry*

Faculty of Law, Hebrew University of Jerusalem, Jerusalem, Israel

The global effort to fight the Covid-19 pandemic triggered the adoption of unusual
legal measures that restrict individual freedoms and raise acute legal questions. Yet, the
conventional legal tools available to analyze those questions—including legal notions
such as proportionality, equality, or the requisite levels of evidence—implicitly presume
stable equilibria, and fail to capture the nonlinear properties of the pandemic. Because
the pandemic diffuses in a complex system, using complexity theory can help align the
law with its dynamics and produce a more effective legal response. We demonstrate
how insights from complexity concerning temporal and spatial diffusion patterns, or
the structure of the social network, can provide counter-intuitive answers to a series of
pandemic-related legal questions pertaining to limitations of movement, privacy, business
and religious freedoms, or prioritizing access to vaccines. This analysis could further
inform legal policies aspiring to handle additional phenomena that diffuse in accordance
with the principles of complexity.

Keywords: law, complexity, COVID-19, exponential diffusion, fractal, proportionality, evidence, networks and
privacy

INTRODUCTION

Covid-19 is presenting unprecedented legal challenges to traditional legal policy. The effort to
curb the pandemic entails the adoption of unparalleled measures that seriously compromise
fundamental legal rights, ranging from free movement, to privacy, to the right to conduct business,
or to carry out religious practices. The uneven spread of the pandemic within geographical areas
triggers differentiated policy responses that ostensibly collide with legal notions of equality, whereas
the high levels of uncertainty and unpredictability concerning the diffusion of the disease challenge
the traditional legal stance that policy measures must rely on solid evidence.

Law and policy proposals have so far concentrated on insights from behavioral economics, which
could assist policy makers in designing their response to the pandemic, for example, by effectively
nudging people toward adopting desirable behaviors (e.g., [1]; cf. [2, 3]). This contribution wishes
to draw the attention to an additional perspective for improving the legal response to Covid-19,
that of complex systems.

The pandemic is a systemic phenomenon. While there are still indeterminacies as to its precise
attributes, there is ample evidence that its general diffusion is consistent with temporal exponential
dynamics and spatial fractal patterns that characterize diffusion in complex systems. Yet, many of
the legal principles that are employed in handling the current challenges—including notions such
as “proportionality,” “equality,” or “requisite levels of evidence” — were designed against implicit
assumptions of stable equilibria and linear processes, and are therefore misaligned with the traits of
the pandemic. We seek to mitigate this disconnect, and show how engaging with complexity theory
can help calibrate legal policies to produce a more effective legal response to Covid-19.
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Methodologically, our analysis relies both on specific research
concerning the Covid-19 pandemic and its diffusion patterns,
as well as on a large body of scholarship from the recent
decades, in physics, network science and adjacent areas, that
investigated and delineated the general traits of complex systems.
While this literature increasingly influences numerous domains,
its use in theoretical legal analysis, or in legal policy design
is still relatively limited (cf. [4-6]). The following analysis
demonstrates how engaging with insights from complexity
theory can shed light on a series of pandemic-related legal
questions, concentrating on four acute examples: (1) the
legality of regulatory measures that limit individual liberties;
(2) evidentiary questions concerning pandemic-related decision
making; (3) the application of differentiated policies to various
geographical areas; and (4) the use of network tools for
prioritizing tests and vaccines. Our examples are illustrative
and non-exhaustive. Rather, this perspective invites additional
research that would assist in integrating the science of complex
systems into legal policy, to improve the legal response to
the pandemic, as well as to additional phenomena that diffuse
in accordance with the principles of complexity, including,
prominently, environmental challenges.

RESTRICTIVE MEASURES:
PROPORTIONALITY AND EXPONENTIAL
DYNAMICS

Many unusual measures that were adopted in the face of
Covid-19 since March, 2020—including lockdowns, borders
closures, the use of contact tracing technologies, the closure
of businesses and restrictions on religious practices—were
challenged before various courts worldwide (e.g., cases #4-21)*.
In many jurisdictions, the legal scrutiny of those steps, and
similar measures that restrict individual liberties, utilizes the
notion of proportionality. Proportionality implies a balancing
exercise: the steps imposed by governments or regulators must be
weighted against the social harm they seek to prevent (e.g., [7, 8]).
Relatedly, under prevalent legal doctrine, when the general social
interest requires restricting or prejudicing individual rights,
regulators must choose the “least restrictive means,” namely only
the necessary and most lenient measures available, which least
interfere with individual liberties (e.g., [9], p. 464; [10, 11]).
Applying these principles, courts in various countries ruled that
measures such as lockdowns (cases #16, #19), restrictions on
worship (case #4-10), or business closures (cases #11, #18) are
disproportionate and illegal.

Both the proportionality principle and the “least restrictive
means” principle envisage ordinary circumstances, where the
restrictive steps are balanced against potential harms that are
either relatively stable, or increase linearly with time. Consider,
for example, the case of preventing a possible terrorist attack
that could harm dozens of people. Under standard legal analysis,

'We focus primarily on court cases and judge-made doctrines, rather than on
administrative regulations that naturally vary significantly among jurisdictions.

taking certain steps that compromise individual freedoms—
such as instructing people to take off their shoes at airport
security—in order to prevent this outcome would be considered
proportionate, whereas adopting more extreme measures, such
as a complete closure of borders would likely fail both the
proportionality and the least-restrictive-means tests.

However, the assumptions underlying the proportionality
test do not accurately reflect phenomena diffusing in complex
systems. Typically, such diffusion displays temporal growth
patterns that are non-linear. More specifically, while during the
initial stages the rate of diffusion could be relatively stable,
at a certain point, once contagion processes take off, it is
expected to rise exponentially, leading to a sharp increase in the
spread of the relevant phenomenon (e.g., [12-14]). The evidence
concerning Covid-19 instructs that the pandemic indeed diffuses
in accordance with these patterns. Figure 1, which describes
the cumulative number of Covid-19 cases in the UK during
February-March 2020 illustrates these dynamics?.

As a result of the non-linear diffusion dynamics, the expected
number of people contracting the disease is likely to grow
exponentially, while the effectiveness of regulatory measures
employed to restrain its diffusion is likely to significantly decline
with time. To illustrate, let us consider three points in time
in Figure 1. At T1 = Feb 24, the number of confirmed cases
in the UK was still very small (13 cumulative cases), and the
diffusion relatively slow. Two weeks later, at T2 = March 9,
the number of cases was 677 and was growing exponentially,
doubling itself every 3-4 days, so that at T3 = March 23, the
disease was already widespread within the population, reaching
12,647 cumulative cases. Applying strict measures such as border
closure at T1 can effectively curb a pandemic (provided, of
course, it is accompanied by additional inter-state actions of
contact tracing). Yet this same measure is much less effective if
adopted only 2 weeks later (at T2), and almost insignificant at T3,
when the disease has spread among the entire state’s population
so that a few more cases “imported” from other infected countries
would not result in a substantial change.

Yet, from the perspective of law and policy making
exponential growth may be hard to grasp: many serious problems
that beg policy responses, from road accidents to the prevalence
of cancer, do not exhibit these growth dynamics. Moreover,
because diffusion starts slowly and steadily, it might be difficult,
in early stages, to distinguish exponential growth from linear
growth and realize the huge potential magnitude thereof, a
phenomenon known as the “exponential growth bias” (e.g., [16,
17]). As a result, courts may be inclined to apply a conventional
proportionality test, implicitly presuming that the pandemics’
harms will grow in a stable and linear way.

The lens of complexity implies that, contrary to conventional
legal analysis, the regulatory response to a pandemic may, in
certain cases, warrant an “inverse proportionality test.” When the
diffusion dynamics are nonlinear and the potential harm is likely
to accumulate exponentially, strict measures to prevent it could

2Similar growth patterns were documented in many other countries—see, for
example, the growth of Covid-19 cases in the United States during March, 2020,
World Health Organization, https://www.who.int/countries/usa/.
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Known cases of covid-19 in the UK, to 23rd March 2020
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FIGURE 1 | The cumulative number of Covid-19 cases in the UK as a function of time in linear (left) and a log-log (right) representations (source: Stevens et al. [15]).
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be considered proportionate at an early stage, when the actual
harm is least apparent and least certain. Counterintuitively, those
very same measures might be less defensible at a later stage when
the large harms of the pandemic have already materialized. To
illustrate, a legal proportionality test that is adapted to nonlinear
dynamics would ratify China’s decision to test nine million people
in October 2020, in light of only a dozen detected cases of Covid-
19 [18]. Similarly, New Zealand’s “Go Hard, Go Early” policy,
which entailed early border closure and a full lockdown before
there was even a single death from Covid-19 in the country [19]
would be considered proportionate. Notably, this policy, which
very much aligns with the dynamics of complex systems, has also
turned out to be extremely effective in controlling the pandemic.
Conversely, the same “inverse proportionality test” might not
endorse Israel’s second border closure, imposed in September
2020, when the number of active cases in the country has already
soared and reached tens of thousands of cases [20]°.

From a legal perspective, one might argue that instead of an
“inverse proportionality test” our insights can be incorporated
into the current proportionality doctrine, so that courts would
simply take into account the complex systems properties of the
relevant phenomenon, when assessing the proportionality of
the state’s response. Ideally, this approach would yield similar
results. Yet from a practical perspective, framing the test as an
“inverse proportionality test” has several advantages. First, it
signals to courts and policy makers (who might not always be

3Importantly, the aforesaid border closure preceded the emergence of new variants
of the virus. The appearance of variants can set back the “diffusion clock” (with
respect to the new variant) and in certain cases might create new justifications
for closure.

familiar with complexity theory) that certain phenomena warrant
a qualitatively different response relative to “ordinary” situations.
Secondly, it facilitates recognition that seemingly small current
problems might justify major interventions. Third, it illuminates
that in certain circumstances, late interventions, which may seem
proportionate, might actually be no longer effective®.

We do not delineate here a comprehensive set of
circumstances that warrant an “inverse proportionality”
test, beyond the case of Covid-19. As a rule of thumb, an inverse
proportionality test could be appropriate when dealing with
multiplicative (rather than additive) risks, that pose systemic
threats, particularly when the relevant phenomenon diffuses in
short time scales. These factors, and their further development in
future research, could guide legal policy and prevent the misuse
of the test in other, more ordinary circumstances.

Relatedly, a complexity-based analysis warrants the
calibration of the legal requirement of “least restrictive means”
to the stage of diffusion. The implicit assumptions underlying
this legal doctrine—that the “second-best” and least restrictive
measures are close-enough to the more restrictive measures, or
that a gradual escalation of means is a feasible and reasonable
policy—do not hold true in the face of exponential growth.
Rather, under exponential diffusion dynamics adopting “very”
or even “most” restrictive means at a very early stage may be
orders of magnitude more effective than adopting “less” or “least”
restrictive means.

A comparison of the measures imposed by Greece and Spain
during the first wave of the pandemic, as described in Figure 2,

“In that sense, our argument for an “inverse proportionality test” can be conceived
as a non-ideal theory, aiming at guiding actions in the real world.
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FIGURE 2 | Escalation of Measures: Spain v. Greece (Source: Yaneer Bar-Yam, EndCoronavirus.org).

is illustrative. The two countries started out with roughly
the same number of cases. Within 2 weeks, Greece imposed
“very restrictive measures,” including border closure and a full
lockdown, while Spain applied a “least restrictive measures”
approach, gradually escalating from a partial lockdown to a full
lockdown after 4 weeks. After 30 days, the number of daily cases
in Greece was less than a hundred, while the number of cases in
Spain was in the range of tens of thousands®.

Adapting law to exponential diffusion dynamics therefore
implies that, as part of the inverse proportionality test, the
adoption of harsher (rather than least restrictive) means at
an early stage of diffusion can be considered proportionate,
and legal®.

°It should be clarified that while this comparison is illustrative and suggestive, it
cannot provide a definitive explanation of the differences between the countries,
since we do not consider additional factors which may have affected the
diffusion dynamics.

OThere are, of course, nuances among jurisdictions which we do not fully explore
here. Some jurisdictions regard the “least restrictive means” test as a second step
in the legal analysis, which comes into play only after it has been determined
that an effective response is required. In such cases the state should still choose,
among the range of effective means, those that impose the least restrictions on
individual liberties, even under an “inverse proportionality test.” However, in
practice, the application of the two steps is often entangled. Moreover, as we discuss
in the following Section, due to complex systems’ dynamics there are significant

COMPLEXITY, EVIDENCE, AND DECISION
MAKING

Understanding complex systems can further illuminate a series of
legal questions concerning evidence and decision making during
the pandemic.

First, which evidence is required before adopting pandemic-
related decisions by states and regulators? Under conventional
legal principles, common to numerous jurisdictions, government
decision-making should be based on evidence, and informed
by the best available data (e.g., [21]). These principles apply in
particular force when state’s policies infringe fundamental rights.
In such circumstances the state needs to prove, on the basis of
reliable evidence, that its actions are in fact necessary, and the
standard of proof would generally be higher than in regular civil
cases [e.g., [22]].

In the context of Covid-19, various scholars and policy
makers advocated that the imposition of restrictive measures
lacked sufficient evidentiary basis, and called for “more reliable
data” before adopting “draconian countermeasures” (e.g., [23]).

uncertainties as to the precise effectiveness of particular measures. It is therefore
important to recognize that very restrictive means may be necessary in order not
to render the entire response ineffective.
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Concomitantly, there have been continuous scientific efforts
to produce single point forecasts predicting the pandemic’s
spread, through the use of various mathematical models (such
as the logistic model, the SIR model, agent-based models, and
variations thereof).

The lens of complexity instructs that the nonlinear properties
of the pandemic render the ordinary legal expectation for
accurate, specific, predictions largely unrealistic. Every
mathematical model inevitably involves a degree of simplification
and idealization. In linear systems certain simplification—
which entails neglecting certain properties of the modeled
phenomenon—is unlikely to bring about significant differences
in the overall prediction [24]. Conversely, in complex nonlinear
dynamic systems like the Covid-19 pandemic, slight differences
in initial conditions assumed by mathematical models, can
yield extreme differences in the total outcome. The precise
interactions and interdependencies among the various
components comprising the system, the system’s structure,
the sequence of interactions and other factors, that might be
minuscule or random, especially during the initial stages of
diffusion, can all result in vast differences in the system’s overall
response (e.g., [25-27]).

Research pertaining to Covid-19 indeed demonstrates how
very small differences in the pandemic’s growth rate, in the
precise implementation details of the regulatory interventions, or
in the population’s degree of compliance with those regulations,
may yield vast changes in the disease’s trajectory [28]. These
nonlinear dynamics make single point forecasts essentially
impossible, and even led some scholars to maintain that the
turning point of the epidemic, namely the point where the growth
in the number of cases starts decreasing, cannot be predicted with
any certainty before it actually occurs [29].

Moreover, pandemics are “fat-tailed” events, which implies
that “frequent” (median) data observations do not provide a
good indication of the average, or the magnitude, of the overall
phenomenon (e.g. [30-32])7. This property further explains why
Covid-19 does not lend itself to simple predictions. It also clarifies
that additional data, especially observations coming from the
bulk of the distribution-for example, data on the daily numbers
of cases during the beginning of a pandemic-does not guarantee
extra knowledge that will allow more accurate prediction of the
overall phenomenon.

Due to these properties, waiting for more positive evidence
will not necessarily produce more meaningful information
for policy making. Furthermore, in the face of exponential
diffusion postponing interventions in the hope of gathering
“more data” is expected to make such interventions less effective
and costlier. Rather than insist on precise predictions that
are likely impossible, courts and policy makers may have
to “satisfice” with evidence concerning the general properties

7The cumulative distribution of a random variable X is “fat-tailed” if its tail decays
slowly; e.g., like power law: lim,_, 00 P[X > x] ~ x~*. For such distributions,
the moment of order k exists [i.e., E(X) is finite] if and only if @ > k. Thus, if
o < 1, the mean does not exist. For 1 < « < 2 the variance is infinite. In this
case the mean exists but the sample mean will converge very slowly with the true
mean, and the standard statistical errors will understate the true uncertainty of the
phenomenon [31, 32].

of the Covid-19 pandemic as a non-linear, unstable and
essentially collective phenomenon that diffuses exponentially.
These properties are familiar characteristics of complex systems
for which there is ample proof. The foregoing analysis also
implies that the legal approach to the pandemic should be
responsive, maintain flexibility, and take into account its inherent
unpredictability (cf. [33]).

Nevertheless, courts applying judicial review of pandemic-
related decisions sometimes tend to apply the conventional
legal prescription and insist on more accurate data that cannot
be realistically obtained. One illustration is a decision of the
United States Court of Appeals for the 3rd Circuit in the case
of United States v. Raia from April, 2020 (Case # 1). The court
denied a criminal defendant’s motion for compassionate release
from prison given the Covid-19 pandemic, despite his numerous
medical risk factors. The decision held that the applicant must
exhaust administrative remedies prior to seeking relief in court.
The “mere possibility” that the pandemic would spread in the
prison system and harm him was insufficient for immediate
compassionate release. The implicit requirement for more precise
and concrete evidence may constitute an appropriate legal
standard of review under ordinary circumstances. Yet, due to
the nonlinear properties of Covid-19, satisficing with “mere
possibility” might be inevitable.

Secondly, understanding the properties of complex
phenomena should also influence the weight and evaluation of
evidence. Both policy makers and legal professionals are trained
to evaluate evidence according to past life-experiences, which
are assumed to remain more or less stable. In the context of
Covid-19, this conventional method may lead courts and policy
makers to interpret lack of evidence that a certain activity triggers
infections, as positive evidence that this activity is in fact “safe” (cf.
[34]). For example, a research that examined over 3,000 people
who trained in a gym in Oslo during May 2020 found no infected
cases and concluded that “provided good hygiene and social
distancing measures, there was no increased Covid-19 spread at
training facilities.” ([35], p. 2). This research was subsequently
presented to the Israeli Parliament as positive evidence that
opening gyms entails no added risk for infections ([36], p. 14).
However, during the period of the study the pandemic in Oslo
was in its early stages, and the number of new daily cases in
the city was practically zero®. Taking into account the stage of
diffusion, this absence of evidence about infections cannot be
translated into meaningful knowledge about absence of risk for
infections in gyms. The situation could be different in later stages
of the pandemic’s diffusion, where similar evidence, if obtained,
may be more meaningful.

Finally, and relatedly, conventional legal analysis of evidence
usually adopts a reductionist perspective that concentrates on
an individual person or action (such as a particular crime,
or a specific transaction) (cf. [37]) Therefore, policy makers
adopting pandemic-related decisions, and courts reviewing such
decisions, may wrongly apply a simple “additive” approach,
assuming that because the risk to each individual and from

8See John Hopkins Corona Virus Resources Center. Available online at: https://
coronavirus.jhu.edu/data.
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each individual activity is low, the systemic risk caused by the
pandemic is equally small ([31], p. 607). However, acquaintance
with the properties of complex systems clarifies that, due to the
interactions among individuals and the multiplicative dynamics
of the pandemic, these small risks at the micro level can easily
translate into a large systemic risk resulting in millions of death
at the macro level, as indeed has been the case with Covid-19°.
A complexity-informed approach therefore prescribes that the
general evidentiary trajectory, which should guide judicial and
regulatory decision-making in light of the uncertainties entailed
in Covid-19 is to err on the side of safety.

The legal doctrine known as “the precautionary principle”
echoes this logic. According to this principle “[w]hen an activity
raises threats of harm to human health or the environment,
precautionary measures should be taken even if some cause-
and-effect relationships are not fully established scientifically. In
this context the proponent of an activity, rather than the public,
should bear the burden of proof” ([39]; cf. [40]). Originating in
environmental and international law, the precautionary principle
was adopted by courts and regulators in various jurisdictions
(e.g., [34, 41]). Concomitantly, it has been subject of intense
criticism, maintaining, essentially, that it is vague and fails
to provide guidance sensitive to cost-benefit analysis (e.g.,
[42]). A complexity-based approach can alleviate some of these
concerns by delineating several factors, which may serve as
guidelines for the principle’s application: phenomena that spread
exponentially, in short time-scales, and pose systemic, existential,
risks'®. Under such circumstances, the risk is multiplicative
while the costs of adopting precautionary measures are often
additive-which indicates that under a cost-benefit analysis the
overarching trajectory points toward precaution. Covid-19 may
be a paradigmatic example, especially given its rapid diffusion,
but it is not a single case. Legal scholarship has already observed
that global environmental threats, particularly climate change,
may pose unique systemic challenges to the legal system (e.g.,
[43, 44]). Increasing evidence suggests that phenomena related
to climate change display exponential properties, albeit on a
different time-scale, and similarly entail embedded uncertainty
(e.g., [34, 45, 46]). The foregoing analysis indicates that courts
and policy makers should favorably consider applying the
precautionary principle in these and similar instances.

DIFFERENTIAL TREATMENT, EQUALITY,
AND FRACTALS

In addition to the general legality of restricting basic freedoms,
the response to the Covid-19 pandemic raises acute legal
questions concerning equality. A central debate in this respect
relates to the legitimacy of collective differential measures,

9 As opposed to additive stochastic processes, which exhibit Gaussian distributions,
multiplicative stochastic processes typically exhibit “fat tailed” power-law
distributions of the form P(x) ~ x~ 1~ (see, e.g., [38]), As noted above, if a <
1 the mean of the distribution goes to infinity. In the context of an epidemic, such
fat-tailed power law distribution implies that the expected harm is immense.
10These factors are similar to the guidelines we propose in the preceding Section,
for applying the inverse proportionality test.

primarily localized lockdowns implemented over a limited
geographical area-ranging from small-scale units such as
neighborhoods, to larger scales such as cities or regions.

Unlike nation-wide lockdowns, which limit basic rights
equally, localized lockdowns create substantial inequalities in
the limitations they impose on basic rights, and might be
conceived as a violation of the right to be treated equally.
Such differential lockdowns may seem particularly troublesome
when the geographical region in question is mostly populated
with ethnic minorities or disadvantaged groups, so that, even
in the absence of intention to disadvantage the members of a
particular group, the measures might be interpreted as “indirect
discrimination” (cf. [47]).

Indeed, several lawsuits filed during the pandemic contested
the legality of differential lockdowns, arguing discrimination and
lack of evidence as to their effectiveness (e.g., Cases # 20-21).
Another contentious question is the relevant scale for imposing
differential measures (e.g., neighborhoods, cities, counties, etc.).
For example, one lawsuit requested the court to order that a
differential lockdown on a certain neighborhood be narrowed
down to specific streets within that neighborhood (Case # 21).

The lens of complexity can shed light on questions pertaining
to the legality of differential lockdowns, by providing a nuanced
understanding of the spatiotemporal diffusion patterns of
the pandemic.

The long-established SIR model for analyzing the spread of
contagious diseases, traditionally assumed homogenous mixed
populations [48]. However, complexity instructs that spatial
diffusion in complex systems is usually non-homogenous. Rather,
it often displays a spatial fractal pattern [49, 50]. In terms of visual
display, systems whose spatial properties comprise a fractal tend
to form clusters of high density, whereby objects concentrate in
close spatial proximity to each other, surrounded by low-density
areas (or “voids”), as displayed in Figure 3a (2). Fractal properties
describe the spatial diffusion processes of a vast range of
natural and social phenomena exhibiting contagious properties,
including, for example, the growth of bacterial colonies [52], the
evolution of cities [53], or the spread of local initiatives within
the urban area [54]. The spatio-temporal diffusion of previous
epidemics, such as the SARS-Cov in China and the MERS-Cov in
the Middle East, displayed similar properties [55, 56].

Given these spatial properties of complex systems, it is not
surprising that the spatial diffusion of Covid-19 in various
countries is highly nonhomogeneous and tends to exhibit
a fractal pattern. This pattern coincides with the spatial
distribution of populations, and is characterized by clusters
of cases, with local diffusion within the clusters [e.g., [57]
(China); [51] (US)]. Some evidence suggests that this pattern also
characterizes the global diffusion of the pandemic [58, 59] 1

Figures 3a,b, which describe the diffusion of Covid-19 in the
United States, illustrate how this spatial pattern evolves over time.

As is apparent from Figure 3, during the initial period the
spatial diffusion pattern is characterized by clusters of cases,
which are geographically spread and relatively isolated from each

For an attempt to integrate these properties into a modified SIR model, in order
to predict the diffusion of Covid-19, see, e.g., [60].
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FIGURE 3 | (a) (1)-(3): Spatial Diffusion of Covid-19 cases in the United States, March-October 2020. (b) (1)-(3): Temporal Diffusion of Covid-19 the United States,
March-October 2020 (Source: Leatherby, [51] New York Times, full figure available at: https://www.nytimes.com/interactive/2020/10/15/us/coronavirus-cases- us-

surge.html).

other [Figure 3a(1)]. With the lapse of time and the increase
in the numbers of cases the clusters expand from core to
periphery and the “voids” among them narrow [Figure 3a(2)].
Eventually, when the pandemic is widespread, it covers most
of the geographical area, and the “clustering” pattern is hardly
observable [Figure 3a(3)] 12

Acquaintance with these spatiotemporal patterns has
significant implications for the legality of differential policies.
First, when planning interventions to curb a pandemic,
regulators should assume that it will not spread in a homogenous
way. Rather, they can rely on decades of complex systems
research and expect, from early stages, that the pandemic’s spatial
diffusion will exhibit a fractal pattern (cf. [54]).

Secondly, the foregoing analysis implies that during particular
stages differential geographical treatment can be highly efficient
in curbing a pandemic. To illustrate, the Chinese policy that
isolated Wuhan and its surrounding region, which suffered
from large-scale infections, from other regions in which the
number of Covid-19 cases was much lower, was successful
in quickly containing the spatial diffusion of the pandemic
in China [61]. Likewise, mathematical modeling of the spatial
diffusion dynamics indicates that isolating infected regions

12Notably, while Figure 3a is suggestive of the spatially inhomogeneous spread of
a complex system, it is largely based on visual impression. Validating the fractal
properties of the spatial diffusion pattern in the United States would require more
ingrained spatio-temporal diffusion data, which we do not possess (cf. [54]).

(“clusters”) while imposing social distancing measures shortly
after experiencing community transmission, can lead to an
exponential decrease in the number of infected regions, which
may remain stable even after social distancing measures are
lifted [62].

More specifically, understanding the spatiotemporal
properties of the pandemic clarifies that the effectiveness
of differential lockdowns, and the relevant scales for their
implementation, are dynamic. During the very early stages
of diffusion (or following a lockdown which brings down the
number of infections), the fractal dimension of the entire
pandemic (system) is practically zero [see, e.g., Figure 3a(1)]'3.
This implies that measures for isolating infected clusters are
highly effective, and the effective scale for such isolation can
be rather small (e.g., a city, or even a neighborhood within
a city). As the fractal dimension increases with the number
of infected cases, the scale of isolated units must increase
too in order to be effective. During that intermediate stage,
the typical fractal dimension of the epidemic’s spatial spread

I3A fractal dimension is a non-integer number that expresses the dimension of
objects exhibiting similar structures over a range of length scales. There are various
methods to evaluate the fractal dimension of an empirical fractal, all based on
multiple resolution analysis in which one measures a property P of the system
(mass, volume, etc.) as a function of the yardstick used in measuring it (given
by a yardstick of linear size ). Fractal objects are characterized by the power-law
formula P = kr~P, where D is the fractal dimension and k is a prefactor related to
the lacunarity of the object (see, e.g., [63]).
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would be 1 < D < 2, and the spread would lack a natural
scale [see, e.g., Figure3a(2)]. Accordingly, the appropriate
scale for differential measures is indeterminate and somewhat
arbitrary. At that point the entire effectiveness of differential
measures becomes doubtful, and global measures such as a
nation-wide lockdown may be the more efficient choice. Finally,
when the pandemic essentially spreads over the entire system
and covers the relevant geographical area almost entirely, the
fractal dimension roughly approaches the Euclidean (integer)
dimension 2, [see, e.g., Figure3a(3)]'*. During that stage
differential geographical measures are ineffective and a general
lockdown is likely inevitable.

Understanding the spatiotemporal diffusion of the pandemic
can, therefore, provide regulators with tools to determine the
relevant timeframe for implementing differential measures, and
their relevant scale, and can be further used by courts reviewing
the legality of such restrictions. To illustrate, a complexity
based analysis supports the Israeli Supreme Court’s rejection
of a claim that a differential lockdown imposed on specific
neighborhoods in Jerusalem during the first stages of the
pandemic (in April 2020) was discriminatory and illegal. It also
provides solid grounds to the Courts’ refusal to narrow down
the scale of the locked area to specific streets only, since the
infected cases have already spread in various streets within that
neighborhood (Case # 21).

NETWORK PRIORITIZING AND PRIVACY

The pandemic poses legal policy makers worldwide with acute
challenges of prioritizing and dividing resources: how to allocate
tests when testing capacity is limited? How to prioritize the
distribution of vaccines among the population? Age, health
risk factors, and medical-related occupation are frequently
recognized as relevant considerations. Complexity provides
policy makers with an additional tool for prioritizing, by using
network analysis, which reveals, again, potential conflicts with
legal doctrine.

Network analysis has become a prominent tool to describe
and analyze complex systems of different kinds. By representing
a relevant system as a network and mapping the links among the
individuals comprising it (“nodes,” in network parlance), network
analysis allows to identify and describe various individual and
systemic traits (e.g., [14, 64-66]). Two traits are particularly
important for our purposes: “degree centrality,” which describes
the number of links that a particular node has (in our case: the
number of in-person social ties a person has), and “betweenness
centrality,” which describes the extent to which a node—in our
case: a person— ‘bridges” between different groups (“clusters”) in
the system [65]15.

“Notably, if the epidemic spreads freely, its eventual spatial diffusion will likely
coincide (approximately) with the spatial distribution of the population, which is
typically nonhomogeneous and exhibits fractal properties.

15A person’s betweenness centrality is calculated by the number of shortest
paths connecting all individuals in a network that pass through that person -
(e.g.,[65], p. 334).

Accumulating research of social networks from the past
decades demonstrates that in-person networks typically exhibit
power law distributions of social connections: a small number of
people possess an exceptionally large number of social contacts,
compared to the vast majority of the population (e.g., [13, 67])'°.
Studies further indicate that these “social hubs” play a crucial
role in the effective diffusion of various objects through the
network, from the flow of information to the spread of pandemics
(e.g., [68-70]). To use an intuitive illustration, a person who
meets hundreds of people per week is more likely to contract a
contagious disease, and to spread it further, relative to someone
whose network consists of only five weekly encounters. In the
context of contagious diseases, then, high social connectivity can
be regarded an additional risk factor.

More specifically, accumulating evidence on Covid-19
indicates that “super-spreading events” whereby “few individuals
disproportionately infect a large number of secondary cases”
are an extremely significant driver of the pandemic’s diffusion
(e.g., [71-73]). According to recent data, 10% of infectious
individuals cause 80% of the Covid-19 infections [74]. Many
super-spreading events have a spatial dimension, and occur in
public gatherings, where large numbers of people concentrate
in confined, typically indoor, spaces—weddings, places of
worship, elderly homes, prisons, and meatpacking plants are
a few prominent examples (e.g., [72, 73, 75]). Yet, significant
spreading can also occur when an infected social hub contacts
numerous people in different places during a short time span,
even in the absence of large gatherings (cf. [72]). To illustrate,
reports maintain that the first confirmed Covid-19 case of local
transmission in the United States, also known as “patient zero,”
met with more than 800 people during a few days, prior to
being diagnosed in February 2020. These numerous in-person
encounters presumably triggered the subsequent spread of
Covid-19 in the state of New York [76]. Similarly, studies suggest
that musicians traveling among bars were a major driver in the
spread of Covid-19 in Hong Kong between January and April
2020 [73].

Network studies from the past two decades further indicate
that policies focused on locating, testing, and vaccinating highly
connected individuals can significantly contribute to curbing
pandemics. Christakis and Fowler [70], investigating the spread
of flu among college students, found that tracking the health
of more-connected individuals can provide more up-to-date
information about the progress of the disease, relative to
testing a random sample of people. Moreover, network models
found that immunization schemes which prioritize inoculating
highly-connected individuals can lower the entire network’
vulnerability to a pandemic, and substantially decrease the
threshold required for reaching herd immunity [67-69]. Notably,
network prioritizing can also be used as part of the contemporary
efforts to quickly identify and track new mutations of the virus.

16We should clarify that, while multiplicative processes often generate power law
distributions, our analysis is applicable to “fat tailed” distributions more generally,
and does not depend on whether the empirically observed distribution is “truly”
power law or other “fat-tailed” distribution that exhibits large skewness.
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Research on network prioritizing has so far concentrated
on people with high “degree centrality,” namely people with a
large number of in-person encounters. Our analysis suggests
that an additional network metric that is relevant for network
prioritizing in the context of Covid-19 is “betweenness
centrality.” Due to the spatial diffusion pattern of the disease,
which we discussed in the previous Section, individuals with
high betweenness centrality can significantly contribute to the
transmission of the pandemic among clusters of different
geographical locations, and among populations. This, in turn,
might jeopardize differential-treatment policies. Overall, then,
policies that take into account social connectivity metrics as a
factor in prioritizing tests and vaccines can be an efficient tool
in the effort to restrain the pandemic (cf. [67]).

From a law and policy perspective, implementing network
prioritizing policies raises serious legal challenges, the most
prominent of which concerns privacy. Such implementation
obviously depends on the availability of connectivity data
that enables to identify individuals with the highest degree
centrality and betweenness centrality. However, the structure
of the in-person social network is not readily observable.
While information about highly connected individuals on online
social networks (“influencers”) is publicly available, this type of
connectivity does not necessarily overlap with high numbers of
in-person interactions, which are the relevant type of links in
the case of pandemic transmission. Some relevant connectivity
data can be inferred by identifying certain occupations, which
entail a large number of in-person encounters (e.g., teachers,
or salespersons), or transition between geographical areas
(e.g., drivers of public transportation) (cf. [77]). Focusing
on occupations can therefore provide a helpful prioritizing
method, and is indeed adopted by some countries as part of
their inoculation program. Nevertheless, it is insufficient for
identifying other social hubs, such as New York’s “patient zero.”

Existing network studies extracted connectivity data from
cellular companies, technology platforms (such as Facebook
or Google) that collect mobility data, or epidemiological
investigations (cf. [71, 73]). An alternative, indirect, strategy
suggested by Cohen et al. [69] and applied by Christakis and
Fowler [70] is the “friends” method. This strategy focuses
on testing and treating the persons connected to a group of
randomly selected individuals. This approach is based on the
perception that, due to the structure of social networks, the
“friends” group of randomly selected people possess, on average,
more social contacts than the randomly selected group, so that
focusing on the “friends” group increases the chances of reaching
the social hubs [69]. While none of these methods is likely to yield
perfect data about network structure, studies indicates that even
incomplete data that identifies a sufficient number of hubs can
make a significant difference in curbing a pandemic [67].

Nevertheless, the aforesaid methods for collecting and
extracting information about individuals’ connectivity in order
to implement network prioritizing policies may conflict with
legal rules protecting individual privacy. A prominent example
is the European General Data Protection Regulations (“GDPR”),
which limits the processing of “personal data,” including, inter
alia, “location data” and information related to a person’s

“social identity.” The “repurposing” of data originally collected
for a specific purpose (for example, targeted advertising), and
using it for a different purpose (in our case: identifying social
connectivity) is similarly restricted!”.

While privacy concerns should not be underestimated, the
case of Covid-19 highlights the networked dimensions of privacy,
and their theoretical and practical implications for privacy law.
Traditional legal theory perceives privacy through a reductionist,
individualistic lens—a person’s “right to be let alone” [79], a right
that “rests upon an individualist concept of society” ([80], p. 958).
This reductionist paradigm frames privacy as a private good,
implying that its costs and benefits are confined to a particular
individual. Therefore, the principal legal regimes that protect
privacy empower individual control, and place substantial weight
on individual consent ([81], p. 390).

More recent theoretical accounts, however, recognize that
framing privacy as a strictly individual interest “ignores the
interconnected nature of human behavior and of human
interests” [82]. Broadly, this strand of literature highlights
that privacy has collective and social attributes: privacy-related
decisions of individuals can produce “privacy externalities”
and affect other people. It therefore suggests that in certain
circumstances privacy protection should be regulated, rather
than left to individual choice and consent [81, 83].

The discussion of privacy externalities in the legal literature
often concentrates on cases where individuals’ decision to
renounce their privacy may cause harm to other individuals
or to society at large. For example, sharing one’s genetic
information may harm the privacy of their relatives [84],
while the sharing of data with social media platforms may
reduce the overall level of privacy in a society [81, 83].
In the foregoing analysis privacy externalities operate in an
opposite way. In other words, an individual decision to maintain
their privacy (by not disclosing certain information about
social connectivity) may impose significant social costs on
the effort to curb a pandemic. And due to the structure
of the social network and the pandemic diffusion dynamics
that we discuss above, the costs entailed in maintaining
connectivity information private accumulate in a multiplicative,
nonlinear way.

An appropriate theoretical framework for addressing the
networked dimensions of privacy in the context of Covid-
19 could be found in the literature that understands privacy
as a mechanism for encouraging socially beneficial flows
of personal information. Most prominently, Nissenbaum’s
influential theory of privacy as “contextual integrity” [85, 86]
perceives privacy not in terms of individual control or consent,
but rather in terms of flows of personal information that
are normatively appropriate in a particular social context.
Contextual integrity theory thus avoids binary and dogmatic
distinctions (e.g., between sensitive vs. insensitive information,
or between prohibited vs. permitted uses). Rather, it recognizes

URegulation (EU) [78], Art. 4(1), and Art. 5(1)(b), available at https://gdpr-info.
eu/. Notably, alongside these restrictions, privacy legislation typically recognizes
that public health concerns may justify certain exceptions to privacy protection -
e.g., Art. 9(2)(i).
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that transferring certain information (in our case: information
about social connectivity) that may not be permitted in one
context, may be permitted, and even required, in another
context (e.g., to specific health authorities that need to
prioritize Covid tests). This theory may therefore provide
tools for incorporating the use of network science and its
potential benefits in prioritizing Covid-19 interventions, into
privacy analysis.

We do not suggest here a detailed regime for the use of
connectivity data. However, understanding the significance
of network prioritizing in responding to a pandemic,
alongside the networked nature of privacy, can assist
policy makers and judiciaries in devising such schemes,
and in addressing ostensible tensions between privacy and
(public and private) health in specific circumstances. More
broadly, this analysis reveals that the law is not always
sufficiently sensitive to interactions as a relevant factor in the
design of legal policies. Complexity theory indicates that it
should be.

CONCLUSIONS

The Covid-19 pandemic represents a great challenge for
law and policy makers. The analysis above demonstrates
that acquaintance with the properties of complex systems
can provide regulators and judiciaries with an extremely
valuable tool for devising and evaluating the response to
Covid-19. Concomitantly, it exposes a gap between the
principles governing complex systems, and extant legal doctrines,
such as proportionality, equality, evidentiary requirements,
and privacy, which implicitly presume stable equilibria, and
fail to capture the nonlinear multiplicative properties of
the pandemic. Embedding insights from complexity theory
into legal analysis will thus help align legal policies with
complex systems dynamics, and improve the legal response to
the pandemic.

Our study is non-exhaustive, and is limited in various
respects. Adopting a complexity perspective can likely illuminate
additional questions related to the Covid-19 legal response.
For example, while we concentrate on court cases and judicial
doctrine, legal interventions through administrative regulation
may be more flexible and therefore more apt to effectively adapt
to the fast-changing realities of the pandemic (cf. [33, 87])!8.
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