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Cryptocurrency has become a new venue for money laundering. Bitcoin mixing services
deliberately obfuscate the relationship between senders and recipients, making it difficult
to trace suspicious money flow. We believe that the key to demystifying the bitcoin mixing
services is to discover agents’ roles in the money laundering process. We propose a goal-
oriented approach to modeling, discovering, and analyzing different types of roles in the
agent-based business process of the bitcoin mixing scenario using historical bitcoin
transaction data. It adopts the agents’ goal perspective to study the roles in the
bitcoin money laundering process. Moreover, it provides a foundation to discover real-
world agents’ roles in bitcoin money laundering scenarios.

Keywords: goal modeling, money laundering, bitcoin mixing transactions, data analysis, agents’ roles

INTRODUCTION

Financial crimes not only directly disturb the national financial order and affect social stability
but also occur with other crimes to provide financial support for various types of organized
crimes. Money laundering is a financial criminal activity, which mainly refers to the processing
of illegal income by various means to cover up and conceal its source and nature. It not only
damages the security of the financial system and the reputation of financial institutions but also
destroys the normal economic order and social stability of the country. Since money
laundering is such a harmful activity, anti-money laundering is, therefore, a worthwhile
endeavor.

Money laundering is a complex activity involving many entities and relationships. With the
development of the Internet, money launderers utilize advanced technology and multiple channels to
cover up their criminal behaviors through numerous transactions. Cryptocurrency has become a new
venue for money laundering. The simplest form of bitcoin money laundering is that the bitcoin
transactions are made under pseudonyms. Criminals use pseudonymous bitcoin addresses to hide
the illegal source of funds. However, as studies have revealed that the pseudonyms of bitcoin
addresses can be broken by aggregating addresses into clusters with identified users [1], more and
more third-party bitcoin mixing services emerged to provide additional anonymity [2]. It is reported
[3] that at least 4,836 bitcoins stolen by hacking Binance were laundered through the crypto mixing
service.

The emergence of bitcoin mixing services makes it difficult to trace suspicious money flow as they
deliberately obfuscate the relationship between senders and recipients [4]. However, there are limited
existing studies investigating the bitcoin mixing services. The difficulties lie in detecting different
roles of bitcoin addresses as there are an enormous number of bitcoin addresses involved. One of the
earliest studies [5] on mixing services revealed that they bundle a large number of small transactions
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FIGURE 1 | UTXO-based transaction model.

into a small number of large transactions to create all outgoing
transactions, hiding the connections between input addresses and
output addresses.

In this article, we propose that the key to demystifying bitcoin
mixing services is to discover agents’ roles in the money laundering
process. As money laundering is usually committed by collusive
money launders, multiple agents are involved in the process. Different
agents have different roles that perform different tasks in the bitcoin
mixing process to achieve the ultimate goal of money laundering.
Identifying the agents’ roles in the bitcoin mixing process will be
helpful to understand the context of bitcoin money laundering. In this
paper, we propose a goal-oriented approach to modeling, discovering,
and analyzing different types of roles in the agent-based business
process of the money laundering scenario using historical transaction
data from bitcoin mixing services. To the best of our knowledge, this
paper is the first to apply goal-oriented modeling to represent the
agents in bitcoin mixing transactions. It provides a foundation to
understand the role and task assignment at cryptocurrency
transactions in money laundering scenarios.

The rest of this paper is organized as follows. Related Work
reviews related works. Goal Modeling and Mining in Money
Laundering formalizes the problem and presents the framework.
Case Study provides a case study and presents algorithms for goal
mining in the money laundering processes. This article concludes
with contributions and future research plans in Conclusion.

RELATED WORK

Cryptocurrency Transaction Analysis

A cryptocurrency transaction is a basic unit describing
cryptocurrency flow from input to output addresses. Every
input address in a cryptocurrency transaction is a reference to
an unspent transaction output (UTXO), which is an output
address in a previous transaction that has not been referenced
in other transactions. In the bitcoin system, addresses are the
basic identities that hold virtual values, which can be generated
offline to a public key using the bitcoin’s customized hash
function. Figure 1 presents a basic example of UTXOs. It is
composed of three transactions. In Transaction 1, address A is the

Roles in Bitcoin Money Laundering

input with 10 BTC and B, C, and D are the output addresses. All
outputs in Transaction 1 are UTXOs before they are referenced
by Transactions 2 and 3.

As the complete transaction history is publicly available, the
transparency of cryptocurrency transactions enables statistical
analysis and graphical visualization techniques. Some scholars
produced an organized review of major works in cryptocurrency
transaction analysis. For example, Chen et al. [6] reviewed the status,
trends, and challenges in blockchain data analysis and summarized
seven typical research issues of cryptocurrency transaction analysis
into entity recognition, privacy identification, network risk parsing,
network visualization and portrait, analysis of cryptocurrency market,
etc. Liu et al. [7] surveyed knowledge discovery in cryptocurrency
transactions and summarized the existing research that uses data
mining techniques into three aspects, including transaction tracing
and blockchain address linking, the analysis of collective user
behaviors, and the study of individual user behaviors.

Both reviews have identified many studies on transaction
tracing, showing that the mechanism of the pseudonymity of
cryptocurrency addresses used in transactions can be broken
by entity recognition (or blockchain address linking) and
privacy identification techniques. For example, to identify
money laundering in bitcoin transactions, Hu et al. [8]
proposed four types of classifiers based on the graph
features that appeared on the transaction graph, including
immediate neighbors, deep walk embedding, node2vc
embedding, and decision tree-based. Once addresses are
identified, money flows can be immediately revealed,
leading to no anonymity in the bitcoin system.

Because the original design of bitcoin transactions is easy to trace,
several solutions have been proposed to improve its anonymity. One
typical solution is a mixing service, which is widely used in
underground markets like the Silk Road to facilitate money
laundering. Mixing services aim to solve cryptocurrencies’
traceability issues by merging irrelevant transactions with methods
including swapping and conjoining. Only a few previous works have
been carried out to demystify mixing services. For instance, in one of
the earliest studies on mixing services [5], a simple graph analysis was
carried out based on data collected from experiments of selected
mixing services, and alternative anti-money laundering strategies
were sketched to account for imperfect knowledge of true
identities. Although an essential anti-money laundering strategy is
not provided, Seo et al. [2] mentioned that money laundering
conducted in the underground market can be detected using a
bitcoin mixing service. These explorations revealed the importance
of understanding bitcoin mixing services.

Data Mining in Money Laundering

Money laundering is a complex, dynamic, and distributed
process, which is often linked to terrorism, drug and arms
trafficking, and exploitation of human beings. Detecting
money laundering is notoriously difficult, and one promising
method is data mining [9]. Rohit and Patel [10] reviewed
detection of suspicious transactions in anti-money laundering
using a data mining framework and classified the literature into
the rule-based  approach, clustering-based approach,
classification-based approach, and model-based approach.
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FIGURE 2 | Goal modeling and mining framework.

Generally, data mining in money laundering consists of the
rule-based classification and machine learning approaches. In a
rule-based approach, ontologies or other forms of rules are
adopted to classify suspicious transactions. For instance,
Rajput et al. [11] proposed an ontology-based expert system
for suspicious transaction detection. The ontology consists of
domain knowledge and a set of Semantic Web rules, and the
native reasoning support in the ontology was used to deduce new
knowledge from the predefined rules about suspicious
transactions. A Secure Intelligent Framework for Anti-Money
Laundering was presented to make use of an intelligent formalism
by using ontologies and rule-based planning [12]. Bayesian
approaches were adopted to assign a risk score to money
laundering-related behavior [13]. It was designed based on
rules suggested by the State Bank of Pakistan in its 2008
regulations to declare a transaction as suspicious.

Machine learning algorithms were also applied to group or
classify the data, so as to predict suspicious money laundering
transactions. Chen et al. [14] provided a comprehensive survey of
machine learning algorithms and methods applied to detect
suspicious transactions, including typologies, link analysis,
behavioral modeling, risk scoring, anomaly detection, and
geographic capability. A support vector machine-based
classification system was developed to handle large amounts of
data and take the place of traditional predefined-rule suspicious

transaction data—filtering systems [15]. However, the limitation
of the machine learning approach lies in its data dependence, with
sometimes limited adaptability and scalability. As stated in [6],
the model requirement of historical data makes it difficult to
identify illicit operations performed by newcomers.

GOAL MODELING AND MINING IN MONEY
LAUNDERING

In this section, we propose to model agents’ roles in the money
laundering process with goal-oriented modeling techniques. We
adopt the goal modeling and mining approach [16] and assume
that different agents have different roles, which perform different
tasks in the process to achieve the ultimate goal of money laundering.
As shown in Figure 2, the goal modeling and mining framework
consists of three phases. In the data collection phase, we will collect
not only cryptocurrency transaction data but also the domain data
about the address entity information. The model discovery phase
consists of the address miner, role miner, and process miner. The
address miner will collect all related address information. The role
miner will detect the goals of the agent who owns the addresses. The
process miner will present the money laundering process.

In the blockchain analysis phase, we first analyze the goal
of money laundering, which can be decomposed into three
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sub-objectives, namely, placement, layering, and integration.
Placement aims to cut off the connections between illegal funds
and upstream crimes of money laundering. It can be realized by the
task of introducing illegal funds into the financial system. This task
can be decomposed into sub-tasks like depositing money or
remitting cash. Placement always involves breaking down the
original large amount of funds into a lot of small ones. So, many
soldiers will be employed to execute the tasks to introduce multiple
illegal funds into the financial system without suspicion.

Layering is transferring the funds among different accounts or
institutions so that the initial source of funds will be difficult to
track. Layering can be realized by the task of obscuring the
sources of the money. This can be decomposed into sub-tasks
like transferring money or purchasing insurance from different
institutions. Layering means that funds have entered the financial
system for circulation. Soldiers may continue to do a lot of basic
tasks, while communicators’ main role is to transfer the funds.

Integration means to integrate the funds into the legitimate
economy. Integration can be realized by the task of legalizing illegal
funds. This task can be decomposed into sub-tasks like transferring
money or purchasing insurance from different institutions, transferring
overseas, withdrawing cash, or investing. Finally, the legalized funds
will be possessed by the money laundering organizers. Communicators
and organizers will work together to complete the task.

In the money laundering process, three roles are involved, as
follows:

1) Organizer: Organizers are the core of the organization. As
described in Figure 3, the organizer’s goal is to organize
money laundering, which can be decomposed to allocate
resources and organizing paths. The goal of allocate resources
can be decomposed into allocate funds and allocate people, which
can be realized by the tasks of assign funds to agents. The goal of
organizing paths can be realized by the task of assign funds to
agents. The goal of organizing paths can be decomposed into
communicate with customers and plan links.

Organizers organize the money laundering process
collaborating with communicators and soldiers. Particularly, as
shown in Figure 4, the organizer depends on communicators to
communicate with customers while depending on soldiers to
assign funds to agents. Communicators execute tasks from the
organizer and employ soldiers to introduce illegal assets into the
financial system.

2) Communicator: Communicators are at the middle level of the
organization. The communicator’s goal is to transmit
information in the money laundering activity. The goal of
transmitting information can be realized by the task of
communicate with customers, which can be decomposed to
inputs and outputs for customers.

Soldier: The soldier’s goal is to become agents with chips. In
Figure 5, soldiers are employed by the organizer to deal with
some basic tasks. They are not related to the core organization,
while they are the key to facilitate the flow of illegal funds into
the financial system. The goal of agents with chips can be
realized by the task of split funds and assign chips.

3)

CASE STUDY

In this section, we present a case study to demonstrate the
proposed framework. We investigated a popular mixing
service. In this bitcoin mixing service, the smallest unit of
deposit is 0.001 BTC. As shown in Figure 5, the deposit is
divided into different chips, which are 2*x0.001 BTC. Users
can send these chips to one or more different withdrawal
addresses, as shown in Figure 5. In our experiment, we sent
all five chips of 0.031 BTC to one withdrawal address.

We tracked withdrawal transactions through the btc.com website.
In Figure 6, the box represents the address and the oval box
represents the transaction (the text is the transaction time). The
value on the line between the address and the transaction represents
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the bitcoin value that the address entered or output in this
transaction. The address in green is our export address. We
noticed that there are five exit addresses in the money laundering

network, which are consistent with the chip division. These five
addresses seem to correspond to five address pools of different
amounts. We selected three other addresses in the address pool
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FIGURE 7 | Deposit transactions.

FIGURE 8 | Different tasks in the bitcoin mixing service.
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with a bitcoin amount of 0.002 and found that these transactions were
also combined to produce output from different address pools.

Deposit transactions are shown in Figure 7. In the figure,
purple denotes the source address of the experiment and
yellow—green is the entry address provided by the bitcoin
mixing service. It can be seen that the money laundering entry
address in this experiment is directly used to generate an address
pool of 0.008 BTC.

As shown in Figure 8, we find that there are three categories
of addresses: entry addresses (communicator), exit addresses
(communicator), and kernel addresses (soldier). When a
laundering request is issued, it will generate an entry address to
receive the bitcoin from a user. After a while, some entry addresses
and kernel addresses are combined as the inputs of one mixing
transaction to generate some exit addresses. An important feature of
the exit addresses is that their amount is 2°x0.001 BTC. When it
decides to send Yx0.001 BTC to one laundering output address,
some exit addresses are selected according to Y. For example, if
Y =0.031=(16 + 8+4 + 2+1)x0.001 BTC, then five addresses holding
0.016, 0.008, 0.004, 0.002, and 0.001 BTC are selected from its pools.
These exit addresses are treated as inputs for a withdrawal transaction
to send to the output address specified by the user.

Definitions for Identifying the Mixing

Transactions
The transaction T with m input addresses (af, ... ,a,) and n
output addresses (af, ... ,a?) is described as follows:

(@sc)se s (@pe,) = (@) (@), (D)

where ¢! and cjo (1 <£i<m,1<j< n) are the amount of input
ayﬁldress naf and output address ma}), re:pectively. Obviously,
Y > Y O And the fee of Tis Y ¢l — ¥ c©.
i=1 =1 i=1 =1

For Ja transaction T, the set of input ]addresses is defined as
A(T) ={af, ... ,a)} and the set of output addresses is defined as
AT = {af, ...,a%}.

Actually, we find two types of mixing transactions to generate
the exit addresses, defined as follows:

[Definition 1] A transaction T with n outputs is type I
transaction, if ¢f = 2*x0.001 BTC (1 < j < n) and n>1.

[Definition 2] A transaction T with n outputs is type II
transaction, if ¢ = 2°x0.001 BTC (1 < j < n-1), ¢/#2' x 0.001
BTC, and n>2.

The withdrawal transactions are based on the exit addresses,
described as follows:

[Definition 3] A transaction T with m inputs and one output is
a withdrawal transaction, if

L. ci#c, i#, 1 < ij <m;
2. ¢l = 2"x0.001 BTC, 1 < i < m or m-1.

We design Algorithm 1 to find the mixing transactions. There
are three stages in the algorithm. The first stage (step 1) is to find all
type I or II transactions T. In stage 2 (steps 2-10), we try to find
the withdrawal transactions T, based on Tj. In the last stage, the
transactions in T; are selected as the mixing ones according to T,.
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transactions. The number of mixing transactions in each month of

Algorithm 1
Input: 7, bitcoin transaction set from 7o to # . . .
P iy oo 2020 is shown in Figure 9.
Output: T¢, detected mixing transactions X i .
- . . . With Algorithm 2, we find 2,451 kernel addresses, of which 2,143
1. Finding transaction set 7 from 7, where 1€ 71 is type I or type II transaction. h K
2. T (87%) are in one wallet [0005190b7a] according to walletexplorer.
3. foreach TET- Ty com. This proves that these addresses we discovered belong to an
4. if Tis withdrawal transaction then organization that has not been revealed before and can prove to be
5. if ¢/=2"%0.001BTC and a;E€ A%(T) and a;€A(T), 1 €Ty , 1<i<m then controlled by the mixing service provider.
o =RUAT We tracked money laundering transactions and discovered the
;' - Erdit transaction structure. From historical bitcoin transactions, we found
. enar .. . . . . e
9 enlifie a large number of mixing transactions with significant characteristics
10. Te=0) and kernel addresses related to the bitcoin mixing service. We can
11. for each TE T estimate the scale of money laundering based on such role analysis.
12. if all outputs of 7 are the inputs of some transactions in 7>
13. Te=TcU (T}
L s CONCLUSION
15. endfor
In this paper, we propose that the key to demystifying bitcoin

mixing services is to discover agents’ roles in the money laundering

Kernel addresses appear in different mixing transactions as the
process and present a goal-oriented modeling framework to model

inputs. We use Algorithm 2 to find them.
Algorithm 2 different roles in the money laundering process. The framework
Input: Tc, detected mixing transactions consists of data collection, model discovery, and blockchain
analysis. With this framework, the three roles of the organizer,
soldier, and communicator are analyzed in the money laundering

Ouput: 4, kernel addresses
1. 4=0
2elgHEEen B=1 process of placement, layering, and integration.
3. foreach Ty €Tc¢,and T#T We th Iv th df Ktoi i ul
N 442U (4D AT, ~ Wethenapp yt. e proposed framework to inves gate a popular
bitcoin mixing service. Specifically, we identify two types of mixing
transactions to generate the exit addresses. We propose two

In the 2020 BTC transactions, we find 4,689 type I transactions and
3,124 type II transactions. With Algorithm 1, we determine that  algorithms to analyze the roles of the soldier and communicator
2,687 are mixing transactions with 47,433 associated withdrawal  in the money laundering process. With the identified roles, we can
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estimate the scale of money laundering in the bitcoin mixing
service.
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