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This paper proposes a new definition method of currency, which further divides the current hot digital currency according to its legitimacy, encryption, centralization, and other characteristics. Among these, we are mainly interested in virtual cryptocurrencies. Virtual cryptocurrency is one of the application directions of blockchain technology. Its essence is a distributed shared ledger database, which generally has the characteristics of decentralization and non-tampering. The technologies supporting the practical application of virtual cryptocurrencies involve multiple scientific and technological fields such as mathematical algorithms, cryptography, Internet communication, and computer software. Since the launch of the first virtual cryptocurrency bitcoin in 2009, it has developed rapidly worldwide. As of August 1, 2021, more than 11,570 virtual cryptocurrencies have been publicly issued and traded globally, with a total value of over $1.68 trillion. This paper proposes the virtual cryptocurrency trading popularity value system as a standardized index for quantitative analysis of virtual cryptocurrency trading, and the virtual cryptocurrency trading index system as a barometer of the virtual cryptocurrency trading market. It has contributed schemes to the analysis of the market rules of virtual cryptocurrency transactions and the realization and early warning of abnormal virtual cryptocurrency transactions, which are the two main hot research directions of virtual cryptocurrency. To be specific, the popularity value of virtual cryptocurrency transactions provides parameters for analyzing individual virtual cryptocurrencies, and the popularity index of virtual cryptocurrency transactions provides parameters for analyzing the virtual cryptocurrency trading market, so as to prevent major risks of virtual cryptocurrency transactions.
Keywords: blockchain, virtual cryptocurrencies, popularity value, data-driven, social physics
INTRODUCTION
In October 2008, Satoshi Nakamoto published “Bitcoin: A Peer-to-Peer Electronic Cash System,” introducing people to a digital currency called bitcoin. On January 12, 2009, bitcoin made its first transaction. Since then, digital finance, especially virtual cryptocurrency, has gradually become one of the most important application scenarios of Blockchain Technology (BT) worldwide. At the same time, the volume of virtual cryptocurrency issuance is growing rapidly around the world. As of midnight on August 1, 2021, more than 689,000 bitcoin blocks have been mined, with a total circulating market value of about $750 billion. According to the public data of Coinbase (the first bitcoin exchange with formal license in the USA, listed on NASDAQ) and other exchange websites, as of midnight on August 1, 2021, there are 625 public trading platforms in the world, and more than 11,570 virtual cryptocurrencies are publicly issued and traded. Among them, 5,408 are still actively traded, and the total market value of publicly issued and traded virtual cryptocurrencies exceeds $1.68 trillion.
The continuous innovation and development of digital information technology has accelerated the social process and profoundly influenced the trend of human civilization. Since the advent of virtual cryptocurrencies, combined with the characteristics of blockchain, the transaction mode itself has the characteristics of decentralization, anonymity, multiple currencies, large amount, volatility, difficult to regulate, and so on, resulting in a variety of abnormal transactions. Moreover, there are also abnormal transactions caused by security vulnerabilities such as block bifurcation and theft of numbers and coins.
The main contributions of this paper are briefly summarized as follows:
1) This paper reconstructs the theoretical system of currency definition, reclassifies digital currency, and puts forward a set of definitions mainly applicable to digital currency.
2) This paper will put forward a popularity value system and its algorithm that are actually applied to virtual cryptocurrency, which will help in the field of social public security and effectively enrich the existing virtual cryptocurrency theory.
3) Based on the market data of virtual cryptocurrency as the support, this paper applies the latest research results in the field of artificial intelligence technology to realize the abnormal warning algorithm model of virtual cryptocurrency.
The remainder of the paper is organized as follows: Theoretical System of Abnormal Transaction of Virtual Cryptocurrency section introduces the theoretical system of abnormal transaction of virtual cryptocurrency proposed by us. In Analysis of Abnormal Transaction Situation Based on Virtual Cryptocurrency Popularity Value System section, based on the popular value system of virtual cryptocurrency, this paper designs two algorithms to realize the situation analysis of abnormal transactions of virtual cryptocurrency, and verifies the virtual cryptocurrency market data from 0:00 to 24:00 on August 3, 2021. Conclusion section presents our conclusions and avenues of future research.
THEORETICAL SYSTEM OF ABNORMAL TRANSACTION OF VIRTUAL CRYPTOCURRENCY
The Concept and Definition of Digital Currency, Electronic Currency, and Virtual Currency
There is still no clear authoritative academic definition of the concept of virtual cryptocurrency at home and abroad. Digital Currency, Virtual Currency, Cryptocurrency, Electronic Money, etc., are mostly used to refer to bitcoin-like things. It is urgent to clarify the concepts of digital currency, virtual currency, cryptocurrency, electronic currency, and so on for the same research object by referring to various literature materials. For example, literature [1] puts forward research on the exploration of gold standard credit currency and digital currency, and uses the concept of digital currency to explore the current monetary system and the diversified monetary system of combined gold standard system. Literature [2] proposed that the COMMODITY Futures Trading Commission of the United States issued a consultation on the underwriting scheme of virtual currency, and used the concept of virtual currency to give hints and warnings on how to avoid the potential trading risks of fraud. Literature [3] proposed a study on the fluctuation of cryptocurrency transaction price and investor attention, and used the concept of cryptocurrency to analyze the relationship between investor attention and transaction volatility based on a large data set of about 25 million users. Literature [4] proposed empirical evidence from Indonesia to study the influence of quality and price on the loyalty of Electronic Money users, and the concept of Electronic Money was studied based on the sample of 400 people and model variables on the influence of server reliability and security on the final benefit.
The same concept, at present, also needs to clearly define its scope. For example, before Bitcoin, network game currency is also known as a virtual currency, and at the same time there is a virtual game currency trading at home and abroad research, such as the literature [5] the study of online game virtual currency trading revenue recognition and document [6] the study of digital game virtual currency trading, that also use the concept of virtual currency.
Based on a large number of literature materials, many foreign literatures refer to Bitcoin cryptocurrencies from a technical perspective. From a practical point of view, many domestic literatures call Bitcoin virtual currencies to distinguish it from legal tender. Based on the dual attributes of practicality and technology, this paper calls Bitcoin and other virtual cryptocurrencies. Based on the full absorption of current domestic research results and the development status of cryptocurrencies at home and abroad, the following definitions are proposed: 1) Commodity Currency is a commodity that has value and physical form, which can be traded as an exchange for equivalent value. 2) Digital Currency (DC) is a currency that shows its value attribute in the digital form and corresponds to the commodity currency. It generally refers to all currencies that exist in digital form and can be used as means of payment. It is a general term for electronic money and virtual currency. 3) Electronic Money (Official Digital Currency) is official digital money. Electronic money is a digitized form of fiat money, equivalent to fiat money, for example, electronic money stored in the form of magnetic cards, central bank digital money, and so on. 4) Virtual Currency (Unofficial Digital Currency) is unofficial digital currency. Virtual cryptocurrency is a digital currency issued by a non-statutory authority. It is generally used as a means of payment in a specific virtual space on the Internet, but it does not have the status and value of legal tender, such as QQ coins, online game coins, and so on. 5) Cryptocurrency is a digital currency generated based on cryptography and generally encrypted by cryptography in transactions, storage, and payments, such as Bitcoin and central bank digital currency. 6) Virtual Cryptocurrency is cryptocurrency that does not have legal status among digital currencies, including decentralized cryptocurrencies such as Bitcoin and Ethereum, and centralized cryptocurrencies such as USDT.
After giving each currency qualitative, we classify according to its connotation, generation mechanism, and operation principle according to certain classification standards, delimit its boundaries, and get the relationship between each currency, as Figure 1.
[image: Figure 1]FIGURE 1 | Concept and definition of currencies.
The subsequent research of this paper will mainly focus on virtual cryptocurrency.
Development Status of Digital Cryptocurrency
Digital currencies are closely related to blockchain technology [7]. Blockchain is a technology that securely stores transaction records on peer-to-peer networks, rather than storing them at a single site. Blockchain is run by a network of independent servers, called nodes, scattered around the world. The application of blockchain technology has been extended to digital finance, Internet of Things, intelligent manufacturing, supply chain management, digital asset trading, and other fields. At present, major countries around the world are speeding up the layout of blockchain technology development.
Digital currency is the first successful case of blockchain. The characteristics of its decentralization, anonymity, and safety for the user do not depend on banks and other intermediaries, and direct point-to-point trading may provide the biggest advantage to enhance the autonomous control ability of the end user—this in financial history is also a very big change. However, although bitcoin and other digital currencies are also known as money, due to their lack of value connotation and sharp price fluctuations, it is difficult to play the basic functions of money, such as the function of value scale, which makes the current digital currency closer to a financial asset in essence.
With the rapid development of network technology and digital economy, the public’s demand for convenience, security, universality, and privacy of retail payment is increasing day by day. According to the “White paper on the development of China’s Central bank digital currencies” [8] released by the People’s Bank of China in 2021, central banks or monetary authorities in many countries and regions closely follow the development achievements of fintech [9] and actively explore the digital form of legal tender. Legal digital currency is moving from theory to reality.
In the process of the stable development of digital virtual cryptocurrency, non-statutory virtual currency has become a forefront, has a lot of traffic, and has been an extensive concern by speculators, including many speculators through the hype of virtual cryptocurrency to obtain huge profits; the musk is that there is no lack of such capital tycoon and some social celebrities involved, and the platform for them has had a profound impact on the development of virtual cryptocurrencies. The source of virtual cryptocurrency is Bitcoin, also known as virtual cryptocurrency, launched by Satoshi Nakamoto in 2008. Later, on the basis of the currency and virtual encrypted monetary growth development, the etheric fang for the platform of the second generation of virtual cryptocurrency was developed through intelligent core application contract implementation, and now, although only in a few countries, the government expressed support for virtual cryptocurrency, while most of the national governments are in opposition to or are on the sidelines, However, the third generation of virtual cryptocurrencies is still budding. At present, according to incomplete statistics, since the advent of Bitcoin, the private sector has launched a variety of virtual cryptocurrencies, and the online public circulation and issuance of virtual cryptocurrencies has reached more than 10,000, with a total market value of more than $130 million, and is still increasing at an extremely fast speed.
Research Status of Virtual Cryptocurrency
Virtual cryptocurrencies such as the blockchain technology, P2P technology, and encryption technology, such as hot technology, are declared as “decentralized” and “completely anonymous,” but the lack of value support, price volatility, trading defects such as low efficiency, and large energy consumption limit its hard currency function in our daily life, and at the same time, the virtual cryptocurrency is used for speculation, There are potential risks that threaten financial security and social stability, and it has become a payment tool for illegal economic activities such as money laundering. Virtual cryptocurrency has major defects, and some institutions attempt to launch the so-called “stable currency” by trying to anchor it with sovereign currency to stabilize the currency or related assets, and business plans for global stability of the currency; it will give the international monetary system, the payment and settlement system, and monetary policy, such as cross-border capital flow management, many risks and challenges [10].
At present, many countries in the world are promoting research on virtual cryptocurrency transaction behavior and warning, and analyzing its integration layout with existing economic applications from multiple aspects such as technology and law. For example, literature [11] proposes the investigation and research of the EU’s virtual cryptocurrency regulations on virtual cryptocurrency developers and transaction users; literature [12] studies the impact of Facebook’s launch of Libra virtual cryptocurrency project on financial infrastructure and regulation; literature [13] analyzes the problems and challenges of the cryptocurrency exchange market in India from the perspective of triggering financial risks; literature [14] studies the risks and challenges of virtual cryptocurrency transactions in different jurisdictions and SWIFT transactions; literature [15] studies the virtual cryptocurrencies and gold assets, such as Bitcoins and the diversified investment transactions such as the stock market; literature [16] studies the digital financial assets and the monetary impact on the Russian business transactions in current laws and regulations; literature [17] studies the current stage of the European Union blockchain and virtual cryptocurrency trading regulation, and so on.
At present, the abnormal encryption based on virtual currency trading and warning image data to carry out the relevant analysis is one of the main directions of research hot spots; the researchers are mainly focused on virtual cryptocurrency data exchange through time, frequency, capital flows, the rules of combination of multiple currencies in a variety of ways, and so on, whether virtual cryptocurrency trading volatility and abnormal trading to forecast early warning.
In the analysis based on time, some researchers put forward methods that can improve the accuracy of prediction and warning. Literature [18] is proposed using the Markov switching model window effect of abnormal to virtual cryptocurrency trading to predict warning, by comprehensive research samples within the coefficient and the outside influence on the sample, using the window effect of Markov switching models to predict early warning, and verified in some specific window on the tail that can better realize the precision of forecasting warning. Literature [19] proposed a weighted and pay attention to the memory channel convolution neural network to predict abnormal virtual cryptocurrency trading early warning method, based on the strong correlation between different virtual cryptocurrencies and using the technology of deep learning implementation with a weighted and pay attention to the memory channel convolution neural network model to forecast daily virtual cryptocurrency trading.
In terms of frequency-based analysis methods, some researchers have carried out analysis and prediction of currency transactions of multiple virtual cryptocurrencies. In 2021, Kim et al. proposed to use GARCH and SV random volatility to predict and warn the volatility of abnormal transactions of virtual cryptocurrencies. By studying nine major virtual cryptocurrencies such as Bitcoin, Ethereum, and Bitcoin Cash, the Bayesian Stochastic Volatility (SV) model and GARCH model are implemented to detect trading volatility [20]. Literature [21] proposed a random approximation algorithm and sequence learning method based on volatility dynamics, and proposed a random volatility model with jump return volatility to analyze and warn abnormal transactions of virtual cryptocurrencies. The results proved that these virtual cryptocurrency transactions showed abnormal return fluctuation relationship. Salim Lahmiri et al. proposed to use the method of high frequency trading deep learning to predict and give early warning to virtual cryptocurrency bitcoin trading, and applied the deep forward neural network (DFFNN) to analyze and predict the high frequency trading data of virtual cryptocurrency Bitcoin. Based on this, the influence of standard numerical training algorithm on the accuracy obtained by DFFNN is also studied [22].
In terms of the analysis method based on capital flow, research is carried out on the correlation between capital and abnormal transaction of virtual cryptocurrency. Rahmani et al. drew on the relevant experience of deep learning architecture in financial market prediction and proposed to use deep learning algorithm to predict and give early warning of abnormal capital flow in the direction of virtual cryptocurrency transaction [23]. By constructing LSTM model to predict the daily closing direction of bitcoin and USDT in virtual cryptocurrencies, the researchers also analyzed the accuracy of the model and the risk of trading gains and losses based on the model, and evaluated the impact of MACD index and input matrix dimension on the prediction and warning accuracy.
In terms of analysis methods based on multiple currencies and multiple rule combinations, Kakinaka Shinji et al., based on the asymmetric relationship between price and volatility, is a significant feature of the time series of financial markets. Therefore, they proposed the method of multifractal cross-correlation for virtual cryptocurrency trading and prediction and early warning. Studying these relationships between up-market (bull market) and down-market (bear market) mechanisms in a dynamic way provides a new method for predicting and warning abnormal trading of virtual cryptocurrency [24].
Although some researches on virtual cryptocurrency trading do not directly provide the method of abnormal trading warning, additional variables such as daily return rate, standard deviation, value at risk, conditional value at risk, trading volume, and other dimensions that are very important for the analysis of virtual cryptocurrency trading are introduced. In addition, many innovative methods are proposed for reference in terms of how to analyze the data of virtual cryptocurrency transactions and how to select variables. In literature [25], for example, this paper proposes a virtual encryption based on PROMETHEE II currency trading portfolio selection criterion method, and the model of sample performance with five other kinds commonly used the optimal portfolio model; according to the index of all observed, the proposed model is better than all the other models, where the odds ratio is from 50 to 94%. The literature also suggests the benefits of adopting more currency standards and an appropriate multi-parameter approach in the analysis and selection process of virtual cryptocurrency transaction data.
Some researchers also provide abnormal transaction warning methods of virtual cryptocurrency from other useful perspectives by choosing different data dimensions. For example, in 2021, Kądziołka Kinga proposed a multi-criteria evaluation method for virtual cryptocurrency exchange based on PROMETHEE II and taxonomy with the analysis of the available data published on the Internet website by hierarchical clustering with k-means algorithm [26]. This method can also be used as a supplement to multi-dimensional evaluation of abnormal transaction warning of virtual cryptocurrency.
Based on the stock market index method, this paper innovatively proposes an abnormal movement warning algorithm based on the popularity value system of virtual cryptocurrency. By referring to the sequence similarity comparison algorithm in the field of speech recognition and biological information, the sequence similarity comparison algorithm is improved as an abnormal detection algorithm of virtual cryptocurrency. It provides a new idea for the study of abnormal warning of virtual cryptocurrency.
The Overall Model of Abnormal Transaction of Virtual Cryptocurrency
Virtual cryptocurrency anomaly detection and early-warning star-moon value model is shown in Figure 2. Based on current research results at home and abroad [27–29], this model organically combines the definition, research, and early warning of virtual cryptocurrency anomalies into an overall model.
[image: Figure 2]FIGURE 2 | Stellaluna value model for anomaly analysis and warning of virtual cryptocurrency.
Normally, in the whole currency virtual cryptocurrencies trading environment, we can think of the influence of external factors on the overall virtual cryptocurrency in a fair level, then we can pass the current transaction data and compare them with the historical transaction data analysis, and calculate the current external factors’ impact on the virtual cryptocurrency trading situation; this is the “virtual cryptocurrency popularity value”. Based on the change of this popularity value, abnormal transactions of virtual cryptocurrency can be further detected and warned. In the case of a single virtual cryptocurrency trading to multi-currency virtual cryptocurrency “trading popularity value” as a “background noise,” a single virtual cryptocurrency is determined based on the elimination of “background noise” transaction in which life cycle stage integrated different life cycle phase virtual cryptocurrency, which, according to the general characteristics of virtual cryptocurrency trading, abnormal transaction behaviors are more likely to occur in the emerging period, extinction period, and recovery period. Therefore, these three periods and the specific event period of the outbreak of blockchain fork are collectively referred to as the volatile period. The abnormal transaction risk of a single virtual cryptocurrency can be warned by detecting the volatile period and cycle transformation. For a single currency in a stable period, on the basis of protecting the privacy of a single transaction, detect and warn whether the virtual cryptocurrency transaction is affected by security factors and leads to abnormal transactions. To be specific, we can design an algorithm to calculate the transaction popularity value of multiple currencies as a benchmark, and each single currency will conduct qualitative detection according to the popularity value. If abnormal transaction characteristics are met, quantitative detection will be carried out further. The model also includes detection, warning, and disposal of abnormal transactions of virtual cryptocurrencies caused by security factors such as blockchain bifurcation.
In general, the model covers the definition, analysis, and early warning of virtual cryptocurrency anomalies to achieve comprehensive early warning on four different levels of abnormal transaction situation of multi-currency virtual cryptocurrency, abnormal transaction cycle risk of a virtual cryptocurrency, an abnormal transaction of virtual cryptocurrency caused by security factors based on privacy protection, and abnormal transaction of virtual cryptocurrency bifurcation.
The main contributions of this paper are briefly summarized as follows: 1) This paper reconstructs the theoretical system of currency definition, reclassifies existing definition of currency, and puts forward a set of definitions mainly applicable to digital currency. 2) This paper will put forward a popularity value system and its algorithm that are actually applied to virtual cryptocurrency, which will help in the field of social public security and effectively enrich the existing virtual cryptocurrency theory. 3) Based on the market data of virtual cryptocurrency as the support, this paper applies the latest research results in the field of artificial intelligence technology to realize the abnormal warning algorithm model of virtual cryptocurrency.
ANALYSIS OF ABNORMAL TRANSACTION SITUATION BASED ON VIRTUAL CRYPTOCURRENCY POPULARITY VALUE SYSTEM
Virtual Cryptocurrency Popularity Value System
The Concept of Virtual Cryptocurrency Popularity Value
As of midnight on August 1, 2021, more than 11,570 virtual cryptocurrencies have been publicly issued worldwide, among which 5,408 are still actively traded. Unlike stocks, futures, and precious metals, the current “head” effect of virtual cryptocurrency trading is very obvious, with the top 7 accounting for more than 75% of the total cryptocurrency trading, and the top 100 accounting for about 95% of the total cryptocurrency trading. The market capitalization of the top 1,000 accounts for about 99.7% of the entire virtual cryptocurrency trade.
The overheated hype and the legend of overnight wealth have caused “herd behavior” [30–35] in the virtual cryptocurrency market, which has caused many individual investors to blindly enter [36], and also provided opportunities for some criminals to take advantage of blind individual investors’ ignorance of virtual cryptocurrency. The launch of “unstable value virtual cryptocurrencies” has ruined the fortunes of many people who want to get rich quick. The existence of herd behavior and the “thunderbolt” of many virtual cryptocurrencies make people eager for an early warning method to avoid risk.
Based on the actual situation of virtual cryptocurrency trading, we innovatively proposed virtual cryptocurrency trading popularity value. The data of the top 1,000 virtual cryptocurrency transactions in each large virtual cryptocurrency trading market are used as samples to calculate the popularity value of virtual cryptocurrency transactions; to standardize and quantify virtual cryptocurrency, it is intended to serve as a benchmark reference value for abnormal transactions in virtual cryptocurrencies.
Virtual Cryptocurrency Popularity Value System Series Index
Based on the popularity value of each virtual cryptocurrency transaction, we innovatively put forward the series index of virtual cryptocurrency transaction popularity value system, ranking the top 7 (VC7), the top 20 (VC20), the top 100 (VC100), and the top 6 (VC7X) of the 7 excluding the largest market value bitcoin, 13 out of 20 stocks excluding the top 7 market capitalization (VC20X), and 80 out of 100 stocks excluding the top 20 market capitalization (VC100X). A total of 6 groups of indexes, virtual cryptocurrency trading popularity value system series indexes, aimed at reflecting the current performance of virtual cryptocurrency trading. Table 1 shows the compiling rules of the series index of the virtual cryptocurrency trading popularity value system.
TABLE 1 | Rules for compiling series index of virtual cryptocurrency popularity value system.
[image: Table 1]Calculation of Virtual Cryptocurrency Popularity Value Based on Hybrid Parameter Elite Ant Colony Algorithm
To scientifically evaluate the real-time popularity of virtual cryptocurrency transactions, classical quantitative analysis methods mostly use real-time price or some inherent attribute as its popularity value [37]. This algorithm has a certain scientific nature and objectively reflects its popularity directly through the market, but it also has some defects. It can reflect its popularity through price changes in a certain period of time, but it cannot reasonably reflect its real popularity in a longer period of time. For example, at two different time points, the same virtual cryptocurrency transaction has the same popularity, but because the price base of the two time points is different, under the condition of the same popularity, the final price is not the same, which has a different popularity value from the result. Because the price of virtual cryptocurrencies is not only influenced by the popularity but also by the amount of money they are issued and how they are created, the price base is different. In other cases, two virtual cryptocurrency transactions may have the same popularity for a period of time after launch, but at different prices. In general, this algorithm has some major defects, such as lack of normalization and standardization, which cannot form a comprehensive popularity value system for all currencies of virtual cryptocurrency transactions. It can only reflect the popularity changes of certain virtual cryptocurrency transactions within a period of time.
In the study of virtual cryptocurrency trading, literature [38] mentioned that to weigh the benefits and risks of bitcoin investment, an evaluation index system of virtual cryptocurrency trading activities was established, and the combination weight of comprehensive evaluation was determined by using subjective evaluation method and objective evaluation method comprehensively. However, the algorithm is unable to cope with virtual encrypted mutations situation of currency trading and poor robustness.
This paper proposes an elite ant colony algorithm based on mixed parameters that calculates the popularity value of virtual cryptocurrency transactions. Selection is given priority over virtual cryptocurrency trading market data, virtual cryptocurrency trading chain abnormal data, virtual cryptocurrency trading data, and so on; multi-dimensional data are complementary comprehensive data as a factor, dynamic adjustment factor, and dynamic allocation weights, respectively, combined with the normalized and standardized data processing methods, such as integrated computation virtual cryptocurrency trading phase popularity value. Compared with traditional algorithms that rely on expert experience and fixed factors and factor weights, this method is more scientific and convenient, saving a lot of human and material resources. Relying on machine learning method, the timeliness of trading popularity value system is significantly improved.
On combinatorial optimization problem and optimal solution problem, ant colony algorithm is widely used [39]; to solve the problem of multiple factor weights allocation, this article uses the elite ant colony algorithm based on hybrid parameter dynamic weighting allocation of more factors, using the advantages of the classical ant colony algorithm adaptability that is strong and adapts to the rapid changes of virtual cryptocurrency trading. In classical ant colony algorithm, the information heuristic factor α and expectation heuristic factor β are the same for all individuals. This makes the performance of the algorithm depend sensitively on the setting of some parameters. In addition, the optimal solution may be ignored. To avoid this, classical ant colony algorithms tend to turn up the information heuristic factor α and the expectation heuristic factor β, but this leads to local minima, reducing the likelihood that another, shorter TSP path will be found later. To solve these problems, this paper optimizes the marking rules and α and β parameters of classical ant colony algorithm. We sorted TSP path lengths from small to large. Considering that the market value of currencies at the head of virtual cryptocurrency transactions accounts for too large a proportion, the improved algorithm only allowed the top 20% individuals to leave marks, and the weight was inversely proportional to the path length and multiplied by a factor that decreased linearly with the market value (i.e., the ranking factor). The first-place ranking factor is 1, and the ranking factor is reduced to 0 at 20%. To avoid the optimal TSP path being forgotten, when the first place of this iteration is worse than the optimal TSP path discovered so far, the optimal TSP path is also ranked first as an individual, and the ranking of other individuals is postponed, and marks are left according to the aforementioned rules. This ensures that the optimal TSP path is not forgotten until it is overtaken by a better TSP path.
In this paper, the steps of calculating the popularity value of virtual cryptocurrency transaction using the elite ant colony algorithm based on mixed parameters are as follows:
ALGORITHM 1 | Elite Ant Colony Algorithm Based on Mixed Parameters
[image: Algorithm 1]Step 1 Data pre-processing. Six fields in the market value of virtual cryptocurrency, total trading volume, real-time price, one-hour rise or fall, one-day rise or fall, and one-week rise or fall are taken as weight factors to calculate the popularity value of virtual cryptocurrency trading. The value range of weight is divided into (0,0.01), (0.01, 0.02), …, (0.99, 1.00), then each value range can be expressed as ([image: image], [image: image]), i = 1, 2, … , 6; j = 0, 1, … , 99. At the same time, set the markers of each interval to 1.
Step 2 Set the initial parameters. We set 5 parameters: information elicitation factor—[image: image], expectation heuristic factor—[image: image], ant colony number—[image: image], informational volatile factor—[image: image], and ranking factor—[image: image]. The larger [image: image] is, the more likely the new individual will select the region passed by the previous individual. The smaller [image: image] is, the smaller the group search range is, and it is easy to fall into local optimum. The larger [image: image] is, the more likely the population is to select the locally better interval, and the faster the iterative convergence rate is, but the local relative optimization is easy to occur. The larger [image: image] is, the more accurate the algorithm result is. However, as the algorithm approaches the convergence of the optimal solution, the effect of positive information feedback decreases, and a lot of repeated calculation work occurs. The smaller the [image: image] is, the larger the marker value of each interval, the larger the group search range, and the slower the convergence. The larger the ρ is, the smaller the marker value is, and it is easy to fall into local optimum. The greater the [image: image] is, the greater the currency’s influence. The first-place ranking factor is 1, and the ranking factor is reduced to 0 at 20%.
Step 3 Iterative search. The weight interval of the six factors is searched iteratively in turn, and the process is divided into four steps as follows.
Step 3.1 Randomly determine the initial position and set a forbidden area to ensure that you do not fall into a local loop.
Step 3.2 Equation 1 was used to calculate the transfer probability:
[image: image]
In the formula: [image: image] is the transition probability from individual [image: image] to weight interval [image: image], [image: image]; [image: image] is the label value of the weight interval [image: image]; [image: image] is the information expectation heuristic parameter of weight interval [image: image]; [image: image] is the set of weight interval that individual [image: image] can select in the next step; [image: image] is the information elicitation factor; [image: image] is the expectation eliciting factor; [image: image] is the ranking factor.
Step 3.3 Assign individual weight interval by random ring algorithm. The specific method is, first, sum the values of probabilities [image: image] in each interval of each weight factor to obtain the total probability P, and randomly generate a probability that falls between (0, P). The cycle traverses each interval and subtracts each time. The first interval with a probability less than 0 is the required interval.
Step 3.4 Search the weight interval of other weight factors by traversing in turn.
Step 4 Tag updates. In this paper, a model based on global information update is used to calculate and update the markers of each weight interval during each iteration. That is, after all the search is completed, the comprehensive evaluation index under the weight interval selected by each individual is calculated to find the optimal path. Equation 2 is used to update the marks of the selected weight interval, and Equation 3 is used to update the marks of other weight intervals.
[image: image]
[image: image]
In the formula, [image: image] is the token increment of the weight interval of the i times; [image: image] is the information volatile factor; [image: image] is the comprehensive index value under the weight interval selected by the optimal individual.Through the elite ant colony algorithm based on mixed parameters to determine the weight range of factors, the real-time trading popularity value of virtual cryptocurrency can be obtained after computing with the real-time market data of virtual cryptocurrency trading.
DTW-SSC Waveform Similarity Algorithm Based on Virtual Cryptocurrency Popularity Value System
Under the popularity value system of virtual cryptocurrency, anomalies of virtual cryptocurrency are defined in this paper as follows: when the popularity value of a currency deviates greatly from the overall popularity of the market, we believe that the currency may be abnormal, and we need to monitor it. Therefore, the anomaly detection problem of virtual cryptocurrency is then transformed into the question of whether the popularity value curve of a single virtual cryptocurrency is similar to that of the overall market index. Before measuring similarity, this paper first defines similarity.
In Figure 3, the paper considers that y1, y2, and y3 are similar in shape. Specifically, among the three curves, the paper considers that y2 and y3 are the two most similar (because y2 and y3 are the closest in distance).
[image: Figure 3]FIGURE 3 | Definition of similarity.
Euclidean distance is one of the most widely used basic methods to measure the similarity of two sequences. Euclidean distance is a special case of Minkowski distance, which is used to measure the distance between numerical points and is widely used in many algorithms [40, 41]. For sequences of the same length, calculate the distance between each two points and sum them up. The smaller the distance, the more whole matching. The algorithm is shown in Equations 4 and 5. For sequences of different lengths, there are generally two processing methods:
Subsequence Matching
Find the part of long sequence that is most similar to short sequence. Let the sequence A be [image: image] and B be [image: image], where n > m. Scroll to calculate the distance between A and B.
[image: image]
[image: image]
Then find the minimum value of all ρ, and the index of sequence A corresponding to this distance is the part of A that is most similar to B.
Sliding Window
EK, KC et al. from Microsoft proposed that to reduce the algorithm complexity, the B sequence can be copied until it is as long as the A sequence [42]. The paper from Tianjin university points out three shortcomings of Euclidean distance in measuring time series similarity [43]: 1) it cannot distinguish shape similarity, 2) it cannot reflect the similarity of trend dynamic variation amplitude, and 3) the calculation based on point distance cannot reflect the difference of different analysis frequency, as shown in Figure 4.
[image: Figure 4]FIGURE 4 | Price series from July 15 to July 31. (A) Price series of BTC. (B) Price series of BNV and AAVE.
The change trend of A and B is almost completely opposite, and the change trend of A and C is almost exactly the same. If Euclidean distance is used, then it follows that A and B are the most similar. In fact, the change is that A and C are similar. Figure 5 is the same as mentioned previously. Normally, the closest thing we think of as y1 is y3. In fact, y3 is the result of y1 being shifted down. However, the Euclidean distance between y1 and y2 is 15,832, and the Euclidean distance between y1 and y3 is 15,876. The Euclidean distance calculated tells us that the nearest distance to y1 is y2.
[image: Figure 5]FIGURE 5 | DTW looks for waveform alignment points.
Aiming at the defects of Euclidian distance, researchers began to use Pattern distance [44] to quantify similarity. First, the piecewise linear representation algorithm (PLR) was introduced to represent a sequence piecewise linear representation. The state of a sequence can be simply divided into three categories: up, down, and constant. We represent these three states as 1, −1, and 0. For the sequence in Figure 6, it is divided into K segments, and the slope of each segment is calculated. Positive slope means rising, negative slope means declining, and zero means unchanged. At this point, the sequence can be approximated as (−1, −1, 0, −1, 1, 0, 1, 1 …); combining the same adjacent patterns, we get (−1, 0, −1, 1, 0, 1 …) in the sequence.
[image: Figure 6]FIGURE 6 | Sequence distance matrix calculation.
As for the point segmentation of PLR algorithm, the method of bisecting is directly used. However, it can be seen from Figure 6 that the third mode is represented as 0. In fact, the third mode is a peak that rises first and then declines, so the method of bisecting is not scientific. The bottom-up search method proposed by KEOGH E [45] solves this problem well.
Since we combine the same adjacent patterns, the pattern sequence we get must be 1, −1, 0 interval, and each pattern may span different time lengths. After merging the patterns, sequence S1 may have N patterns and S2 may have M patterns. Now we need to count them.
As shown in Figure 4B, we select BNB and AAVE, two virtual cryptocurrencies with similar prices and higher ranking, and express their price sequences as S1 and S2 after PLR:
[image: image]
[image: image]
Let [image: image] and [image: image] represent the ith and jth modes of S1 and S2, respectively, that is, [image: image]; t represents time, and no matter how the cutting is done, the final end point is the same, that is, [image: image].
When the mode definition is completed, the distance can be calculated. The formula for the mode distance is
[image: image]
Obviously, [image: image], the closer the distance is to 0, the more similar the pattern is, and the closer to 2, the less similar the pattern is. The sequence pattern distance can be obtained by adding all pattern distances:
[image: image]
Since each mode may span different time lengths, and the longer a mode lasts, the more information it contains in the whole sequence, we improved the aforementioned formula, and the improved mode distance formula is as follows:
[image: image]
where [image: image], [image: image] is the length of time that the ith mode spans, and [image: image] is the total length of time.
Based on the pattern distance, Dong et al. proposed the shape distance [43], which further improved the measurement effect. In simple terms, the shape distance is based on the mode distance, adding an amplitude change and resetting the mode sequence. Suppose we have obtained the equal-patterned sequence:
[image: image]
[image: image]
Set amplitude variation sequence as A, then: [image: image], which is the difference of the sequence value corresponding to the endpoint of each split interval, then we can get
[image: image]
[image: image]
The calculation formula of shape distance is
[image: image]
In this case, [image: image] is the time weight.
Taking virtual cryptocurrencies as an example, we believe that the price trend of virtual cryptocurrencies usually has seven states: {accelerating down, horizontal down, decelerating down, stable, decelerating up, horizontal up, accelerating up}, which is described by the model M = −3, −2, −1, 0, 1, 2, 3). A threshold value [image: image] is set to distinguish the 7 states. Let [image: image] represent the slope of the K segment straight line after being divided by PLR. In the mode distance, if the slope is less than 0, it represents decline, denoted as −1. If the slope is greater than 0, it means that the slope is rising, which is 1. If the slope is 0, it does not change, so let us call it 0.
Shape distance is improved on mode distance to be more complex and more realistic because more modes are introduced (7) (Table 2).
TABLE 2 | Shape distance schema table.
[image: Table 2]When [image: image], it belongs to one of (−3, −2, −1), and the change in slope is used to indicate whether the virtual cryptocurrency is falling at an accelerated, horizontal, or decelerated rate. If [image: image], it indicates that the slope is decreasing, the line is steeper, it is accelerating, set to −3 mode, if [image: image]. If it is falling horizontally, set it to −2 mode; if [image: image], it is decelerating and set it to −1 mode. When [image: image], it is considered to be approximately stable and set to 0 mode. When [image: image], and so on. The formula of shape distance also satisfies the following four distance theorems:
[image: image]
In addition, to improve the accuracy of the model and reduce the impact of absolute value differences on the whole model, it is generally necessary to standardize the original sequence. Shape distance is also more accurate because of the addition of more patterns, and the effect is better than pattern distance.
In addition to the distance method mentioned previously, there is another very intuitive indicator, correlation coefficient, which can measure not only correlation but also similarity. However, correlation coefficient is generally not used to measure similarity in time series because it cannot solve the problem of graph translation. Figure 8 clearly illustrates this problem.
DTW (Dynamic Time Warping) [46–50] solves this problem. DTW is actually calculating Euclidean distance. As mentioned before, Euclidean distance cannot measure shape similarity well, and all points are directly corresponding according to general Euclidean distance calculation method. DTW is to find the correct corresponding points between the sequences and calculate their distance, as shown in Figure 5A. The solid line and the dashed line are the two speech waveforms of the same word “pen” respectively (separated on the Y-axis for observation). You can see that the overall waveform shape is very similar, but the time line is not aligned. For example, at the 20th time point, point A of the solid line waveform will correspond to point B′ of the dotted line waveform, so the traditional calculation of similarity by comparing distances is obviously unreliable because it is clear that point A on the solid line corresponds to point B on the dotted line. In Figure 5B, DTW can calculate their distance correctly by finding the point where the two waveforms are aligned. The fundamental task of DTW is to match points correctly. The criterion of DTW correct correspondence is that if the points of two sequences are correctly corresponding, their Euclidean distance is minimized. One point of a sequence may correspond to multiple points of another sequence. If all possible points are enumerated to find the most suitable point, it is an NP difficult problem in terms of time complexity. At this time, dynamic programming is introduced to optimize it to solve this problem.
Simulate the market sequence of two virtual cryptocurrencies VC1 and VC2 with different lengths, as shown in Figure 10.
Compute the distance matrix of two sequences. The horizontal axis represents the VC1 sequence, and the vertical axis is the VC2 sequence. The visual representation is shown in Figure 11A.
In the visual distance matrix, the darker the color is, the farther the distance is. Calculate a cumulative distance matrix, as shown in Figure 11B, and minimize the cumulative distance as the ultimate goal. Obviously row 0, column 0 of the cumulative distance matrix is equal to row 0, and column 0 of the distance matrix is equal to 1. If you keep going to the right, then the cumulative distance matrix changes as shown in Figure 11C. If you keep going up, then it will look as shown in Figure 11D because the path only moves in three directions: right, up, and slant to the upper right. If the path moves more than one square to the right or up, this indicates that one point in one sequence corresponds to multiple points in another sequence. So far, we have computed two columns of the cumulative distance matrix. For any other point, the increase in cumulative distance can come from only three directions: left, down, and slant down left. Dynamic programming is to select the direction that minimizes the current travel distance for each step forward. Therefore, for any other point, the cumulative distance can be calculated by the following Eq. 17:
[image: image]
Therefore, the complete cumulative distance matrix is shown in Figure 6E. The best path has been clearly displayed in the cumulative distance matrix, which is the square with the lightest color in the figure. We only need to find the best path by backtracking. The best route is the [(5, 6), (4, 5), (3, 4), (2, 3), (1, 2), (1, 1), (0, 1), (0, 0)]. The DTW algorithm calculates the Euclidean distance of these points as a measure of similarity.
DTW has been widely used in the field of speech recognition due to its outstanding characteristics. Because of a syllable, it may be very long or very short; how to correctly recognize similar sounds or syllables is very important for speech recognition. By the same token, the virtual cryptocurrency in the virtual cryptocurrency market analysis is popular, and because each virtual cryptocurrency differs, the reaction time to the market changes is different also; at this point, the excellent quality of DTW (dynamic time warping) makes up for the defects, using DTW-SSC algorithm based on virtual cryptocurrency popularity value system, through extension and shortening of the time sequence. The similarity between the two popularity value sequences is calculated by using the constructed virtual cryptocurrency popularity value system. To monitor the virtual cryptocurrency market is abnormal. The DTW-SSC algorithm based on the popularity value system of virtual cryptocurrency can also actively discover the non-similar sub-sequences in the sequence. Since the characteristics of the sequence in the long sequence data such as trading quotation data or speech sequence are represented by the whole sequence, the similarity of the sequence must be investigated from the whole similarity. Even if two sequences have very similar local sub-sequences, when the overall similarity level is low, the two sequences are still considered to be dissimilar. When studying the active discovery of virtual cryptocurrency anomalies in a certain period of time, it is necessary to automatically discover some non-similar sub-sequences. The key is to identify the abnormal sub-patterns representing the same sequence as the anomaly discovery region. At this point, it is necessary not only to judge the overall sequence similarity but also to mine the abnormal sub-pattern to judge whether it conforms to the abnormal characteristics of virtual cryptocurrency. Therefore, the DTW-SSC algorithm based on the popularity value system of virtual cryptocurrency is of great significance for the early warning of abnormal virtual cryptocurrency.
This paper first calculates the popularity value of the whole currency of the public virtual cryptocurrency, generates the popularity value series of the whole currency and the index series of the virtual cryptocurrency popularity value system, and calculates the quantitative similarity S of the two sequences using the DTW-SSC algorithm based on the virtual cryptocurrency popularity value system. To judge whether the popularity value sequence of a single currency virtual cryptocurrency is similar to the corresponding exponential popularity value sequence, the smaller the quantitative similarity S is, the more similar the two sequences are; the larger the quantitative similarity S is, the more dissimilar the two sequences are. At this point, we believe that if the sequences are not similar, the virtual cryptocurrency is abnormal.
EXPERIMENTAL DESIGN AND RESULT
Experimental Design
All the experiments in this paper were run on a PC with a CPU of 3 GHz Inter Core I9-10980XE, GPU of NVIDIA GeForce RTX 3090 with 24 GB video memory, operating system of Windows10, and memory size of 32 GB. The algorithm is implemented in Python. The experimental data use the virtual cryptocurrency quotation data from 0:00 to 24:00 on August 3, 2021.
The data in this paper are from the Internet, including Coinbase, Tokenview, FeiXiaoHao, and other virtual cryptocurrency market data sites as well as Kaggle, Tushare, XBlock, and other big data science sites. The data dimension mainly includes the quotation data of virtual cryptocurrency, block data on the chain of virtual cryptocurrency, known abnormal transaction data, known abnormal transaction address, open smart contract data, public news of virtual cryptocurrency, etc. Each dimension can be subdivided again; for example, the quotation data of virtual cryptocurrency can be subdivided into price, rise and fall, trading volume, and other dimensions. The cumulative size of all experimental data exceeds 1 TB.
Experimental Result
In this article, we put forward the virtual cryptocurrency system of popularity value, and according to a study in the system with virtual cryptocurrency popularity value anomaly detection algorithm, by building the system, virtual cryptocurrency can be seen clearly in the popularity of the global, and can judge the development trend of virtual cryptocurrency, according to the system. A new abnormal research method for virtual cryptocurrency is innovatively proposed. Through the popularity value system of virtual cryptocurrency, the popularity value of each currency and the popularity value index of each virtual cryptocurrency are calculated, and the similarity comparison algorithm is used to warn abnormal virtual cryptocurrency. The index chart of the virtual cryptocurrency popularity value system on August 3 is shown in Figure 7.
[image: Figure 7]FIGURE 7 | Comparison of six trading popularity indices on August 3, 2021.
[image: Figure 8]FIGURE 8 | August 3, 2021 six trading popularity indices.
To verify the guiding effect of the virtual cryptocurrency popularity value index on the trend of the virtual cryptocurrency popularity value, three groups of normal virtual cryptocurrency and one group of abnormal virtual cryptocurrency with different ranking locations were selected for the experiment.
According to the experimental results of virtual cryptocurrency popularity value calculation in recent 3 months, the definition of similarity degree is given through cluster analysis and error estimation of quantified similarity value. The similarity value between 0 and 1,000 is considered High Similarity. The similarity value between 1,000 and 2,000 is considered More Similarity. The similarity value between 2,000 and 3,500 is considered Similarity. The similarity value between 3,500 and 4,500 is considered Low Similarity. Also, the similarity value greater than 4,500 is considered No Similarity.
First of all, among the top seven virtual cryptocurrencies in the total market value of the virtual cryptocurrency market, three representative virtual cryptocurrencies, BTC, XRP, and DOGE, were selected as a group for the experiment, and the popularity value sequence of these three virtual cryptocurrencies was compared with three indexes VC7, VC20, and VC100. According to the DTW-SSC algorithm based on the popularity value system of virtual cryptocurrencies, the quantitative similarity S of the popularity value sequence of BTC, ETH, and DOGE and the three indexes is calculated: The corresponding trend and the quantitative similarity S are shown in Figure 9.
[image: Figure 9]FIGURE 9 | Comparison of BTC, XRP, and DOGE popularity value with the three indexes on August 3.
It can be clearly seen from Figure 9 that the popularity values of BTC, XRP, and DOGE were compared with the three indices, and the overall trend of change was consistent. Then the similarity is quantitatively analyzed.
According to the analysis of quantitative Similarity results, it can be found that except the quantitative Similarity of BTC and VC7, the other eight quantitative Similarity indexes are all lower than 1,000, belonging to High Similarity, while BTC and VC7 belong to More Similarity. It indicates that the prices of BTC, XRP, and DOGE were relatively stable on August 3. BTC may have short-term fluctuations different from VC7, but it still conforms to the general fluctuation trend. By observing XRP and DOGE, it can be found that the quantitative similarity values of XRP and VC7, VC20, and VC100 increase in turn, and the similarity degree decreases in turn, which also conforms to the standard of the index.
We select MATIC, LTC, and WBTC as a group of virtual cryptocurrencies ranked from 8 to 20 in the total market value of the virtual cryptocurrency market, and compare the popularity value sequence of these three virtual cryptocurrencies with the four indices VC7, VC20, VC100, and VC20X. According to the DTW-SSC algorithm based on the popularity value system of virtual cryptocurrency, the sequence of the popularity value of MATIC, LTC, and WBTC and the quantitative similarity S of the three indexes were calculated respectively. The corresponding trend and the quantitative similarity S are shown in Figure 10.
[image: Figure 10]FIGURE 10 | MATIC, LTC, and WBTC popularity values compared with the four indexes on August 3.
It can also be clearly seen from Figure 10 that the popularity values of MATIC, LTC, and WBTC are compared with the four indexes, and the overall change trend is consistent, and then the similarity is quantitatively analyzed.
According to the analysis of quantitative similarity results, we found that the quantitative similarity values of MATIC, LTC, and WBTC with VC7 were the highest in the comparison of the four indexes, indicating that their similarity with VC7 was low. The quantitative similarity values with VC20 were the lowest in the comparison of the four indexes, indicating that their similarity with VC20 was the highest. According to the definition of VC7 index and VC20 index, the experimental results are reasonable and all quantitative Similarity index values conform to High Similarity, indicating that the prices of MATIC, LTC, and WBTC were very stable on August 3, in line with the general fluctuation trend.
Among the virtual cryptocurrencies ranked from 21 to 100 in the total market capitalization of the virtual cryptocurrency market, we selected three representative virtual cryptocurrencies, FTT, MKR, and SNX, as a group, and compared the popularity value sequence of these three virtual cryptocurrencies with four indexes, VC7, VC20, VC100, and VC100X. According to the DTW-SSC algorithm based on the popularity value system of virtual cryptocurrencies, the quantitative similarity S of the popularity value sequence of BTC, ETH, and DOGE and the three indexes is calculated. The corresponding trend and the quantitative similarity S are shown in Figure 11.
[image: Figure 11]FIGURE 11 | FTT, MKR, and SNX popularity values compared with the four indexes on August 3.
It can be clearly seen from Figure 11 that the popularity values of FTT, MKR, and SNX are compared with the four indexes, and the overall trend of change is consistent. Then, the similarity is quantitatively analyzed.
According to the analysis of quantitative Similarity results, it is found that the quantitative Similarity values of FTT, MKR, and SNX and the four indices decrease successively in the table. According to the index formulation rules, the experimental results are reasonable, and all the quantitative Similarity index values conform to High Similarity. This shows that MATIC, LTC, and WBTC prices were very stable on August 3, in line with the general trend of volatility.
We randomly selected ZEN, NANO, and WRX as a group of virtual cryptocurrencies outside the top 100 in the total market capitalization of the virtual cryptocurrency market, and compared the popularity value sequence of these three virtual cryptocurrencies with the six indexes. According to the DTW-SSC algorithm based on the popularity value system of virtual cryptocurrencies, the quantitative similarity S of ZEN, NANO, and WRX popularity value sequences and the three indexes is calculated. The corresponding trend and the quantitative similarity S are shown in Figure 12.
[image: Figure 12]FIGURE 12 | August 3 ZEN, NANO, and WRX Popularity Value vs. Six Index comparison.
It can be clearly seen from Figure 12 that when ZEN, NANO, and WRX popularity values are compared with the six indexes, there are some differences in the overall variation trend, but the amplitude is small and there is no significant difference. The overall trend is roughly consistent, and then the similarity is quantitatively analyzed.
According to the analysis of quantitative Similarity results, we find that the quantitative Similarity values of ZEN, NANO, and WRX and the six indexes are relatively High, among which four conform to High Similarity, all of which are from NANO. The quantitative Similarity between NANO and VC7 and VC7X indexes is Low Similarity. According to the experimental results and index compilation rules, NANO basically conforms to the general trend of fluctuation, while the experimental results of ZEN and WRX show that the quantitative Similarity between them and the six indexes is Low Similarity. It indicates that ZEN and WRX had a certain difference with the market on August 3, but the difference level is not unusual.
By observing the activities of the virtual cryptocurrency market on August 3, this paper finds out a virtual cryptocurrency that is significantly believed to be manipulated for experiment. We find RFR as an abnormal virtual cryptocurrency and compare its popularity value sequence with six indexes. According to the DTW-SSC algorithm based on the popularity value system of virtual cryptocurrency, the quantitative similarity S of RFR popularity value sequence and six indexes is calculated. The corresponding trend and the quantitative similarity S are shown in Figure 13.
[image: Figure 13]FIGURE 13 | August 3 abnormal currency RFR popularity value and six index comparisons.
It can be clearly seen from Figure 13 that the overall variation trend of RFR popularity value is significantly different from that of the six indices, and then the similarity is quantitatively analyzed.
According to the analysis of quantitative Similarity results, we found that the quantitative Similarity values of abnormal virtual cryptocurrency RFR and the six indexes belong to No Similarity. Experimental results proved that the virtual cryptocurrency was abnormal on August 3.
CONCLUSION
The virtual cryptocurrency transaction popularity value system has a broad application prospect in the research of virtual cryptocurrency. At present, there is an urgent problem of abnormal transaction warning of virtual cryptocurrency in practical applications such as virtual cryptocurrency transaction, which has a great impact on the risk of virtual cryptocurrency transaction. On the basis of summarizing the characteristics and laws of current virtual cryptocurrency transactions, this paper conducts quantitative analysis on virtual cryptocurrency transactions, and studies and constructs the virtual cryptocurrency transaction popularity value system covering multiple currencies. Moreover, the paper specifically studies the elite ant colony algorithm based on mixed parameters to calculate the popularity value of virtual cryptocurrency trading and constructs the virtual cryptocurrency trading popularity value index system on this basis. Taking the popularity value of virtual cryptocurrency transaction as an indicator, combined with the DTW-SSC waveform similarity algorithm of the popularity value system of virtual cryptocurrency transaction, the paper detects whether there are external factors leading to abnormal transaction of global virtual cryptocurrency, and realizes real-time warning of abnormal transaction of global virtual cryptocurrency. Experimental results show that our proposed early-warning method has great application potential in the field of virtual cryptocurrency.
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Definition

The Virtual Cryptocurrency 7 Index tracks the seven largest virtual cryptocurrencies in the world by market capitalization. An
index based on asquare root ratio represents the change inthe value of the seven major virtual cryptocurrencies. The sample
market value of the virtual cryptocurrency 7 index accounts for more than 75% of the entire virtual cryptocurrency, and its
ups and downs represent the capital flow of large capital groups

The Cryptocurrency 20 Index tracks the price movements of the world's top 20 virtual currencies by market capitalization,
and isa price trend index for virtual currencies that monitors the structure of their component prices over time. The sample of
the top 20 virtual cryptocurrencies in circulation market value of major digital asset exchanges aims to reflect the overall
performance of the mainstream virtual cryptocurrencies in the current digital currency market

The Cryptocurrency 100 Index tracks the price movements of the world's top 100 virtual cryptocurrencies by market
capitalization. Equivalent to the whole market currency, accounting for more than 95%, the overall rise and fall refiect the
market capital, and whether there is incremental capital entry

The virtual cryptocurrency 7X index excludes bitcoin, which has the largest market capitalization, from the virtual
cryptocurrency 7 index, and represents the changes in the value of the six major virtual currencies besides Bitcoin. The
overal influence is huge, and itis also the first choice of big funds. It also has the bloodsucking effect, reflecting the overall
trend of the positive market

“The Virtual Cryptocurrency 20X Index excludes the top 7 virtual currencies with the largest market capitalization based on the
Virtual Cryptocurrency 20 Index and s used to represent the value of 13 major virtual currencies other than the virtual
cryptocurrency 7 index relative to Bitcoin. Reflects the momentum of new virtual cryptocurrency trends

The Cryptocurrency 100X Index excludes the top 20 virtual currencies with the largest market capitalization based on the
Cryptocurrency 100 Index and is sed to represent the value of 80 major virtual currencies other than the Cryptocurrency 20
index refative to Bitcoin. The market value is refatively small, but the hype value is high, and the risk is great
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