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With the rise of technologies of VR technology, AR technology, and 3D printing, the application of 3D models has become more and more extensive. The data of the 3D model is the floating point and has a unique storage format, and the traditional 2D image encryption algorithms are unsuitable for 3D models. Therefore, based on 1D Sine-Map-Coupling-Logistic-Map (1D-SMCLM), a 3D model encryption algorithm is designed in this paper. The 1D-SMCLM is a new chaotic system with large parameter space and good chaotic characteristics. The keystream generated by the 1D-SMCLM has good randomness and is very suitable for cryptographic systems. In the new encryption algorithm (SMCLM-3ME), the vertices of the 3D models are divided into integer and decimal vertices. The integer part is encrypted by the strategy of simultaneous scrambling and diffusion. The 3D ciphertext model is obtained by combining the integer and fractional parts. Experimental results show that the SMCLM-IE exhibits excellent performance.
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1 INTRODUCTION
With the rapid development of network communication and big data applications, information security has become a critical hot issue [1–5]. The amount of image data on the Internet continues to grow, and most plaintext images are stored in plaintext, which poses a significant security risk [6–8]. Protecting the secure transmission of images on the Internet is an urgent security issue [9–12].
The adjacent pixels of the image has a very strong correlation [13–17], and the traditional DES, AES and other algorithms [18] cannot eliminate this correlation, and the efficiency of these algorithms is very low. Currently, many image protection algorithms have been proposed, such as image watermarking technology, image encryption technology, and image steganography technology [19–24]. Among them, image encryption technology is one of the most widely used technologies [25, 26]. Image encryption technology can convert plaintext images into ciphertext images with random noise according to specific rules, which has high-security [27, 28].
Chaos, as a nonlinear system, has seemingly random irregular motions [29–31], and the behavior of chaos is uncertain, unrepeatable, and unpredictable, which makes chaos and cryptography have many natural connections [32–36]. Therefore, many image encryption algorithms are proposed based on chaos. For example, the chaotic image encryption algorithm based on DNA [37–39], the chaotic image encryption algorithm based on RNA [40, 41], the chaotic image encryption algorithm based on matrix semi-tensor product [42–45], and the chaotic image encryption algorithm based on compressed sensing [46, 47].
With the rise of technologies of VR technology, AR technology, and 3D printing, the application of 3D models has become more and more extensive. The 2D image encryption algorithm based on chaos has matured, and the 3D model encryption algorithm based on chaos is less studied. Unlike 2D images, the data type of 3D models is a floating point and has a unique storage format. Therefore, the 2D image encryption algorithm cannot be transplanted into the 3D model encryption algorithm. Although a few 3D model encryption algorithms have been proposed, they all have some disadvantages [48, 49]. For example, Xu et al. proposed a CTBCS hyperchaotic system, which uses Arnold scrambling and DNA diffusion to encrypt 3D models. The CTBCS generates the keystream required by the cryptosystem. However, the Arnold mapping has certain limitations, and the scrambled image will result in a plaintext image after a finite number of iterations [48]. In order to improve the defects of this algorithm, Chu et al. used the 3D Arnold algorithm to scramble the plaintext image and used RNA in the diffusion. The memristive chaotic system generated the keystream required by the cryptosystem, and the effect of the algorithm seemed to be good. However, the time of the algorithm is prolonged. They are sacrificing time to improve the security of the algorithm [49]. Unlike traditional scrambling and diffusing algorithms, the 3D model encryption algorithm (SMCLM-3ME) proposed in this paper is scrambling and diffusing simultaneously, which is fast and has high security.
Although high-dimensional chaotic systems have high dynamic behavior, the cost is that the generation speed of the key stream is plodding, and their complex structure makes them difficult to be applied in industrial production [50–54]. Therefore, making a low-dimensional chaotic system generate complex dynamic behavior is essential to increasing a cryptographic system’s security. This paper proposes a new one-dimensional chaotic system 1D Sine-Map-Coupling-Logistic-Map (1D-SMCLM) based on Sin Map [55] and Logistic Map [56]. Compared with Sin and Logistic maps, 1D-SMCLM has a larger parameter space. As well as better kinetic behavior, the resulting sequences have good randomness and are therefore very suitable for cryptography. In SMCLM-3ME, the 1D-SMCLM is used to generate a random keystream.
The remaining chapters of this paper are organized as follows. Section 2 introduces the 1D-SMCLM and analyzes its chaotic behavior. Section 3 introduces the SMCLM-3ME algorithm. Section 4 simulates and analyzes the security of the SMCLM-3ME. Finally, the whole paper is concluded in Section 5.
2 1D-SMCLM
The 1D-SMCLM is the coupling of two classical one-dimensional chaotic maps (Sin Map and Logistic Map). The Sin Map is defined as,
[image: image]
where φ is the control parameter of the Sin Map. The Logistic Map is defined as,
[image: image]
where γ is the control parameter of the Logistic Map.
The simple structure of Sin Map and Logistic Map can produce complex chaotic behavior, so they are widely used in chaotic image encryption. However, they have some defects, the space of their control parameters is small, and the parameter space in the chaotic state is discontinuous, which will reduce the security of the cryptosystem. Therefore, we propose a new one-dimensional chaotic system (1D-SMCLM), which is defined as,
[image: image]
where φ and γ are the control parameters of the 1D-SMCLM, γ ∈ R+ and φ ∈ R+. x0 is the initial value of the 1D-SMCLM.
2.1 Trajectory analysis
The trajectory of a nonlinear dynamical system describes the iterative changes. The larger the area of the image space occupied by the trajectory of the nonlinear dynamical system, the better the performance of the sequence generated by this system. The trajectory analysis of the 1D-SMCLM is shown in Figure 1 and Figure 2 in different parameter spaces. The trajectory analysis in this paper includes two-dimensional trajectory analysis and three-dimensional trajectory analysis. The initial value of the 1D-SMCLM is x0 = 0.32498324654.
[image: Figure 1]FIGURE 1 | 2D trajectory analysis of 1D-SMCLM. (A) φ = 2.3, γ = 3.9. (B) φ = 3, γ = 5.9. (C) φ = 5, γ = 7. (D) φ = 10, γ = 10.
[image: Figure 2]FIGURE 2 | 3D trajectory analysis of 1D-SMCLM. (A) φ = 2.3, γ = 3.9. (B) φ = 3, γ = 5.9. (C) φ = 5, γ = 7. (D) φ = 10, γ = 10.
Consists of 2D trajectory and 3D trajectory of the 1D-SMCLM. When φ is small, the sequences generated by the 1D-SMCLM have weak performance, and as φ gradually increases, the performance of sequences generated by the 1D-SMCLM gradually increases. In addition, the trajectories of Sin Map and Logistic Map are shown in Figure 3 and Figure 4.
[image: Figure 3]FIGURE 3 | Trajectory analysis of Sin Map. (A) 2D trajectory analysis with φ = 2.3. (B) 3D trajectory analysis with φ = 2.3. (C) 2D trajectory analysis with φ = 10. (D) 3D trajectory analysis with φ = 10.
[image: Figure 4]FIGURE 4 | Trajectory analysis of Logistic Map. (A) 2D trajectory analysis with γ = 3.9. (B) 3D trajectory analysis with γ = 3.9. (C) 2D trajectory analysis with γ = 10. (D) 3D trajectory analysis with γ = 10.
Under the same parameters, the 1D-SMCLM exhibits better performance compared to Sin Map and Logistic Map. The trajectory of the 1D-SMCLM fills almost the entire phase space. Therefore, it can be shown that the sequences generated by the 1D-SMCLM have better performance than Sin Map and Logistic Map.
2.2 Lyapunov exponent analysis
Lyapunov exponents is an important index to evaluate whether the nonlinear dynamic system is in a chaotic state. When LE is greater than 0, it indicates that the nonlinear dynamical system is chaotic at this time. LE is defined as,
[image: image]
The LE analysis of 1D-SMCLM is shown in Figure 5.
[image: Figure 5]FIGURE 5 | LE analysis of 1D-SMCLM. (A) φ = 2.3. (B) φ = 3. (C) φ = 5. (D) φ = 10.
When φ = 2.3, at γ = 0.5501, γ = 1.4001, and γ = 7.001, the 1D-SMCLM is in a non-chaotic state, with the φ gradual increase of, this non-chaotic phenomenon gradually disappears. When φ = 5, the 1D-SMCLM is almost global chaotic, which means that the parameter of 1D-SMCLM can be selected is γ ∈ R+. In addition, the LE analysis of Sin Map and Logistic Map are shown in Figure 6. The parameter space of the Sin Map in chaotic state is discontinuous, while the parameter space of the Logistic Map in chaotic state is very small. The 1D-SMCLM addresses the advantages of both systems and exhibits excellent performance. 1D-SMCLM addresses the shortcomings of these two systems and exhibits excellent performance. The 1D-SMCLM can generate better random sequences.
[image: Figure 6]FIGURE 6 | LE analysis of Sin Map and Logistic Map. (A) LE of Sin Map. (B) LE of Logistic Map.
2.3 NIST statistical test suite
National Institute of Standards and Technology (NIST) suit is used to test the random performance of the chaotic sequence generated by chaos. NIST statistical test of the 1D-SMCLM is shown in Table 1. The test results show that the 1D-SMCLM can generate chaotic sequences with good randomness.
TABLE 1 | NISTtest of 1D-SMCLM.
[image: Table 1]2.4 0–1 test
The 0–1 test is another random number test, the 0–1 test is defined as,
[image: image]
When a sequence has good randomness, its 0–1 test graph exhibits a Boolean motion state. When the sequence has no randomness, its 0–1 test graph is clustered. The 0–1 test of the 1D-SMCLM is shown in Figure 7.
[image: Figure 7]FIGURE 7 | 0–1 test. (A) φ = 2.3, γ = 3.9. (B) φ = 3, γ = 5.9. (C) φ = 5, γ = 7. (D) φ = 2.3γ = 0.1.
Figures 7A–C are Boolean motion states, and the corresponding the 1D-SMCLM is a chaotic state at this time. Figure 7D is the Boolean motion state, corresponding to the periodic state of the 1D-SMCLM. The 0–1 test shows that the 1D-SMCLM has good performance and can generate random sequences.
3 SMCLM-3ME
Unlike 2D images, the data type of 3D images is a floating point type. Traditional 2D image encryption algorithms cannot be ported to 3D model encryption. Because the 1D-SMCLM has good performance, we propose a new 3D model encryption algorithm based on the 1D-SMCLM, called SMCLM-3ME. The structure diagram of the SMCLM-3ME is shown in Figure 8.
[image: Figure 8]FIGURE 8 | Structure diagram of SMCLM-3ME.
3.1 3D model processing
The encrypted objects of SMCLM-3ME are in Stereolithography (STL) format. A 3D model in STL format is composed of multiple triangular faces. The vertex coordinates in 3D space determine the shape of the 3D model. The vertex coordinates of the 3D model are represented as, Pi = {xi, yi, zi}.
In SMCLM-3ME, the 3D model is first normalized, so that the vertex coordinates are mapped to between [0, 255], and the normalization method is shown in Eq. 6,
[image: image]
The 3D model dataset is selected from http://www.3dwhere.com. The 3D model is normalized as shown in Figure 9.
[image: Figure 9]FIGURE 9 | 3D models. (A) Topographic map of the United States. (B) Topographic map of South Korea. (C) Topographic map of Colombia. (D) Topographic map of the capital of Australia.
3.2 Key generation
The key of the SMCLM-3ME is generated by a hash function, and the normalized plaintext is used as the input of the hash function. The key generation process is described as follows.
Input: P. [image: image]
Step 1. : The plaintext P is the input of the hash function. The hash-256 function is used to generate a 256-bit secret key K. The other secret key of the SMCLM-3ME is generated by the secret key K.
Step 2. : Convert K to array K1, [image: image].
Step 3. : Convert [image: image] to [image: image] by Eq. 7,
[image: image]
Step 4. : K2 as the initial value of Logistic Map, the Logistic Map is iterated 30 times to produce the sequence K3 by Eq. 8,
[image: image]
Step 5. : The initial key eventually evolves into
[image: image]
Output: k1, k2, k3 and k4 (k1 ∈ (0, 1), k2 ∈ (0, 1), k3 ∈ (0, 1)], and k4 ∈ (0, 1))
3.3 Encryption algorithm
Different from the traditional image encryption algorithm of scrambling and then diffusing. The Encrypt for 3D model proposed in this paper is scrambling and diffusing at the same time, which increases the security of the algorithm. The encryption process is described as follow.
Input: P. [image: image]
Step 1. : Convert the plaintext P to a new one, that [image: image]. Divide the floating point number into two parts, the fractional part PO (PO = P mod 1) and the integer part PN (PN = P − PO).
Step 2. : Generate the secret key of the first keystream by Eq. 10,
[image: image]
Step 3. : Generate the first key stream of the cryptosystem by the 1D-SMCLM,
[image: image]
where x0 = KN1, φ = KN2, and γ = KN3. When the keystream is generated, the initial point of the iteration needs to be discarded, which is set to 500 in this paper. Then the first keystream is generated which is [image: image].
Step 4. : Generate the secret key of the second keystream by Eq. 12
[image: image]
Step 5. : Generate the second keystream of the cryptosystem by the 1D-SMCLM,
[image: image]
where x0 = KN4, φ = KN5, and γ = KN6. Then the second keystream is generated which is [image: image].
Step 6. : Generate the ordering matrix s required by the cryptosystem. Sort the keystream X1 from small to large to generate a new sorted key stream SX1. Pick elements from SX1 in turn and find the positions of these elements in X1, recorded as S. In addition, a cryptographic matrix D is generated for the cryptosystem, where D = floor(X2 × 1010) mod 256.
Step 7. : The encryption process is described as follow,
1) C(S(1)) = (PN(1) + D (S (1))) mod 256.
2) if i mod 2 = 0, then C(S(i)) = (PN(i) + D (S(i)) + C(S(i − 1))) mod 256, i = 2, 3, 4, … , 3M.
3) if i mod 2 = 1, then [image: image].
Step 8. : Convert the ciphertext to vertex coordinates in STL format, C = C + PO and [image: image].Output: C. [image: image]The SMCLM-3ME is a symmetric cryptosystem, and the decryption process is the reverse process of encryption. This paper omits the decryption process.
4 PERFORMANCE ANALYSIS
This section analyzes the security of the SMCLM-3ME, including visualization analysis, key analysis, information entropy analysis, statistical analysis, NIST, time analysis, etc.
4.1 Visualization
The visualization analysis results of the SMCLM-3ME are shown in Figure 10. The 3D model selected for visual analysis is shown in Figure 9. Visual analysis includes 3D model encryption and 3D model decryption. Visual analysis results show that SMCLM-3ME has good encryption effect visually and can decrypt without error.
[image: Figure 10]FIGURE 10 | Visualization of SMCLM-3ME. (A) Encrypted topographic map of the United States. (B) Decrypted topographic map of the United States. (C) Encrypted topographic map of South Korea. (D) Decrypted topographic map of South Korea. (E) Encrypted topographic map of Colombia. (F) Decrypted topographic map of Colombia. (G) Encrypted topographic map of the capital of Australia. (H) Decrypted topographic map of the capital of Australia.
4.2 Key analysis
Key analysis includes key space analysis and key sensitivity analysis. The original key of the SMCLM-3ME is generated by a hash function, and the key space is 2256. When the key space is larger than 2100, the algorithm can resist brute force attacks. Therefore, the SMCLM-3ME has better resistance to brute force attacks.
A secure encryption algorithm cannot decrypt an encrypted image with a wrong key that differs very little from the correct key. The key sensitivity analysis of the SMCLM-3ME is shown in Figure 11. The original key is ψ, and the wrong keys are ψ1, ψ2, ψ3, ψ4 and ψ5. ψ = 3159a982400f77436326b3ebb3c7c5ce844151ef4a89503b0e77136fd6e0f947.ψ1 = 3159a982400f77436326b3ebb3c7c5ce844151ef4a89503b0e77136fd6e0f948.ψ2 = 3159a 982400 f77436326b3ebb3c7c5ce844151ef4a89503b0e77136fd6e0f946.ψ3= 4159a982400f77436326b3ebb3c7c5ce844151ef4a89503 b0e7713 6fd6e0f947.ψ4 = 2159a982400f77436326b3ebb3c7c5ce844151ef 4a89503b0e77136fd6e0f947.ψ5 = 3159a982400f77436326b3ebb 3c7c5ce844251ef4a89503b0e77136fd6e0f947.
[image: Figure 11]FIGURE 11 | Key sensitivity analysis of SMCLM-3ME. (A) Decrypted by ψ. (B) decrypted by ψ1. (C) Decrypted by ψ2. (D) Decrypted by ψ3. (E) Decrypted by ψ4. (F) Decrypted by ψ5.
The key sensitivity analysis shows that the key of the encryption algorithm is very sensitive. When one bit of the key changes, the obtained encrypted image and decrypted image have a big gap.
4.3 Information entropy analysis
Information entropy is a measure of the chaotic degree of an image. The more chaotic the image, the greater the information entropy. The calculation formula of information entropy is,
[image: image]
The information entropy analysis of the SMCLM-3ME is shown in Table 2. In addition, the information entropy of the SMCLM-3ME is compared with some algorithms (Refs. [49, 59, 60]), the comparison results are shown in Table 3. The information entropy comparison shows that the ciphertext information entropy value of the SMCLM-3ME is closer to the theoretical value than the algorithms in Refs. [49, 59, 60], so the ciphertext of the SMCLM-3ME has better randomness, attackers cannot obtain useful information from the ciphertext.
TABLE 2 | Information entropy of SMCLM-3ME.
[image: Table 2]TABLE 3 | Information entropy comparison.
[image: Table 3]4.4 Correlation analysis
A plaintext image has a strong correlation between adjacent pixels, and the purpose of encryption is to eliminate this correlation. The adjacent pixel correlation is defined as,
[image: image]
In the 3D model, correlation analysis is divided into X-direction correlation, Y-direction correlation, and Z-direction correlation. Taking the Topographic map of Colombia as an example, the correlation analysis of the SMCLM-3ME is shown in Figure 12. Taking the Topographic map of South Korea as an example, the correlation analysis of the SMCLM-3ME is shown in Figure 13.
[image: Figure 12]FIGURE 12 | Correlation analysis of Topographic map of Colombia. (A) X-direction of plaintext. (B) Y-direction of plaintext. (C) Z-direction of plaintext. (D) X-direction of ciphertext. (E) Y-direction of ciphertext. (F) Z-direction of ciphertext.
[image: Figure 13]FIGURE 13 | Correlation analysis of Topographic map of South Korea. (A) X-direction of plaintext. (B) Y-direction of plaintext. (C) Z-direction of plaintext. (D) X-direction of ciphertext. (E) Y-direction of ciphertext. (F) Z-direction of ciphertext.
The quantitative analysis results of the correlation are shown in Table 4, and the correlation comparison with some algorithms (Refs. [48, 49, 59]) are shown in Table 5.
TABLE 4 | Correlation coefficients of SMCLM-3ME.
[image: Table 4]TABLE 5 | Correlation coefficients comparison.
[image: Table 5]The correlation analysis results show that the SMCLM-3ME can eliminate the strong correlation between the coordinates of the plaintext, and the correlation of the ciphertext becomes very low. This shows that an attacker cannot use a statistical attack to obtain useful information from the ciphertext to crack the algorithm. The correlation comparison results show that the SMCLM-3ME has lower correlations in all three directions, which indicates that the SMCLM-3ME has better resistance to statistical attacks than the algorithm in Refs. [48, 49, 59].
4.5 NIST statistical test suite
In order to verify whether the ciphertext generated by the SMCLM-3ME is random, the NIST test is used on the ciphertext. When the ciphertext passes the NIST test, it indicates that the distribution of ciphertext values is random. The NIST test results of SMCLM-3ME are shown in Table 6. The test results show that the plaintext is not random, while the ciphertext has passed all 15 tests, indicating that the ciphertext has good randomness. The attacker cannot obtain useful information from the ciphertext, so the SMCLM-3ME has high security.
TABLE 6 | Correlation coefficients comparison.
[image: Table 6]4.6 Robustness analysis
During the transmission process, the image will lose some information or be disturbed by some noise. This section analyzes the ability of the algorithm to resist clipping attacks and noise attacks which are shown in Figure 14.
[image: Figure 14]FIGURE 14 | Robustness analysis of United States. (A) Ciphertext of data loss 10 groups. (B) Ciphertext of data loss 50 groups. (C) Ciphertext of 0.0001 salt and pepper. (D) Decrypted image of (A). (E) Decrypted image of (B). (F) Decrypted image of (C).
It can be seen from Figure 14 that SMCLM-3ME has good robustness. Even if part of the image data is lost or interfered by some noise during the transmission process, part of the plaintext information can still be obtained through the decryption algorithm.
4.7 Time analysis
The running environment of the SMCLM-3ME is Windows 10, matlab 2020, i3-10105F. The running time of the SMCLM-3ME is shown in Table 7.
TABLE 7 | Time analysis of SMCLM-3ME.
[image: Table 7]The encryption time in Ref. [49] is 30.1795 s with 348,282 vertex coordinates, where the encryption time in the SMCLM-3ME is 6.519195 s with 723,432 vertex coordinates. The encryption time in Ref. [57] is 7.59 s with 65,536 pixel values, where the encryption time in the SMCLM-3ME is 0.945507s with 108,396 vertex coordinates. The encryption time in Ref. [58] is 21.5 s with 7,86,432 pixel values, where the encryption time in the SMCLM-3ME is 21.201624 s with 2,461,824 vertex coordinates. The encryption time comparison shows that the SMCLM-3ME has a faster running speed.
4.8 Influence analysis of 1D-SMCLM in SMCLM-3ME
In this section, the influence of 1D-SMCLM in SMCLM-3ME is analyzed. In SMCLM-3ME, Logistic Map and Sin Map are used to replace 1D-SMCLM, respectively, and the performance of the obtained ciphertext is analyzed, as shown in Tables 8, 9, 10.
TABLE 8 | Replace 1D-SMCLM with logistic map in SMCLM-3ME.
[image: Table 8]TABLE 9 | Replace 1D-SMCLM with sin map in SMCLM-3ME.
[image: Table 9]TABLE 10 | Influence analysis of 1D-SMCLM in SMCLM-3ME.
[image: Table 10]As shown in Tables 8, 9, 10, 1D-SMCLM improves the coding quality of the cryptosystem. On the indicators of the information entropy of the ciphertext and the correlation between the adjacent pixels of the ciphertext, using 1D-SMCLM will make the values of these indicators closer to the theoretical values. It is shown that using 1D-SMCLM in the cryptosystem has better security. In addition, 1D-SMCLM has a larger parameter space, and the parameter space in the chaotic state is continuous, which makes 1D-SMCLM a better choice in cryptosystems.
5 CONCLUSION
This paper proposes a 3D model encryption algorithm based on the 1D-SMCLM to ensure the network’s safe transmission of 3D models. A 1D-SMCLM is proposed. Through 2D trajectory analysis, 3D trajectory analysis, Lyapunov exponent, NIST statistical test suite, and 0–1 test, it is verified that the 1D-SMCLM has good performance, the parameter space in the chaotic state is continuous, and the sequence has good randomness, which is very suitable for generating the key stream of the cryptosystem. In the encryption phase, the secret key of the cryptosystem is generated by a hash function, which ensures that the algorithm can resist chosen-plaintext attacks. The 3D model is encrypted by the strategy of scrambling and diffusion simultaneously, and the 1D-SMCLM generates the keystream in the encryption stage. Through visual analysis, key analysis, statistical analysis, time analysis, and ciphertext NIST analysis, it is verified that the SMCLM-3ME has good security. The SMCLM-3ME can resist standard attack methods.
The encryption algorithm in this paper is only for 3D models in STL format. Due to the different storage principles of 3D models in different storage formats, in future work, we will try to propose 3D image encryption algorithms in other formats.
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