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As an important branch of quantum secure multi-party computation, quantum
secret sharing (QSS) can distribute secret information among dishonest
network nodes without revealing the secrets. In this study, a new four-party
QSS protocol based on locally indistinguishable orthogonal product (LIOP)
states is first proposed for quantum network communication. Then, the general
multiparty QSS model based on LIOP states will be expanded. Combined with
the property of LIOP states and obfuscating operation, the source node can
send the secrets to different destination nodes in the quantum network.
Accordingly, it is proven that the destination nodes have to work together to
recover the shared secrets against some existing attacks. Furthermore, no
entangled resources and complicated operations are required in the
presented protocol. We hope the results could make positive effects to the
development of quantum secure communication in the future.
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quantum secret sharing, quantum network, quantum secure communication,
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1 Introduction

With the rapid development of the Internet, the security of information is becoming
more and more important. Cryptography, as one of the fastest developing fields in
modern science, is the basic theory to guarantee information security. Due to the
development of quantum algorithms [1, 2], classical cryptographic protocols based on
computational complexity are facing great security threats. Applying quantum theory to
the research of cryptography, quantum cryptography has made a scientific breakthrough
in cryptography. In 2002, Long et al. first discussed the quantum secure direct
communication idea and analyzed its application in further quantum networks [3]. In
2008, Ma et al. proposed a group quantum communication network based on quantum
secret sharing (QSS) among multiple nodes [4]. Afterward, QSS is becoming an important
application in the quantum network [5-12].
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QSS is the use of quantum technology to distribute secrets to
a group of sharers. In QSS, a secret can only be recovered by all
authorized sharers working together. As an important branch of
quantum secure multi-party computation, QSS has attracted
much attention. In 1999, Hillery et al. proposed the first QSS
protocol [13]. On this basis, Karlsson et al. designed a Bell state
secret sharing protocol [14]. In 2004, Xiao et al. generalized
Hillery’s protocol to arbitrary multi-parties, effectively solving
the limitation to secret sharing among multiple parties [15]. In
2017, Qin et al. proposed a QSS protocol using the n-qudit GHZ
states [16]. In 2019, Zhang et al. gave an n-party QSS model based
on multiparty entangled states [17]. In 2020, Mansour et al.
presented a QSS protocol using maximally entangled multi-qudit
states [18]. In 2021, Hu et al. proposed a novel dynamic QSS
protocol in the high-dimensional quantum system based on
transmitted particles and local unitary operations [19].

During the study, it can be seen that most of the existing
QSS protocols are achieved by entangled states. As we know,
the preparation of entangled states is difficult. It is necessary
to propose more practical QSS protocols. The local
indistinguishability of orthogonal product states is one of
the hot topics in quantum information field recently. In 2015,
Yu et al. constructed a set of orthogonal product states which
cannot be perfectly distinguished by local operations and
classical communication (LOCC) [20]. The indistinguishable
orthogonal product (LIOP) states are easier to prepare than
the entangled ones. It exhibits the overall non-locality of a
wide range of applications in quantum cryptographic
protocols. For example, Guo et al. proposed a quantum
key distribution (QKD) protocol based on LIOP states in
2001 [21].In 2007, Yang et al. presented a QSS protocol based
on LIOP states [22]. In 2019, Jiang et al. proposed a quantum
voting protocol based on LIOP states [23]. In 2020, Jiang et al.
implemented a trusted third-party e-payment protocol on
LIOP states [24].

In this study, we proposed a practical new four-party QSS
protocol for LIOP states in quantum networks. First, the
source node encodes the secret information into LIOP states.
Second, the source node safely obfuscates the particles in the
sequence and sends the corresponding particles to different
destination nodes. Finally, all destination nodes work
together to recover the secrets. Then, we generalize the
protocol to any number of parties. According to the
property of LIOP states, even if an attacker obtains n — 1
(n > 3) particles of orthogonal product states, it is impossible
to determine the shared messages.

The rest of the study is organized as follows. In Section 2,
we introduce two LIOP states: X-LIOP states and F-LIOP
states. With the introduced LIOP states, a new specific four-
party QSS protocol and an extended multi-party QSS
protocol are presented in Section 3 and Section 4. The
security of the protocol is discussed in Section 5. A brief
conclusion is given in Section 6.
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2 Preliminaries

Here, we introduce the following specific form and properties
of LIOP states, which will be used in the following protocols. It is
well known that a set of orthogonal states is locally
indistinguishable if it cannot be completely distinguished by
LOCC [25].

Definition 1. In a 2 ® 2 ® -*® 2 quantum system, the product
basis that contains the following 2n orthogonal product states

1
l¢,) = ?|0>1|1>2|1>3"'|1>n—1 (10> +115),.»

¢, = ﬁ|1>1|1>2|1>3:::(|0> +110),110) 55
1
I$,» = ﬁ(|0> +1D)1100:11057 (15,4 [1),s

/ (1)

10 = W|0>1|1>2|1>3'“|1>n71 (10 = 113),
1

|¢n+2> = W|1>1|1>2|1>3'“ (|O> - |1>)n—1|0>n>

V2

cannot be perfectly distinguished by LOCC, where n > 3, and the

subscript i of the state %2—|0>1|1>2|1>3---|1>,,_1(|0> +11)),
denotes that the corresponding subsystem belong to the i-th

50 = (10> = [1),1032[1) 515,41 11),,

party. In order to simplify the following protocol, the states
aforementioned are named X-LIOP states.

We can get the special case of n = 3, ie, the following
Definition 2.

Definition 2. In a 2 ® 2 ® 2 quantum system, the product basis
that contains the following six orthogonal product states
1

1¢,) = ?|0>1|1>2(|0> +110)s

¢, = ?|1>1 (105 +113),105,

$> = ?00) +119),100,11)5,
¢, = ﬁ|0>1|1>2(|0> - 1)

1

¢s) = Ellh (10> = 113),1075,

1
66> = ﬁ(|0> = [1)1109,1155

(@)

cannot be perfectly distinguished by LOCC. In order to simplify
the subsequent protocol, the states aforementioned are named
E-LIOP states.

In Refs. [26, 27], these states are proven not to be perfectly
distinguished by LOCC. We can find some properties of them.

Property 1. Evenif n — 1 (n > 3) particles of orthogonal product
states are obtained, the exact form cannot be determined.

Property 2. Each particle can be transmitted independently.
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FIGURE 2
Generation process of the [M) sequence.

Property 3. An operation on one of the particles does not affect
the other particles.

3 Four-party quantum secret sharing
protocol based on F-LIOP states

3.1 Proposed protocol

In this section, a four-party QSS protocol applied in the
quantum network based on F-LIOP states is proposed. The
network graph has two types of nodes (Figure 1): the source
node (N,) wants to distribute secrets, and destination nodes
(Nyp,, Np,, Np,) receive secrets. The secrets can only be recovered
if all destination nodes collaborate. The specific description is as
follows:
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Step 1) N, divides the secret message X into n groups, i.e., X1,
... X, where x; € {00, 01, 10, 11}, i=1, 2, ..., n.
Step 2) N, encodes the secret message X to a quantum
sequence |S), and according to the following rules,
it should be accepted by all the nodes:

00 —[¢,>, 01 —|¢,)

1016, 11006, ®

Step 3) N, generates three identical sequences |S), where the i-th
sequence is denoted by |S;), i = 1, 2, 3. N,, splits |S;) into
three subsystems, i.e., |S} ), |Sf>, |S? ». Then, N, generates
three sequences |M;), |M,), and |Ms), where
M) = (IS, IS0, 1800, M) = (1S, 183, 1S},
and |M3) = {IS?),IS;),IS;)}. The distribution of the
particles is shown in Figure 2.

Step 4) N, takes the left states composed of |¢s), |¢) as decoy
states to randomly insert the quantum sequence |M,)
to form |M;)’, where t = 1, 2, 3. Finally, | M,)’ is sent to
Ny, randomly, where [ = 1, 2, 3. In this case, Ny, does
not know which particle they receive.

Step 5) After receiving the sequence |M,)’ from N,, Ny, sends an
acknowledgment to N,. Then, N, announces both the
basis and the positions of the decoy photons in |M,)'. Ny,
measures the decoy states. According to the measurement
results of Ny, N, performs eavesdropping detection. If no
eavesdropping is detected, the protocol will continue to
the next step. Otherwise, it will be aborted and will restart
from Step 1.

Step 6) After the eavesdropping check, Ny, has the sequence
|M,y. Then, Ny, sends the j-th group of particles |M,)
with the decoy states to Ny, where the decoy states are
chosen from {| + ),| -, |0, |1)}, and wherej=1, 2, 3.

Step 7) After receiving the sequences from Ny, Nj, sends him
a confirmation. Ny, announces both the basis and the
positions of the decoy photons. According to the
measurement results of Ny, (j#1), Ny performs
eavesdropping detection. If no eavesdropping is
detected, the protocol will continue to the next step;
otherwise, it will be aborted.

Step 8) After the eavesdropping check, Ny, has |Szl Y |S,2>, |Sl3 >,
ie., |S). Then, the quantum sequence |S;) is measured
under the basis of Eq. 2, and X, is recovered. N,
announces the measurement basis and order of all
sequences.

Step 9) Ny,, N, and Ny, hold the same particles and perform
the same operations. Therefore, if the protocol is valid,
X1,X5, X5 and the secret X must be the same.
Intuitively, if X, = X, = X3 = X, the protocol will
be valid; otherwise, the protocol fails.
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TABLE 1 N, received the sequence |M,).

Ny, Ny, Ny,
[My) [M2) [M3)
[My) [M3) [M>)
[M2) [M;) [M3)
[M>) [M3) [M;>
[M5) (M) (M)
[M5) (M) [My)
3.2 Example

To illustrate our protocol more clearly, the following example
is proposed. For convenience, eavesdropping detection is
ignored. Suppose N,s secret is 10010111, it can been encoded

as [$3), 920, 1620, |da)-

Therefore,

1S1> = {1+, 11), 1), 100} = 1S}) = [S}),

1S3 = {10, 1+ ), [+, 11>} = [$3) = [S3), and
1S3 = {115,103, 10>, 1 = )} = 1S3) = IS3).
Then, we get

IM1) = (IS, 1830, 1S3} = {1+, 11, 113,103 03, 1+ ), |+ ), 1151+ ), [1),11),[0)},
IM3) = (IS, 1830, 1830} = {10), 1+ >, 1+, [1);11),10), 10y, | = ); 10), | + ), + ), 1)}, and
[M3) = {1832, 1830, 1S3>} = {I1),10),10), | = : 1+ ), 113,113, 10); 1), 10), [0}, | = >}
[My), |Ms) to
Np,, Np,, Np,, respectively (This is just one of the cases; see
Table 1).

Then, Ny, (Np,, Np,) sends [S2) (1S3, 1S3)) to Ny, (Np,, Np,).
In the same way, Nj, (Np,, Np,) sends |S§> (|S§>,|Sé)) to
Nh3 (Nb3>sz)~ Nbl (sz,Nb3) holds |S}>(|S§),|S§)) on its
own. Then, Nj, gets(IS]),IS1),1S7)) = 1S1), Ny, gets [So),
and Nj, gets |S;). Np, (Np,,Np,) measures the quantum
sequence [S1)(|S5), |S5)). According to the measurement basis

Here, we assume that N, sends |M,),

and order of all sequences announced by N,, the secret can be
obtained. The specific procedures can be seen in Figure 3.

X=10010111
| N,
|4:)]4.)[¢:)] 1) —_— 1as)
|divide into M/ lW):\
@ |M)[rg)|aL) @N, N, N,
Nb. LS IS,
N, - |S.) IS:
“ @ |S' N, |s2)
FIGURE 3
Process of quantum secret sharing.
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4 Multi-party quantum secret sharing
protocol based on X-LIOP states

In this section, we generalize the QSS protocol to any multi-party
based on X-LIOP states applied in the quantum network. There are
source node (N,) and n destination nodes (Np,, Np,, ..., Ny, ). The
secrets can be recovered only when the destination nodes cooperate
together. The protocol can be described as follows. Here, we denote
different m-bit sequences as a; = 000---000, a, = 000---001,
a3 = 000--011, ..., ams = 111---101, @yt = 111---110, ayn =

111 --- 111, where m = | log,n|.

Step 1) N, divides the secret message X into n groups, i.e., x1,
where

i=1,2,...,n

N, encodes the secret message X to a quantum

- X
x; € {a1,as,a3, ..., 05m2, A1, Apm ),
Step 2)

sequence |S) according to the following rules

accepted by all the nodes:

a; —le)(i=1,2,...,2™). (4)

Step 3) N, creates n identical sequences |S), where the i-th
sequence is denoted by |S;) and i =1, 2, ..., n. N,
splits |S;) into 7 systems, i.e., [S!),[S?), ..., IS/>. N,
generates n sequences |M,), |Ma), ..., |M,), where
(IS, 18305 - IS IS IM2) = (ISP IS, IS0 IS

and [M,)) = {IS{),IS}), ..., IS=D), IS} (Figure 4).

M) =
Step4) N, randomly inserts n unencoded orthogonal
products into the quantum sequence as the decoy
states and generates |Mt>', wheret=1,2,3,...,n
Finally, |M;)" is given to N, randomly, where I =1, 2,
3, ..., n. Therefore, Ny, does not know which particle
it gains.
Step 5) After getting the sequence |M;)’ from N,, N}, sends
an acknowledgment to the sender. N, announces the
basis and the positions of the decoy photons in |M,)’,
and N, measures these decoy states. According to
results of N, N, checks
N, detect
the protocol will continue to

the measurement

eavesdropping.  If does  not
eavesdropping,
perform the next step. Otherwise, it will stop and
restart from Step 1.
Step 6) After detecting eavesdropping, Ny, gets sequence |M,),
and Ny, generates n decoy states that are selected from
{| +,1=,10), |1>}. Then, decoy states are randomly
inserted into the sequence |M,), and then, the j-th
group of particles is sent to Nj,, where j=1,2 ..., n
Step 7) After receiving the sequences from Ny,, Ny, sends N,
a confirmation. Then, N, announces the basis and
the positions of the decoy photons. According to the
of N bj N, b

eavesdropping detection. If no eavesdropping is

measurement  results performs
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FIGURE 4
Generation process of the [M) sequence.

Step 8)

Step 9)

detected, the protocol will continue to the next step;
otherwise, it will stop.

After the eavesdropping check, N, gets
1S, 189,183, . ., IS, |Sp. Then, the
quantum sequence |S) is measured under the

ie.,

basis of Eq. 1, and X is recovered. N, announces
the measurement basis and order of all sequences.

Ny, No,, ..., Ny,
perform the same operations. Therefore, if the
protocol is effective, X1, X,, X3,...,X, and the
secret X must be the same. Intuitively, if
X, =X,;=X;="-=X, =X, the protocol will be

keep the same particles and

effective; otherwise, the protocol fails.

5 Security analysis

In this section, we analyze the attack performed by the

internal and external malicious nodes.

5.1 Internal attack

Since the internal nodes directly take part in the process of

the protocol, the malicious internal nodes can perform more

strong attacks than the external ones. Here, we analyzed two

types of participant attacks: information leak attacks and forgery

attacks.

5.1.1 Information leak attack

Here, we consider information leak attacks and assume that

malicious nodes can guess the secret messages together. In order

to show that the following three cases are analyzed, without loss

of generality, we assume that r nodes are malicious.

Case 1: Since r malicious nodes conspire, they will send the

corresponding particles according to the normal
process. Hence, the r particles of r malicious nodes
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jsls2)ss) - [sellsmlls) ey )
Jsls2)ss)-Iseillse i) as) )
S13>S;> S;>~~~S:_:>Si_l> S3>_)|M3) ]

: : J
srlsr)se)- [ s [,

sy e [ or )

M,.)

L

s )lss)ls:) 5wl

S)=[M,)

are correctly arranged, and the left (n — r) correct
particles are required. As the states of each part come
from {| + >, | = ), |0), |1)}, the probability of the
malicious nodes intuitively guessing one particle is 1,
and the probability of guessing n — r particles is

G

Py ®)

For the malicious nodes, the successful probability to obtain

the secrets is shown in Figure 5.

Probability P

Case 2: In the same case, the » malicious nodes can also use

0.25

o
N
I

o

Y

3
1

=]
-
1

other methods to guess the remaining particles. It is
observed that the malicious nodes have a total of r x
(n — r) particles left in their hands. If malicious nodes
want to guess the secrets, they will arrange the
remaining r x (n — r) particles correctly, and only
one arrangement of particles is correct. Therefore, the
successful probability to obtain the secrets is

Malicious nodes r
Total nodes n

FIGURE 5
Successful probability to obtain the secrets in Case 1.
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TABLE 2 Comparison among some different QSS protocols.

Protocol Participant Local measurement Operation
Hsu et al. [30] Three-party Yes R, H
Yang et al. [22]  Three-party Yes R
Xu et al. [31] Three-party Yes R H
Our protocol Multi-party No R
1
Pp=——— 6
(rx (n—=r))! ©

For malicious nodes, the successful probability to obtain the
secrets is shown in Figure 6.

Case 3: Moreover, the r malicious nodes can perform the
following different attacks as they give all the
particles in their hands to one malicious node. In
this sense, the malicious node independently guesses
the secrets with the successful probability of

b Chyx ()7 xCL,
3 Cn

rxn

(r+1)x (") x (r—1) x (n!)
(rxn)yx (rxn—1)x-x (rxn-n+1)

%

For malicious nodes, the successful probability to obtain the
secrets is shown in Figure 7.

Above all, the probability of malicious nodes guessing the
secrets successfully can be shown as

P = max{P,, P,, Ps}. (8)

From the analysis mentioned previously, it can be seen for all
malicious nodes without all the particles, and the probability to
guessing the secrets tends to be 0. According to the property of
the LIOP states, our protocol can resist information leak attacks.

o
o
/

1N
~
I

o
w
I

o
N}
I

o

Probability P

30 g
Total nodes n Malicious nodes r
FIGURE 6

Successful probability to obtain the secrets in Case 2.
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5.1.2 Forgery attack

A forgery attack is an easily overlooked but important attack
in the QSS protocol. Forgery attack means that malicious nodes
can obtain secret messages and successfully forge secret messages
so that other nodes get the wrong secret messages. This attack
was proposed by Zhang et al. in 2013 [28] and was also
mentioned by Sutradhar et al. in 2020 [29]. In the protocol, a
forgery attack is also considered. The secrets are encoded as LIOP
states, and particles are transmitted between all destination
nodes. Therefore, it is possible for malicious nodes to
complete the forgery attack.

When malicious nodes change | + ) (| =) to | =) (| + )), they
have a certain probability to complete the forgery attack. So, the
secrets encoded as |¢;) (|¢,)) are forged and are encoded as |¢,)
(|¢1>) in Eq. 3. In the multi-party QSS protocol, the secrets are
encoded most in the first n states in Eq. 1. The secrets are not
encoded in LIOP states with | — ) states. Therefore, this attack is
only possible in the four-party QSS protocol.

5.1.2.1 Individual attack

Here, we assume that the malicious node can only perform a
forgery attack on its own. When a malicious node gets all |S})
and N;s, secret messages encoded as |¢,)or|¢,), it can
successfully forge secrets 00 to secrets 11 or secrets 11 to
secrets 00, as in Eq. 3, i = 1, 2, 3. The probability that the
secret messages are encoded as |¢;)or|ds)

®

Next, we analyze the probability that the malicious node gets
all |S}). When we assume that Ny, or Ny, is a malicious node, we
will find that it is impossible for them to get all sequences S} ).
Only when it is assumed that Ny, is a malicious node and obtains
sequence |M;), the individual has a certain probability to acquire

Q

03+

0.25 - b
o 024 o
>
3 0415 | o
.8 Q
2 le) ©
o 014 o0

40 Malicious nodes r

Total nodes n

FIGURE 7
Successful probability to obtain the secrets in Case 3.
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all sequences |S; ). Therefore, the probability that Ny, obtains all
1S?) is

(10)

So, the probability that the individual wants to successfully
forge the secrets is

1
P=P,xPy=>x3=" (11)

W |~

1
2
For the n length of the quantum sequences, it is not difficult

to see that the probability of the malicious node successfully
forging secrets P’ tends to be zero with the increase in n in

Eq. 12.
! i ln
por-().
6

5.1.2.2 Collusion attack
A more serious threat than an individual attack is that some

(12)

attackers cooperate to forge secrets. Since this attack in this study
only exists in the four-party QSS protocol, there are at most two
malicious nodes here. When the malicious nodes obtain the
secret messages of all sequences IS,-3 » and N;s secret messages
encoded as |¢;) or |¢,), the malicious nodes can successfully
forge secret messages 00 to secret messages 11 or forge secret
messages 11 to secret messages 00. The secret messages are
encoded as |¢,)or|¢,) with the probability

Py = (13)

1
5

We analyze the probability of malicious nodes obtaining all
sequences |S?). A total of three cases were found to be possible to
get S7).

Case 1: Np, and Nj, are malicious nodes.
Case 2: N, and Nj, are malicious nodes.
Case 3: N, and Nj, are malicious nodes.

First, we analyze Case 1, and when they get sequence |M3),
they can obtain sequences |S;). The probability of Case 1 is

(14)

Next, we see Case 2; when they obtain sequence |Ms), the
success probability is

Py, =~

=3 (15)

Finally, during Case 3, when they receive sequence [M,), the
successful probability is

Py, =

1
=3 (16)
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Therefore, the successful probability of malicious nodes
forging messages is

1 1 1
P1:Pa><Ph1:g> P2:PaXsz:8, P3:Papr3:g-

17)

For the length of n of the quantum sequences, it is not
difficult to see that in Eq. 18, as n increases, the probability P} of
malicious nodes successfully forging secrets tends to be zero,
where i = 1, 2, 3.

1\" 1\" 1\"
P;:p';:(g), p;:pg:(g), P;:p§:<8), (18)

They want to successfully forge the secret without being
discovered is almost impossible. Therefore, the protocol is safe
against internal attacks.

5.2 External attack

Unlike internal attackers, external attackers are illegal
eavesdroppers from outside. We analyze intercept-replay
attacks,
measure attacks in the following sections.

intercept-measure-replay ~attacks, and entangle-

5.2.1 Intercept-resend (IR) attack

Eve is an eavesdropper who wants to obtain the secrets of
the source node. In order to obtain secrets, he can intercept
secrets in Step 4 and Step 6 and complete the attack. Eve
prepares large quantities of {| + ), | — ), |0), |1)}. Eve
intercepts the sequences |M,) and sends the sequences
prepared on his own to N, at the same time. The
probability of Eve guessing one particle is 1, and the
probability of guessing n particles is (})"; the probability
approximates to zero. Therefore, when N, and Ny, perform
eavesdropping detection, Ny, has a high probability of getting
and N, will find that it has

eavesdropped. N, will give up sharing secrets, so Eve will

wrong measurements,
not get any secret messages.

5.2.2 Intercept-measure-resend (IMR) attack

Eve receives the sequences |M;) and measures them in the
computational basis. After the measurement, the sequences are
resent to Ny, Considering one of the particles in the measured
sequence, if N3, measurement basis is the same as Eve's selection,
Eve will get Nj measurement basis, which means Eve will get
secrets. However, Eve does not distinguish between secret particles
and decoy particles, so they do not get useful secret messages.

Similar to the IR attack and IMR attack, Eve is an external
attacker, while in the entanglement and measurement attack, Eve
has less information than an internal attacker and, therefore, has
a higher probability of failure.
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6 Discussion and conclusion

We compare and summarize the QSS protocols based on
LIOP states in Table 2. R denotes a rearrangement operation, and
H denotes a random three-level Hadamard transform.

Compared with the existing QSS protocols based on
LIOP states, our protocol can be extended to the arbitrary
multi-party. In addition, we only use the characteristics of
the states themselves to perform arrangement operations
and do not require local measurement. In this case, two new
QSS protocols based on LIOP states are proposed and may be
applied in further quantum networks. The four-party QSS
protocol is a special case of the multi-party QSS protocol.
However, the secrets are encoded into different forms and
attack strategies are different. To improve the efficiency, two
more states are introduced in the four-party QSS protocol
for encoding. Hence, the necessary forgery attack is
discussed. For the multi-party QSS protocol, it is not
difficult to see that the forgery attack can be naturally
resisted.

In conclusion, combining with the property of LIOP
states and obfuscating operation, the source nodes and
destination nodes can complete the secret sharing in the
quantum network. The destination nodes work together to
recover the secrets. Since the LIOP states are more convenient
to prepare than the entangled ones, the protocol is easily
realized. Moreover, with regard to the property of LIOP
states, it is proven that our protocol can be secure against
the existing attacks. We hope this can be helpful to the further
development of quantum networks.
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