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Semi-quantum key distribution allows generating a raw key between two

communication participants, in which the sender is a quantum participant

and the receiver is a classical participant. This article presents an original

semi-quantum key distribution protocol based on hyperentangled Bell

states. The hyperentangled Bell states can be entangled simultaneously in

polarization and spatial degrees of freedom, enhancing channel capacity.

According to the characteristics of hyperentangled Bell states, the proposed

protocol is more efficient than the protocol based on Bell states. Moreover, the

measure–resend attack, the intercept–resend attack, and the

entangle–measure attack are analyzed in detail. The security analysis

demonstrates that the proposed protocol is secure. In addition, a multi-party

semi-quantum key distribution scheme based on hyperentangled Bell states is

proposed, which can realize key distribution between one quantum participant

and multiple classical participants.
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1 Introduction

A traditional cryptographic protocol is the foundation of information security in

public network channels [1–3]. With the successful development of quantum computers

and quantum computing, the traditional classical encryption algorithm based on

mathematical problems has been seriously threatened [4]. Different from traditional

cryptography, quantum cryptography is based on quantum physics [5] and information

science to guarantee communication security [6]. Therefore, quantum information

processing has gained increasing attention for potential applications such as quantum

communication technology and quantum computing. Quantum communication

technology is based on quantum cryptography to solve the potential problem of

channel eavesdropping, which has provable security. Quantum communication

includes quantum key distribution (QKD) [7, 8], quantum secure direction

communication (QSDC) [9, 10], quantum secret sharing (QSS) [11, 12], quantum
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private comparison (QPC) [13, 14] etc. Quantum key

distribution protocol, as a significant field of quantum

cryptography, is a quantum cryptography protocol, which can

be verified theoretically and experimentally.

The BB84 protocol [15], the initial quantum key distribution

protocol, was presented by Bennett and Brassard in 1984. It

guarantees the secure transmission of keys between two

participants. The BB84 protocol had gained widespread

attention when it was proposed, and many researchers began

to study the QKD protocol since BB84 was presented, such as

Ekert91 protocol [16], BBM92 protocol [17], SARG04 protocol

[18], and so on. In recent years, the latest protocols and the

development of QKD were presented [19–22]. However, the

traditional QKD protocols require all communication

participants to have quantum capability and quantum devices

[23], which are too complex and expensive to realize. At present,

only a few environments can be implemented. These are also

important factors hindering QKD’s current development.

Aiming at the problems faced in complex quantum

operations and expensive quantum devices, the concept of

“semi-quantum” was proposed for the first time by Boyer

et al. [24]. They proposed the first semi-quantum key

distribution protocol in 2007. Alice, a sender, has quantum

capability, and Bob, a receiver, has classical capability. The

classical capability is restricted within the following operations :

(1) reflecting the qubits with no disturbance ; (2) measuring the

qubits with basis Z; (3) preparing the fresh qubits with basis Z;

and (4) reordering the qubits via delay lines. Because the

concept of “semi-quantum” requires less quantum power

and resources and is easy to implement, it has received

extensive attention, has been studied by an increasing

number of scholars, and even extended to other directions

such as semi-quantum distribution (SQKD) protocols

[25–33], semi-quantum secret sharing (SQSS) protocols

[34–37], semi-quantum private comparison (SQPC)

protocols [38–41], etc. In 2009, Zou et al. [25] put forward

five SQKD protocols based on three quantum states, two

quantum states, and one quantum state, and strong proofs

are given. In 2011, an SQKD protocol based on Bell states was

devised by Wang et al. [26]. Without invoking the classical

participant’s measurement capability, an efficient SQKD

protocol was designed by Zou et al. [27] in 2015. In 2017,

an SQKD protocol that limits the quantum sender’s

measurement capabilities was presented by Krawec et al.

[28]. Two semi-quantum key distribution protocols based on

GHZ states were proposed by Zhu et al. [29] in 2018. The

presented protocol had higher noise tolerance than the “fully

quantum” protocol. Iqbal et al. [30] designed an SQKD protocol

based on high-dimensional quantum states which increased the

noise tolerance in 2019. In 2020, Ye et al. [31] proposed a novel

SQKD based on single photons in both polarization and spatial-

mode degrees of freedom, which improved the capacity of

quantum communication. In 2021, Tian et al. [32] presented

an efficient SQKD based on EPR and single-particle

hybridization, which has higher efficiency than that found in

the similar literature. An efficient SQKD protocol based on

single photons in both polarization and spatial-mode degrees of

freedom was proposed by Ye et al. [33], which has double

quantum communication capacity.

The hyperentangled states not only contain the entanglement

between multi-particles but also multi-dimensional entanglements,

such as spatial degree of freedom and polarization degree of freedom

[42]. The way to transmit secret information safely is to measure the

spatial degree of freedom and polarization degree of freedom of a

photon by hyperentangled Bell state measurement to change the

spatial degree of freedom and polarization degree of freedom of

another photon.

To improve the efficiency and security of information

transmission, reducing the responsibility of the protocol,

this study proposes a semi-quantum key distribution

protocol based on hyperentangled Bell states. In addition,

the security analysis of the protocol shows that the proposed

protocol can effectively resist the measure–resend attack,

intercept–resend attack, and entangle–measure attack. It is

demonstrated that the proposed protocol is efficient and

secure. In the process of key distribution, sometimes not

only two participants but also multiple participants are

required. Considering that more scenarios are applicable,

we design a semi-quantum key distribution protocol that

satisfies multiple participants and achieves more than the

previous key distribution between two participants.

This article is organized as follows: Section 2 proposes the semi-

quantum distribution protocol, Section 3 gives the security proof

and comparison of the protocol, Section 4 designs the multi-party

semi-quantum distribution protocol, and Section 5 summarizes it.

2 Semi-quantum key distribution
protocol

In this section, we introduce the hyperentangled Bell states

and propose an SQKD protocol based on the hyperentangled Bell

states.

2.1 The hyperentangled Bell states

We present the hyperentangled Bell states as follows:

|Φ〉12ps � |μ〉12p ⊗ |]〉12s , (1)

where 1 and 2 represent the two qubits in the hyperentangled Bell

states and p, s represent the polarization degree of freedom and

the spatial degree of freedom, respectively.

Under the polarization degree of freedom |μ〉12p , the Bell

states can be described as follows:
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|ϕ±〉12p � 1�
2

√ |HH〉±|VV〉( ), (2)

|ψ±〉12p � 1�
2

√ |HV〉±|VH〉( ), (3)

where |H〉, |V〉 are the horizontal and the vertical polarizations,

respectively.

Under the spatial degree of freedom |]〉12s , the Bell state can

be described as follows:

|ϕ±〉12s � 1�
2

√ |RR〉±|LL〉( ), (4)

|ψ±〉12s � 1�
2

√ |RL〉±|LR〉( ), (5)

where |R〉, |L〉 are orthogonal spatial states.

2.2 Protocol

Based on hyperentangled Bell states, the quantum sender

Alice and the classical receiver Bob can produce secure keys. In

this protocol, Alice has full quantum capabilities, with the

potential to generate and measure the qubits with an arbitrary

basis. Bob has classical capabilities, with the potential to only

prepare and measure the qubits with Z basis. The proposed

protocol comprises the following six steps.

Step 1: Alice generated N = 4n hyperentangled Bell states,

which are chosen from sets {|ϕ±〉12p ⊗|ϕ±〉12s , |ψ±〉12p
⊗|ϕ±〉12s , |ψ±〉12p ⊗|ψ±〉12s , |ϕ±〉12p ⊗|ψ±〉12s }, where 1, 2 represent

the two particles of each state. Alice implemented particle 1 to

compose the sequence A = {A1, A2, . . . , AN} and particle 2 to

compose the sequence B = {B1, B2, . . . , BN}. Then, she held the A

sequence in her hands and transmitted the B sequence to Bob.

Step 2: When Bob received the qubits, he randomly

performed two operations. CTRL operation: reflecting the

qubits to Alice with no disturbance and SIFT operation:

measuring the qubits with base ZP ⊗ ZS and resending the

same states to Alice.

Step 3: When the qubits arrived, Alice notified Bob that she

has received them. Bob announced the operations of qubits,

which he performed.

Step 4: Alice and Bob conducted eavesdropping detection.

For CTRL particles, Alice combined particle 2 with the

corresponding particle 1 and recorded hyperentangled Bell

state measurements. The measurement results should be the

same as what Alice sent. If the error rate exceeds the

threshold value, Alice and Bob will terminate this protocol.

Otherwise, they will move on to the next step.

Step 5: For SIFT particles, Alice carried out ZP ⊗ ZS base

measurement on particle 1. Alice randomly selected n

measurement results from particle 1, in which Bob chose SIFT

operation. Alice and Bob checked the error rate, and Alice’s

measurements should be equal to Bob’s measurements. If the

error rate is higher than the threshold value, the protocol will be

discarded. Otherwise, they will proceed with the next step.

Step 6: Alice and Bob performed error correcting code (ECC)

and privacy amplification (PA) for the remaining nmeasurement

results, in which Bob chose SIFT operation to obtain the

final keys.

Table 1 gives a description of Alice’s and Bob’s operations

when Alice transmitted |ϕ+〉2p ⊗|ϕ+〉2s to Bob.

3 Security analysis and comparison

A malicious eavesdropper, Eve, attempted to obtain the

significant keys between Alice and Bob in this

communication. Eve may attack keys by the measure–resend

attack, intercept–resend attack, and entangle–resend attack.

3.1 Measure–resend attack

When Alice transmitted qubits to Bob via the quantum

channel, Eve measured qubits from Alice and sent the

measured qubits to Bob. Eve is eager to obtain the significant

operations, which is chosen by Bob. Unfortunately, no matter

what measures Eve took, errors will be introduced. When Alice

and Bob conduct eavesdropping detection, Eve will be found.

Without loss of generality, Alice prepared the

hyperentangled Bell states |ϕ+〉12p ⊗|ϕ+〉12s and sent the particle

2 sequence to Bob. The security analysis of hyperentangled Bell

states |ϕ−〉12p ⊗|ϕ−〉12s , |ψ±〉12p ⊗|ϕ±〉12s , |ψ±〉12p ⊗|ψ±〉12s and

|ϕ±〉12p ⊗|ψ±〉12s } are similar to |ϕ+〉12p ⊗|ϕ+〉12s .

Eve intercepted the particles and recorded base ZP ⊗ ZS
measurement on |ϕ+〉2p ⊗|ϕ+〉2s . The qubit is collapsed to |0〉 ⊗|
0〉, |0〉 ⊗|1〉, |1〉 ⊗|0〉, or |1〉 ⊗|1〉, each with 25% probability.

After measurement, we suppose that Eve transmitted the states |

0〉 ⊗|0〉 to Bob (if Eve’s measurement results are the rest of three

results, the analysis is similar to the mentioned analysis). When

Bob received the qubits, he chose CTRL operation or SIFT

operation at random. If Bob chose CTRL operation, Alice

performed hyperentangled Bell state measurement on the

reflected qubit and the remaining qubit. Because Eve

destroyed particle 2 from the hyperentangled Bell states,

particle 2 has been changed, which is differently sent by Alice.

The hyperentangled Bell states are collapsed to |ϕ+〉12p ⊗|ϕ+〉12s ,

|ϕ−〉12p ⊗|ϕ+〉12s , |ϕ+〉12p ⊗|ϕ−〉12s and |ϕ−〉12p ⊗|ϕ−〉12s , each with

25% probability. Alice can gain the initial measurement

results |ϕ+〉12p ⊗|ϕ+〉12s with 1/4 probability. Therefore, Eve will

be detected with the probability of 75% by the security check of

Step 4. If Bob chose CTRL operation, there is no error introduced

in this case. So Eve will not be detected.

Therefore, the proposed protocol can resist the

measure–resend attack.
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3.2 Intercept–resend attack

When Alice transmitted qubits to Bob via the quantum

channel, Eve intercepted qubits from Alice and resent faked

qubits, which were generated by Eve to Bob. Eve wanted to figure

out which operation Bob had chosen. Unfortunately, irrespective

of the measures taken by Eve, errors will be introduced. When

Alice and Bob conduct eavesdropping detection, Eve will be

found.

Without loss of generality, Alice prepares the hyperentangled

Bell states |ϕ+〉12p ⊗|ϕ+〉12s and sends the particle 2 sequence to

Bob. The security analysis of hyperentangled Bell states

|ψ−〉12p ⊗|ϕ−〉12s , |ψ±〉12p ⊗|ψ±〉12s and |ϕ±〉12p ⊗|ψ±〉12s } are similar

to |ϕ+〉12p ⊗|ϕ+〉12s .

Eve intercepted the particles and generated hyperentangled

Bell states |ϕ−〉12p ⊗|ϕ−〉12s (if Eve generated the remaining three

hyperentangled Bell states, the analysis is similar to the

mentioned analysis). Eve transmitted particle 2 to Bob

because Eve reflected the qubits directly from Alice, and if

Bob selected CTRL operation, there is no error introduced in

this case. If Bob selects SIFT operation, the received qubits will be

measured with base ZP ⊗ ZS, and the qubits will collapse to |0〉 ⊗|
0〉, |0〉 ⊗|1〉, |1〉 ⊗|0〉, and |1〉 ⊗|1〉, each with 25% probability.

When Alice received qubits, the received qubits with base ZP ⊗ ZS
will be measured with ease, and the qubits will collapse to |0〉 ⊗|
0〉, |0〉 ⊗|1〉, |1〉 ⊗|0〉, and |1〉 ⊗|1〉, each with 25% probability.

Alice and Bob obtain the same measurement results with 1/

4 probability. Therefore, Eve can be detected with the probability

of 75% by the security check of Step 5.

Therefore, the proposed protocol can resist the

intercept–resend attack.

3.3 Entangle–measure attack

When Alice transmitted qubits to Bob via the quantum

channel, Eve entangled the ancillary qubits to the transmitted

qubits fromAlice.When the qubits were transmitted back to Alice,

Eve measured the transmitted qubits to obtain Bob’s measurement

results. The implementation of the entangle–measure attack is

shown in Figure 1. Unfortunately, irrespective of the measures

taken by Eve, errors will be introduced. When Alice and Bob

conduct eavesdropping detection, Eve will be found.

Without loss of generality, it is assumed that Alice sent

|ϕ+〉2p ⊗|ϕ+〉2s to Bob and Eve performed unitary operation Ue to

entangle the ancillary qubit |e〉 with the target qubits and sent to

Bob. When the qubits returned to Alice, Eve measured the ancillary

qubit |e〉 to get the information. For the target qubits |ϕ+〉2p ⊗|ϕ+〉2s ,
which are sent by Alice, after Ue, the states become as follows:

Ue |H〉2p ⊗ |R〉2s( )|e〉 � |H〉2p|ehh〉 + |V〉2p|ehv〉( ) ⊗ |R〉2s |err〉 + |L〉2s |erl〉( ),
(6)

TABLE 1 One example description of Alice’s and Bob’s operations.

Alice’s transmission Bob’s operation Returned result Usage

|ϕ+〉2p ⊗|ϕ+〉2s CTRL |ϕ+〉2p ⊗|ϕ+〉2s Eavesdropping detection

|ϕ+〉2p ⊗|ϕ+〉2s SIFT |0〉2p ⊗|0〉2s Eavesdropping detection/obtaining the raw keys

|ϕ+〉2p ⊗|ϕ+〉2s SIFT |0〉2p ⊗|1〉2s Eavesdropping detection/obtaining the raw keys

|ϕ+〉2p ⊗|ϕ+〉2s SIFT |1〉2p ⊗|0〉2s Eavesdropping detection/obtaining the raw keys

|ϕ+〉2p ⊗|ϕ+〉2s SIFT |1〉2p ⊗|1〉2s Eavesdropping detection/obtaining the raw keys

FIGURE 1
Entangle–measure attacks with two operations Ue and Uf.
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Ue |H〉2p ⊗ |L〉2s( )|e〉 � |H〉2p|ehh〉 + |V〉2p|ehv〉( ) ⊗ |R〉2s |elr〉 + |L〉2s |ell〉( ),
(7)

Ue |V〉2p ⊗ |R〉2s( )|e〉 � |H〉2p|evh〉 + |V〉2p|evv〉( ) ⊗ |R〉2s |err〉 + |L〉2s |erl〉( ), (8)
Ue |V〉2p ⊗ |L〉2s( )|e〉 � |H〉2p|evh〉 + |V〉2p|evv〉( ) ⊗ |R〉2s |elr〉 + |L〉2s |ell〉( ), (9)

where |ehh〉, |ehv〉, |evh〉, |evv〉, |err〉, |erl〉, |elr〉, and |ell〉 are the

pure ancillary states, which are controlled by the operation Ue.

Eve expected to pass the eavesdropping detection, where the

operation Ue does not introduce errors. According to Eqs. 6–9, it

can be inferred that

|ehv〉 � |erl〉 � |elr〉 � |evh〉 � 0. (10)

Then, Eve sent the qubits to Bob. Bob selected CTRL operation

or SIFT operation on the qubits when he received them, and Bob

returned the qubits to Alice. Eve carried out unitary operation Uf

on the qubits which Bob transmitted back to Alice.

Case 1: Bob performed SIFT operation and returned the

qubits to Alice. Eve performed Uf on the states sent back to Alice.

Uf |H〉2p|ehh〉⊗|R〉2s |err〉( ) � |H〉2p|fhh〉⊗|R〉2s |frr〉, (11)
Uf |H〉2p(

∣∣∣∣∣ehh〉⊗ |L〉2s |ell〉( ) � |H〉2p|fhh〉⊗|L〉2s |fll〉, (12)
Uf |V〉2p|evv〉⊗|R〉2s |err〉( ) � |V〉2p|fvv〉⊗|R〉2s |frr〉, (13)
Uf |V〉2p|evv〉⊗|L〉2s |ell〉( ) � |V〉2p|fvv〉⊗|L〉2s |fll〉. (14)

Case 2: Bob performed CTRL operation and did nothing on

the qubits. Therefore, after entangling the ancillary particle on

the hyperentangled Bell states, the states become as follows:

Uf |ϕ+〉12p ⊗|ϕ+〉12s( )

� 1�
2

√ |H1〉 |H2〉|fhh〉 + |V2〉|fhv〉( ) + |V1〉 |H2〉|fvh〉 + |V2〉|fvv〉( )( )(

⊗ |R1〉 |R2〉|frr〉 + |L2〉|frl〉( ) + |L1〉 |R2〉|flr〉 + |L2〉|fll〉( )( )
� 1�

2
√ |H1H2〉|fhh〉 + |H1V2〉|fhv〉 + |V1H2〉|fvh〉 + |V1V2〉|fvv〉( )(

⊗ |R1R2〉|frr〉 + |R1L2〉|frl〉 + |L1R2〉|flr〉 + |L1L2〉|fll〉( ))
� 1
2

|ϕ+〉12p + |ϕ−〉12p( )|fhh〉 + |ψ+〉12p + |ψ−〉12p( )|fhv〉(
+ |ψ+〉12p − |ψ−〉12p( )|fvh〉 + |ϕ+〉12p − |ϕ−〉12p( )|fvv〉)
⊗ |ϕ+〉12s + |ϕ−〉12s( )|frr〉 + |ψ+〉12s + |ψ−〉12s( )|frl〉(
+ |ψ+〉12s − |ψ−〉12s( )|flr〉 + |ϕ+〉12s − |ϕ−〉12s( )|fll〉))

� 1
2

|ϕ+〉12p |fhh〉 + |ϕ−〉12p |fhh〉 + |ψ+〉12p + |ψ−〉12p( )|fhv〉(
+ |ψ+〉12p − |ψ−〉12p( )|fvh〉 + |ϕ+〉12p |fvv〉 − |ϕ−〉12p |fvv〉)
⊗ |ϕ+〉12s |frr〉 + |ϕ−〉12s |frr〉 + |ψ+〉12s + |ψ−〉12s( )|frl〉(
+ |ψ+〉12s − |ψ−〉12s( )|flr〉 + |ϕ+〉12s |fll〉 − |ϕ−〉12s |fll〉)

� 1
2

|ϕ+〉12p |fhh〉 + |fvv〉( ) + |ϕ−〉12p |fhh〉 − |fvv〉( ) + |ψ+〉12p + |ψ−〉12p( )|fhv〉(
+ |ψ+〉12p − |ψ−〉12p( )|fvh〉)
⊗ |ϕ+〉12s |frr〉 + |fll〉( ) + |ϕ−〉12s |frr〉 − |fll〉( ) + |ψ+〉12s + |ψ−〉12s( )|frl〉(
+ |ψ+〉12s − |ψ−〉12s( )|flr〉).

(15)

Eve expected to pass the eavesdropping detection, so Uf

should not change the states which were sent by Alice.

Therefore, from Eq. 15, it can be inferred that

|fhh〉 − |fvv〉 � 0, (16)
|frr〉 − |fll〉 � 0, (17)

|fhv〉 � |fvh〉 � |frl〉 � |flr〉 � 0. (18)

According to Eqs. 16–18, Eqs. 11–14 can be rewritten as

follows:

Uf |H〉2p|ehh〉⊗|R〉2s |err〉( ) � |H〉2p|fhh〉⊗|R〉2s |frr〉, (19)
Uf |H〉2p|ehh〉⊗|L〉2s |ell〉( ) � |H〉2p|fhh〉⊗|L〉2s |fll〉

� |H〉2p|fhh〉⊗|L〉2s |frr〉,
(20)

Uf |V〉2p|evv〉⊗|R〉2s |err〉( ) � |V〉2p|fvv〉⊗|R〉2s |frr〉
� |V〉2p|fhh〉⊗|R〉2s |frr〉,

(21)

Uf |V〉2p|evv〉⊗|L〉2s |ell〉( ) � |V〉2p|fvv〉⊗|L〉2s |fll〉
� |V〉2p|fhh〉⊗|L〉2s |frr〉.

(22)

According to the aforementioned equations, Eve’s probes are

dependent on the corresponding states. Once Eve acquired the

information, the eavesdropping behavior will introduce the error

and be detected. So, Eve cannot acquire any valuable

information.

For security analysis of qubits |ψ−〉12p ⊗|ϕ−〉12s ,

|ψ±〉12p ⊗|ψ±〉12s , |ψ±〉12p ⊗|ϕ±〉12s , and |ϕ±〉12p ⊗|ψ±〉12s are similar

to |ϕ+〉12p ⊗|ϕ+〉12s .

Consequently, the proposed protocol can resist the

entangle–measure attack.

3.4 Comparison

The efficiency of key distribution can be improved by using

the properties of hyperentangled Bell states. For example, Bell

states can transmit two bits of classical information each time,

while hyperentangled Bell states can transmit four bits of classical

information each time, twice as much as Bell states. Specifically,

the proposed protocols transmitted two bits in each interaction,

and the previous SQKD based on the Bell state can only transmit

one bit.

The efficiency qubit can use equation η = c/(q + b) for

calculation, where c represents the compared classical

TABLE 2 Comparison.

Protocol Quantum resource Communication capacity Information carried Qubit efficiency

[24] Single photon 1 1 8.3%

[26] Bell states 1 2 16.6%

[29] GHZ states 1 3 7.1%

[33] Single photon 2 2 22.2%

Proposed protocol Hyperentangled Bell states 2 4 16.6%
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participants, q represents particles generated by the quantum

participant, and b represents particles generated by the classical

participant. In Boyer et al. [24], the quantum resource is single

photon; Alice prepared eight particles, and Bob measured and

prepared four particles. Hence, η = c/(q + b) = 1/(8 + 4) = 1/12.

Wang et al. [26] used the Bell states to describe an SQPC

protocol, wherein Alice generated four particles and Bob

measured and prepared two particles. Therefore, η = c/(q +

b) = 1/(4 + 2) = 1/6. Zhu et al. [29] employed GHZ states to

construct an SQPC protocol. Therefore, η = c/(q + b) = 1/(12

+ 2) = 1/14. In Ye et al. [33], the single photon in two degrees

of freedom is used to implement quantum key distribution.

Alice prepared six particles, and Bob measured and prepared

three particles. So, η = c/(q + b) = 2/(6 + 3) = 2/9. In the

proposed protocol, SQKD is based on hyperentangled Bell

states, Alice randomly prepared eight particles, and Bob

measured and prepared four particles. Hence, η = c/(q +

b) = 2/(8 + 4) = 1/6.

Table 2 shows the comparison between the proposed

protocol and some protocols. It can be seen that this protocol

and protocol [33] expand the degree of freedom of particles from

a single degree of freedom to two degrees of freedom. This

increases the communication capacity. The proposed protocol

takes Bell states as an example to discuss the multiple degrees of

freedom of the entangled state, which provides an indication for

further research of various entangled states (GHZ states, cluster

states, etc.).

4 Multi-party semi-quantum key
distribution protocol

In this section, the previously proposed protocol is extended

to a multi-party semi-quantum key distribution protocol

(MPSQKD), which can realize that one quantum participant

distributes keys among T (T > 1) classical participants.

Here, set U1, U2, . . . , UT is referred as existing classical

participants. In MPSQKD, only Alice has full quantum capability

and can perform any quantum operation. Others are limited to

measuring and preparing qubits with base ZP ⊗ ZS and realize the

key distribution with the help of Alice. The following steps are

part of the MPSQKD protocol.

Step 1: Alice generated 2T+1N hyperentangled Bell states

in the set {|ϕ±〉12p ⊗|ϕ±〉12s , |ψ±〉12p ⊗|ϕ±〉12s , |ψ±〉12p ⊗|ψ±〉12s ,

|ϕ±〉12p ⊗|ψ±〉12s }. Subsequently, Alice transmitted particle 2 of

each hyperentangled Bell state to the first user U1.

Step 2: T classical participants are sorted in the order of U1,

U2, . . . , UT. The former classical participant randomly selected

measurement or reflection operation and then back to the latter

participant. The last participant randomly selected a

measurement or reflection operation back to Alice.

Step 3: After Alice received all the qubits, U1, U2, . . . , UT

published their specific choices.

Step 4: According to the operation of their choices, Alice will

take a different operation.

Case 1: When all classical participants chose SIFT operation,

the measurement results of U1, U2, . . . , UT will be raw keys.

Case 2: When all classical participants chose CTRL operation,

Alice will check whether an eavesdropper arises. The results

announced by Alice should be the same as prepared. Once the

error rate is higher than the threshold, the protocol will be terminal.

Case 3: the classical participants discarded the qubits whose

operations performed differently.

Step 5: T classical participants recorded some measurement

results to check the eavesdropper of Case 1.

Step 6: U1, U2, . . . , UT will own the final keys after

promulgating the error correcting code (ECC) and privacy

amplification (PA) data.

5 Conclusion

In this study, a novel semi-quantum key distribution protocol

based on the hyperentangled Bell states is proposed. Alice has

quantum capability and transmitted the hyperentangled Bell states

to the classical participant Bob. Bob randomly performed two

operations on the received qubits. Communication participants

used the hyperentangled Bell states to realize the secure

transmission. The security analysis proves that this scheme can

effectively resist the measure–resend attack, intercept–resend

attack, and entangle–measure attack. Hence, the proposed

protocol is secure. The hyperentangled states dramatically

improves the efficiency of key transmission, which effectively

improves the efficiency and feasibility of the protocol. Moreover,

a multi-party scenario protocol based on the hyperentangled Bell

stats is presented, realizing key distribution for multiple classical

participants. The proposed protocol is the first SQKD protocol

based on multi-degree of freedom entangled states, which has a

certain guiding role for future research.
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