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Even-Mansour is one of the most important constructions in symmetric
cryptography, both from a theoretical and practical perspective. With the
rapid development of quantum computing, the security of Even-Mansour
construction in quantum setting needs to be considered. For one round
Even-Mansour construction, it is well settled by classical and quantum
attacks. While for the iterated scheme, the situation is much more complex.
In this paper, we study the next case in line in detail and depth: quantum attacks
against two rounds case. We first make an asymptotic comparison with existing
classical and quantum attacks. Then we give concrete resource estimation for
the proposed quantum attacks on round reduced LED cipher and AES?. The
resource estimation allows to deduce the most efficient attacks based on the
trade-off of the number of qubits and Toffoli depth.
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even-mansour, grover algorithm, grover-meets-simon algorithm, offline simon
algorithm, resource estimation

1 Introduction

The Even-Mansour (EM) construction [1] is a minimal block cipher that has been
widely studied since its outstanding simplicity and provable classical security [1, 2]. It is
made up of a n-bit public permutation P and two n-bit secret subkeys K; and K, i.e.,
E(x) = P (x® K;) ® K,, where  is the block size. When P is a public random permutation,
EM construction has been proven to be indistinguishable from a random permutation
when D - T'= Q(2"), where D and T are the number of queries to the encryption oracle E(x)
and permutation oracle P respectively. At EUROCRYPT 2012, Bogdanov et al. [3] studied
EM construction into an r-round iterated EM scheme, which is defined as

E(x)=P. (P, (P, (x®K,)®K;) ® K5 ® K;) ® K1,

where Py, ..., P, are r independent permutations and Kj, ..., K, are (r + 1) n-bit
subkeys. This construction was proven to be secure up to 2*'° queries against

distinguishing attack for r > 2 [3] and subsequently improved to 2™/*V

queries [4, 5].

Recently, the security analysis of symmetric cryptography in quantum setting has also
become a hot issue in cryptography research [6], in addition to quantum cryptography
[7-10]. There are two different models for quantum cryptanalysis against symmetric

cipher based on the notions for pseudorandom function security in quantum setting,
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standard security and quantum security [11]. The standard
security and quantum security are also denoted as QI model
and Q2 model respectively by Kaplan et al. [12]. In Q1 model, the
adversaries could only access the encryption oracle classically but
process data with quantum operations. While in Q2 model, the
adversaries could query the encryption oracle with quantum
superpositions and process data with quantum operations.

In 2012, Kuwakado and Morri [13] proposed a quantum key-
recovery attack against EM construction in Q2 model. Compared
with the classical key-recovery attack, the quantum attack can
attain exponential acceleration. In other words, the EM
construction has been broken in Q2 model. Very recently, at
EUROCRYPT 2022, Alagic et al. [14] proved a lower bound that
= 2"3 queries are necessary for attacking EM construction in
Q1 model. In 2014, Kaplan [15] gave the quantum meet-in-the-
middle attack (QMITM attack) against iterated block ciphers in
Q1 model. For two-round iterated EM (2EM) construction with
two alternating subkeys and 2EM construction with independent
subkeys, the attack requires the time and memory complexities of
O(2") and Q(2") quantum queries to permutation oracle to
recover all subkeys. However, the QMITM attack which reduces
key-recovery to claw finding problem [16] is a general attack that
may not be as effective for 2EM constructions. Therefore, we aim
at investigating more efficient quantum key-recovery attacks on
2EM constructions in this paper. The constructions we focused
on are 2EM construction with identical subkeys, 2EM
construction with two alternating subkeys and 2EM
construction with independent subkeys which we refer as

2EM,: E, (x)=P,(P,(x®K)®K) ® K,
2EM2: Ez(X):pz(Pl(X$K1)$K2)$K1,
2EM3I E3(X):P2(P1(X$K1)$K2)$K3

At FSE 2013, Nikoli¢ et al. [17] proposed the first nontrivial
classical attack on 2EM, construction which requires the time
complexity of 2" Inn/n with 2" In n/n known plaintexts. Later,
Dinur et al. [18] improved this attack to reduce the data

10.3389/fphy.2022.1028014

complexity to 2" known plaintexts, where 0 < A < 1.
Meanwhile, they also presented an attack against 2EMj;
construction with the time complexity of O (2"vInn/n) and
2"\/Inn/n chosen plaintexts. However, the above attacks against
2EM; construction are based on multi-collisions techniques,
which require time and memory complexities close to 2". In
2016, Dinur et al. [19] presented an alternative attack on 2EM;
construction with linear algebra techniques. This attack requires
a time complexity of 2"/An and memory complexity of 2", but
with 2"/An chosen plaintexts. Subsequently, Isobe et al. [20]
introduced meet-in-the-middle techniques into the attack
against 2EM; construction which requires the time and
memory complexities of 2" Inn/n with 2" Inn/n chosen
plaintexts. Furthermore, they also described a low data-
complexity and a time-optimized variant attacks. The low
data-complexity attack requires the time and memory
complexities of 2" Inn/n with 2" chosen plaintexts. The time-
optimized one requires the time complexity of 2"B/n and
memory complexity of 2"/2% with 2"B/n chosen plaintexts,
where log n < f << n. More recently, Leurent et al. [21]
proposed three key-recovery attacks on 2EM; construction
which are related to the 3-XOR problem. The basic attack
requires the time complexity of 2"/n and memory complexity
of 2" with 2*"” known plaintexts in a balanced case. The variant
attack based on 3-SUM algorithm requires the time complexity of
2" In*n/n* and memory complexity of 2*** with 2*”* known
plaintexts, but it is unpractical for realistic block size.
The low data-complexity attack requires the time
complexity of 2"/An and memory complexity of 2*" with An
known plaintexts.

Besides, there are also other quantum attacks against
iterated EM construction such as the quantum slide attack
on iterated EM construction with identical permutations and
subkeys in Q2 model [12] and the quantum related-key attack
against iterated EM cipher with identical permutations and
independent subkeys in Q2 model [22]. However, these

TABLE 1 Comparison of previous quantum attacks and our attacks on 2EM; and 2EM3 constructions, where “"Data” represents encryption queries,
"Queries” signifies calls to P;, “Q-memory” and “"C-memory” denote quantum memory and classical memory respectively.

Target Model Data Queries
2EM, Q2 02" 0
Q1 o) Q@Y
Q2 On-2"?) O@n-2"%)
Q2 O(n) O(n-2"%)
Ql 0213 O(n-227)
2EM; Q2 O(22) 0
Q1 0(1) Q2"
Q2 O(n-2"%) O(n-2"%)
Q2 O(n) O(n-2"?)
Q1 0(22") O(n- 22"
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Time Q-memory C-memory References

o) O(n) 0 [23]

o) O(n) 02" [15]

O(n? . 2"2) On?) 0 Section 3.2

On’®-2"?) O(n?) O(n) Section 3.2

O - 223) On?) O(n) Section 3.2

02%7) O(n) 0 [23]

0(2") O(n) o2 [15]

O -2"2) O(n?) 0 Section 3.2

O(n?-2"?) O(n?) O(n) Section 3.2

On?.2273) O(n?) O(n) Section 3.2
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TABLE 2 Comparison of attacks against 2-step LED-64. Assume that one evaluation of the cipher as one complexity unit and the evaluation of one

permutation costs 1/2 unit.

Data Queries Time Memory References
2%87 2008 2609 260 [17]

2 207 207 2 (18] (A = 0.7)
260 2% 2606 216 [19] (A = 1/4)
260 260 2612 260 [20]

2° 2¢ 29¢ 2% [20]

2¢ 2% 217 2% [20] (8 =8)
2% 2% 2% 2% (21]

2% 2% 2%¢1 2% [21]

2! 2% 2¢! 210 [21] (A = 1/4)
2% 0 2% 2° qubits Section 3.1
TABLE 3 Comparison of quantum attacks against 2-step LED-128.

Model Data Queries Time Q-memory C-memory References
Q2 264 0 264 27 0 [23]

Q1 1 26 264 27 264 [15]

Q2 2% 2% 250 212 0 Section 3.2
Q2 26 2% 2% 212 2¢ Section 3.2
Q1 247 2165 2585 212 20 Section 3.2

quantum attacks are in Q2 model and only consider iterated
EM construction with identical permutations.
Contributions. in this paper, we study quantum key-
recovery attacks against 2EM constructions. The main
contributions of this paper include the following two aspects.
First, we consider the security of two-round Even-Mansour
constructions with independent permutations in quantum setting.
Several quantum key-recovery attacks on 2EM constructions are
proposed. For 2EM; construction, the presented quantum key-
recovery attack adopts Grover algorithm [23] directly. Compared
with the classical attack with optimal query complexity (including
the queries to cipher and permutation), i.e., the observed by Leurent

et al. [21], our attack reduces the query complexity by a factor of 2.

TABLE 4 Comparison of attacks against AES2

For 2EM, and 2EMj; constructions, we consider Grover-meets-
Simon algorithm [24] (GMS algorithm) and Offline Simon
algorithm [25] (OS algorithm) on constructed functions. The
proposed quantum attacks against 2EM, and 2EM; constructions
require O (22"3) and O (2"%) queries in Q1 and Q2 model, where O
means ignoring logarithmic factors. In the case of 2EM,
construction, the query complexity of our attacks is less than
Grover search by a factor of 2 and 2" in Q1 and Q2 model
respectively. In the case of 2EM; construction, the query complexity
of our attacks is better than Grover search by a factor of 2°¢ and 2"
in Q1 and Q2 model. When compared with the QMITM attack
against 2EM, and 2EM; constructions, the query complexity of our
attacks is reduced by a factor of 2* and 2 in Q1 and Q2 model.

Model Data Queries Time Q-memory C-memory References
/ 2]28 2129 2129,6 0 2]28 [3]

125.4 126.8 126.8 125.4
/ 2 2 2 0 2 (18]
QZ 2192 O 2192 28.6 0 [23]
Ql 1 2128 2128 28.6 2128 [15]
Q2 27 27 2% 21 0 Section 3.2
Q2 27 27 285 oM 27 Section 3.2
Q1 2% 2% 2104 oM 27 Section 3.2
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TABLE 5 Resource estimation for constructed functions of target ciphers, where #Toffoli/CNOT/NOT represents the number of Toffoli gates, CNOT

gates and NOT gates respectively.

Algorithm Model Target
cipher
f (i, x) GMS Q2 2-step
LED-128
f@,x) (ON Q1&Q2 2-step
LED-128
£, %) GMS Q AES?
£, %) 0s QI&Q2 AES?
A
o) —B—[a® 1)
B
|a) )
) |a ®b)
C
|a) |a)
b) |b)
) lc © ab)
FIGURE 1

Quantum gates of (A) NOT gate, (B) CNOT gate and (C)
Toffoli gate.

Besides, the classical memory complexity of our attacks can attain
exponential acceleration compared with the QMITM attack on
2EM, and 2EMj; constructions. It is worth noting that the
presented quantum attacks could break 2EM; construction with
O(n-2"?) queries in Q2 model, which is less than the classical
indistinguishable bound for 2EM; construction, i.e., 2** queries.
The comparison of previous quantum attacks and our attacks on
2EM, and 2EMj; constructions is shown in Table 1.

Second, we apply the presented quantum attacks on 2-step
LED-64, 2-step LED-128 and full AES*. Then we design the
attacks the
corresponding resource estimation. According to the result of

quantum circuits for proposed and give
resource estimation, the cost imposed by the attacks based on
GMS algorithm and attacks with OS algorithm in Q2 model is
close. The extra overhead generated by the attacks based on GMS
algorithm is mainly due to their more complex classifier oracles.
Besides, the attacks based on OS algorithm in Q1 model cost

more resources than corresponding attacks in Q2 model since the

Frontiers in Physics

Toffoli #Toffoli #CNOT #NOT width
depth

304 7296 9280 1536 352
304 4864 6080 1024 208
22016 66032 328656 3264 1820
22016 33016 164072 1632 910

04

attacks in Q1 model require more iterations to search more bits
exhaustively. Moreover, there is no doubt that the presented
quantum attacks on 2-step LED-128 and AES? cost much less
than the corresponding Grover attacks, except for the number of
qubits.

Organization. The rest of the paper is organized as follows. In
the next section, some essential preliminaries are introduced. The
quantum attacks on 2EM constructions and their application to
specific ciphers are presented in Sect. 3. In Sect. 4, we give the
quantum resource estimation of the proposed quantum attacks on
corresponding ciphers. Finally, a short conclusion is given in Sect. 5.

2 Preliminaries

In this section, some relevant preliminaries are given.

2.1 Quantum algorithms

2.1.1 Grover algorithm

Problem 1. (Grover [23]). Assume that there exists only one
marked item x’ in the N-scale unstructured datasets, the goalis to
find x', where N = 2". In other words, let f:{0,1}" — {0, 1} be a
function such that f(x) = 0 for all 0 < x < 2" except x', for which
fix') =1, find x'.

To solve this problem, any deterministic classical
algorithms need to make O(2") queries to f(x). However,
Grover algorithm can solve this problem with a probability
close to 1 by performing Grover iteration about /2" times.
Therefore, the query complexity of Grover algorithm is
O(V27), which is a square speed-up compared to the
classical counterpart. Furthermore, the generalization of
Grover algorithm (i.e., Quantum Amplitude Amplification,
QAA) is given in the following theorem.

Theorem 1. (Brassardet al. [26]). Let A be any quantum

algorithm performed on g qubits without measurement. Let
B: F4 — {0,1} be a function that classifies the outcomes of A

frontiersin.org
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as good or bad and p > 0 be the initial success probability that a
measurement of A|0) is good. Set k = [15], where 0 is defined as
sin®(0) = p. Besides, define the unitary operator Q = —ASy.A™' S,
where Sp changes the sign of the good state

_ _|x>’
|x> - { |.X>,

if B(x)=1
if B(x)=0"

while Sy changes the sign of zero state |0) only. Finally, the
measurement after the operation of QFA|0) will obtain the
good state with probability at least max{l — p, p}.

Step 1. Prepare the quantum state [0%").
Step 2. Perform a Hadamard transform H®" on the register:

o) = H0) = o= 3 o)

ze{0,1}"

Step 3. Construct the quantum oracle O : |z) 9 (=1)/@)|z), where f(z) = 1 if « is the
marked item, otherwise f(z) = 0.
Step 4. Apply Grover iteration for R (R ~ i’-\/ﬁ) times:
(1) (0] = DO |) = [').

Step 5. Measure the register and obtain a’.

Algorithm 1. Grover algorithm [23]

2.1.2 Simon algorithm

Problem 2. (Simon [27]). Let f: {0,1}" — {0,1}" be a function. Promise
that there exists s € {0,1}" such that for any (x, y) € {0,1}", [f (x) =
fMl<e[x e y e {07, s}] is satisfied. The goal is to find the period s.

By performing Simon algorithm, one can obtain a random
vector y such that y - s = 0. Therefore, (n — 1) independent vectors
orthogonal to period s can be obtained by repeating Simon
algorithm for O(n) times. Then one can recover the period s
withlinear algebra classically. Thus, the query complexity of Simon
algorithm is O (n).

According to EM construction, Kuwakado and Morri [13]
introduce the function fix) = E(x) @ P(x) =P (x @ K})) @ K; &
P(x). It is obvious that flx) = f (x ® K;) and the period s is K;. Hence,
they can recover the subkey K; with Simon algorithm and then obtain
the value of K, easily.

2.1.3 Grover-meets-simon algorithm

Problem 3. (Leander et al. [24]). Let f: {0,1}" x{0,1}" — {0,1}' be a
function, where m is in O (n). There exists a unique i, € {0,1}™

10.3389/fphy.2022.1028014

such that for any x € {0,1}", f(io, x) = f(ip, x @ 5) is satisfied, where s
€ {0,1}". The goal is to find the unique i, and the period s.
The problem can be solved by GMS algorithm which requires the
query complexity of O (n - 2™2) and time complexity of O (n® - 2mi2)
At Asiacrypt 2017, Leander and May [24] proposed GMS
algorithm to attack the FX [28]  that
Enc(x) = Ex,(x @ K;) @ K;. They consider the function
f(k,x) = Enc(x) ® Ex(x) = Eg, (x ® K;) ® K, @ Ei (x).
Obviously, the function f (k, x) is periodic with period K; for all x when
k = K. Otherwise f (k, x) is not periodic. In such a case, they design the
following GMS algorithm to recover all subkeys of FX construction.

construction

2.1.4 Offline Simon algorithm

Problem 4. (Bonnetain et al. [25]). Let f: {0,1}" x{0,1}" — {0,1} and g
{0,1}" — {0,1}' be functions, where m is in O (). There exists a unique 7,
€ {0,1}" such that for any x € {0,1}", flip, x) ® g(x) = fli, x® ) D gx D 5)
is satisfied, where s € {0,1}". The goal is to find the unique 7, and the
period s.

Step 1. Prepare the quantum state [0%7)[0%7).
Step 2. Apply a Hadamard transform H®™ to the first register:

=Y
— [2)[0%").
‘/F ze{0,1}n
Step 3. Apply a quantum query to the function f:

jz_n S i)

re{0,1}m

Step 4. Measure the second register and then the first register collapses to the state:

1
7l H @)

Step 5. Reapply a Hadamard transform H®" to the first register:

ST 2 DT ).

yefo.)n

Step 6. Measure the first register and obtain y.

Algorithm 2. Simon algorithm [27]

To solve this problem, we can adopt OS algorithm. The OS
algorithm requires O(n) quantum queries to g, O(n-2™?)
quantum queries to f and the time complexity of O (n* - 2/2),

Furthermore, we can also solve this problem with OS
algorithm in Q1 model if the function g can be only queried
classically. Concretely, it is similar to executing OS algorithm in
Q2 model except that the quantum state |y, in steps 2 and 6 now
should be prepared by querying the whole codebook of g. Hence,
it requires O(2") classical queries to g, O(n-2™2) quantum
queries to f and the time complexity of O (1® - 2™/2).

|as) D D— |bs)
az) $ T D— [b2)
a1) [b1)
ao) [bo)

[0) 0)

FIGURE 2

Quantum circuit of S-box used in SubCells: |a)|0) — |S(a))|0), where |as) is the most significant qubit.
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2.2 Target ciphers

Next, we introduce three ciphers that belong to 2EM;, 2EM,
and 2EM; constructions respectively.

2.2.1 LED

At CHES 2011, Guo et al. [29] proposed a 64-bit resource-
constrained block cipher named LED. The step function F; of LED is
a4-round AES-like permutation where the addition of the subkeys is
replaced with addition of constants. There are two primary variants
of LED.LED - 64 uses a 64-bit key in each step as a subkey and the
number of steps is 8. It is clear that 2-step LED-64 belongs to 2EM;
construction. LED — 128 divides a 128-bit key into Kj||K; as the
subkeys alternatively and the number of steps is 12. Obviously, 2-
step LED-128 belongs to 2EM, construction.

Algorithmic idea : apply Grover search over i € {0,1}™ and the classifier B identifies
the periodicity of f(i,-) using Simon algorithm.

The quantum algorithm A : .

Step 1. Prepare the quantum state [0%7)[02)|0%%), where ¢ = O(n).

Step 2. Apply Hadamard transforms H2("+) to the first (m + (n) qubits:

[i)lar) - Je) 021,
ie0.0)m e {01}

where the amplitude is omitted for case of exposition.
Step 3. Perform quantum querise to f for i and each x:

lilar) -+ e f GG, 21) | -+ I £

i€{0,1}m w10 (0,1}

Step 4. Apply Hadamard transforms H®" to |a) - - - |z¢):

[ (=1 un) - (1) Jug) [ @ aa) || -+ (] f (o))

S0} 1z (0.1}

The classifier B : (i,uy, - ,ug) € {0, 1} — {0,1} :

Test 1. 1f dim({u, -+ u)) # n — 1, output 0. Otherwise, use Lemma 2 of Ref. [24] to
compute a candidate period s' € {0,1}".

Test 2. For fixed i check whether f(i,2) = f(i,z & ') holds for some given z. If all identities
hold, output 1. Otherwise, output 0.

Both Test 1 and Test 2 are satisfied, the classifier B outputs 1. Otherwise, output 0.

Algorithm 3. Grover-meets-Simon algorithm [24]

2.2.2 AES?

AES? is a 128-bit cipher designed by Bogdanov et al. [3] at
EUROCRYPT 2012. It belongs to 2EM; construction, where
each of the public permutations P; and P, is based on an
invocation of full AES-128 with a pre-fix and publicly known
key. The subkeys are composed of three independently
chosen 128-bit secret subkeys K;, K, and Ks.

3 Quantum attacks
In this section, several quantum key-recovery attacks on

2EM;, 2EM, and 2EMj; constructions and the corresponding
applications are given.

3.1 Quantum key-recovery Attack on 2EM,
construction

Based on 2EM, construction, the function E;(x) = P,
(Py(x ® K) @ K) ® K is obtained. In such a case, we adopt
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Grover algorithm on this function directly. Therefore, the
query complexity and time complexity of this attack are both
) (zn/Z).

Step 1. Prepare the quantum state @*|0%")|0%!), where ¢ is a small constant.
Step 2. Perform Hadamard transforms @™ H®" and cn quantum queries to g:

[tg) = &7 ( > |I>\9(I)>) ,
zef0.1}n

where the amplitude is ommitted for ease of exposition.
Step 3. Create the uniform superposition:

e Y .

ic{o.1}m

Step 4. Apply Grover iteration for 0(2”’/2) times, where the classifier in Grover iteration is to
check whether f(i,z) & g(z) is periodic.

Step 5. Measure the register and obtain 4.

Step 6. Apply Simon algorithm on f(ig, ) @& g(z) to obtain the period s.

Algorithm 4. Offline Simon algorithm [25]

3.1.1 The Application to 2-step LED-64

We can attack 2-step LED-64 by applying Grover algorithm
on E(x) = Fy(F;(x ® K) @ K) @ K directly, where the block size is
64. Thus, the attack requires the query and time complexities of
2%, The comparison of attacks against 2-step LED-64 is
summarized in Table 2.

3.2 Quantum key-recovery Attacks on
2EM, and 2EM3z constructions

For 2EM, construction, we consider the function

J@x)  =Ey(x)® Py (Pi(x) @)

=P2(P1(XQ)K1)$K2)$K1 $P2(P1(X)$i).

It is easily seen that f (i, x) has the period K; when i = K, since

f(KyxeKy)) =P (Pi(xeK, eK)eK,)®K,®P, (P (xeK,)eK,)

=P (P (x)®Ky)® K, ® P, (P (x®K,)®K;)
= f(K;, x).

Therefore, we can employ GMS algorithm on f (i, x) to recover K;
and K, which requires the query complexity of O (n-2"2) and
time complexity of O (n® - 22).

Furthermore, the recovery of subkeys K; and K, can also be
reduced to Problem 4 by defining functions f. {0,1}" x{0,1}" —
{0,1}" and g {0,1}" — {0,1}" as

f(i,x) = P,(P, (x) ®1),
g(x) = E;(x).

Similarly, we can obtain that

f(KyxoK)eg(xeK;)=f(Kyx)® g(x)

when i = K. Then we can recover all subkeys with OS algorithm.
In such a case, the quantum attack requires O (1) queries to g(x),
O(n-2"?%) queries to f (i, x) and the time complexity of O (n® -
27!/2).

On the other hand, we can also solve this problem with
OS algorithm in Q1 model if the cryptographic function E(x)
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FIGURE 3

Quantum circuit of matrix A, where U, and U,4 are quantum circuits of operations 2 and 4 respectively. U*2 represents the inverse quantum circuit

of U,. Each m; and t; contains four qubits, where j = 0, 1, ..., 15.

can be accessed only classically. Now the functions f
{0,137 x{0,1}* — {0,1}" (0 < u < n) and g {0,1}* — {0,1}"
are defined as

f(illjx) = P (P (xlj) @) (j € {0, 1}"™),
g(x) = E» (x[|0"™).

obviously, f(K|K?},x) ® g(x) has the period K} when il|j =
(KK}, x ® K}) ® g (x ® KK |IK7 since
f(KIKLxeK)) e g(xeK})
=P, (P ((x @ K})IK}) @ K;) @ Py (P ((x @ K} 0") @ K1) @ K,) @ K,
=P, (P ((x10"™) ® Ky) ® K;) ® P, (P, (xIIK}) ® K) © K
= f(KIKS, %) @ g (),

where the subkey K; = K}|K? and |K}|=u, |K}=n-u
Therefore, we can apply OS algorithm on above functions
in Q1 model to recover subkeys K; and K,. Then, the attack
requires O(2*) classical queries to g(x), O(n-22"¥72)
quantum queries to f (ill, x) and the time complexity of
O(n® - 22912) " Specially, the number of classical queries
to g(x) and quantum queries to f (il|j, x) are balanced when
u=2

The quantum key-recovery attack against 2EM; construction
is similar to the case of 2EM, construction, except that the
functions we considered here are
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i,x) = P, (P (x) ®1i), g(x)=E;(x),

{ fix) = Es(x) ® P, (P (x) ®1),
s
F(illjx) = Py (P (xll) @), g(x) = Es (x0"™),

Problem 3
Problem 4 in Q2 model.
Problem 4 in Q1 model

Finally, we can easily obtain the value of K; with additional

encryption after recovering subkeys K; and K,. Hence, the query

and time complexities of the quantum attacks on 2EMj;
construction are the same as the case of 2EM, construction.

Ak |K)
jz) +—4 b— |B(2))
B
| K1) | K1)
|K2) |K2)
) +—4 b— |B(x))
FIGURE 4

Quantum circuit of (A) 2-step LED-64 and (B) 2-step LED-
128, here ancilla qubits are not represented.
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|z) +— | D |)
|71) —A——— [71)
AES
0) o4——— vat |AES[W1](1:@K1)@K2>
|ma) [75)
0) - AL & ase))

FIGURE 5

Quantum circuit of (A) AES, where the box of AES means the quantum circuit of AES-128 in Ref. [35], K’ is the subkey of the 10th round in AES and
cis the ciphertext; (B) AES?, where the vertical line above the AES box indicates that 128 x 2 CNOT gates are performed instead of 128 x 2 NOT gates
in the quantum circuit of AES-128. The ancilla qubits and unused outputs are not represented

3.2.1 The applications to 2-step LED-128 and

AES;
According to the structure of 2-step LED-128, we can obtain
the cryptographic function

E(x) =F,(F,(x®K,) ® Ky) ® Ky,

where |K;| = |K;| = 64. In order to attack 2-step LED-128, we
consider the function

J (i, x) = E(x) ® F, (F (x) &)
=F(Fi(xeK)) e K;)®K, @ F,(F (x) ®1)

in Problem 3. Now, we can adopt GMS algorithm on f (i, x)
directly. Hence, this attack requires the query complexity of 2%
and time complexity of 2%

Furthermore, we can also utilize OS algorithm to recover K;
and K, of 2-step LED-128. First, we define the functions

f(i,x) = F,(Fi(x) ® i),
g(x) = E(x).

Then the subkeys can be recovered with OS algorithm on f (7, x)
and g(x). The quantum attack requires 2° quantum queries to
E(x), 2*® quantum queries to f (i, x) and time complexity of 2°°.
On the other hand, we can also consider functions

|K) —— - |K)
| 2 — step LED — 64 2 — step LED — 641 !
|21) —— = |a1)
[0) ——— S 10)
| 2 — step LED — 64 2 — step LED — 641 !
PR p— )
=) — - |-)

FIGURE 6
Grover oracle for 2-step LED-64.
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FIGURE 7
Iterative oracle for GMS algorithm, the quantum circuit for
classifier B is given in Supplementary Figure S5 of Supplementary B.

£ (illj, x) = F> (F, (xj) & i),
g(x) = E(x]|0"™)

and apply OS algorithm on f (il|j, x) and g(x) in Q1 model when
E(x) can be queried only classically. In such a case, the quantum
attack requires 2*7 classical queries to E(x), 2*® quantum queries

) = f Al
: il
l9(2)) —— Fo-e— - le@)
v N
) = ; il
! fi
lg(x)) = - - - Classifier [ - - -—— _i‘ lg(x))
DT T
i i
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v o
l90) = -1 F---— e le()
) —— & =)
FIGURE 8

Iterative oracle for OS algorithm, the quantum circuit for
classifier is provided in Supplementary Figure S6 of
Supplementary B
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to f (illj, x) and time complexity of 2°*° when u = 47. The
comparison of quantum attacks against 2-step LED-128 is
summarized in Table 3.

In order to attack AES,, we need to construct functions in the
case of 2EM; construction described in Section 3.2 with block
size 128. Thus, the subkeys of AES* can be recovered by GMS
algorithm with the query complexity of 2’ and time complexity
of 2%°. Furthermore, we can also attack AES® with OS algorithm
in Ql and Q2 model respectively. In QI model, the attack
requires 2% classical queries to E(x), 2°° quantum queries to f
(illj, x) and the time complexity of 2'** when u = 90. In Q2 model,
the attack requires 27 quantum queries to E(x), 2”" queries to f (i,
x) and the time complexity of 2*°. The comparison of attacks
against AES® is summarized in Table 4.

Tables 3 and 4 show that the quantum attacks we proposed in
QI and Q2 models are more efficient than existing classical and
quantum attacks in time complexity and query complexity when
we consider queries of cryptographic function and public
permutations, except that more qubits are needed.

4 Resource estimation

We first give some quantum gates that are used in quantum
implementations of classical circuits in Figure 1. Note that the
last qubit is target qubit and other qubits are control qubits in
CNOT and Toffoli gates.

4.1 Resource estimation of target ciphers

Next, we give the quantum resource estimation of 2-step
LED-64, 2-step LED-128 and AES® respectively.

4.1.1 Resource estimation of 2-step LED-64 and
2-step LED-128

The internal state of LED contains 64 bits, arranged in
16 nibbles. Each nibble represents an element from GF(2*) with
the underlying polynomial for field multiplication given by X* +
X + 1. The step function F; of LED cipher is a 4-round AES-like
permutation. Each of these four rounds consists of operations
AddConstants, SubCells, ShiftRows and MixColumnsSerial.

AddConstants. The operation consists of XOR-ing of a 32-
bit the of LED.
Thus, it can be realized by using 32 NOT gates in quantum

round constant to internal state
circuit.

SubCells. LED cipher uses a 4-bit to 4-bit S-box of PRESENT
[30], which is applied in parallel 16 times to the internal state of
LED. According to Algorithm 3 of Ref. [31], the quantum circuit
of the S-box is redesigned in Figure 2, which requires Toffoli
depth 19, 19 Toffoli gates, 5 CNOT gates, 2 NOT gates and
5 qubits. Therefore, we can obtain the resource estimation of

SubCells by multiplying the resources of the S-box by 16, except
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TABLE 6 Resource estimation for iterative oracle of GMS algorithm and OS algorithm, where Clifford gate denotes the CNOT gate and Hadamard

gate.
Algorithm Model Target cipher Toffoli depth #Toffoli #Clifford #NOT width
GMS Q 2-step LED-128 62327 4759241 4516500 762376 25152
GMS Q AES? 12508008 83407802 368607419 3734666 365444
0s Q1&Q2 2-step LED-128 4954 2887806 1966081 327809 26880
08 Q1&Q2 AES? 53626 31698174 105088001 1044737 270848
for the Toffoli depth since that these 16 S-boxes are applied in 4 1 2 2
parallel. M= 8 6 5 6
ShiftRows. After the operation ShiftRows, the internal B EAS
. . . . 2 2 F B
state is changed into a special permutation. Hence, we do not
h . S 1 000 1 000 4 1 2 2
ave to perform any operation for the quantum circuit of
ShiftR ince it ds t tati f qubit (o roo 2100 0 4 12
iftRows since it corresponds to a permutation of qubits. =lo o1 o 6 2 1 0 00 4 1
In this case, we only need to adjust the position of 000 1 9 6 2 1 00 0 4

subsequent operations to ensure that the correct input
wire is used.

MixColumnsSerial. The MixColumnsSerial performs four
applications of matrix A, which is equivalent to matrix M:

4

(A=

w o oo
N~ oo
o N

2
5
A
F

N oo~

4
8
B
2

— O O -
N O = O

The first scheme of implementing MixColumnsSerial is to
realize matrix A. In order to design the quantum circuit of matrix
A, the quantum circuit of operations 2 and 4 in A should be
considered first. It is easy to obtain that 2 - (as, a,, a;, ao) = (a5, a;,
as @ ay, az) and 4 - (as, a, ay, ag) = (a1, as ® ag, az ® a,, a,). Hence,
the implementation of operations 2 and 4 cost 1 and 2 CNOT
gates respectively. Now, we can design the quantum circuit of
matrix A based on operations 2 and 4 in Figure 3.

According to Figure 3, we can derive that the quantum circuit
of matrix A requires (2 + 4 + 6 + 6) x 4 = 72 CNOT gates. Thus,
the resource estimation for operation MixColumnsSerial is 72 x
4 = 288 CNOT gates.

The second scheme is to consider the matrix M directly.
From SageMath [32], we can obtain the PLU decomposition

Similarly, we can easily obtain that 6 - (a3, a,, a1, ag) = (a, ® a3, as
®a, ®ag, a,day dz®a,) and 9 - (as, a,, a1, ag) = (ag, as, a, a, ®
ao), which can be achieved with 5 and 1 CNOT gates respectively.
Then, we can know that the matrix L and U require 4x([(1 + 4 +
D+G+4+5)+1+4+1D)]+[(5+4+5)+(1+4+1)]+(1+4+
1))=208and4x ([2+4+(1+4+1)+(1+4+1D)]+[2+4+(1+
4+1)]+(2+4) +2) =152 CNOT gates respectively. Therefore,
the resource estimation for operation MixColumnsSerial is
208 + 152 = 360 CNOT gates in second scheme. Comparing
these two schemes, we adopt first one to implement the
operation MixColumnsSerial since it requires fewer CNOT
gates.

Taking all these into consideration, we can derive that the
resource estimation of one round AES-like permutation costs
Toffoli depth 19, 304 Toffoli gates, 368 CNOT gates, 64 NOT
gates and 80 qubits. Then the quantum circuits of 2-step
LED-64 and 2-step LED-128 are presented in Figure 4. In
such a case, the quantum circuit of 2-step LED-64 requires
Toffoli depth 152, 2432 Toffoli gates, 3136 CNOT gates,
512 NOT gates and 144 qubits. The quantum circuit of 2-step
LED-128 costs Toffoli depth 152, 2432 Toffoli gates,
3136 CNOT gates, 512 NOT gates and 208 qubits.

TABLE 7 Resource estimation for proposed quantum attacks on target ciphers, where all figures are in log base 2. The values of u of OS algorithm in

Q1 model for 2-step LED-128 and AES? are 47 and 90, respectively.

Algorithm Model Target cipher Toffoli depth #Toffoli #Clifford #NOT width
GMS Q 2-step LED-128 47.6 53.8 53.8 512 14.6
GMS Q AES? 87.2 90.0 92.1 85.5 185
os Q 2-step LED-128 439 53.1 52.6 50.0 147
0s Q2 AES$? 79.4 88.6 90.3 83.6 180
os Q1 2-step LED-128 524 61.6 61.1 58.5 147
os Q1 AES? 98.4 107.6 109.3 102.6 18.0
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4.1.2 Resource estimation of AES?

The construction of AES” is defined by fixing two randomly
chosen 128-bit AES-128 keys, which specify the permutations P,
and P,. The subkeys are comprised of three independently
chosen 128-bit secret keys Kj, K, and Kj. Let AES[K] denotes
the whole AES-128 encryption with the 128-bit key K. Hence, the
encryption of AES’ is defined as

AESZ (x) = AES [7'[2] (AES [7'[1] (x 52} K]) 2} Kz) 2] K3,

where two 128-bit keys 7; and 7, are defined based on the first
256 bits of the binary digit expansion of 7m. Recently, the
implementation of AES quantum circuit received more and
more attention [33-35]. Based on the fewer qubits principle,
we take the quantum circuit of AES-128 from Ref. [35] for
quntum circuit design of AES®. As shown in Figure 5A, this
quantum circuit costs Toffoli depth 11008, 16508 Toffoli gates,
81652 CNOT gates, 1072 NOT gates and 270 qubits. In Ref. [35],
the XOR of a 128-bit plaintext in first round of AES-128 is
considered as XOR-ing of a 128-bit constant, which is achieved
by performing 128 NOT gates on the key of AES-128 first and
then canceled by 128 NOT gates again. However, the 128-bit
plaintext is a quantum superposition in our proposed quantum
attacks. Hence, we need to adopt 128 x 2 CNOT gates instead of
128 x 2 NOT gates here. Therefore, the quantum circuit of AES-
128 used in the quantum circuit design of AES” requires Toffoli
depth 11008, 16508 Toffoli gates, 81908 CNOT gates, 816 NOT
gates and 270 qubits. In such a case, we can easily design the
quantum circuit of AES® in Figure 5B and obtain the resource
estimation of AES” with Toffoli depth 22016, 33016 Toffoli gates,
164328 CNOT gates, 1632 NOT gates and 1038 qubits. Note that
the ancilla qubits involved in first AES quantum circuit can be
reused in second AES quantum circuit.

4.2 Resource estimation of Grover
algorithm on 2-step LED-64

In order to adopt Grover algorithm on 2-step LED-64, we
need to design the Grover oracle for 2-step LED-64 first. When
designing the Grover oracle, the number of plaintext-ciphertext
pairs required to recover the correct key uniquely should be
considered. At EUROCRYPT 2020, Jaques et al. [34] stated that
when the number of required plaintext-ciphertext pairs v>[™],
the probability of uniquely recovering the correct key is about
e 2" where n and m are block size and key size for a block
cipher respectively.

Hence, the number of required plaintext-ciphertext pairs for
2-step LED-64 should be v > 1 since m = n = 64. Then the
probability of finding a unique key is around 0.37 for v = 1. For
v = 2, the probability is about 0.99. Thus, we consider the case of
v = 2 when designing the Grover oracle for 2-step LED-64.
Therefore, the quantum circuit of the Grover oracle for 2-step
LED-64 is illustrated in Figure 6, which requires Toffoli depth
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317, 9981 Toffoli gates, 12672 CNOT gates, 2304 NOT gates and
383 qubits. In the quantum circuit of Grover oracle for 2-step
LED-64, each comparison of n-bit known ciphertext and n-qubit
output of 2-step LED-64 oracle requires Toffoli depth 2[log,n], 2
(n — 1) Toffoli gates, 2n NOT gates and (n — 1) ancilla qubits.

In the process of Grover algorithm, [%2"’/ 2| iterations of
Grover operator are performed. While estimating the resources,
we only consider the cost incurred by Grover oracle. Since
compared with the cost incurred by Grover oracle, the cost
imposed by other operations in Grover operator is relatively
small in terms of magnitude and can be ignored. In such a case,
the resources of Grover oracle for 2-step LED-64 are multiplied
by [22"2 | for estimating the resources of Grover algorithm on 2-
step LED-64, which costs Toffoli depth 2*°°, 2** Toffoli gates,
2%3 CNOT gates, 2**®* NOT gates and 2%¢ qubits. Note that the
width is still the same as in Grover oracle since we assume that no
parallelization is involved.

4.3 Resource estimation of proposed
quagtum attacks on 2-step LED-128 and
AES

The resource estimation of proposed quantum attacks on 2-
step LED-128 and AES® can be considered in a similar way as
Grover algorithm since that Grover algorithm, GMS algorithm
and OS algorithm all need to perform an iterative operator. Thus,
we should consider the resource estimation of iterative oracle for
target ciphers first. Here, the resource estimation of constructed
functions for target ciphers in proposed quantum attacks is given
in Table 5 and the corresponding quantum circuits see
Supplementary A.

Now, the quantum circuits of iterative oracle for GMS
algorithm and OS algorithm are designed in Figure 7 and
Figure 8 respectively.

In Figure 7, the classifier § for GMS algorithm contains Test
1 and Test 2 (see also Supplementary Figure S5 of Supplementary
B). When both two test conditions are satisfied, the phase of
target qubit will be flipped. Test 1 of classifier 5. The Test 1 of
, Upy) and the
calculation of candidate period s'. The first phase includes the

classifier B includes the checking of dim ({u, ...

computation of triangular basis and the rank checking of
triangular basis. Based on Algorithm 4 of Ref. [36], we can
obtain that the computation of triangular basis requires
Toffoli depth (4 + [log,n]) + Y, (4 + [log, (n—i+1)]), €n*
+ ¢n Toffoli gates and € + n (n + 1)/2 + n (n — 1) ancilla
qubits, where the value of ¢ is 2(n+ /n) [24]. For the rank
checking of triangular basis, it requires Toffoli depth 2[log,#], 2
(n— 1) Toffoli gates, 2n NOT gates and (n — 1) ancilla qubits. The
second phase is the calculation of the candidate period.
Bonnetain et al. [36] showed that the realizing of computing
orthogonal vectors (i.e., Algorithm 5 in Ref. [36]) costs Toffoli
depth n(n — 1), n(n — 1) Toffoli gates, n CNOT gates and n ancilla
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qubits. However, there is a mistake that the Toffoli depth and
Toffoli gates should be #n (n — 1)/2. Thus, we can obtain that the
resource estimation for Test 1 of classifier $ requires Toffoli
depth  £(4 + [log,n]) + Yir, (4 + [log, (n —i + 1)1) + 2[log,n]+
n(n=1)/2,n* + €n + 2 (n — 1) + n (n — 1)/2 Toffoli gates, n
CNOT gates, 2n NOT gatesand € + n(n+ 1)/2+n(n—1) +n
ancilla qubits by combining all these terms. Note that there are
(n — 1) ancilla qubits missing since the ancilla qubits in the
process of rank checking can be reused in the computation of
orthogonal vectors. In this case, we only need max{n — 1, n}
ancilla qubits in these two processes. Test 2 of classifier 3. The
quantum circuit of Test 2 of classifier 8 for 2-step LED-128 is
given in Supplementary Figure S7 of Supplementary B, which
costs

Toffoli depth 147 x (76 x 4 + 2log,64 +49) + 5 = 53660

147 x [1216 x 8 +2 x (64 — 1) +49] + 13 = 1455754 Toffoli gates

147 x (1472 x 8 + 64 x 10 + 1) = 1825299 CNOT gates,
147 x (256 x 8 + 64 x 2) + 8 = 319880 NOT gates
64x2+63+6+8+1=206 qubits

since t =1,2,..., l47(i.e.,%) [24] in Supplementary Figure
S7. Here |iy and the candidate period |s") are not included in the
qubits. The quantum circuit of Test 2 of classifier § for AES® is
provided in Supplementary Figure S8 of Supplementary B, which
requires

Toffoli depth 282 x (11008 x 4 + 2log, 128 + 64) + 7 = 12439027

282 x [16508 x 8 +2 x (128 — 1) + 64] + 15 = 37331739 Toffoli gates

282 x (81908 x 8 + 128 x 10 + 1) = 185145690 CNOT gates,
282 x (816 x 8 +128 x 2) + 10 = 1913098 NOT gates
128 x 10+ 127 +9+7 + 1 = 1424 qubits

wheret=1,2,...,282in Supplementary Figure S8. Here |i) and |
s'y are not included in the qubits.
Hence, the classifier 8 for 2-step LED-128 costs

Toffoli depth 2 x (2007 + 6 +2016) + 53660 + 1 = 61719

2 x (599040 + 63 + 2016) + 1455754 + 1 = 2657993 Toffoli gates

2 x 64+ 1825299 + 1 = 1825428 CNOT gates,

2 x 64 + 319880 = 320008 NOT gates

6256 + 64 +206 + 1 + 1 = 6528 qubits
where |u;), [uy), -+, |up) and |i) are not included in the qubits.

The classifier 8 for AES® costs

Toffoli depth 2 x (4339 + 7 + 8128) + 12439027 + 1 = 12463976

2 x (4606848 + 127 + 8128) + 37331739 + 1 = 46561946 Toffoli gates

2 x 128 + 185145690 + 1 = 185145947 CNOT gates .
2 x 128 +1913098 = 1913354 NOT gates
24791 + 128 + 1424 + 1 + 1 = 26345 qubits

Altogether, the resource estimation for iterative oracle of
GMS algorithm is summarized in Table 6.

In Supplementary Figure S6 of Supplementary B, the classifier
oracle of OS algorithm consists of the computation of triangular basis
and rank checking. Therefore, the classifier oracle costs Toffoli depth
2% [cn* (4 + [logyn]) + Z?:z (4 + [log, (n =i+ 1)]) + [log,nl],
2*[cnxn® + cnxn + (n — 1)] Toffoli gates, 1 CNOT gates, 21 + 1 NOT
gatesand cn + n (n+ 1)/2+n (n—1) + (n — 1) + 1 ancilla qubits,
where cn = 2.51 [25]. Then, the corresponding resource estimation for
iterative oracle of OS algorithm is listed in Table 6. Here, the resource
estimation for iterative oracle of OS algorithm in Q1 model is same as
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the case of OS algorithm in Q2 model, except that the width in
QI model should consider extra (n — u) qubits.

Similarly, [%2”/2] iterations for the iterative operator of
proposed quantum attacks are required. Here, we only
consider the cost incurred by the iterative oracle and assume
that the iterative oracle is applied in serial. Hence, the resources
(except the number of qubits) in Table 6 are multiplied by
[22"2] for estimating the resources of mounting presented
quantum attacks on 2-step LED-128 and AES”. The resource
estimation is summarized in Table 7. From Table 7, it is obvious
that the proposed quantum attacks based on GMS algorithm
cost more than ones with OS algorithm in Q2 model. The main
reason for this is caused by Test 2 of classifier f in GMS
algorithm, which needs to check whether f (i, z) = f (i, z ®
s") for fixed i, the given f pairs of z and thus requires more
resources. Note that the cost incurred by proposed quantum
attacks with OS algorithm in Q1 model is more than the ones in
Q2 model because guessing the value of j requires another
2(mw/2 jterations. Moreover, we also give the resource
estimation for Grover algorithm on 2-step LED-128 and
AES® in Supplementary C. Compared with the proposed
on 2-step LED-128 and AES? the
corresponding Grover algorithm costs much more since the

quantum attacks
Grover algorithm requires more iterations, except for the width.

Besides, it is worth noting that the resource estimation for OS
algorithm in Q1 model should also consider the cost of preparing
the quantum state |1;/g> = @7 (Y o1y 1%21g (x))) with quantum
read-only memory (QROM). According to Theorem 2 of Ref.
[37], we can obtain that the transform

Y e Y olg)

x€{0,1}* x€{0,1}*

costs Toffoli depth [2*/w] + n(w - 1), [2¥/w] + n(w — 1) Toffoli
gates and n(w — 1) + [log(2¥/w)]) ancilla qubits, where w is a
power of 2 such that 1 < w < 2". Therefore, the preparing of the
quantum state |y,) in OS algorithm for 2-step LED-128 requires
Toffoli depth 2*°, 2°* Toffoli gates and 2'*' ancilla qubits when
@ = 2. The preparing of the quantum state |y, in OS algorithm
for AES? costs Toffoli depth 2%, 2°°? Toffoli gates and 2'7* ancilla
qubits when w = 4. In such a case, we can easily prepare the
quantum state |y,) under the resources of the iteration in OS
algorithm. Therefore, the cost incurred by preparing the
quantum state |y, of OS algorithm in Q1 model can be
ignored. Similarly, the cost imposed by recovering the period
K; of GMS and OS algorithms can also be ignored since it is
relatively small in terms of magnitude compared with the
iteration in GMS and OS algorithms.

5 Conclusion

In this study, we consider the security of two-round Even-
Mansour constructions in quantum setting. Compared with the
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classical attack with optimal query complexity, the presented
quantum key-recovery attack on 2EM; construction reduces the
query complexity by a factor of 2"°. For 2EM, and 2EM;
constructions, we design quantum key-recovery attacks in
Q1 and Q2 model respectively. The comparison in Table 2
shows that our attacks are more efficient than Grover search
and QMITM attack no matter in Q1 or Q2 model. Furthermore,
we also give the applications of proposed quantum attacks and
analyze the corresponding resource estimation.
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