[image: image1]Joint photon-number splitting attack on semi-quantum key distribution

		ORIGINAL RESEARCH
published: 03 November 2022
doi: 10.3389/fphy.2022.1029552


[image: image2]
Joint photon-number splitting attack on semi-quantum key distribution
Shang Mi1, Shuang Dong1, Qincheng Hou1, Jindong Wang1*, Yafei Yu2, Zhengjun Wei1 and Zhiming Zhang2
1Guangdong Provincial Key Laboratory of Quantum Engineering and Quantum Materials, School of Information and Optoelectronic Science and Engineering, South China Normal University, Guangzhou, China
2Guangdong Provincial Key Laboratory of Nanophotonic Functional Materials and Devices, School of Information and Optoelectronic Science and Engineering, South China Normal University, Guangzhou, China
Edited by:
Mingxing Luo, Southwest Jiaotong University, China
Reviewed by:
Hong Lai, Southwest University, China
H. Z. Shen, Northeast Normal University, China
* Correspondence: Jindong Wang, Wangjindong@m.scnu.edu.cn
Specialty section: This article was submitted to Quantum Engineering and Technology, a section of the journal Frontiers in Physics
Received: 27 August 2022
Accepted: 23 September 2022
Published: 03 November 2022
Citation: Mi S, Dong S, Hou Q, Wang J, Yu Y, Wei Z and Zhang Z (2022) Joint photon-number splitting attack on semi-quantum key distribution. Front. Phys. 10:1029552. doi: 10.3389/fphy.2022.1029552

Semi-quantum key distribution is based on the basic principle of quantum mechanics, which allows a classical user and quantum user to use information theory to have a secure shared key. In 2021, our research group proved the first proof-of-principle experimental demonstration of semi-quantum key distribution and verified its feasibility. Due to the limitations of existing science and technology, the experimental system still features a combination of multiphoton signal source and loss in the transmission line. This makes semi-quantum key distribution as susceptible to a photon-number splitting attack as quantum key distribution, leading to limitations of secure transmission distance. It seems that practical single-state semi-quantum key distribution can overcome photon-number splitting attack due to the SIRT bits (also known as the “sifted key”). However, its dual-channel feature still opens up an observation window to Eve. We present two joint photon-number splitting attacks suitable for a single-state semi-quantum key distribution system and show that through the joint photon-number splitting attack, Eve can obtain key information without being detected by Alice or Bob.
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1 INTRODUCTION
In recent years, with the rapid development of quantum computing, the security of the original classical secure communication has been greatly compromised. Compared with classical communication, whose security depends on the complexity of mathematical computation, quantum communication, whose security is based on quantum theory [1], is not threatened by the quantum computer, which theoretically guarantees the absolute security of the communication. The field of quantum communication includes quantum key distribution (QKD) [2–7], quantum secret sharing (QSS) [8–10], quantum secure direct communication (QSDC) [11–13], quantum teleportation (QT) [14–16], quantum dense coding (QDC) [17–19], and quantum digital signature (QDS) [20]. After more than 30 years of efforts by scientists, QKD, the most mature quantum communication technology, has made breakthrough progress in both theory and experiment and has become an indispensable component in the development of information security field. It is worth mentioning that measurement-device-independent quantum key distribution (MDI-QKD) [21, 22] can be immune to all detector side-channel attacks. Moreover, it can be easily implemented in combination with the matured decoy-state methods under current technology. In 2021, Yi-Peng Chen et al. implemented the double-scanning method into MDI-QKD for the first time and carried out corresponding experimental demonstration [5]. In 2022, Pei Zeng et al. proposed a mode-pairing measurement-device-independent quantum key distribution scheme in which the encoded key bits and bases are determined during data post processing [23].
Based on the consideration of reducing quantum resources in the process of key distribution, the concept of semi-quantum key distribution (SQKD) [24] has been proposed and extended into semi-quantum cryptography, such as semi-quantum secret sharing (SQSS) [25, 26], semi-quantum secure direct communication (SQSDC) [27–29], semi-quantum digital signature (SQDS) [30], semi-quantum private comparison (SQPC) [31–35], and semi-quantum key agreement (SQKA) [36, 37]. In 2007, Boyer et al. proposed the first SQKD protocols: BKM07 [24], which place a further restriction on the classical user. The classical user just can access a segment of the channel, whenever a qubit passes through that segment Bob can either let it go undisturbed (Ctrl) or measure the qubit in the classical basis and resend a fresh qubit (Sift); in 2009, the second SQKD protocol BGKM09 [38] was proposed. This protocol utilized the Permute operation as opposed to the Measure and Resend operations. The same year, Zou et al. proposed five new protocols based on the consideration of whether quantum resources can be further reduced on the part of the two users [39], among which the single-state protocol attracted the most attention. It was show for the first time that fully quantum users can also reduce their resource requirements. In 2014, Reflection-based SQKD was proposed [40], it was similar to B92-protocol, and was shown that a key can be distilled from B’s action. In 2017, Boyer et al. extended the operation of Bob side to cleverly avoid the problem of reproducing new photons, and proposed a mirror protocol [41] that could overcome “tagged” attack. To some extent, this is also a single-state protocol, and only two SQKD experiments have been based on it. Subsequently, other important SQKD protocols have also been proposed, such as the high-efficiency SQKD protocol [42, 43], which can improve efficiency by biasing choices to improve their overall efficiency; the authenticated SQKD protocol [44–47], which does not utilize an authenticated channel (instead relying on a pre-shared key); and the high-dimensional SQKD protocol [48, 49], which has been shown to tolerate high levels of noise as the dimension of the quantum state increases.
The security of idealized SQKD has been reported against individual [50, 51] and very sophisticated collective [40, 52–54] attacks. A lower bound has been derived for the key rate as a function of the noise of the quantum channel in high dimension semi-quantum key distribution [55]. In 2021, our research group performed the first proof-of-principle demonstration [56] of semi-quantum key distribution based on the Mirror protocol, which contributed to the further application of SQKD. The experiments are also based on weak coherent pulses as signal states with a low probability of containing more than one photon. This SQKD experiment, like the QKD experiment, is also based on weak coherent pulses (WCP) as signal states with a low probability of containing more than one photon. Whether the multiphoton problem of such non-ideal light source will lead to security vulnerabilities of the SQKD system is an urgent issue to be discussed. The most powerful tool at the disposition of an eavesdropper, as we know, is the photon-number splitting attack [57–59]. This multiphoton problem in semi-quantum contexts was discussed as early as 2009 [38], but the examination of the protocol against PNS attacks was left to future research. In Gurevich’s experiment [60], some operations in SQKD protocol were realized with the use of a time-coding scheme, and it was mentioned that a pulse power level that is too high, which is a security hole that enables various attacks. In 2018, Chrysoula presented a short discussion [48] of possible attacks and countermeasures for the case of optical implementations. He proposed that while the PNS attack is applicable to most of the protocols that use imperfect photon sources, the above description of its particular implementation is given on the example of a standard QKD one-way scheme, thus, it should be re-examined when applied to different protocols. Some other reports [37, 61–63] have mentioned Bob should set up a photon number splitter (PNS) to protect against a Trojan horse attack. In Ref. [64], the author mentioned that due to the two-way channel and the use of the Measure-Resend operation, Eve is afforded even more attack opportunities, such as the photon-tagging attack and PNS attack, and it is an open question in the semi-quantum case. To our knowledge, we are the first to do further subject research in this issue. We prove that it is useless to implement single-channel PNS attack in SQKD. Does this mean that a single-state SQKD system with multiphoton sources has unconditional security? The answer is no, because due to SQKD’s requirement of a two-way quantum channel, Eve has the opportunity to implement joint PNS attack through the forward channel and reverse channel. Based on this, we propose two kinds of joint PNS attack for a single-state SQKD system, as long as there is loss in the channel, Eve can get the key information. With a large enough loss, Eve can obtain all key information without being detected by Alice and Bob.
The remainder of this study is organized as follows. In Section 2, a brief background on PNS attacks and the SQKD model is provided. In Section 3, two joint PNS attack were designed for single-state SQKD. In Section 4, an evaluation of a joint PNS attack is given, and the conclusion is given in Section 5.
2 SINGLE-CHANNEL ATTACK IN SINGLE-STATE SQKD
2.1 Review of PNS attack
In a quantum optical implementation, single-photon states are ideally suited for quantum key distribution. However, such states have not been practically implemented for QKD and SQKD. The experiments attenuate the weakly coherent light generated by the laser light source to the order of single photon to replace the single-photon light source. The realistic signal sources with a certain probability of containing multiple photons. For the practical system, consisting of the actual signal source, lossy channel, and threshold detector, Eve can implement PNS attack [57, 58]. In a PNS attack, eavesdropper Eve needs to have three abilities: 1) ability to replace the noisy and lossy transmission line by a superior one, 2) ability to use quantum nondestructive (QND) measurement technology to measure the number of photons contained in the pulse and block or separate the photons without modifying the polarization of the photons, and 3) and possession of a quantum register, can keep photon. When receiving the data regarding the basis, Eve measures her photon and obtains qubit information.
In this study, we assume the model where any non-accessible loss [58] of the quantum channel is considered to be part of detection apparatus, which allows us to conduct our research without loss of generality. Moreover, a PNS attack that keeps the photon number distribution constant in the detector is not considered. When there is available loss in the channel, for the case of a single-photon state, Eve directly blocks the photon. For the multiphoton pulse with the number of photons greater than or equal to 2, Eve extracts a photon from the pulse and puts it into quantum memory, sending the remaining photons to Bob, so that Eve can replace the lossy quantum channel by an ideal one, block a fraction b of the single-photon signals or even use only a multiphoton signal to match the detector’s expectation of non-vacuum pulses. The general process of this protocol is shown in Figure 1.
[image: Figure 1]FIGURE 1 | Schematic of a PNS attack. Eve learns the number of photons in the pulse through nondestructive measurements. For single photons, Eve blocks them with a certain probability, and she separates one photon from multiphotons.
2.2 Review of single-state SQKD
The quantum communication process of single-state SQKD [39, 65] operates by repeating the following (Alice is a quantum user and Bob is a classical user):
Step 1. Alice prepares a single qubit in the state |+> and sends it to Bob. Alice’s photon source emits signals with a Poisson photon number distribution that has a mean value of ν. The quantum channel is described by a single-photon transmission efficiency η. We can find at Bob’s end of the quantum channel a Poisson photon number distribution with mean photon number [image: image].
Step 2. Bob will choose to either Measure and Resend or to Reflect the incoming qubit.
a. Bob’s Ctrl operation uses a fully reflective instrument (that is, no optical loss), the average number of photons of the pulse entering the reverse channel after the Ctrl operation is still [image: image].
b. Bob selects the measurement but gets no information and sends an empty pulse to the reverse channel, which we call Sift-0.
c. Bob subjects the incoming qubit to a Z basis measurement and then resend the result back to A as a Z basis qubit with a Poisson photon number distribution with mean value μ, which we call Sift-1.
Step 3. Alice chooses to measure the returning qubit in the Z or the X basis randomly.
Step 4. Users Alice and Bob disclose their choices. If Bob has chosen Sift-1 and if Alice has chosen to measure in the Z basis, they should share a correlated bit to be used for their raw key. If Bob has chosen Ctrl and if Alice has chosen to measure in the X basis, she should observe outcome |+>, and any other outcome is considered an error.
The general process of this protocol is shown in Figure 2.
[image: Figure 2]FIGURE 2 | The typical setup of a single-state SOKD protocol. Reflect is Ctrl, meaning that Bob reflects the qubit back to Alice undisturbed. Measure and Resend is Sift, meaning that Bob measures it in the Z basis and resends it to Alice in the same state that he found it. For the returned qubit, Alice chooses to measure it on the Z or the X basis randomly.
2.3 Why single-state SQKD can overcome single-channel PNS attack
By implementing the attack procedure described in Section 2.1 in the forward channel, Eve can take away the qubit information in the forward channel, but Eve’s qubit information |+> is not valid information and is public information, so the PNS attack in the forward channel is meaningless.
According to the analysis in 2.2, Ctrl’s bits (Bob has chosen Ctrl and Alice has chosen to measure in the X basis) are not only used as Text bits but are also equivalent to inserts of a Ctrl state pulse into the Sift state pulse and sends it together with the signal state pulse to Bob. We can confirm that there are two kinds of pulses with different average photon number (when [image: image]) in the reverse channel after Bob’s operation, the proportion of single and multiple photons in them is very different. At the same time, the modes of these two pulses are completely consistent. The eavesdropper Eve cannot effectively distinguish between the two states of the intercepted optical pulse, and can only carry out PNS attack, which will lead to abnormal attenuation of the Sift pulse, and thus be discovered by Alice and Bob. Thus, SQKD can naturally overcome the single-channel PNS attack in the reverse channel.
It is worth mentioning that the first proposed SQKD protocol is BKM07. In this article, we call this the four-state protocol. The general process of this protocol is shown in Figure 3 [65]. There are two differences between these two protocols. First, the states sent by Alice are different. In the four-state protocol, Alice prepares and sends one of the four states [image: image] or [image: image] with uniform probability. In the single-state protocol, Alice just prepares and sends the state [image: image]. Second, for qubit that are returned to Alice after Bob’s operation, Alice measures the returning qubit in the same basis she initially used to prepare it in four-state protocol, but in single-state, Alice chooses to measure it on the Z or the X basis randomly. Therefore, some of the states [image: image] will be used directly to be raw key in the forward channel of the four-state protocol. Eve can take away the effective qubit information by implementing attack procedure described in Section 2.1 in the forward channel. Furthermore, both the forward channel and reverse channel leak qubit information independently, and the single-channel PNS attack described in Section 2.1 can make the four-state protocol insecure. By comparing these two protocols, we can also see that, while the PNS attack is applicable to most of the standard QKD one-way schemes using imperfect photon sources, analysis of PNS attacks of the SQKD two-way schemes are even more challenging. The single-channel PNS analysis of SQKD protocol with different states and coding rules is different.
[image: Figure 3]FIGURE 3 | The typical setup of a four-state SOKD protocol. The figure is from [61], Alice prepares and sends one of the four states with uniform probability, and Bob chooses either to Measure and Resend or to Reflect the incoming qubit, and Alice measures the returning qubit on the same basis she initially used to prepare it (Z or X).
3 TWO JOINT PNS ATTACK METHODS FOR SINGLE-STATE SQKD
Let’s take Eve’s perspective and model the experimental process of single-state SQKD as follows:
Step 1: Alice prepares and sends signals with a Poisson photon number distribution with mean value [image: image]([image: image] is the number of photons in the forward channel pulse).
[image: image]
Step 2: The quantum channel is described by a single-photon transmission efficiency [image: image]. The photon number distribution at Bob’s end of the quantum channel forms a Poissonian distribution with a mean photon number of [image: image].
[image: image]
Step 3: Bob’s action:
a. Bob has a probability of [image: image] to perform Ctrl, in this case, Bob reflects a Poisson-distributed pulse with mean photon number [image: image] into the reverse channel (m is the number of photons in the reverse channel pulse).
[image: image]
b. Bob has a probability of [image: image] to perform Sift-0; in this case, Bob sends an empty pulse to the reverse channel.
c. Bob has a probability of [image: image] to perform Sift-1; in this case, Bob sends a Poisson-distributed pulse with mean photon number μ into the reverse channel.
[image: image]
Step 4: The distribution of the pulse reaching Alice’s detector after the loss of reverse channel:
d. Ctrl:
[image: image]
e. Sift-0:
[image: image]
f. Sift-1:
[image: image]
Step 5: The vacuum signals are expected at the entrance to Alice’s apparatus of the lossy channel:
[image: image]
3.1 The first joint PNS attack mode
In the forward channel, Eve blocks single-photon signal with a probability [image: image] but does not split the signal, which consists of two or more photons (multiphoton signal). In the reverse channel, Eve blocks a single-photon signal with probability [image: image] and deterministically splits one photon off each multiphoton signal. When receiving the data regarding the basis, Eve measures her photon and obtains qubit information.
We model the first joint PNS attack process as follows:
Step 1: Alice prepares and sends signals with a Poisson photon number distribution with mean value [image: image].
Step 2: Eve replaces the original channel with a lossless channel and blocks single photon with probability [image: image], do nothing on multiphoton pulses. The photon number distribution at Bob’s end of the quantum channel after Eve’s attack, as follows.
[image: image]
Step 3: Bob’s action.
a. Bob has a probability of [image: image] to perform Ctrl, in this case, Bob reflects the forward channel pulse distributed into the reverse channel.
b. Bob has a probability of [image: image] to perform Sift-0, in this case, Bob sends an empty pulse into the reserve channel.
c. Bob has a probability of [image: image] to perform Sift-1, in this case, Bob sends a Poisson-distributed pulse with a mean photon number μ into the reserve channel.
Step 4: Eve replaces the original channel with a lossless channel and blocks a single photon with probability [image: image] and splits a photon from multiphoton pulses into the reverse channel.
d. Ctrl:
[image: image]
e. Sift-0:
[image: image]
f. Sift-1:
[image: image]
Step 5: Vacuum signals are expected at the entrance to Alice’s apparatus of the first joint PNS attack.
[image: image]
First, to remain undetected, Eve adjusts f to match the number of vacuum signals arriving at Bob’s detector of the PNS attack to that of the lossy channel, [image: image]. This leads to the following expression:
[image: image]
Second, to remain undetected, Eve adjusts [image: image] to match the number of vacuum signals arriving at Alice’s detector of the PNS attack to that of the lossy channel, [image: image]. This leads to the following expression:
[image: image]
It is possible to fulfill this matching condition if [image: image]. Based on the analysis of b and f, we can draw the following conclusions:
We find, for [image: image], [image: image], [image: image], which expresses the fact that for a lossless channel the joint PNS attack cannot (and need not) be accompanied by the blocking of single-photon signals in forward channel and reverse channel.
We find that all single-photon signals can be blocked if there are exactly as many multiphoton signals leaving the source as non-vacuum signals are arriving at the receiver of Alice and Bob, that is [image: image], [image: image]. Meaning in this case the complete information falls into Eve’s hands.
Assuming that [image: image], for [image: image], [image: image] takes on values in the interval [1, 0].
When [image: image], as long as [image: image], Eve can always adjust [image: image], to let [image: image], meaning that she can carry out joint PNS attacks. Such as [image: image].
When [image: image], as long as [image: image], there is always [image: image]. Eve can always adjust f so that b is greater than 1, Meaning Eve can carry out joint PNS attacks, Eve needs to suppress not only single-photon signals, but also multiphoton signals in reverse. Here, [image: image].
Assuming that [image: image] for [image: image], [image: image].
When [image: image], at this time, a PNS attack can be implemented, which means that when the loss is large enough and the average photon number [image: image] sent by Bob’s sender is large, Eve can block multiple photons with certain probability in both the forward channel and the reverse channel to complete the joint PNS attack Here, [image: image].
When [image: image], It means that even if the loss is small, Eve cannot block multiple photons, otherwise Eve needs to add photons in the reverse channel, which is impossible. Here, [image: image].
3.2 The second joint PNS attack mode
Eve does not operate the photons in the forward channel and only observes the number of photons in the forward channel pulse. The single photon in the reverse channel (a single photon cannot be distinguished from Ctrl or Sift-1) is blocked with probability [image: image]. On the multiphoton pulse that Bob performs Sift-1 operation in the reverse channel, Eve blocks the m-photon pulse that she can distinguish with probability [image: image]. For the remaining multiphoton pulses in the reverse channel, Eve separates a single photon. When receiving data regarding the basis, Eve measures her photon and obtains qubit information.
Eve performs nondestructive measurements on the number of photons in the forward and reverse pulses. When the number of photons in the reverse channel of the same pulse is larger than that in the forward channel, Eve can determine that the pulse in this reverse channel is from the Sift-1 operation. The probability of all m-photon pulses for Bob to perform the Sift-1 operation is:
[image: image]
In the reverse channel, the m-photon pulse probability of Sift-1 that Eve can distinguish is:
[image: image]
Then, the probability that the Sift-1 operation m-photon pulse that Eve can distinguish accounted for all the Sift-1 photons is:
[image: image]
In the second joint PNS attack, Eve only operates in reverse channel after Bob’s operation:
g. Ctrl:
[image: image]
h. Sift-0:
[image: image]
i. Sift-1:
[image: image]
Vacuum signals are expected at the entrance to Alice’s apparatus of the second joint PNS attack:
[image: image]
Eve adjusts [image: image] to match the number of vacuum signals arriving at Alice’s detector of the PNS attack to that of the lossy channel.
As a first step for remaining undetected, we let [image: image] and obtain:
[image: image]
Assuming Eve only blocks distinguishable two-photon pulses from Bob’s SIFT-1 operation, combined with the condition that [image: image] we have:
[image: image]
Substituting [image: image] into Eq. 24:
[image: image]
It is possible to fulfill this matching condition if [image: image]. On this basis, the analysis of [image: image] and [image: image] shows that:
We find, for [image: image], [image: image] = 0, [image: image], which expresses the fact that for a lossless channel the second joint PNS attack cannot (and need not) be accompanied by the blocking of signals in reverse channel.
When [image: image], Eve can always block part of single photon and discriminable two-photon for PNS attack. Here, [image: image].
When [image: image], as long as [image: image], the existence of [image: image], means that Eve should block not only the distinguishable two-photon but also other distinguishable multiphoton pulses in the reverse channel. Here, [image: image].
4 RESULTS OF THE TWO JOINT PNS ATTACK
From the analysis in Section 2, we know that PNS is found in the reverse channel because Eve is unable to distinguish whether the photons in the pulse originate from Ctrl or Sift-1 (the average number of photons is different). It is easy to come up with two possible solutions.
The inspiration of the first attack is that Eve does not distinguish between the pulse after Bob performs Ctrl operation (the average number of photons is [image: image]) and the pulse after the Sift operation (the average number of photons is [image: image]) in the backward channel. For these two pulses, Eve blocks the single-photon signal with probability [image: image] indiscriminately and separates one photon from each multiphoton signal. Eve blocks the single-photon signal with probability [image: image] in reverse to match Alice’s expectation of the Sift non-vacuum pulses. For Alice’s expectation of Ctrl’s non-vacuum pulses, Eve needs to block single-photon signal with probability [image: image] in the forward channel. Only when [image: image], Eve can block a single photon in both the forward channel and the reverse channel. Otherwise, [image: image], which means that it is necessary to add photons in the forward channel, which is impossible.
For different values of [image: image], [image: image], and [image: image], the values of [image: image] and [image: image]obtained by the Eq. 14 and Eq. 15 are listed in Table 1.
TABLE 1 | Example for the first joint PNS attack.
[image: Table 1]For the first joint PNS attack, when [image: image], [image: image], we can get the diagram of b and η and show it in Figure 4.
[image: Figure 4]FIGURE 4 | When μ = 0.03 and v = 0.01, the relation image between b and ŋ is obtained according to Eq. 15. The stronger the loss in the channel, the higher the value of b (the probability that Eve can block a single photon).
Based on the second idea, the Sift and Ctrl bits are distinguished to carry out PNS attack by the change of photon number in the same pulse in the forward and reverse channels, respectively. We can identify Eve without changing the intercepted pulse under the condition that a quantum nondestructive measurement technique is used to measure whether the pulse contains the number of photons, but only for the same pulse; the reverse channel of the photon number is greater than the former channel of the photon number that we can distinguish. The inspiration of the second attack is that Eve can distinguish between the pulse after Bob performs Ctrl operation (the average number of photons is [image: image]) and the pulse after the Sift operation (the average number of photons is [image: image]) in the backward channel. We found that the number of photons in the pulse may vary due to Bob’s Sift operation in the reverse channel, and Eve can distinguish a small number of Sift pulses by her technology of quantum-nondestructive (QND) measurement. For indistinguishable pulses, Eve blocks the single-photon signal with probability [image: image]. For distinguishable Sift pulses, Eve blocks the signal with probability [image: image].This means more blocking of the Sift pulses, which needs to satisfy [image: image]. Otherwise, [image: image], means that it is necessary to add photons in the distinguishable Sift pulses, which is impossible.
For different values of [image: image], [image: image], and [image: image], the values of [image: image] and [image: image]obtained by the Eq. 23 and Eq. 25 are listed in Table 2.
TABLE 2 | Example for the second joint PNS attack.
[image: Table 2]For the first joint PNS attack, when [image: image], [image: image], we can get the diagram of [image: image] and [image: image], and show it in Figure 5.
[image: Figure 5]FIGURE 5 | When μ = 0.03 and v = 0.01, the relation image between K2 and ŋ is obtained according to Eq. 25. We can see that the stronger the loss in the channel, the higher the value of K2 (the probability that Eve can block a single photon), which is the same as in Figure 4. We can also see that the second method requires more loss.
Here we also discuss the joint PNS attack in four-state SQKD, and the two joint PNS attack methods mentioned above are also applicable to four-state SQKD and other Measure and Resend SQKD. Because both the forward channel and reverse channel of four-state SQKD can leak information, Eve can get more information when implementing joint PNS attack on four-state SQKD compared with single-state SQKD.
5 CONCLUSION
SQKD was proposed by scientists based on the consideration of reducing quantum resources, and it has shown that even though semi-quantum protocols are limited in their quantum capabilities, they hold similar security properties to that of fully quantum protocols, at least in ideal qubit channels. However, it is not clear whether SQKD has an advantage in practical application scenarios. With the continuous improvement of SQKD experimental implementation, we can gradually clarify the application potential and application value of SQKD in real scenes.
Of course, SQKD also faces the multiphoton problem due to the limitation of experimental conditions. We are the first to consider the multiphoton problem in a single-state SQKD system. Through analysis, we find that the single-state SQKD system can overcome the PNS attack in a one-way channel by making the average photon number of the pulse distribution different. Even so, the SQKD of the actual system is also not secure. We propose two models of joint PNS attack, through which Eve can take away information without being detected.
As a reminder, in the second joint PNS attack, we only blocked off the distinguishable two-photon signal, and we can also block out three photons and even block all distinguishable multiphotons. The probability of blocking off [image: image] can be calculated by Eq. 28. However the Sift-1 pulse is used to form the final key, so to obtain more information, we want to block pulses of Sift-1 as little as possible. As mentioned in the second method, Eve can distinguish Sift-1 operated photons by observing the number of photons. This ability, combined with other attacks, may cause more trouble to the security of SQKD.
In this study, we do not consider this type of PNS which can preserve the Poisson photon number distribution of the combination of the signal source and the lossy channel. We will address this issue in future work.
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