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The goal of semi-quantum privacy comparison (SQPC) is to use a small amount of quantum capabilities to compare private information for equality. In recent years, research on semi-quantum privacy comparison protocol has made some achievements. However, most of SQPC protocols can merely compare the private information of two parties, and the research of multi-party SQPC protocols are still scarce. If the number of participants is more than two, the protocol needs to be executed multiple times. Therefore, we proposed a multi-party semi-quantum private comparison protocol based on the maximally entangled GHZ-type state, which has the capability to compare the equality of n parties by executing the protocol once. What is more, the transmission of participant’s encrypted information is not through the classical channel, which improves the security of the protocol. Finally, the security analysis shows that outsider attacks, dishonest participants attacks and semi-honest TP attacks are all invalid for this protocol.
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1 INTRODUCTION
Secure multi-party computing (SMC) is an momentous topic in classical cryptography. It originates from the millionaire problem proposed by Yao [1] in 1982, that is, comparing two millionaires who are richer without disclosing their real assets. With the proposal of quantum parallel algorithm, the security of SMC based on computational complexity is seriously challenged. In order to overcome the shortcomings of classical SMC in security, classical SMC has been extended to the field of quantum mechanics.
In 1984, Bennett and Brassard [2] applied quantum mechanics to classical cryptography and proposed the first quantum key distribution protocol. Since then, various quantum cryptography protocols have been proposed, such as quantum key distribution (QKD) [2–6], quantum dialogue (QD) [7, 8], quantum summation [9, 10], quantum encryption (QPQ) [11, 12], quantum signature [13–16].
The quantum privacy comparison protocol (QPC) is an essential branch of the SQPC protocol, which has attracted extensive attention of many scholars. In 2009, Yang and Wen [17] presented the first quantum privacy comparison protocol using Bell states as carrier particles. Since then, QPC protocols with different quantum states as quantum resources have been proposed one after another. For example, many QPC protocols are based on single photon [18], Bell state [19–21], GHZ state [22, 23], multi-particle entangled state [24–26], and so on.
The most of quantum privacy comparison protocols require participants to have full quantum capabilities. In other words, all participants are allowed to use various quantum devices, such as quantum memory [27], entangled state generator [28] and quantum unitary operators [29]. However, quantum resources are currently very scarce, and it is impractical for all participants to have full quantum capabilities.
In order to solve the problem of scarcity of quantum resources, in 2007, Boyer et al. [30, 31] proposed the concept of semi-quantum and designed the first semi-quantum key distribution (SQKD) protocol, where he defined two kinds of participants. One is a “full quantum user” with complete quantum capabilities, and the other is a “classical user” who is limited to the following four operations: (1) reflecting the received qubits directly.; (2) measuring the received qubits with Z basis {|0⟩, |1⟩}; (3) preparing a new qubit with Z basis {|0⟩, |1⟩}; (4) reordering the qubits via different delay lines. Since the semi-quantum protocol can reduce the use of quantum resources, the concept of semi-quantum is applied to the QPC protocol. In 2016, Chou et al. [32] introduced the semi-quantum concept into the QPC protocol and proposed the first semi-quantum privacy comparison protocol based on Bell entanglement exchange. Similar protocols have been proposed from then on. In 2018, Ye et al. [33] constructed a SQPC protocol using two-particles entangled state with measure-resend characteristics. The next year, Lin et al. [34] put forward an efficient SQPC protocol with an semi-honest third party based on single photons. Recently, Tian et al. [35] proposed a robust SQPC protocol with W-state, which can resist the loss of a single qubit. In 2021, Zhou et al. [36] proposed a semi-quantum secret comparison protocol based on Bell state, which can compare the secret relationship between two classical participants in one execution without revealing their secrets. In 2022, Tang et al. [37] presented two SQPC protocol with DF states with good robustness properties against noise in the channel.
However, most of the current SQPC protocols can only compare the equality of two parties, and it is difficult to extend to multiple parties. If one want to use these two-party SQPC protocols to complete the comparison among n participants, the protocol need to be executed n − 1 times. To solve this problem, we propose a SQPC protocol using the maximally entangled GHZ-type state, which can compare multi-party information via execute the protocol at once. What is more, the quantum states and quantum operations required in our protocol can be realized under the existing technology.
The structure of this paper is organized as follows: Section 2 describes the proposed protocol explicitly and analyze its correctness; in Section 3, the security analysis is demonstrated in terms of outsider attack and insider attack. In Section 4, we compare our protocol with some existing; finally, we give a summary about this paper in Section 5.
2 THE PROPOSED SCHEME
2.1 Prerequisites
Before the description of our protocol, some prerequisites of the proposed protocol should be put forward in advance as following.
1. Suppose the protocol has n participants Pi(i = 1, 2, …, n). Every participant owns the private information [image: image], where [image: image]. And the aim is to compare their private information for equality with the help of the semi-honest third-party (TP). Semi-honest refers to that TP may misbehave, but cannot conspire with others.
2. All participants use SQKD to generate the same secret key [image: image]. Here, [image: image]. Then, Pi encodes his secrets [image: image] with the shared keys [image: image]:
[image: image]
where [image: image], [image: image] is the jth bit of Ri. And “⊕” indicates the modulo 2 addition operation.
3. In this paper, the GHZ-type state is used to construct an SQPC protocol, which is described as follows:
[image: image]
Here, |ϕ+⟩, |ϕ−⟩, |ψ+⟩ and |ψ−⟩ are four Bell states, which can be expressed as:
[image: image]
From Eq. 2 we can also infer that:
[image: image]
2.2 Protocol steps
Now, we present our proposed protocol in detail.
Step 1. TP prepares 2nm three-qubit entangle states |ψ⟩ described in Eq.1 to form n quantum sequence S1, S2, …, Sn, and each sequence Si (i ∈ {1, 2, …, n}) includes 2m quantum states |ψ⟩, i.e.
[image: image]
Here, the order of GHZ-type state in Si are indicated in superscripts 1, 2, …, 2m. Afterwards, TP divides these particles into three sequences:
[image: image]
[image: image]
[image: image]
Finally, TP stores [image: image] and [image: image], and transmits [image: image] to Pi.
Step 2. For i = 1, 2, …, n:
When Pi receives the sequence [image: image] from TP, he selects m qubits randomly to perform measurement operation, and the remaining particles are performed reflection operation. After that, the sequence [image: image] becomes [image: image], and Pi sends it back to TP.
(1) Reflection: Pi reflects the received qubits directly.
(2) Measurement: Pi measures the received qubits with Z basis {|0⟩, |1⟩} and generates a new qubit according to the value of [image: image]. The entangled particle will collapse to |0⟩ or |1⟩. If [image: image], Pi generates a new particle [image: image] is the same as the measurement result. If [image: image], Pi generates a new quantum particle [image: image] is contrary to the measurement result.
Step 3. For i = 1, 2, …, n:
When TP receives the sequence [image: image] from Pi, TP combines the sequences [image: image], [image: image] and [image: image] to form the [image: image]
[image: image]
Then, Pi publishes the location of the measurement and reflection operations. If Pi performs reflection operation, then TP measures each pair of [image: image] with Bell basis. On the basis of the entanglement properties of the GHZ-type state in Eq. 1, the measurement result should be |ϕ+⟩ or |ψ+⟩. If |ϕ−⟩ or |ψ−⟩ emerge in the measurement result, it means that there are eavesdroppers in the channel. After determines that there is no eavesdropper, the protocol will continue to the next step. Otherwise, will restart the protocol.
Step 4. TP removes the particles performing reflection operations. For the remaining particles, TP performs Bell measurement on each [image: image]. If measurement result is |ϕ±⟩, TP sets [image: image]; and if measurement result is |ψ±⟩, TP sets [image: image]. Then, TP performs measurement operation with Z basis on [image: image] and forms the measurement results to a sequence Ci. If measured result is |0⟩, then [image: image]; if measured result is |1⟩, then [image: image].
For j = 1, 2, …, m: TP calculates:
[image: image]
If Tj = 0 for all j in the end, TP will announce that the private information Xi are equal. Otherwise, he will announce that the private information Xi are not equal.
For clarity, Figure 1 display the flow chart about the process of the above steps.
[image: Figure 1]FIGURE 1 | Process of the proposed SQPC protocol.
2.3 Correctness
The correctness of the proposed protocol has been demonstrated in this subsection. Pi’s private information Xi are encoded as [image: image]. According to the rules for generating quantum states in step 2, we can deduce:
[image: image]
In step 4, TP performs Bell measurement on [image: image], and assigns value to [image: image] according to the measurement result. Apparently, it can be derived that:
[image: image]
According to Eqs. 1, 4, 5, we will obtain:
[image: image]
If Tj = 0 for all j in the end, TP will announce that the private information Xi are equal. Therefore, by measuring the particles in his hand, TP can easily compare the equality of all participants’ secrets.
3 ANALYSIS
According to whether the attacker participates in the protocol, there are two kinds of attack: outsider attack and insider attack. First, we demonstrate that four common outsider attack our protocol can resist four common outsider attack. Second, the analysis of the n − 1 participant collusion attack and the TP attack proves that this protocol also has ability resistant to insider attack. Therefore, this protocol can guarantee the privacy of secrets while comparing the equality of secrets among participants.
3.1 Outsider attack
Assuming that Eve is an outsider eavesdropper, he launches some well-known attacks on the transmitted particles to obtains participant’s secret [image: image].
Case 1. Intercept–resend attack
Eve intercepts [image: image]. Then, Eve generates a fake sequence [image: image] and transmites to Pi. As described in step 2, Pi randomly chooses measurement or reflection operation, he sends [image: image] back to TP. At this time, Eve also intercepts [image: image] and sends [image: image] back to TP. Eve measures the sequence [image: image] according to the positions of the measurement operation and reflection operation announced by Pi, and obtains the value of [image: image]. However, since Eve does not know the shared key [image: image], he cannot infer the participant’s private information [image: image] from [image: image].
Case 2. Measure-resend attack
Eve intercepts the sequence [image: image] sent by TP to Pi. Then, Eve uses Z basis to measures them and the measured sequence is sent to Pi. Nevertheless, in this case, Eve will be detected since he does not know whether Pi will choose the measurement operation or the reflection operation in step 2. If Pi performs the measurement operation, Eve’s attack will not be found. If Pi performs the reflection operation, Eve’s attack will be found. For example, suppose that [image: image] is |ϕ+⟩, Eve measures the sequence [image: image] with the Z basis. Then, |ϕ+⟩ will randomly collapse to |00⟩ or |11⟩. Eve sends the measured sequence to Pi. When TP uses Bell measurement to check the entanglement result of the corresponding reflected qubits in [image: image], the measurement result will be |ϕ+⟩ or |ϕ−⟩. If the measurement is |ϕ−⟩, Eve will be found. In this case, the detection probability for the proposed protocol is [image: image]. The detection probability is approximate to 1 when m is large enough.
Case 3. Entangle-measure attack
We assume that |e⟩ is an ancillary qubit generated by Eve and UE is the unitary operation. The unitary operation UE can be described as follows:
[image: image]
[image: image]
where |e00⟩, |e01⟩, |e10⟩, |e11⟩ are pure states uniquely determined by UE; |a|2 + |b|2 = 1, and |c|2 + |d|2 = 1.
According to the entanglement properties of quantum state |φ⟩, TP can deduce the state of [image: image] through the measurement result of [image: image]. If the measurement result of [image: image] is |0⟩, the [image: image] should be |ϕ+⟩. If the measurement result of [image: image] is |1⟩, the [image: image] should be |ψ+⟩. Here, we take [image: image] is |ϕ+⟩ as an example to analyze the entangle-measure attack in this protocol.
Eve intercepts the sequence [image: image] and entangles the particles in the sequence [image: image] with |e⟩ through the integer transformation UE. After that, the quantum system becomes
[image: image]
In order to prevent Eve’s attack from being detected, the result of measuring the reflected particle [image: image] with the Bell basis should be |ϕ+⟩. As a result, we can deduce that:
[image: image]
[image: image]
Then, the Eq. 9 can be rewritten as:
[image: image]
It is easy to find that if Eve wants to obtain Xi through ancillary qubits, some error must be introduced and his attack must be detected.
Case 4. Double CNOT attack
Subsequently, we analyze the security of the protocol under the double CNOT attack. For simplicity, we suppose that |z⟩(|z⟩ ∈ {|0⟩, |1⟩}) is an ancillary qubit produced by Eve and |φ⟩ is GHZ-type state produced by TP. Eve performs the first CNOT operation on the intercepted sequence [image: image] and the ancillary qubit |z⟩. After that, Eve sends [image: image] directly to Pi without any interference, and the ancillary qubit |z⟩ becomes |z′⟩. At this point, the whole quantum system is:
[image: image]
After Pi receives [image: image], he chooses reflection or measurement operation at random and send [image: image] to TP. Eve performs the second CNOT operation on the intercepted sequence [image: image] and the ancillary qubit |z′⟩. Based on the different operations chosen by Pi, we divide the attack into two situations.
• Situation 1: Pi chooses the reflection operation
In this situation, Pi performs reflection operation and do not cause any disturbance to the particles. Therefore, after the second CNOT operation, the whole quantum system becomes:
[image: image]
Obviously, the ancillary qubit |z⟩ have not changed after two CNOT operations, thus Eve cannot get any information from the ancillary qubit |z⟩.
• Situation 2: Pi chooses the measurement operation
In this situation, Pi performs the measurement operation and produces a particle that is inverse or the same as the measurement depending on [image: image]. Since [image: image] can be either 0 or 1, |φ⟩1 collapses to [image: image] or [image: image]. Then Eve performs the second CNOT operation, the whole quantum system becomes:
[image: image]
or
[image: image]
Eve can judge whether ancillary qubit have changed by measuring. Based on Eqs. 13, 14, the probability of measuring [image: image] is 50%.
According to the above analysis, we summarize the double CNOT attack as follows:
(1) If Eve measures ancillary qubits and the result is |z⟩, then Eve does not get any private information of Pi.
(2) If Eve measures ancillary qubits and the result is [image: image], then Eve adopts Z basis to measure the sequence [image: image] to obtain [image: image]. However, Eve does not know the shared key [image: image], thus he cannot deduce the private information [image: image].
According to the analysis, double CNOT attack cannot create a threat to this protocol.
Case 4. Trojan horse attack
As the proposed protocol is a two-way communication protocol, Eve may performs the Trojan horse attack [38] on the sequence [image: image] to obtain beneficial information. However, this attack can be easily prevented by using the photon number splitter and the optical wavelength filter devices [39, 40] to detect the Trojan-Horse photons.
Therefore, we proved that the outsider attack can be detected in the proposed SQPC protocol.
3.2 Insider attack
In 2007, Gao et al. [41] proposed that we should pay more attention to attacks from participants because they participated in the implementation of the protocol. In this subsection, we show that the protocol is resistant to participants collusion attack and TP attack.
Case 1. Participants attack
We only consider the worst circumstances that n − 1 dishonest parties conspired to obtain the remaining participant’s private information, because in this situation the threat to the protocol is the greatest. We assume that the dishonest parties P1, P2, …, Pi−1, Pi+1, …, Pn who collude with each other in an attempt to obtain Pi’s secrets. In our protocol, the particles are only transmitted between the TP and the participants, and no particles are transmitted among the participants, so n participants are independent and do not interfere with each other. In order to obtain the secret of Pi, dishonest parties try to launch attacks during particle teleportation. For example, dishonest parties launches measure-resend attack to learn sequence [image: image]. Then, they send [image: image] back to Pi, where [image: image] is [image: image] after dishonest parties’ operations. The reflection operation or measurement operation performed by Pi in step 2 is randomly selected, and the dishonest participant can only guess the correct operation with a probability of [image: image]. Therefore, his attack will definitely be detected during the eavesdropping detection. When there are m particles for security detection, the probability of dishonest participants being detected is [image: image]. As the value of m increases, the probability of an attack being detected gradually approaches to 1.
Hence, the dishonest have no chance to obtain the secret of Pi.
Case 2. TP attack
In the first prerequisite of our protocol, TP is supposed to be a semi-honest who will do his best to learn participants’ secret information, but does not collude with either of them. Without loss of generality, we suppose that TP wants to learn the secret of Pi.
The only way for TP to get Xi is to measure the particles [image: image] in sequence [image: image] with Z basis. In step 2, we can deduce that [image: image]. Even though TP can get [image: image] and [image: image] from the measurement, he still cannot deduce the private information of Pi, since the pre-shared key KP is used to encrypt Xi, and he has no knowledge about KP.
Therefore, the attack of TP is invalid for this protocol.
4 COMPARISON
In this section, we compare some existing protocol with our protocol. Qubit efficiency is an important indicator for evaluating SQPC protocols. Here, the qubit efficiency is defined as
[image: image]
where c represents the amount of classical information involved in the comparison, and q denotes the number of all particles consumed during the comparison, and b is the total number of classical bits consumed when decoding private information (classic communication for security detection is not included). In this paper, each classical participants have m classical bits respectively, and they compare nm classical bits in total. Then, to compare nm bits of private information, TP is required to generate 2nm three-qubit entangle state (6mn bit qubits). During protocol execution, each of Pi choose measurement operation with [image: image] probability, and they prepare m qubits. Furthermore, our protocol use the SQKD protocol [42] to generate m bits pre-shared key which consumes 24m qubits and 16m bit to generate one key. Then we can get q = 6mn + mn + 40m = 7mn + 40m. As for the number of classical bits consumed in the protocol, Pi does not need to publish information in the classic channel, and TP demands a classical bit to publish the comparison result. Thus, b = 1. In summary, the qubit efficiency of this paper is [image: image]. Using the same method, we can calculate the qubit efficiency of other related protocols, and the comparison results are shown in Table 1.
TABLE 1 | The comparison of our protocol to the other protocols.
[image: Table 1]Next, the advantages of our protocol compared to existing SQPC protocols are analyzed. It should be note that there are two SQPC protocols in Ref. [43], which we denote by Ref. [43]-A and Ref. [43]-B respectively.
First, in terms of qubit efficiency, the proposed protocol has advantages over the existing SQPC protocols. It is apparent from Table 1, our protocol is more efficient than multi-party SQPC protocols Ref. [43]-B and Ref. [45]. Although the proposed protocol, Ref. [43]-B and Ref. [45] all generate the shared key using the SQKD protocol, we only need one shared key sequence while Ref. [43]-B and Ref. [45] require n + 1 shared keys sequences. As we all know, the shared key needs to consume a large number of qubits. Excessive demand for the shared key will increase the total number of qubits transmitted and reduce the efficiency of the protocol. Moreover, comparing with the current two-party protocols Ref. [43]-A, Ref. [35, 44, 46, 47, 48], our proposed protocol still has superiorities in quantum efficiency. When using two-party SQPC protocols to compare the private information of n participants, the protocol need to be executed n − 1 times. Repeating the protocol many times will increase the total number of transmitted qubits and reduce the efficiency of the protocol.
Second, our protocol does not use classical channels to transmit information except for security check steps. Most of the SQPC protocols now use quantum technology and classical computing to achieve comparison while ensuring security. As a result, there are usually quantum and classical two kinds of signals to process. The protocols in Refs. [35, 43–48] use the classical channel to transmit information, which increase the risk of classical attacks since the classical channel is the part with weak security. In order to improve the SQPC security, our protocol directly encodes the secret value of the participant to the quantum state through the measure-resend operation. And there is no classical channel to transmit information, which greatly reduces the classical attack and improves the security of the protocol.
Third, our protocol is more flexible, which is possible to compare the equality of any two participants. However, the SQPC protocols [35, 44, 46, 47, 48] can only compare the equality of two parties. When there are n (n ≥ 2) participants, the protocol needs to be executed n − 1 times, which is not only inefficient but also wastes quantum resources. The protocol proposed in this paper can compare the equality of multiple participants at one time, and can be flexibly applied to various situations.
Finally, semi-quantum protocol settles the problem that quantum communication network is restricted by expensive quantum devices. In the proposed protocol, participants in the protocol only need to have basic quantum abilities such as quantum measurement and quantum preparation, and complete the equality comparison of private information with the help of the third party quantum server. Quantum servers can be configured to the cloud and leased when users need to use them. In addition, The GHZ state we used has been proved in Ref. [49] that it can be prepared by the current quantum technology. Therefore, our protocol can be realized.
5 CONCLUSION
To sum up, we construct a SQPC protocol using the maximally entangled GHZ-type state. n classical participants can compare their secrets for equality via one execution of the protocol without leaking them. Comparing our protocol with some previous SQPC protocols in Section 4, it can be observed that the proposed protocol has obvious advantages in terms of flexibility and efficiency. Security analysis shows that both outsider and insider attacks are ineffective against this protocol. What is more, the participants in the SQPC protocol only need to perform a few limited operations, which reduces the cost of quantum resources to a certain extent. The SQPC protocol can be extended to more applications, because the quantum operations used in this paper can be implemented according to existing quantum technologies.
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