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Quantum multicast is a significant transmission mode in a multiparty communication
scenario. Multisource collaboration can further enhance the efficient multicast. However, it
remains a challenge to realize quantum multicast with a cooperative way in a complex
topology network. In this article, we propose a scheme of quantum cooperative multicast
in a hybrid topology network. It provides information aggregation and simultaneous
multipoint transmission services. First, collaborative information aggregation allows
central network data to be integrated into the aggregation node. By exploiting the
quantum multicast mode, the aggregation node can simultaneously deliver integrated
quantum states to multiple targets. Second, our scheme is feasible for dynamic network
expansion. It is capable of extending the network architecture iteratively, while the peer
network requests can be handled in parallel. Finally, the new scheme shows great
application potential in the distributed quantum network. It is a promising candidate for
the implementation of quantum data disaster backup in future.

Keywords: quantum cooperative multicast, quantum hybrid topology network, quantum network, quantum
multicast, information aggregation

1 INTRODUCTION

Quantum communication [1-3] is a new subject in quantum information science. With a special
network [4-10] dedicated to quantum communication, the quantum technique enables new features
which cannot be achieved by its classical counterpart. With the rapid development of quantum
technology, the application of quantum communication [11-19] has gradually changed with the
trends of networking and globalization.

As one of the essential studies involved in large-scale quantum communication networks,
quantum multicast between multiple users is an excellent group transmission technique.
Quantum multicast uses a one-to-many or many-to-many association, in which quantum
information is delivered simultaneously in a single transmission to many recipients. Compared
with the point-to-point transmission, quantum multicast significantly improves the system
performance in distributed network communication. In 2006, Shi and Soljanin [20] first
investigated multicast in quantum networks and proposed a many-to-many quantum
multicast scheme, in which quantum states generated by multiple sources can be
simultaneously delivered to multiple targets. They focus on bottlenecks in a multicast
scenario and studied lossless compression in a quantum network to reduce the edge
capacity requirements. However, it should be under the condition that source nodes can
generate enough copies of quantum states. Since the quantum no-cloning theorem [21] forbids
the quantum information to be copied as the classical information, the quantum approximate
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cloning technique [13, 22, 23] has been proposed for
preparing sufficient target states. In 2015, Wang et al. [23]
utilized an asymmetric quantum cloning mechanism to
achieve point-to-multipoint multicast communication, but
the fidelity loss remains a problem. Under the quantum
cloning mechanism, no matter what approach is taken to
copy unknown quantum states, the output must differ from
the initial state, resulting in lower fidelity.

Quantum cooperative multicast (QCM) is a novel method
to realize many-to-many quantum network multicast.
Compared with the quantum cloning mechanism in
multicast, it contributes to high fidelity. In QCM, each
source has partial information about the quantum state to
be transmitted, and they cooperate with each other to achieve
accurate multicast. In 2015, Xu et al first proposed the QCM
protocol over the butterfly network. As the representative
topology with bottleneck problems, butterfly networks here
can provide a more general solution for non-trivial networks.
Different from common cross-transmission, the goal of QCM
is that two source nodes Sy, S, jointly send the integrated state
aobol0) + a1by|1) to both targets T}, T,. Suppose S;, S, own
information about ag|0) +a;|1), by|0) + by|1), respectively,
they adopt a cooperative manner to achieve information
integration and reconstruct the integrated state agby|0) +
a1by|1) at source nodes. Then they complete simultaneous
multipoint transmission through the butterfly network.
Finally, each target node can obtain the same integrated
state, which contains both source nodes’ information. The
whole process does not involve quantum approximate cloning
and will not cause loss of fidelity. This work reflects the
characteristics of quantum cooperative communication in a
multicast scenario, but it does not cover all possible types of
networks.

As the real communication occurs mostly in basic network
topologies, like ring [24, 25], star [26], and hybrid topologies [27],
it is necessary to extend the adaption of QCM in a typical network
topology. The ring-star hybrid topology is one of the most
popular network setups for a distributed network. In this
configuration, the central network is set with the ring
topology, whereas the peripheral networks connect the central
network with the star topology. The central ring topologies allow
messages to travel in one direction, which alleviates packet
collision. When requesting messages from the server, data
packets are delivered from one node to another until they
reach the destination. The peripheral star topologies can be
regarded as centralized management structures, where the
central device responds to the request from the peripheral
devices. This hybrid topology offers the advantages of both
ring and star topologies, and it is feasible enough for network
expansion.

In this study, we propose a quantum cooperative multicast
scheme in a hybrid topology network. This hybrid topology [27]
integrates the advantages of ring [24, 25] and star [26] networks
to be consistent with a practical communication environment.
Specifically, the central ring network provides an information
aggregation server, whereas the peripheral star network responds
to multipoint simultaneous transmission. Finally, the new scheme
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shows great potential in terms of expandability and applicability.
We find it is a promising candidate for quantum data disaster
backup in future.

2 METHODS AND MATERIALS

We propose a quantum cooperative multicast scheme in a
quantum hybrid topology network. Figure 1 shows the
quantum hybrid network topology. In this configuration, our
network architecture includes the central aggregation network
and the peripheral multicast network. Here, each node
n;,i € {0,...,k—1} in the central network has its information
o, o; € [0,Z2]. Suppose the peripheral star network nodes ng, 1y,
.-+ ng request for aggregated information of the central network.
The goal is that the information from all the nodes
n;,i € {0,...,k—1} in the central network can be aggregated
in the form of the quantum state:

|1//> =cos(ay+ay...+a,1)0) +sin(ag + ...+ a_1)|1)
(1)

at the aggregation node n, 0 < s < k — 1 and multicast to ¢
subnodes ng;, ng, +* ny in the peripheral star network.

This state in Eq. 1 is called the integrated state. The amplitude
of the integrated state corresponds to the trigonometric function
of the finite k source’s information sum. It can be generated by

cosq; —sinq;
—sinq; —cos q;
pairs’ pre-shared Bell state |D7) = (%). When the

local rotation operations R, = on the k

rotation operation R,, is performed on the qubit i in the Bell

state |®7) ;_yy; i € {0,...,k— 1}, it can be

_ 1
(I ® Rm)|CD >(i—1)'i = ﬁ(|0>ca,‘ + |1>Da;)(i_1)'i

B % (410> = Ba[1)) 1y, (2)

Here, A, =cosa;|0) +sinay|1), B, =sina;|0) —cosa;|1),
Cy, = cosa;|0) —sina;|1), and D, = sina;|0) + cos a;|1).
Particularly, the addition and subtraction algorithms for i in
this study are modular k addition and modular k subtraction.

The complete scheme of QCM in a quantum hybrid topology
network includes two parts: information aggregation and
multicast transmission. The following Steps 1-4 implements
information aggregation, while Step 5 executes multicast
transmission.

Step 1. The k pairs of the Bell state | D™ )1 (;.1) = (|00i/—2_|11>)i,(i+1) are

distributed among adjacent nodes (n;, n;,1) in the central ring

network. Each node n; has two qubits, in which the first qubit i is

entangled with the previous node n;_; and the second qubit i’ is

entangled with the next node #;,,.

Step 2. Each node n; performs the
cosq; —sinq;

—sing; —Cos «;

operation R, =
] on its first qubit i.

Step 3. Each node n; executes the encoding process.
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channels. The node ns, 0 < s < k — 1 marked in yellow is the aggregation node.

FIGURE 1 | Quantum hybrid network topology. Each node nj,i € {0, ...,k — 1} in the central network is connected with a ring topology. Moreover, n;is the central
node of the peripheral star topology consisting of nodes nj,/ € {1,...,k},j € {1,...,1}. Dashed lines represent classical channels, while solid lines represent quantum

Quantum channel

Classical channel

Node

0

Aggregation node

The node #n,,, (the next node of the aggregation node ny)
executes the encoding process. ng,; performs the local Bell
measurement on its qubits (s + 1)'(s + 1) and transmits the
Bell measurement result (BMR) to the next node ng,, by the
classical channel. When the BMR is
[DF (1) (s41) = (%) (s+1)(s+1» the source mnode n,
performs I on its first particle (s + 2); when the BMR is
D7) (s41y(s1) = (%)(s+l)’(s+l)) the source node ng,
performs Ry, on its first particle (s + 2); when the BMR is
"D o1y (se1) = (%)(m)’(m), the source node 7y,
performs Ry, XZ on its first particle (s + 2); and when the
BMR is [¥7) (o1 (s1) = (%)(sﬂ)’(sﬂﬁ the source node 7,
performs XZ on its first particle (s + 2).

Then ng,, repeats the Bell measurement on its qubits (s +
2)(s +2) and transmits the BMR to the next node 3. According
to ngys BMR, ng; performs corresponding unitary
transformation (I, Ryy,,,> Ro,, XZ or XZ) on its first qubit (s +
3). Similarly, along the counterclockwise direction around the
central ring network, the nodes #,, 3, f15,4,. . .,Mg_1, M. - -,Ms—1 then
repeat the encoding process in sequence.

Step 4. The aggregation node n; performs the Z-basis
measurement on qubit s. If the measurement result is |0}, n
performs I on qubit s'. If the measurement result is [1), 7,
performs ZX on qubit s’. The final integrated state |y) can be
obtained by the aggregation node ;.

Step 5. Through ¢ times circulation of Steps 1-4, the aggregation
node n, obtains t copies of the integrated states |y). The
aggregation node n; multicasts ¢ copies of |y) to ny, ng
ng, respectively.

The following summarizes Steps 1-4 for the information
aggregation algorithm. The additive operation for i in this
algorithm is modular k addition.

Algorithm 1. Information aggregation of QCM in a quantum
hybrid topology network.

Algorithm 1 Information aggregation of QCM in a quantum hybrid topology network

fori < Otok—1do
(ni, nit1) preshare Bell states H”)
ni41 performs R, on qubit i + 1.
end for
i s+1
while i # s do
n; performs Bell measurement on qubits 77’
n; sends the Bell measurement result (BMR) to 74 1.
if the BMR is ‘(I’ >’,l then
ni41 performs I on qubit i + 1.
else if the BMR is ‘Cb’>’,’ then
141 performs Raq,,, on qubiti + 1.
else if the BMR is ‘\I/J’)/,’ then
141 performs Raq,,, X Z on qubiti + 1.
else
n;41 performs X Z on qubit i + 1.
end if
i—i+1
end while
n performs Z-basis measurement on qubit s.
if the Z-basis measurement result is |0) then
ns performs I on qubit s’ to obtain [¢);
else
n performs ZX on qubit s to obtain [1).
end if
return [¢)

ili1"
Qi1

The information aggregation algorithm runs ¢ times to
generate t copies of the integrated state |y), since the
aggregation node has t subnodes in the peripheral star
network. The information aggregation algorithm is
implemented by utilizing the quantum circuit given in
Figure 2.
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0 o) © Ral Ur—s
MBy,_s11
o w {XHa
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o) H |
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s o) & Ry, Up H Mz, T
o o H /
s+l ]0) D M
S+ MBI
(s+1)' |0) H
s+2|0) ® Ry, U H L
s+2 MBZ
(++2) [0) H |y
k-1 0) & Rak Uk—s1[]
MBy,_ ¢
o [
FIGURE 2| Quantum circuit for generating the integrated state |y). Here, MB;,i € {1,...,k — 1} represents the ith Bell measurement result (BMR). U, represents the
unitary operation (/, Ray,,, Re«,,XZ or X2) according to MB;. MZs represents the Z-basis measurement result on qubit s.

3 RESULTS

The scheme pre-shares k pairs of the Bell states |®™ )y ;)
between adjacent nodes (n;, n;,;) in step 1. For example, (no,
n;) pre-share the Bell state |®~);; (11, 1) pre-share the Bell state
|D7) 1195 . s and (m_y, 1) pre-share the Bell state |®7) _y. The
whole initial quantum system is shown as follows:

|‘//i,,,~,iuz> =D @ P13 ® D)3 & ® [D7) gy -y

® D7) k_1yo- (3)

Each node n; implements the rotation operation R, to encode
information a; into the quantum state |®~) ;_;y;. According to
Eq. 2, the whole quantum system in step 2 becomes

1 k-1
IV/0> = 2_§(A°‘”1|0> - Bo‘s+1|]‘>)$,($+l)i§), (|0>C0‘i+1 + |1>D0‘i+1)i’(i+1)'

i#s
)

Then, beginning with the node n,,; (the next node of the
aggregation node n,), the local Bell measurement (BM) is
performed on (s + 1) (s + 1)’ and the Bell measurement result
(BMR) is transmitted to the next node #,,, by the classical channel.
After performing the corresponding unitary operation (I, Ry,
Ry, XZ or XZ) on qubit s + 2, the quantum state becomes

1 k-1
|1//1> = T (Aas+1+lxs+z|0> - Bas+1+0¢s+2|1>)s’(s+2) ?0 (|0>C06f+1
22 s s+
+1) Day,, )it i41)- (5)

Along the counterclockwise direction around the central ring
network, the node #,_; finally finishes the encoding process, and
the quantum state in step 3 becomes

1
|l//k—l> = ﬁ (Aoco+o¢1+<~+ock,| |0> - Ban+a1+~»+ak,1|1>)5'5~ (6)

Consequently, the information of each node n; can be
aggregated at the aggregation node n,. The aggregation node
ns measures the qubit s with Z-basis to get the final integrated
state in step 4:

|1//> = Aag+u1+---+ak,1
=cos(ay +ay + - +op_1)|0) +sin(ag + oy + -+ + ap_y)|1).

™)

Up to this step, a round of information aggregation for the
integrated state |y) is completed. Since the aggregation node has t
subnodes in the peripheral star network, it should prepare ¢ copies
of the quantum state |y). According to Algorithm 1, it can be
achieved by running ¢ times of information aggregation. In total,
it costs (kt + ) Bell pairs as the communication resource.

While the channel capacity is large enough, adjacent nodes in a
central ring network can also pre-share ¢ pairs of Bell states [®™).
Each node encodes and measures its qubits in parallel before one-
off transmission of BMRs. In this case, the aggregation node #;
can also obtain f copies of the quantum state |y). By reducing the
transmission delay, this synchronous measurement method
makes a significant contribution to quantum networks. Finally,
in Step 5, the aggregation node n, multicasts quantum states
V)np> [WDnp "> [¥)n, to peripheral nodes ng, ny - ng,
respectively.
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TABLE 1 | Performance comparison between our scheme and previous quantum multicast protocols.

Scheme Success probability Fidelity Number of
sources vs.
targets
[28] <1 1 2VS. 2
[20] 1 1 NVS. M
[14] 1 1 NVS. N
[23] 1 <1 NVS. M
Our scheme 1 1 NVS. M

Network topology Multicast quantum

states

Butterfly quantum network
Distributed quantum network
Distributed quantum network
Distributed quantum network
Hybrid quantum network

Arbitrary quantum states

Special quantum states

Arbitrary quantum states
Arbitrary quantum states
Two-dimensional quantum states

@ @

-
)
-

(O-(C
(O (C

C

s W
A
o

o O

(€

connected to the central network of the upper level network.

FIGURE 3| lterative network. Networks with the same background color are peer networks. The aggregation node in the lower level network (marked in yellow) is

Level 1 network

- Level 2 network

Level 3 network

4 DISCUSSION

We now discuss the performance comparison, the extendibility,
and the application scenario for the proposed quantum
cooperative multicast scheme in a quantum hybrid topology
network.

4.1 Performance Comparison and Analysis
Existing quantum multicast protocols [14, 20, 23, 28]
introduce quantum information technologies widely. Apart
from our scheme, Xu’s protocol [28] is the first quantum
cooperative multicast scheme, while Shi’s protocol [20] is
about the lossless compression of special multicast
quantum states. Kobayashi’s protocol [14] represents the
quantum simulation of a classical linear network coding
scheme in the N-to-N multicast model, and Wang’s

protocol [23] involves
technology.

We make a comparison between the multiple aspects of our
scheme and the existing quantum multicast protocols in
Table 1. In Table 1, our scheme and Refs. [14, 20, 23] have
the same perfect success probability to obtain the desired
information, which is better than the determinacy in Ref.
[28]. The fidelity of most schemes can reach 1, except for
the quantum cloning method [23]. In terms of the number of
communicating parties, our scheme and Refs. [20, 23] enable
an arbitrary number of parties to quantum multicast, while
[14, 28] are bound by the same amount of senders and
receivers. Only lossless compression technology [20] can
hardly multicast arbitrary quantum states. However, the
network topology in our schemes is quite unique among the
quantum multicast protocols [14, 20, 23]. This is determined

quantum approximate cloning
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networks to share central ring network nodes.

FIGURE 4 | Side-by-side network. Several peer networks with the same background color are connected by a side-by-side network, which allows these peer

by the information aggregation and multicast mode in our
scheme. The information aggregation is dedicated to ring
topology, while the multicast transmission occurs in the
peripheral star topology. In addition, compared with the
baseline scheme, for example, which directly distributes NM
Bell pairs from N sources to M targets at a distance, our scheme
distributes entangled resources among neighbor nodes to
reduce decoherence.

4.2 Extendibility

As the worldwide demand for quantum communication rises, a
large-scale, distributed and complicated quantum network
should be studied. The topology with better extendibility will
further improve multicast efficiency and meet the demands of
complicated network applications. The proposed quantum
cooperative multicast scheme has strong scalability. It is
implemented in a hybrid network topology, which could be
part of a larger network.

4.2.1 lterative Network

The hybrid topology in our scheme enables networks to be
extended iteratively, which can cover a larger communication
range. Based on the coverage of the local area network (LAN),
there are strict differences in network levels. Here, we use
“network level” to indicate the affiliation of networks within
the LAN. As shown in Figure 3, we present three levels of

network scenarios in an iterative network. The outmost
networks are regarded as the level 3 network, which is
denoted by the light blue area. These aggregation nodes of
the level 3 network can contribute to a level 2 network marked
with the dark blue area. This level 2 network is also equipped
with aggregation nodes, contributing to a level 1 network
marked with the gray area. This proves that our network is
efficient in expanding the topology iteratively. We can
observe that each level of the network conforms to the
hybrid topology, satisfying the characteristics of a fractal
network.

Due to this topological feature, the higher level network can
aggregate all the information of the connected lower level
network. For example, each aggregation node of the level 3
network aggregates the information from its central network
and multicasts it to the subnode which is located on the
central ring of the level 2 network. Once the aggregation node
of the level 2 network performs information aggregation, it does
aggregate all the connected level 3 network information. Hence,
the highest level network can aggregate the information of the
whole iterative network.

Meanwhile, instead of being transmitted to a specific local area
network, the aggregate information is spread to a vast distributed
network. Each node in the central ring network of the level 1
network can be an aggregation node to aggregate the information
and multicast it toward the aggregation nodes in level 2 networks.
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FIGURE 5 | Plan of quantum data disaster backup.
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Similarly, other nodes in the central network of the level 2
network can also be aggregation nodes. While they aggregate
the information over the level 2 central network, these nodes
perform operation I, instead of the rotation operation R,, in
Algorithm 1. In this way, each node in the central network of the
level 2 network obtains the aggregated information from the level
1 network. Therefore, the aggregate information of the highest
level network can be transmitted iteratively over the whole
network.

This hierarchical iterative network coincides with the
practical network environment. If the whole country is
regarded as a local area network, the level 1 network refers
to the “provincial backbone line,” which is generally set up in
the provincial capital of each region and the secondary trunk
line generally with the province to cover the scope. Therefore,
all network nodes set in the province belong to the level 2
network. The level 3 network is actually the local network,
which is divided by the city as the region. Each level of the

network itself conforms to the hybrid topology, and the upper
and lower level networks are connected by a star mode. At the
highest level of the network, provincial capitals will be able to
collect and aggregate information from all their cities.
Conversely, the corresponding aggregated information can
spread from provincial capitals to cities. Compared with a
larger single circle or several star networks, this hierarchical
iterative network benefits the entire network information
management.

4.2.2 Side-by-Side Network

A side-by-side network [29] is also possibly derived from our
hybrid topology structure. Here, the side-by-side network
means that multiple quantum networks are connected at the
same level of the network. The situation is shown in Figure 4.
It is worth noting that the side-by-side network allows peer
networks to share central ring network nodes. This type of
collaborative multicast architecture can handle requests on
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peer networks in parallel. If new clients or devices are added,
our network allows parallel expansion to be a side-by-side
network. In this case, a large number of clients on different
networks can participate in information aggregation
simultaneously.

The extensibility of our scheme is significantly meaningful for
large-scale network communication. It can not only effectively
divide the network to refine the communication scale but also
iteratively expand the network scope. Hence, this extensibility is
sufficient for the dynamic network requirements.

4.3 Application Scenario

Our quantum cooperative multicast scheme is implemented in a
hybrid topology network. In this scheme, the central ring network
provides an information aggregation server, while the peripheral
star network responds to multicast transmission. This solution
pattern could be employed in various application scenarios of
large-scale quantum networks in future, such as a backup system
for disaster recovery. In this section, we describe a quantum
disaster recovery plan in a hybrid topology network. As an
application of the present scheme, this plan offers risky node
information aggregation and multipoint simultaneous backup
services.

We first introduce three basic network configurations in
this plan: quantum repeaters, quantum switches, and firewall.
With the ability of the entanglement generation, quantum
repeaters [30-32] are the most popular devices in the
quantum network. It is also a promising technology for
enabling multicast over long distances. Quantum switches
[33, 34] provide network interfaces to connect quantum
communication networks. If quantum clients in a
peripheral network request for aggregating information of
the central network, the quantum switch is responsible for
generating the adjacency of the clients to which they connect.
In addition, we use the symbol of the firewall to represent the
security defense. Since each node n; is associated with partial
information about the integrated state, it might reduce the
security level. In general, many quantum information security
technologies, such as quantum identity authentication [35]
and quantum homomorphic encryption [36], can also be
applied to maintain internet security. Specifically, we
implement quantum distillations [37] on entanglement
resources over the central network. Even if potential risks
exist in the network equipment, secure communications can
be established. Now, we describe a plan of quantum data
disaster backup based on the proposed scheme. The
preliminary design is plotted in Figure 5.

Suppose each quantum server S;, i = {1, 2, ..., k} in the central
network administers local database, which is represented as
a;, o € [0,7]. Assume that some servers
StiSty- .,an(fl,fz,‘ . fn€{l,2,...,k}) in the quantum
central network pose potential risks of failure. This plan aims
to aggregate information in the form of a quantum state |y) =
cos(ap +ag,...+ap)|0) +sin(as +ayp,...+ap)|l) from

QCM in Hybrid Topology Network

these servers to a reliable node S,, a € {1, 2, ..., k} and

backup to its secure subnet. The following summarizes the

steps of the plan.

1) The center network checks the high-risk servers
SfsSfy. .Sy, and identifies a reliable node as the
aggregation node S,

2) The Bell pairs are distributed between adjacent nodes via
quantum repeaters, forming a ring central network. Here, the
Bell state needs to be distilled before entanglement
distribution.

3) Algorithm 1 is adopted to aggregate information about
potential faulty nodes Sy, Sy,,...,Sy, to the aggregation
node S,. To be specific, the nodes at risk perform the
rotation operation Ry, to encode their information into the

entanglement resource, while other secure nodes
implement the I operation, instead of the rotation
operation.

4) Once the facilities are broken down, the aggregation node S,
multicasts the aggregated information securely to the
peripheral star subnet through quantum switches.

Opverall, the proposed quantum cooperative multicast scheme can
achieve non-local information aggregation and multipoint backup,
satisfying the basic demand of a quantum data disaster backup.
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