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A controlled quantum secure direct communication protocol based on four-qubit cluster states and quantum search algorithm is put forward, in which four users, a sender, a receiver and two controllers, are involved in achieving the secure transmission of secret message. The four-qubit cluster state can ensure the feasibility and security of the protocol because of its large persistency of entanglement. Meanwhile, the idea of quantum search algorithm is used to accomplish the task of encoding and decoding secret message. The proposed protocol can successfully avoid the information leakage problem and resist some common attacks including the outsider attacks and the internal attacks, and its qubit efficiency is up to 20%. Furthermore, compared with the previous quantum secure direct communication protocols, it can effectively resist the attacks from the dishonest receiver.
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1 INTRODUCTION
Quantum key distribution (QKD) protocol was first proposed by Bennett and Brassard in 1984, in which two remote authorized users can create a shared private key [1]. The security of QKD protocol was theoretically proven in [2, 3]. Afterwards, this topic has attracted the focus of many scholars so that some interesting branches of QKD have been built, such as quantum teleportation (QT) [4], quantum secret sharing (QSS) [5], and quantum secure direct communication (QSDC) [6], etc. Different from QKD, QSDC is to transmit the secret directly through a quantum channel without establishing a random key to encrypt and decrypt them beforehand. In 2000, Long and Liu proposed the first QSDC protocol (LL00 protocol), in which the strategy of quantum block transmission was exploited to settle the problem of information leakage for the first time [6]. In 2002, Boström and Felbinger put forward a ping-pong QSDC protocol employing EPR pairs as the information carriers [7], which was insecure in a noisy quantum channel as shown by Wójcik [8]. Deng et al. presented a two-step quantum direct communication protocol based on EPR pairs, which clearly stated the definition and basic requirements of QSDC [9]. Hereafter, a number of QSDC protocols have been constructed based on non-entangled quantum states [10, 11] or entangled quantum states [12–17]. To better control QSDC protocol, the first controlled QSDC (CQSDC) was proposed in 2005, where a controller is added to supervise the secure communication between a sender and a receiver [18]. Subsequently, some CQSDC protocols have been developed constantly, where the communication is controlled by at least one controller [19–25]. Quantitative security analysis of QSDC has completed using Wyner’s wiretap channel theory in Refs. [26, 27]. The previous protocols need the use of quantum memory [6–25]. Regretfully, no practical quantum memory exists, so the quantum-memory-free technique has been developed [28] to make QSDC protocols be implemented without quantum memory. To counter this adverse effect of high noise and high loss in a realistic environment, a classical coding scheme was presented, which causes the secure channel capacity to be small, and a practical prototype based on the DL04 protocol [10] has been established [27]. The issue of small channel capacity can be solved by INCUM technique [29]. Moreover, measurement-device-independent QSDC [30–32], device-independent QSDC [33, 34], detector-device-independent QSDC [35] and full Bell-basis QSDC [36] have further advanced the development of QSDC. Some progress has been made experimentally. Proof-of-principle experiments of the DL04 protocol was completed in 2016 [37], experimental demonstration of QSDC with state-of-the-art atomic quantum memory [38] and long-distance QSDC experiment [39] were presented in 2017. Recently, the applications of QSDC have been reported [40–42]. Reference [40] demonstrated the feasibility of QSDC over GEO satellite, and the application of QSDC in both 6G [41] and secure quantum network [42] were studied.
Nowadays, another research hotspot is quantum search algorithm (QSA), put forward by Grover in 1996, which can find a marked item with very high probability from an unsorted database with size [image: image] with a quadratic speedup compared with other famous classical algorithms [43, 44]. QSA is mainly applied in computing, and it has been introduced into quantum cryptography in recent years, including quantum private comparison [45], quantum secret sharing [46], quantum key agreement (QKA) [47] and quantum secure direct communication [48–51]. In 2010, Wang et al. applied QSA to build a QSDC protocol, which was the first combination of QSDC and QSA [48]. Later, two CQSDC protocols based on QSA were proposed [49, 50]. In 2020, Yin et al. proposed a controlled bidirectional QSDC protocol with QSA [51]. The cluster states, first introduced by Briegel and Raussendorf, qualify some properties of robust against decoherence [52] and easily being processed by a one-way quantum computer [53]. Moreover, the four-qubit cluster state with large persistency of entanglement [52, 54] is a form of cluster states, which can be generated experimentally [55, 56]. So far, there has not been a combination of four-qubit cluster states and quantum search algorithm to achieve controlled quantum secure direct communication. To focus on the research of CQSDC with four-qubit cluster states and QSA can be worthwhile exploring.
In this paper, a novel controlled quantum secure direct communication protocol with four-qubit cluster states and quantum search algorithm is proposed. The sender Alice and the receiver Bob can successfully achieve the transmission of secret message with the qubit efficiency of 20% with the help of two controllers (Charlie 1, and Charlie 2) without any information leakage. Furthermore, the proposed protocol can not only resist some common attacks but also find the vicious behavior from the attackers. In addition, the proposed protocol outperforms the existing ones in terms of resisting the internal attacks.
The rest of the paper is organized as follows. Section 2 introduces QSA with two-qubit system briefly. An efficient CQSDC protocol based on four-particle cluster states and QSA is depicted in Sec.3. Section 4 analyzes the security of the proposed CQSDC protocol under various attacks. A performance comparison is shown in Section 5. Finally, the concluding remarks appear in Section 6.
2 REVIEW OF GROVER’S SEARCH ALGORITHM
We briefly review Grover’s search algorithm in this section [43, 44]. Assume that we want to search for a marked state [image: image] belonging to the set [image: image]. The database can be considered as a two-qubit quantum system, and its initial state is described as [image: image], where [image: image]. QSA consists of two unitary operators [image: image] and [image: image], which can be expressed as follows:
[image: image]
[image: image]
Where [image: image] means the identity operator.
Two operators in Eqs. 1, 2 are orderly conducted on initial state [image: image].
[image: image]
Where [image: image]. For example, assume that the marked state [image: image] is [image: image]. According to Eq. (3), [image: image] is first operated on [image: image].
[image: image]
Subsequently, the operator [image: image] is performed on [image: image].
[image: image]
Lastly, the marked state can be found with [image: image]-basis [image: image] measurement with a 100% probability of success.
3 DESCRIPTION OF THE PROPOSED CQSDC PROTOCOL
The CQSDC protocol, involving a honest sender Alice, a receiver Bob, and two controllers Charlie 1 and Charlie 2, employs four-particle cluster states and quantum search algorithm, which is presented in this section. If Alice is dishonest, the protocol doesn’t make any sense since the secret message is always known to Alice. Hence, let Alice be honest. Suppose that the secret message from Alice to Bob is a binary bit sequence [image: image], where [image: image]. Simultaneously, Alice and Bob share a binary identity sequence [image: image] with length [image: image] distributed through an absolutely secure QKD [57]. Here, we assume the quantum channel is ideal. The proposed CQSDC protocol is executed in the following steps and clearly illustrated in Figure 1.
[image: Figure 1]FIGURE 1 | The executing process of the whole communication protocol. SPM denotes single-particle measurements with [image: image]-basis.
3.1 Step 1 Preparation Phase
Alice generates [image: image] ordered four-particle cluster states [image: image] randomly in one of sixteen four-particle cluster states (see Eqn. 6), which can be denoted as[image: image], where the subscripts denote the order of four-particle entanglement states. Subsequently, Alice selects the first photon from each cluster state [image: image] to form an ordered sequence [image: image] and the second and the third photons to construct sequence
[image: image], and all the rest partner photons composes a sequence [image: image]. In the following, Alice prepares [image: image] decoy photons [image: image] randomly selected from the set [image: image], where [image: image], and inserts them in random positions into Sequences [image: image] and [image: image] obtaining two new Sequences [image: image] and [image: image], respectively, [58]. Alice records the initial state and corresponding position of each checking photon in Sequences [image: image] and [image: image]. Finally, Alice sends [image: image] and [image: image] to Charlie 1 and Charlie 2 through a quantum channel, respectively.
[image: image]
[image: image] can be evolved into any of four-qubit cluster states in Eqn. 6 if just two suitable unitary operations selected from Pauli matrix set [image: image] are performed on particles 1 and 3 of [image: image], respectively, where [image: image], [image: image], [image: image] and [image: image].
3.2 Step 2 Security Checking Phase 1
After confirming that Charlie 1 has received sequence [image: image], Alice announces the positions and the preparation bases of all the decoy photons in sequence [image: image] to Charlie 1 through a public classical channel. Charlie 1 measures each decoy photon based on the corresponding preparation basis published by Alice and tells the measurement results to Alice. Alice then computes the error rate by comparing the initial states with the measurement results of the decoy photons. If the error rate exceeds the limit they preset beforehand, they announce that the communication channels are not secure and terminate the communication protocol. Meanwhile, Charlie 2 will do an analogous security checking with Alice. When two security checking processes are secure, they continue with the protocol.
3.3 Step 3 Encoding Phase
After checking the security of transmission above, Alice then encodes the secret message [image: image] into the [image: image] th two-qubit state in [image: image] by making the unitary operation [image: image] based on the encoding rules shown in Table 1. The encoding process can be expressed as,
[image: image]
Where [image: image] represents the encoded sequence. For simplicity, let the initial state and the secret [image: image] be [image: image] and 10, respectively. The initial state [image: image] can be written in another form as follows:
[image: image]
TABLE 1 | Encoding rules.
[image: Table 1]After the effect of the encoding operator [image: image] on the qubits 2 and 3 of [image: image], it becomes
[image: image]
Alice orderly picks out photon 2 from [image: image] to form a new sequence [image: image], and the remaining partner particles composes another sequence [image: image]. Afterwards, Alice generates two decoy photons sequences [image: image] based on the values of [image: image]. The rule is that, if the [image: image] th bit of [image: image] is 0, she randomly prepares the decoy photon in the state [image: image] or [image: image], otherwise she randomly prepares one in the state [image: image] or [image: image] with a same probability 1/2. Later, Alice inserts them in random positions into Sequences [image: image] and [image: image] obtaining two new Sequences [image: image] and [image: image], separately, and then retains [image: image] in her hand and transmits [image: image] to Bob.
3.4 Step 4 Security Checking Phase 2
Upon receiving sequence [image: image], he sends an acknowledgment to Alice. For the first round of security checking and identity authentication of Bob, Alice only tells Bob the position information of the decoy photons in [image: image]. Bob then performs measurements on the decoy photons with the corresponding measurement bases. The rule of choosing the measurement bases is as follows: if the [image: image] th bit of [image: image] is 0, Bob chooses [image: image]-basis [image: image]; if not, he selects [image: image]-basis [image: image]. Similar to Ref. [59], he records the measurement results [image: image] and [image: image] as 0 and 1, respectively, and then announces the recorded result sequence [image: image]. Likewise, Alice can also obtain a classical bit sequence [image: image] of the decoy states based on the recorded rule above. Finally, Alice computes the error rate by comparing [image: image] with [image: image] one by 1 bit. On condition that the error rate is lower than the security bound, Alice sends sequence [image: image] to Bob. Otherwise, the protocol will be terminated, and they repeat the communication procedure from the beginning. After finishing the transmission of [image: image], Alice and Bob collaborate to do the second round of security checking similar to the first round one.
3.5 Step 5 Decoding Phase
Upon confirming that security checking phase 2 is secure, Bob removes all the decoy photons from Sequences [image: image] and [image: image] to obtain [image: image] and [image: image], respectively. Afterwards, Bob orderly picks out the particles in Sequences [image: image] and [image: image] to restore sequence [image: image]. It depends on Charlie 1, Charlie 2 and Alice to decode the secret message. If Charlie 1, Charlie 2 and Alice allow the communication between Alice and Bob, Charlie 1 and Charlie 2 measure their own particles with [image: image]-basis obtaining the measurement results [image: image] and [image: image], respectively, and announce them to Bob. Meanwhile, Alice broadcasts the initial state of each four-particle cluster state. According to the announced information of Charlie 1, Charlie 2 and Alice, Bob can deduce the state [image: image] of 2 and 3, as listed in Supplementary Table S1 (For further details, please see Supplementary Table S1). Finally, Bob performs the corresponding operation [image: image] on the [image: image] th two-qubit quantum state in the collapsed state sequence [image: image] with encoded information,
[image: image]
Where [image: image]. Afterwards, Bob makes single-particle measurements on each particle in sequence [image: image] with [image: image]-basis to deduce the secret.
Both [image: image] and [image: image] have two possible values [image: image]. For example, assume that the measurement results of Charlie 1 and Charlie 2 are [image: image] and [image: image], respectively, and the initial state is [image: image], then [image: image] can be obtained from Supplementary Table S1 (For further details, please see Supplementary Table S1). The operator [image: image] in Eqn. 2 is applied to decode the encoded particles, i.e., [image: image], where [image: image] from Eqn. 9. Finally, Bob performs single-particle measurement with [image: image]-basis, and the secret “10” can be read out, as shown in Table 2.
TABLE 2 | Decoding table with the initial state[image: image].
[image: Table 2]Table 2 shows Charlie 1 and Charlie 2 have four possible measurement outcomes [image: image] corresponding to each encoding operation [image: image] when the initial state is [image: image]. If only the encoding operation keeps unchanged, the same secret message can be always obtained and do not vary with the measurement results of Charlie 1 and Charlie 2. Likewise, the remaining fifteen kinds of initial states can also establish their respective decoding tables.
4 SECURITY ANALYSIS
Since the crucial issue of a feasible quantum communication protocol is its security, it is essential to discuss the security of the proposed communication protocol. The security of the proposed protocol is discussed from the outsider attacks and the internal attacks, and the analysis makes clear that the proposed protocol can protect the transmitted message from leaking out under various attacks. Namely, it is a feasible protocol.
4.1 The Controllers
The decoding operation [image: image] of the receiver Bob heavily depends on the announced information of Charlie 1, Charlie 2 and Alice. Without their help, Bob cannot determine state [image: image] and perform [image: image] on the encoded sequence. That is to say, the receiver Bob cannot recover Alice’s secret if any controller disapproves his request or announces the incorrect information. Furthermore, even if Eve captured two encoded Sequences [image: image] and [image: image], she cannot read out the information either without the permissions of the controllers. Thus, the controllers are a must to make the communication protocol go well.
4.2 Outsider Attacks
4.2.1 Entangle-and-Measure Attack
The entangle-and-measure attack is also called auxiliary particle attack. If Eve wants to execute the entangle-measure attack, she intercepts the encoded particles in sequence [image: image] disseminated from Alice to Bob and entangles them with the prepared ancillary particles in state [image: image] beforehand by making a unitary operation, and then sends the entanglement results to Bob. Furthermore, she finishes an eavesdropping attack by performing measurements on the ancillary particles to deduce useful information. However, it can be shown that it is in vain for an eavesdropper to gain useful information and her vicious behavior will be found inevitably. In this proposed protocol, only one group of the encoded particles is transmitted in each communication round of two-step communication. Assume that Eve’s attack operation is [image: image], its effect can be expressed as
[image: image]
[image: image]
Where [image: image] is a unitary operator, [image: image] and [image: image] ([image: image]) are the pure ancillary states uniquely determined by [image: image]. The above equations satisfy the conditions such that,
[image: image]
[image: image]
In our protocol, the decoy photons have four possible states [image: image]. The states [image: image] and [image: image] after Eve’s entanglement actions become
[image: image]
[image: image]
Even though the transmitted particle states contain the secret information, Eve cannot read them out. Eqs. 11, 12 imply that the error rate introduced by the behavior of Eve’s eavesdropping will be [image: image] or [image: image] for one decoy photon if the state is [image: image] or [image: image], respectively. Similarly, if the checking qubit is in the state [image: image] or [image: image], the error rate in two cases is 1/2. The error rate will lead to Eve being detected in the eavesdropping check phase 2. To avoid being detected, Eve has to set [image: image] which implies that [image: image], then it is very difficult for an eavesdropper to distinguish [image: image] from [image: image]. Hence, the proposed protocol is secure from the entangle-and-measure attack.
4.2.2 Measure-Resend Attack
Eve may try to perform the measure-resend attack on the encoded particles in the transmission process to steal Alice’s useful message. Eve has to know the full information of the state and reproduce another same state without being detected. Eve intercepts the encoded Sequences [image: image] and [image: image] sent by Alice and measures the particles to get useful information. Since the intercepted particles are part of the entangled states, any measurements on part of the state would destroy the entanglement. Meanwhile, since the positions, the states and the bases of these decoy states in Sequences [image: image] and [image: image] are secret, Eve cannot forge exactly the same decoy states [image: image] and insert into fake Sequences [image: image] and [image: image] to escape from the security checking and identity authentication in Step 4. Eve has to randomly choose the measurement bases from two sets of measurement bases [image: image] and [image: image] with the same probability 0.5. If Eve chooses the right measurement basis, which will not introduce any errors; however, she may select the wrong one with probability 1/2, which will bring the error rate of 1/2. Therefore, the error probability introduced by Eve will achieve 1/4 for one decoy photon, i.e., Eve passes the security checking between Alice and Bob for one decoy photon with probability 3/4. Let the number of the decoy photons for detecting this attack be [image: image], then Eve’s vicious behavior will be detected in the first eavesdropping check process with probability [image: image]. If [image: image] is sufficiently large, the probability will converge to 1. Therefore, the measure-resend attack cannot work in the proposed protocol.
4.2.3 Intercept-Resend Attack
As for the intercept-resend attack [60], Eve should replace the qubit sequence [image: image] before encoding with the fake qubit sequence [image: image] and send [image: image] to Alice. However, the four-qubit entanglement state is generated by Alice, and sequence [image: image] is always kept in Alice’s hand until it becomes the encoded sequence [image: image] sent to Bob. Accordingly, it is impossible for Eve to perform the intercept-resend attack.
4.2.4 Trojan Horse Attacks
Reference [61] pointed out that two-way quantum communication protocols are vulnerable to the Trojan horse attacks which includes two types: invisible photon eavesdropping attack (IPE) [61] and multi-photon signal attack [62]. However, since both the preparation of qubit sequence [image: image] and its encoding operation are completed by Alice, the proposed protocol is not a two-way quantum communication protocol. Therefore, it is in vain for Eve to perform the Trojan horse attacks, i.e., the proposed protocol is absolutely secure under the Trojan horse attacks.
4.3 Internal Attacks
Since the participants could possess more information than outsider eavesdroppers, the internal attacks are stronger than the outsider attacks. The internal attacks are made up of single attack and collusive attack [63, 64].
4.3.1 Single Attack
Single attack is a kind of eavesdropping from the dishonest Charlie 1, Charlie 2, or Bob. 1) If dishonest Charlie 1 (Charlie 2) wants to perform her single attack to extract the secret message, she needs to intercepts the encoded Sequences [image: image] and [image: image]. The single attack can be considered as the outsider attacks discussed in Section 4.2; 2) If Bob is dishonest, he cannot escape from the identity authentication between honest Alice and himself in Steps 3 and 4, i.e., her fake identity will be found. Even if he avoided the identity authentication, he also needs the assistances of two controllers and Alice to obtain Alice’s secret without being detected. Permissions [image: image], [image: image] and [image: image] are always secret until published in public. If at least one controller disagrees with the communication, Bob cannot obtain the decoding operation [image: image] related to [image: image], [image: image] and [image: image] to decode Alice’s secret information accurately. If Bob insists on performing the eavesdropping action, he can only gain Alice’s secret message by guessing directly.
4.3.2 Collusive Attack
The collusive attack is the most powerful internal attack in which two or more dishonest participants collude together to steal secret information without revealing their vicious behavior. Since Alice is honest, the collusive attack can be divided into two scenarios: case (a) the collusive attack of two dishonest participants (Charlie 1 and Charlie 2, Charlie 1 and Bob, Charlie 2 and Bob); case (b) the collusive attack of three dishonest participants (Charlie 1, Charlie 2 and Bob). Since the honest Alice share identity sequence [image: image] with Bob, if Bob is dishonest, his illegal identity will be detected in Step 4 before he performs the collusive attack to extract information with other participants. Therefore, it is impossible for Bob to join in the collusive attack. The rest case is the collusive attack between two controllers. Since the encoded Sequences [image: image] and [image: image] carry secret message, it can also be considered as outsider attacks similar to case 1) of single attack above. In conclusion, the proposed protocol is immune to collusive attacks.
In the proposed protocol, the sender Alice must be honest and the ideal four-qubit entanglement resources are prepared by Alice. In real communication environment, due to inevitable imperfections of network nodes, every involved node maybe untrusted, that is, both trusted network nodes and untrusted network nodes exist in quantum communication networks [65]. The proposed communication scheme with four parties can be regarded as a mini quantum communication network, where the involved parties are equivalent to network nodes. Therefore, in a real scenario, the sender in our protocol maybe untrusted, which will cause the receiver to obtain fake message without being found. Fortunately, multipartite quantum correlations of graph states, a kind of strategy-independent physical resources, allow network nodes to create strong correlations before it performs distributed tasks, which is efficient and provides strong guarantees in quantum communication networks in the presence of untrusted network nodes [66]. Furthermore, multipartite EPR steering demonstrates that all the nodes in the quantum network can share entanglement even if the measurement devices of one party are untrusted, and even can count the number of untrusted nodes [65, 67, 68]. To put the presented scheme into practice, it is a good choice to use multipartite quantum correlations of graph states created by a graph state source to replace quantum entanglement resources generated by the honest sender for removing the adverse effect of untrusted parties.
5 COMPARISON
The definition of quantum efficiency suggested by Cabello [69], can be described as [image: image], where [image: image] represents the number of transmitted message bits, [image: image] is the total number of the utilized qubits prepared and used in transmission and security checking, and [image: image] is the number of classical bits exchanged for decoding the secret message in a protocol. In the presented communication protocol, [image: image], [image: image] and [image: image], let us set [image: image], then the qubit efficiency of the proposed protocol is [image: image]. Compared with QSDC protocols based on QSA [50, 51] and the existing CQSDC protocol without QSA [25], the proposed CQSDC protocol is only slightly less efficient than Ref. [51], but it is the only one who can detect the attack from dishonest receiver. These specific performance comparisons are indicated in Table 3.
TABLE 3 | Performance comparisons between the proposed protocol and other protocols.
[image: Table 3]6 CONCLUSION
This paper proposes a novel controlled quantum secure direct communication protocol based on a four-qubit cluster state and quantum search algorithm. It makes full use of the persistency property of the quantum resource, and two operators of QSA are used to achieve encoding operations and decoding operations, respectively. With the permissions of the controllers and Alice, the sender’s secret message can be successfully reconstructed by the receiver without any information leakage. Furthermore, the security of the proposed CQSDC protocol can be guaranteed and outperforms that of the existing protocol from the perspective of resisting the dishonest receiver, and its efficiency is as high as 20%.
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