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In order to accommodate multiple types of image encryption, a multi-image encryption algorithm for 2D and 3D images is designed in this paper. After recording the type and number of images, the pixels/coordinates of multiple images are stored in a cube block and are subjected to confusion and diffusion operations. The confusion step uses the random length sequence position swapping method to swap a row (column) vector of variable length with another row (column) vector of the same length at a random position. The diffusion is done by Exclusive OR to combine pixels/coordinates at different locations with different chaotic matrices. Finally, the cipher images are output one by one. Experimental simulations and security analysis verify the effectiveness and security of the algorithm.
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INTRODUCTION
Image transmission has become more convenient with the development of the Internet, but also faces greater risk. Whether in life, medical, military or commercial fields, effective image encryption is needed to guarantee the secure transmission of various images [1–6]. In addition, since the development of 3D printing technology, image transmission has been extended from 2D images to 3D images [7]. Both 2D and 3D images are being transmitted in large quantities in all corners of the network. Common single-image encryption (SIE) methods are simple and effective, but cannot handle multiple images at the same time. In order to meet the demand of images being encrypted and transmitted in large capacity, multi-image encryption (MIE) algorithms are investigated [8].
Chaotic systems have characteristics such as sensitivity to initial values, pseudo-randomness, and are suitable for use in cryptography [9–14], so there are many SIE and MIE algorithms based on chaotic systems [15–18]. The sensitivity to the initial value guarantees that the image encryption algorithm will not be easily broken when it is perturbed. The pseudo-randomness brings a rich operation to the image encryption algorithm [19–25]. Since chaotic systems play a great advantage in image encryption, using chaotic systems to design image encryption algorithms has become a popular research topic [26, 27]. In previous work on image encryption, there are many classical 1D chaotic maps and 2D chaotic systems used for image encryption. However, with the improvement of computer performance and the development of mathematics and other theories, the simple structure of 1D maps and 2D chaotic systems can be predicted by methods such as nonlinear prediction, so we are also pursuing higher dimensional, more complex and secure chaotic systems to design image encryption algorithms. In the proposed scheme, a three-dimensional memristive neuron chaotic system is used for image encryption [28]. The system is simple in structure but rich in dynamical behavior and is very suitable for use in image encryption.
Multi-image encryption algorithms have been studied since 2012 or even earlier. Most early implementations of multi-image encryption used optical methods, such as Kong et al. used wavelet transform and fractional order Fourier transform in encryption of multiple images [29, 30]; Chen et al. combined optical wavelet transform and compression sensing to compress and encrypt multiple images [31]; Huang et al. used a two-dimensional linear canonical transformation and combined it with a chaotic system to encrypt multiple images [32]. Later, chaotic maps and chaotic systems were used for multi-image encryption, and once they were used, they were widely popularized. Singh uses chaotic maps to generate chaotic random phase masks for encryption of multiple images [33]. Santo Banerjee uses a chaotic laser system to achieve simultaneous encryption of multiple images [34]. Ye combines multiple plain images with a chaotic system to obtain encrypted images, and the security of the algorithm is improved [17]. However, there are multi-image encryption algorithms dedicated to two-dimensional images or three-dimensional images, and few scholars have focused on multi-image encryption algorithms that are applicable to both two-dimensional images and three-dimensional images. In order to follow the development of 3D printing technology and the progress of communication technology, an algorithm based on chaotic system, which is applicable to both 2D multi-image encryption and 3D multi-image encryption, is proposed. In the designed encryption mechanism, either single 2D/3D image or multiple 2D/3D images can be encrypted and decrypted. The encryption algorithm uses an Fridrich-structure and uses a confusion-diffusion encryption strategy [35]. In the confusion phase, each row/column vector of each encrypted plane is split into two row/column vectors of random length to be exchanged with row/column vectors at other locations. The pseudo-randomness of the chaotic sequences guarantees that the pixels of the 2D images or the coordinates of the 3D images are sufficiently disordered. In the diffusion phase, the chaotic sequences of diffusion are determined by the pixel positions/coordinates. The chaotic sequences transformation operation greatly enhances the security of the algorithm.
The paper structure is listed hereafter. Chaotic System introduces the chaotic system used by the proposed algorithm. Encryption Algorithm and Decryption Algorithm provides a detailed description of the encryption algorithm. Simulation Results verifies the effectiveness of the encryption algorithm with simulation results. Security Analysis proves the security of the proposed algorithm using security analysis. Conclusion concludes the multi-image encryption algorithm work.
CHAOTIC SYSTEM
In the designed encryption scheme, a 3D memristive neuron model is used to generate chaotic sequences. The model is described as:
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where α is a positive value, A is the stimulus amplitude, F is the stimulus frequency, and k is the inductive strength of the memductance. When (α, A, k, F, x0, y0, z0) = (4.3, 0.24, 0.428, 1.1, 0.5, 1.55, −2), the phase trajectory of the non-autonomous chaotic system is exhibited in Figure 1. From Figure 1, chaotic system has very complex trajectories of action, indicating that this system can be applied in image encryption algorithms.
[image: Figure 1]FIGURE 1 | Phase trajectories of the chaotic system (A) x-y plane (B) x-z plane (C) y-z plane.
ENCRYPTION ALGORITHM AND DECRYPTION ALGORITHM
Encryption Algorithm
The encryption scheme as a whole adopts the encryption strategy of scrambling first and then diffusing. In the scrambling phase, the image data is intercepted at random lengths and swapped at random locations. During the diffusion phase, pixels or coordinates are converted using a combination of dynamic chaotic data blocks and image data blocks. After scrambling and diffusion, multiple 3D cipher images or multiple 2D cipher images are output. The encryption flowchart is displayed in Figure 2. The detailed encryption procedures are listed.
[image: Figure 2]FIGURE 2 | Encryption flowchart.
Step 1:. Input several images of the same type and determine whether they are 2D or 3D images. If they are 2D images go to step 2, if they are 3D images go to step 3.
Step 2:. The pixels of all 2D images are stored in vector V. The sizes of each 2D image are logged.
Step 3:. The 3D image position coordinates are divided into an integer part and a fractional part. The fractional part is stored as a quotient and a remainder. All position coordinates are converted to integers and stored as vector V. The sizes of each 3D image are also logged.
Step 4:. Convert the vector V into a cube C. Place the cube in space and mark the orientation of the cube with the x-y-z axis. The altitude of z-axis is denoted as L. The width and height of x-y plane are denoted as W and H. Taking (W, H) = (256, 256) (it can also be any other appropriate value), the length of the vector V as Le, the height of the cube C can be calculated as
[image: image]
where ceil(a) is rounding a up.
Step 5:. Cube C is summed and fed into Hash 256 to obtain a 64-bit hash value h. The hash value h is converted into a sequence of decimal numbers hd. Two parameters h1 and h2 associated with the plain images are obtained by processing the hd.
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where sl is the size of hd, bmod(a) yields the remainder of b divided by a.
Step 6:. The parameters h1, h2, α, A, k, F, and the initial values x0, y0, z0 are input into the chaotic system, and the chaotic sequences are obtained by iteration. After quantizing the chaotic sequences, the sequences x, y and z are obtained.
Step 7:. Four sequences q1, q2, q3 and q4 are obtained using three chaotic sequences.
[image: image]
where beta is the maximum of W, H, and L.
Step 7.1:. The value of the sequence q1 is adjusted to limit it to the interval H/4 to 3H/4.
[image: image]
Step 7.2:. Cube C is scrambled along the rows from top to bottom. Swap the positions C(i, 1:q1(j), k) and C(q2(i×k mod(W)+1), 1:q1(j), q3(i×k mod(L)+1)), and swap the positions of C(i, q1(j)+1:H, k) and C(q3(i×k mod(W)+1), q1(j)+1:H, q4(i×k mod(L)+1)), i = 1, …, W; j = 1, …, H; k = 1, …, L.
Step 7.3:. Cube C is scrambled along the columns in order from left to right. Swap the positions of C(1:q1(i)mod(W), j, k) and C(1:q1(i)mod(W), q3(j×k mod(H)+1), q4(j×k mod(L)+1)), and swap the positions of C(q1(i)mod(W)+1:W, j, k) and C(q1(i)mod(W)+1:W, q4(j×k mod(H)+1), q2(j×k mod(L)+1)). The cube after permutation is marked as C1.
Step 8:. Three chaotic matrices xx, yy and zz of size W×H are obtained by chaotic sequences x, y, z.
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Step 9.1. Combining the cube C1 and the chaotic matrices, the first row and column of every plane are diffused. The diffused cube is denoted as C2.
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Step 9.2. Diffusion is performed on the remaining part of the cube.
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Step 10. Based on the image size recorded in step 2 or step 3, the cube C2 is split and output to obtain the cipher images.
Decryption Algorithm
The process of image decryption is to flip the encryption process. The cipher images and the keys are input to the decryption system, and the chaotic sequences and chaotic matrices are generated by the chaotic system for the inverse diffusion and inverse permutation of the decryption. All cipher images are fused into a cipher cube, and the exclusive OR operation is performed in the order of points, rows, columns, and planes. The inverse diffused cube is reverse permuted from right to left along the columns and from bottom to top along the rows. The decrypted images are obtained by re-partitioning the cube after the inverse permutation and reorganizing them according to the sizes and types of the original images. The specific decryption flow chart is shown in Figure 3.
[image: Figure 3]FIGURE 3 | Decryption flowchart.
SIMULATION RESULTS
In order to verify whether the encryption and decryption algorithms are effective, a set of 3D images and a set of 2D images are used for encryption and decryption tests respectively, and the results are presented in Figures 4, 5. In Figure 4, the three 3D plain images (Air picket, Boeing 747, BMW car) are shown in (A), the cipher images obtained by encryption are shown in (B), and the decrypted results are exhibited in (C). In Figure 5, the multiple 2D plain images (Water, Boat, 5.1.11, Crowd, Kodimo2, 2.2.11), the cipher images and the decrypted results are displayed in (A), (B) and (C). It can be observed from Figure 4 and Figure 5 that the decrypted images are consistent with the original images, while no information related to the original images is visible in the cipher images. Figure 4 and Figure 5 together verify that the designed multiple-image encryption scheme can encrypt the images to be protected and the decryption scheme can successfully recover the cipher images.
[image: Figure 4]FIGURE 4 | Simulation results of 3D images (A) Plain images (Air picket, Boeing 747, BMW car) (B) Cipher images (C) Decrypted images.
[image: Figure 5]FIGURE 5 | Simulation results of 2D images (A) Plain images (Water, Boat, 5.1.11, Crowd, Kodimo2, 2.2.11) (B) Cipher images (C) Decrypted images.
SECURITY ANALYSIS
Key Space and Key Sensitivity
It takes a very long time for an attacker to break the algorithm using a brute force attack when the key space is relatively large. Therefore, the probability of the encryption algorithm being breached decreases as the key space increases. When the key space is greater than 2,100, the encryption algorithm can be considered resistant to brute-force attacks [36]. The key consists of two parts: the parameters associated with the plain images and chaotic system parameters. The key sensitivity is tested by applying a small perturbation to each parameter, so that the key space for each parameter can be obtained. For example, the key remains unchanged during encryption and a perturbation of 10–15 is applied to parameter α during decryption, the decrypted images are observed to be noise-like images and the key space of parameter α can be determined to be 1015. The key space for each parameter is tested so that the total key space is obtained, and the test results are listed in Table 1. From Table 1, the key space is obviously larger than the minimum value, so the designed encryption algorithm will not be breached by brute force attacks.
TABLE 1 | Key space of encryption scheme.
[image: Table 1]Testing of key sensitivity can be divided into encryption process and decryption process. When the encryption key is slightly changed, the obtained cipher image is CC2(i) (i = 1, 2, …, n, n is the total number of plain images) and the cipher images obtained from the original key encryption is C2(i). Let CC(i) = |C2(i)-CC2(i)|, if the obtained image CC(i) is a black 2D image or a blank 3D image, it means that the encryption process of the encryption algorithm is not sensitive enough. If the obtained image CC(i) is a noise-like 2D image or a cluttered 3D image, it means that the encryption algorithm has a strong encryption process key sensitivity. When the key is slightly changed during the decryption process and then the correct decrypted image is not available, then the encryption scheme is sensitive to the key during the decryption process. The results of the key sensitivity test are shown in Figures 6, 7. As can be seen in Figure 6, the cipher images obtained after the key is slightly perturbed during the encryption process are very different. As can be seen in Figure 7, the slight alteration of the decryption key leads to the inability to obtain the correct decrypted images. The sensitivity of the encryption scheme to the key is demonstrated in Figures 6, 7.
[image: Figure 6]FIGURE 6 | Encryption process key sensitivity (A) 3D models (B) 2D images.
[image: Figure 7]FIGURE 7 | Decryption process key sensitivity(A) 3D models (B) 2D images.
Statistical Properties
Histogram and χ2 Test
Histogram and χ2 test are commonly used to check whether the image pixels are evenly distributed. The histogram represents the distribution of light and dark in the image, the brighter the image the more the histogram crest tends to the right. Usually, the histograms of the plain images are irregularly distributed, and the histograms of the cipher images, where the pixel distribution information is hidden, are uniformly distributed. The χ2 test is used to test whether the assumption of uniform distribution of cipher images pixels holds. If the χ2 test results are less than the theoretical value (χ20.01 (255) = 310.4574, χ20.05 (255) = 293.2478, χ20.1 (255) = 284.3359) at different test levels, the hypothesis is valid. To check whether the proposed encryption algorithm can hide the light and dark information of the images, the histogram and χ2 test are presented in Figure 8 and Table 2. From Figure 8, the histograms of plain images vary, but the histograms of cipher images are uniformly distributed. The data in Table 2 verify the findings in Figure 8. Combined with Figure 8 and Table 2, the proposed encryption scheme can well hide the light and dark information of the images and avoid the statistical information of the images from being exploited by attackers.
[image: Figure 8]FIGURE 8 | Histogram of encryption and decryption images (A,B) Histogram of plain images (Water, Boat, 5.1.11, Crowd, Kodimo2, 2.2.11) (C,D) Histogram of cipher images.
TABLE 2 | χ2 test results.
[image: Table 2]Correlation and Correlation Coefficient
Correlation generally refers to the adjacent pixel correlation of an image, mainly for 2D images. For 3D images, it is used to detect the correlation between adjacent coordinates. The encryption algorithm should have the ability to break the correlation between the adjacent pixels of the 2D images or the adjacent coordinates of the 3D images, so that the adjacent pixel/coordinates cipher images tend to be uncorrelated with each other. The correlation and correlation coefficients of the plain cube and cipher cube are tested. The test results are presented in Figure 9 and Table 3. As can be seen in Figure 9, the 2D plain image shows strong correlation with the distribution of adjacent pixels on a straight line with slope of 1. The 3D plain image also shows strong correlation. The adjacent pixels/coordinates of cipher image spread irregularly over the whole area and show no correlation. The correlation coefficients in Table 3 verify the adjacent pixel/coordinate distributions in Figure 9, where the correlation coefficients are larger for plain images and significantly reduced and very close to 0 for cipher images. It can be concluded from Figure 9; Table 3 that the presented image encryption scheme can effectively hide the correlation of the plain images.
[image: Figure 9]FIGURE 9 | Correlation of different images (A) Correlation of 2D images plain cube (B) Correlation of 2D images cipher cube (C) Correlation of 3D images plain cube (D) Correlation of 3D images cipher cube.
TABLE 3 | Correlation coefficient of the plain images and cipher images.
[image: Table 3]Information Entropy and Local Entropy
Information entropy is used to measure the amount of information carried by an image. The greater the information entropy of an image, the greater the amount of information it carries, and then the more confusing the image is from a visual point of view. The local entropy of an image can reflect the local features of the image. The information entropy and local entropy are calculated as in Eq. 13, and the test results are shown in Table 4. From Table 4, it can be seen that the information entropy of the cipher images is significantly increased compared to that of the plain images, which are close to the theoretical value of 8. When the test level is 0.5, the theoretical range of local entropy is (7.901515698, 7.903037329) [37]. In Table 4, the local entropy of the cipher images all fall within the theoretical range. The comparison between the proposed algorithm and other algorithms regarding information entropy and local entropy is listed in Table 5 [17, 26, 38–46]. From Tables 4, 5, the designed encryption algorithm is able to mask the effective information of the plain images so that the cipher images do not contain readable information.
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where p(i) is the probability of gray value i, H(STB, L) is the information entropy of the non-overlapping image block STB, L is the image gray level, k = 30 is the number of image blocks, and TB = 1936 is the pixels of each image block.
TABLE 4 | Information entropy and local entropy test results.
[image: Table 4]TABLE 5 | Comparison with other algorithms on entropy.
[image: Table 5]Differential Attack
A differential attack is an attacker who analyzes the change in the cipher images caused by a change in the plain images to attack the encryption algorithm. The number of pixels change rate (NPCR) and the unified average changing intensity (UACI) are used as differential attack test metrics. The plain images are encrypted normally to get a set of original cipher images, and the plain images are slightly changed to get a new set of cipher images. The difference between the two sets of cipher images is measured by NPCR and UACI. The theoretical values of NPCR and UACI are calculated to be 99.6094 and 33.4635%, respectively [47]. A suitable encryption algorithm should have an NPCR greater than or equal to 99.6094% and the larger the better, and the UACI should be close to 33.4635%. To check the ability of the proposed encryption algorithm to resist the differential attack, NPCR and UACI are shown in Table 6. From Table 6, it can be seen that both 2D images and 3D images are used for encryption and the proposed algorithm is resistant to differential attacks. The differential test results of different algorithms are presented in Table 7 [17, 38, 40, 41, 43], where the proposed encryption algorithm is as good as other algorithms in resisting differential attacks.
TABLE 6 | Differential attack test results.
[image: Table 6]TABLE 7 | Comparison with other algorithms on differential attack.
[image: Table 7]CONCLUSION
In this paper, an encryption scheme that can be used for both 2D multiple images and 3D multiple images is proposed. The proposed encryption and decryption algorithm can successfully encrypt and decrypt images regardless of whether the input images are multiple 2D images or multiple 3D images, and regardless of whether the input images are of the same size. The length of the chaotic system iteration is determined by the total size of the multiple images, and the chaotic sequences used for diffusion are determined by the position index of the images. In the algorithm design, the characteristics of the three-dimensional chaotic system are fully utilized, and all chaotic sequences are mobilized to fully participate into the encryption operation. The simulation results of multi-image encryption and decryption verify the ability of the proposed algorithm to encrypt and decrypt images. At the same time, the strong key sensitivity provides a guarantee for the algorithm to resist brute force attacks; the statistical test results demonstrate the ability of the algorithm to resist statistical attacks; the test results of differential attack and the comparison results illustrate that the encryption algorithm can effectively resist the differential attack. The experimental simulations and security tests together prove the effectiveness and practicality of the proposed encryption scheme, which has great application potential.
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