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Quantum conference key agreement (QCKA) allows multiple users to distribute
secret conference keys over long distances. Measurement-device-independent
QCKA (MDI-QCKA) is an effective QCKA scheme, which closes all detection
loopholes and greatly enhances QCKA's security in practical application.
However, an eavesdropper (Eve) may compromise the security of practical
systems and acquire conference key information by taking advantage of the weak
randomness from the imperfect quantum devices. In this article, we analyze the
performance of the MDI-QCKA scheme based on the weak randomness model. Our
simulation results show that even a small proportion of weak randomness may lead
to a noticeable fluctuation in the conference key rate. For the case with finite-key
size, we find that the weak randomness damages the performance of MDI-QCKA to
different degrees according to the data size of total pulses transmitted. Furthermore,
we infer that QCKA based on single-photon interference technology may perform
better in resisting weak randomness vulnerabilities. Our work contributes to the
practical security analysis of multiparty guantum communication and takes a further
step in the development of quantum networks.

KEYWORDS

measurement-device-independent, conference key agreement, weak randomness, finite-
key, security analysis

1 Introduction

Quantum key distribution (QKD) has become the art of two legitimate parties (Alice and
Bob) distributing secret information by virtue of the laws of physics [1]. It has information-
theoretical security regardless of the unlimited computational power of an eavesdropper (Eve)
[2, 3]. Over the past decades, QKD has developed rapidly and made remarkable progress in
terms of theory and practice.

At present, the two-party scheme is the main direction of most theoretical and experimental
works. In fact, multi-party quantum communication protocols have also been proposed and
studied. The quantum conference key agreement (QCKA) [4-7] is one of the most promising
applications that distributes the conference key among multiple parties over a long distance.
Particularly, combing the MDI [8] technology via post-selected Greenberger-Horne-Zeilinger
(GHZ) entangled states [9, 10], allows measurement-device-independent QCKA (MDI-QCKA)
[11] to eliminate all side-channel attacks in detectors and plays a vital role in the construction
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and development of quantum networks. Furthermore, MDI-QCKA
has been studied under different conditions consisting of finite-key
size [12], continuous variables [13, 14], four users with the W state
[15], and device independence [16, 17]. Recently, based on single-
photon interference technology, some new QCKA protocols have also
been proposed in which the conference key rate and transmission
distance are improved greatly [18-23].

In terms of the practical quantum communication system, Eve
may choose quantum devices of state preparation or measurement as
the target of her (his) attack, which may result in bit encoding and
basis selection being modulated not at random [24-27]. Li et al.
proposed a weak randomness model [28-30] to analyze the quantum
state preparation vulnerability in the BB84 protocol. Recently, this
security analysis technology has been applied in the reference-frame-
independent QKD (RFI-QKD) [31], MDI-QKD [32], and sending-or-
not-sending twin-field QKD (SNS TF-QKD) [33]. Under the
condition of weak randomness, the states prepared consisted of
random and non-random parts [28]. States prepared from the non-
random part may lead to the leakage of secret key information to Eve.
In fact, the weak randomness model is also appropriate for the QCKA
for two reasons. First, three communicators (Alice, Bob, and Charlie)
are required in the QCKA to perform quantum state preparation
operation, which has to be affected by imperfections of quantum
devices. Eve may exploit the weak randomness of imperfect devices to
intervene in bit encoding and the basis selection process. Second,
based on the decoy-state method, signal states or decoy states emitted
by Alice, Bob, and Charlie are transmitted in the optical channel. In
this case, Eve may perform attenuation operation to maximize the
leaked information. Consequently, it is necessary to consider QCKA
protocols’ and the practical security of weak randomness.

In this article, we analyze the performance of the decoy-state MDI-
QCKA [11] based on the weak randomness model. First, we analyze
the potential influence of weak randomness on the conference key rate
in the asymptotic case. Second, we analytically derive the formula of
the length of the conference key with finite-key size by exploiting the
Chernoff bound [34-36]. Utilizing the experimental parameters from
Ref. [11], we numerically simulate the secret conference key rate under
the condition of weak randomness. The results demonstrate that the
performance of MDI-QCKA deteriorates rapidly, even with the
fraction of weak randomness. For the case with finite-key size, we
notice that weak randomness damages the performance of MDI-
QCKA differently for different data sizes of total transmitted
pulses, and the impact of weak randomness on the conference key
rate may be greater than the data size of the total transmitted pulses.
Moreover, we compare the results with our previous work and notice
that utilizing single-photon interference technology in the QCKA may
enhance resistance to vulnerabilities of weak randomness.

The remainder of the article is organized as follows: in Section 2,
we describe a decoy-state MDI-QCKA protocol. In Section 3, we
analyze the security of the decoy-state MDI-QCKA protocol based on
the weak randomness model in both asymptotic and non-asymptotic
cases. In Section 4, we present the numerical simulation results and a
discussion. Finally, the conclusion is drawn in Section 5.

2 Protocol description

Here, let us review the three-intensity decoy-state MDI-QCKA
protocol; the description of the protocol is as follows:
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(1) State preparation. Alice, Bob, and Charlie randomly modulate the
oy € A={uyvawat, Py, € B={u,vpwp}, and
y. € C={u,vewe} with the probability of
Pu,> Pvo> Pw, = 1- Pu, = Pva> Puy Pv> Pw, = 1- Pu, = Pwp>
Pup> Pvo> Pw. = 1= Py — Py, tespectively. Here, p,p,) denotes
the signal state, v, denotes the decoy state, 0 denotes the
vacuum state, and p,(p,¢) > Vaep,e) > Wa(p,e) > 0. For bit encoding and

intensities

and

basis selection, Alice, Bob, and Charlie randomly choose a bit
value from K € {0, 1} and select a basis from W € {Z, X} with the
probability of P, and Py, respectively. Then, they send phase-
randomized coherent states to an untrusted fourth party David via
the quantum channel.

(2) Measurement. David performs a GHZ-state measurement of
pulses sent by Alice, Bob, and Charlie and projects the received
pulses into a GHZ state. Here, David only identifies two of the
eight GHZ states: |®}) =1/V2(|[HHH) +|VVV)) and
|®;> = 1/vV2(JHHH) — [VVV)). Meanwhile, David announces
the measurement results to Alice, Bob, and Charlie via an
authenticated channel. Three legitimate members only retain
the raw data of the correct GHZ-state measurement results and

three

legitimate members employ information on the Z basis to
generate the secret conference key and the X basis to estimate

discard the mismatched measurement results. Here,

parameters.

(3) Sifting. Three legitimate members publish their basis and intensity
choices via an authenticated channel. Once they choose the same
basis with Alice’s intensity «,, Bob’s intensity f3,, and Charlie’s
intensity y. David announces a successful measurement event,
and three legitimate members record the number of detected
pulses.

(4) Parameter estimation. First, Alice, Bob, and Charlie calculate the
single-photon counting rate of successful measurement events on
the Z or X basis. Second, they calculate the bit error rate on the X
basis for the intensity combination &S5y, (o, € A, B € B, y. € C).
Finally, they verify the bit error rate of the X basis.

(5) Error correction. Here, we assume that the raw conference key of
Alice refers to the reference raw key. Bob and Charlie perform an
error correction step so that their raw keys match the raw key of
Alice. This error correction operation consumes information at
most Leakgc bits. In order to ensure that three legitimate members
possess the same conference keys, they conduct an error
verification operation.

(6) Private amplification. In order to decrease Eve’s information on
three legitimate members’ conference keys, three legitimate
members also use a random two-universal hash function to
obtain the final conference key pairs (S4, Sg, Sc).

3 Security analysis with weak
randomness

For the security analysis of decoy-state MDI-QCKA under the
condition of weak randomness, hidden variables ¢, {, and ¢ from Eve
are assumed to determine the states which are prepared by three
legitimate members, and Eve should take responsibility for all
abovementioned weak randomness imperfections. The probabilities
of non-random part states prepared by three legitimate members are
P1> 2> and ps. If pyo3) = 1, all conference key information may be
leaked to Eve, that is, R = 0. If p; = p, = p; = 0, Eve cannot obtain
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information theoretically. If 0 < p;;3 < 1, we can apply the weak
randomness model to estimate the maximum quantity of information
stolen by Eve.

Here, we suppose that the binary set of bits S, T, and G prepared by
Alice, Bob, and Charlie, respectively, decide bit encoding and basis
selection. |S|, |T], and |G| represent the order of sets S, T, and G,
respectively. Because of the weak randomness imperfection in the
practical system, the random number cannot be perfectly prepared,
which shows that partial bits belonging to sets S, T, and G are mastered
by Eve. S is made up of a non-random part S; and a random part S,. T
is made up of a non-random part T} and a random part T,. G is made
up of a non-random part G, and a random part G,. This is rational to
assume by considering two scenarios. First, Eve may attack the
random number generator and obtain partial random number
information. Second, the state may be modulated by different laser
diodes from three legitimate members, and Eve may distinguish them

by observing characteristics such as the spectrum and timing
N

18I
at Charlie. However, we cannot

sequence. Here, we define the weak randomness parameter p; =

G
at Alice, p, = IT\ Lat Bob, and p; = ‘lGl\l
ensure that the capability of Eve attacking Alice is identical to her
(him) attacking Bob or Charlie. That is, p;
satisfied.

Under the condition of weak randomness, Eve attenuates the

= p, = p3 is not necessarily

quantum states from random parts S,, T>, and G, with a certain
probability in the channel. For this case, the non-random part
quantum states reach David without attenuation. Here, we assume
that bit errors only come from random parts, and that the states of
non-random part do not generate bit errors. If Eve performs
attenuation and keeps the error rate within a rational range, her
(his) presence cannot be detected by three legitimate members.
Considering signal loss, the non-random probability in David’s side
may be amplified. Consequently, the maximum transmission distance
may compromise, the gain of single-photon on the Z basis may
decrease, and the bit error rate may increase.

3.1 Decoy-state MDI-QCKA with weak
randomness

Based on the weak randomness model, Alice, Bob, and Charlie
prepare quantum states as follows:

PAlzce = pl Z |k ><k IAltce® |k ><k IEve ( _PI)IDAZice ® |2><2|Eve’

kq=0,1
(1)
Py = kz 1K) Ko, @ 1K) (Kol + (1= P2)ppap, ® 12) Clyes
)
Phartic = Z lkee> elcnarte ® 1ke kel
kc=0,1
+ (1= P3)Pchartic ® 129 Clpes 3)

where Eve can obtain information about Alice’s (Bob’s and Charlie’s)
system according to the auxiliary quantum state. For Alice’s (Bob’s
and Charlie’s) system, if Eve’s auxiliary quantum state is
ka» <kalgve (Ikp) <Kol pves k) Ckclpve)s  Eve

conference key information k, (k;, k). If Eve’s auxiliary quantum

may  acquire the

state is |2) (2|gy,, three legitimate members prepare perfect GHZ states
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Paticer PBob» AN Pcpariie: and Eve cannot distinguish between different
quantum states in this case. Compared with MDI-BB84 QKD, the
quantum state prepared and transmitted in the MDI-QCKA is a GHZ
state. The raw key of Alice needs to be determined as the reference raw
key, and the other two parties need to compare and sift their keys. In
addition, the definition of successful gain in the MDI-QCKA is similar
to that of the MDI-BB84 QKD, and the final bit error rate of the MDI-
QCKA is one of the bit error rates calculated by Bob or Charlie.

In the decoy-state MDI-QCKA protocol,
members may prepare signal and decoy states using the same laser

three legitimate

diodes with the same random probabilities p;, p,, ps. Furthermore,
signal and decoy states can also be prepared using different laser
diodes. For this case, signal and decoy states prepared by three
legitimate members can be distinguished with the probabilities p;,
P2 ps. If signal states are distinguished, Eve can perform PNS attack
[37] without being detected, and Eve performs an attenuate operation
in the quantum channel when signal states are not distinguished.

Then, we may estimate the parameters under the condition of
weak randomness. The final conference key rate of the decoy-state
MDI-QCKA can be given by [11]:

- H(e}%)] - H(max{EZP,  EZ4C ) fQZ, ., (@)

where Qf denotes the gain when Alice sends vacuum states while

R:Q§+Q1211[

David gets a successful GHZ state measurement event on the Z basis.
Q7,, is the gain of single-photon states on the Z basis. H(x) = ~log,x —
(I = x)logy(1 — x) is the binary entropy function. Here, the raw
conference key of Alice is assumed as the reference raw key. For the

case of asymptotic data, we can consider that the phase error rate of the

Z basis elZ is equal to the bit error rate of the X basis efX.
fu‘}‘;fy (Ef?fy) is the overall bit errors between Alice and Bob
(Charlie). f is the error correction efficiency and QI4 i, is the
overall gain on the Z basis.
The overall gain and bit error rate can be expressed as
0 00 © n,.m,k
4 _ Hally B¢ ~Uo—tp—H. W
Qyu.“b.u.: - Z Z Z n'm'k'e VY ko 5)
n=0 m=0 k=0 "
[ee] [ee] 00
w W Uity i o Habte BW yW
Ey e L, _Z) ZO ;) nlm'k! " oY ©)
n=u0 m=\ =

where W =X, Z. YW is the yield on the X or Z basis when Alice, Bob,
and Charlie prepare n- photon states, m-photon states, and k-photon
states, respectively, and e i is the bit error rate corresponding to
this case.

The gain of single-photon states on the Z basis can be given by

leu = oy e T Yizll’ %

the gain when Alice sends the vacuum state while David gets a
successful GHZ-state measurement event on the Z basis is given by

Q=+, ®

Considering the condition of weak randomness, the probability of
Alice, Bob, and Charlie preparing non-random part quantum states
are py, p», and ps, respectively. Eve not only attenuates the states in
random parts to amplify the non-random proportion at David’s side
but also controls the probability of attenuation to ensure that she (he)
will not be detected by three members. We assume that Eve only
attenuates the random portion of the single photon, and that multi-
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photons are not actually used to generate secret keys. The probability
of signal loss from the random part is given by

YV = (P14 2+ ps+ prpaps — pip2— pips - PzPs).
1= (p1+p2+ps+pipaps— pr1p2 — p1ps — paps)
)

The non-random proportion of quantum states reaching David’s side

W ~Ha~Hp=H
Plosst = Hablpth€ 70 70 7

can be expressed as

+py+ st - - -
Pl gy = D P PP PR PR E PP TR g

111

The gain of the random part single-photon states which can generate
conference keys on the Z basis can be expressed as

Z 5% z z
Ql’” ZQlll - Q111: 111 (1 - pnanfmndl)’ (11)

where le“ is the gain of the non-random part single-photon states
which cannot generate conference keys. The gain of the random part
single-photon states when Alice sends the vacuum state while David
gets a successful GHZ state measurement event which can generate
conference keys on the Z basis can be expressed as

QO’ 2(2()2 - (i)(f = QOZ (1 - Pfonfrandl)’ (12)

where QOZ is the gain of the non-random part single-photon states
when Alice sends the vacuum state while David obtains a successful
GHZ which
conference keys.

state measurement  result cannot  generate

Considering the attenuation operation from Eve, the value of the
bit error rate e?ﬁ under the condition of weak randomness can be
given by

BX
el = e
1 = X
1- pnonfmndl
BX v X
_ enYiy (13)
Y3y = (p1+ P2+ ps+ prpaps = prp2— pips — paps)

With the method mentioned in [38, 39], we can calculate the value
of Y, and the value of e2X. Then, combining Egs. 11-13, we can
obtain the final conference key rate of the decoy-state MDI-QCKA
under the condition of weak randomness.

3.2 Finite-key analysis with weak randomness

Here, we employ the weak randomness model to analyze the
security of the decoy-state MDI-QCKA and derive formulas for the
lower bound of the successful single-photon gain and the upper bound
of the bit error rate. The final length of the conference keys on the Z
basis can be given by [11, 12]:

I>s%+sBE[1 - H (V)] - Leakse, (14)

where s7 denotes the number of measurement results when Alice sends
the vacuum state while David gets a successful GHZ state measurement
event on the Z basis. % is the lower bound of the successful single-
photon counting rate s%,, and e’V is the upper bound of the bit error
rate ePX on the X basis. Leakpc = H (max {Efﬁsfy;Eﬁsfyc}) fn? is the
amount of the consumed information in the error correction operation. n”
is the total number of detection events when Alice, Bob, and Charlie

prepare states on the Z basis.
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Let sZ

-« be the total number of successful detection events

obtained by David when Alice, Bob, and Charlie prepare n-photon
states, m-photon states, and k-photon states on the Z basis,
respectively. For the intensity combination a,8,y. (a, € A, By € B,
¥ € C), the expected value of n%, can be expressed as

Z

0
= Z VA
Mabe = Z Pabclnmksnmk’ (15)

nmk=0

where pfbc\nmk denotes the conditional probability when Alice, Bob,
and Charlie prepare n-photon states, m-photon states, and k-photon
states on the Z basis, respectively, with the intensity combination
aPrye (o, € A, By € B, y. € C). It can be given by

z Pa
pubc\nmk = ,I,Z’Z - palnpblmpc\k: (16)
nmk

7z _ Z et canbck
where 77, = ZPahc nlmlk!

Bob, and Charlie prepared n-photon states, m-photon states, and k-

denotes the probability when Alice,

photon states on the Z basis, respectively, and p%, is the probability
when Alice, Bob, and Charlie modulate the intensity «,, 85, and y. on
the Z basis. puju ppjms and px are the photon number distribution
probabilities of Alice, Bob, and Charlie, respectively.

On the basis of Eq. 9, we can also derive the probability of random
part signal loss in the case of finite-key size:

oS T (Pt pot ps+ pipaps = pups = Pips = Paby)N.
P N = (prt pat s+ pipaps = pipa = pips — Paps)N
17)
The non-random proportion of quantum states reaching David’s side
can be expressed as

_ 700, (P + P2+ ps + prpaps — prpa — pips — paps)N

w
pmmfmndZ - W
111

>

(18)

where N denotes the total data size of transmitted pulses, W = X, Z.

Taking independent events into account, we exploit the Chernoff
bound [34-36] to calculate the number of practical measurement
events, which can be expressed as

7%, — 1%, | <8 (n%e1) (19)

‘abc abc

with the probability at least 1 — 2¢;, where &(x,y) € [=A, A,
withA = \2xIn(16y~7) and A = \2xIn(y 7).

Furthermore, sX . denotes the total number of the correct
measurement events observed by David when Alice, Bob, and
Charlie prepared n-photon states, m-photon states, and k-

photon states on the X basis, respectively, and vX = denotes the

nmk

corresponding number of bit errors. m%, = denotes the total number

of bit errors when Alice, Bob, and Charlie prepared states on the X
basis and m’ = Z

nm, k=
a?flyc (at € A, e B, yOC € C), the expected value of m} can
be given by

mek- For the intensity combination

X _
Mpe =

Z pz)l(bclnmkvfmk’ (20)

nmk=0

where pifbdnmk denotes the conditional probability when Alice, Bob,
and Charlie prepare n-photon states, m-photon states, and k-photon
states on the X basis, respectively, with the intensity combination
a.Prye (@, € A, B, € B, y. € C). It can be given by
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palﬂPbImPcIk: (21)

nm

X
P abclnmk

X _ X et carhrck
where 7, . = Zpabc nmlk!

Bob, and Charlie prepared n-photon states, m-photon states, and k-

denotes the probability when Alice,

photon states on the X basis, respectively, and pJ  is the probability
when Alice, Bob, and Charlie modulate the intensity a,, 35, and y, on
the X basis, respectively.

For the case of finite sample sizes, the relation between the
expected value and observed value of mY under the Chernoff
bound [34-36] can be established as

|n7£¢)1(hc - mfhci < 6(mfl(bc’ 82)’ (22)

with the probability at least 1 — 2¢,, where 8(x,y) € [-A,A]
withA = \2xIn(16y) and A = \2xIn (y=7).

The number of single-photon detections from a non-random set
which cannot generate conference keys on the Z basis can be

expressed as

§1Z11 :len(l_Pl)(l_pZ)(l_PS)N (23)

The number of single-photon detections from a random set is
supposed to satisfy

51,11 > SIZH (24)

S111 = S111 (1 PnonfmndZ)'

The number of detections from the non-random part when Alice
sends a vacuum state while David gets a successful GHZ state
measurement event on the Z basis can be expressed as

o =10, (1=p) (1= p2) (1= ps)N (25)

The secure single-photon detection from the random part when Alice
sends a vacuum state while David gets a successful GHZ state
measurement event on the Z basis is supposed to satisfy

(26)

! Z,L Z _ ZL Z
So 2SO —S =S (1 - PnonfmndZ)'

The lower bound of the single-photon detection on the Z basis can be

given by
P, P2, P Nig 1y = Pt P, Prive N,
VA ZL _ 7 Ha L7 2y L7 2™ " vp ve b £ 21Vo 7 1IVe ™ iy 2
S ZSim = Tin 5 > (27)
P, v Puie (D1 P, = P, P21,
where
Z,L ZU VA ZU
z _ Manve  Pobvaltuwyyv, Loty wyve _ Poivey vy,
U VbV,
Py PwPvPz  Pw.PwPvPz  PuPu,PrPz  PuPyvPulPz
Z,L ZL §
LPOW,;POanwawbvc p0|l4,1P0|Vcnw,,1/bwc P0|pro|"cn‘uuwhwc
t
Puw,Pw,Pr.Pz Pw.PwPuw Pz Pu,Pw,Pw Pz
Z,L
, 2p0|}4uP0\pr0\Vrnwuwbwc (28)
t
Puw,Pw, P
VAU Z,L Z,L Z,L
2 Mwwe PO M POl PO,
Hallotte Pyap,ubpﬂcpz Z%uapﬂbpmpZ Pﬂggwbpmpz PyupﬂzbgwcpZ
) P0|[43P0|I4hnw;wbyc n p0|llup0|!4cnw,;ybwc " P0|th0\!%ny;wbwc
+
PwapthmPZ PquMwaCPZ Pu,lpwbpwcPZ
Z,U
, 2p0|}4,1p0\!4bp0|}45nwuwbwc' (29)
Puw,Puw,Pw.

The number of successful single-photon detection when Alice sends a
vacuum state while David gets a successful GHZ state measurement
event on the Z basis can be given by
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Z Z z z
n +n +n
SOz o Vabpe | Wolbyve T Waobe | Watc (30)
Poju, T Polv,

where n U is the upper bound and n 1s the lower bound of 1%

abc’
which can be deduced from Eq. 19 by usmg the Chernoff bound.
Considering the attenuation operation from Eve, the value of the bit
error rate eX under the condition of weak randomness can be given by
BX
ro_ ‘i
€1 = X
- p non-rand2
'
_ emY iy 31)

Y3, = (p1+ P2+ ps + prpaps — Prpa— Pips — paps)

where Y%, denotes the successful single-photon counting rate on the
X basis, and it can be given by

X X
YX > YXL pl'}l,;pz‘!lbp“,“cN‘u“vbvc - p”,“apzh’bp“"chuybyc 2
m=4im = > > (32)
P, Pri P (D113, P21, = Pl P21y
where
X,L XU XU XU
X _ M gvove _ DPoiviltu v, v, _ Poiv My, w,ve _ Poivey vy,
vpve
B Dy Py PulPX  PulrPrlX  Pu,PwPrPx  Pu,PuPuw.Px
X,L X,L X,L
, Pol, Pory M, v, . Doy, Polvey, 5, . Polv, Poive?y, iy,
.
PwaPWvacPX Pwan,chPX pyapwbpwcpx
X,L
I 2p0|!4,1p0|"bp0|"cnwawhw[, (33)
Puw,Puw,Puw.
X,U X,L X,L X,L
x o Mwans Po M, PolnMujwu,  Poluh yyw,
Habtpht
% Py, Pu,Pu Px sz]wnpyhpych p}t)a(‘gwmePX Pﬂapgé,gwcPX
LPOWHPOanw;wb,uC + P0|Hupo|ﬂgnw;/4bwc . PO\mPOIm”,A;w,,wC
}
PuwiPuw, Pu.Px Puw,Pu,Pw.Px Py, Puw,Pw.Px
XU
+2po|ﬂapo|l4hp()\!lcnwg,wbwc ] (34)
PuwiPuw,Pu.

Furthermore, the number of bit errors on the X basis is related to

the single-photon detection s, and it can be expressed as

X ArX
VX <K = M0 ) (35)
P P1iv, Py
where
X _ ot Pl _ Paym ey _ Pon Ve
Y Py Py PrPx Pwan,PchX Pvo P, Pr.Px PvaPVwacPX
PotvaPorv, M wyve  PolvaPolvuy vy, Polv, PolvcM WWL
Puw,Puw,Pv.Px Puw.Py, Puw.Px PvoPw, Puw.Px
2olv, POl Polv Mgy, (36)
 Pubube
where mX is the upper bound and m*; b is the lower bound of m% ,

which can be deduced from Eq. 22 by using the Chernoff bound.
Adopting the same calculation method of 5%, from Eq. 27, we can

calculate the number of single-photon detection on the X basis s% ;.

Next, we calculate the theoretical value of the bit error rate on the X

basis
P
BXU _ V1iL
6111<8111 = xr (37)

111

Finally, combining Eqs. 24, 26, 31, we can derive the secret
conference key length of the decoy-state MDI-QCKA under the
condition of weak randomness.
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TABLE 1 List of experimental parameters applied in the numerical simulation.

Here, a denotes the fiber loss coefficient (dB/km), p is the dark count rate of

David’s detectors, 74 is the detection efficiency of the David’s detectors, e, is the
optical misalignment-error probability, fis the error correction inefficiency, and ¢
is the security bound when considering statistical fluctuation analysis.

0.2 107 90 0.015 1.16 107

4 Numerical simulations

In this section, based on the fiber-based channel model and the
experimental parameters in Ref. [11], we simulate the performance of
the decoy-state MDI-QCKA with the effect of weak randomness in
both asymptotic and finite-key size cases.

Here, we define the fiber transmittance of Alice, Bob, and Charlie
as 1, = 107510y, = 107*1/10 and 7, =, respectively, with 107*5</1°,
o = 0.2(dB/km) is the loss coefficient of the standard fiber link, L, is
the fiber length, and p; = 1077 is the dark count rate of David’s
detectors. 17; = 90% is the detection efficiency of David. e, is the optical
misalignment-error probability, and the efficiency of error correction
is f=1.16. R = ¢/N denotes the conference key rate, and N is the total
data size of transmitted pulses. Here, we fix the security bound when
considering statistical fluctuations analysis & = ¢, = &, = 107'%. The list
of numerical experimental parameters is given in Table 1.

In Figure 1, we simulate the performance of the decoy-state MDI-
QCKA in the asymptotic case. Here, we assume that three legitimate
members are symmetrical in the system. p;, p,, p3 = 0 means that
randomness in the quantum-prepared operation is perfect, and py, p,,
p3=107(x =10, 8, 6) means that Eve can master different randomness
information. As shown in the results, we can deduce that the lack of

10.3389/fphy.2023.1101631

randomness on either side will cause information leakage and affect
the generation of the conference key. Although Eve only masters one
party randomness information for p; = 107" and p,, p; = 0, the
maximum transmission distance dropped evidently from 207 km to
149 km. Particularly, when the parameters of weak randomness p;, p»,
p3 = 107, the achievable transmission distance decreases to 132 km.

For the case with finite-key size, we simulate the conference key
rate with the effects of weak randomness as shown in Figure 2. Here,
we fixed the data size of the total transmitted signals N = 10'. The
results show that weak randomness evidently limits the conference key
rate and achievable transmission distance. Although Eve only masters
one party randomness information for p; = 10°%, 107°, 107, and p,,
p3 = 0, the achievable transmission distance decreases to 26, 42, and
49 km, respectively. When the weak randomness parameters p;, pa,
p3=107%107, 107* the achievable transmission distance decreases to
34, 50, and 66 km, respectively.

As shown in Figure 3, the curves from right to left are acquired by
the data size of transmitted pulses N = 10"(x = 15, 14, 13, 12). We can
see that the greater the data size of the total transmitted pulses, the
more obvious the effect of weak randomness. In detail, the achievable
transmission distance decreases to 51.63%, 44.25%, 35.05%, and
23.75% when N = 10", 10", 10", 10", respectively. When the data
size of the total transmitted signals increases, the number of quantum
states attenuated increases. In the practical system, the leaked
information may also increase because Eve can take advantage of
the relationship between the expected values and observed values of
different modulated states.

In order to further analyze the impact of weak randomness in the
case of finite-key size, we consider the conference key rate for N=10",
10" with different weak randomness parameters p, pa, p3 =0, 107*(x =
6, 5, 4). As shown in Figure 4, we can notice that the conference key
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FIGURE 1

100

Standard fiber link (km)

120 140 160 180 200

(Color online) Conference key rate (per pulse) on a logarithmic scale vs. transmission distance in the asymptotic case for p;, 3 = 0, 10™(x = 10, 8, 6). The
solid lines are the results of weak randomness existing in one party, the dashed lines are the results of weak randomness existing in two parties, and the dotted

lines are the results of weak randomness existing in three parties.
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(Color online) Conference key rate (per pulse) on a logarithmic scale vs. transmission distance for p; >3 = 0, 107%(x = 6, 5, 4) and the total number of
transmitted signals N = 10™. The solid lines are the results of weak randomness existing in one party, the dashed lines are the results of weak randomness
existing in two parties, and the dotted lines are the results of weak randomness existing in three parties.
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FIGURE 3
(Color online) Conference key rate (per pulse) on a logarithmic scale vs. transmission distance for p;,3 = 0, 10~ and different total numbers of
transmitted signals N = 10*(x = 15, 14, 13, 12). The solid lines are the results of p1,3 = 0, and the dashed lines are the results of p1,3 = 107°.

rate lines for N = 10" and N = 10'* overlap approximately when the Finally, let R(p) be the conference key rate with weak randomness
weak randomness parameters are py, p,, p3 > 107°. We also deduce that ~ and R(0) be the conference key rate without weak randomness. The
the impact of weak randomness on the conference key rate is stronger  relationship between R(p)/R(0) and transmission distance for p;, p,,
than the total data size of transmitted pulses when p,, p,, p5 > 10, p3; = 0, 107 and N = 10" is shown in Figure 5. Compared with our
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(Color online) Conference key rate (per pulse) on a logarithmic

scale vs. transmission distance for p; 3 = 0, 107(x = 6, 5, 4) and different
values of N = 10, 10, The solid lines are the results of N = 104, and the
dashed lines are the results of N = 10**.
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(Color online) R(p)/R(0) vs. transmission distance with py, p2, p3s = 0,

107 and N = 10'. The red lines are the results of SNS TF-QKD, the blue
lines are the results of MDI-QKD, and the black lines are the results of
MDI-QCKA.

previous studies on MDI-QKD [32] and SNS TF-QKD [33], we can
find that MDI-QCKA is more susceptible to weak randomness. In fact,
all three legitimate members need to prepare quantum states in the
practical MDI-QCKA system, and it is more difficult to protect
random information than the other two. In addition, we notice
that SNS TF-QKD can better resist weak random imperfection and
realize longer transmission distance; therefore, we suspect that QCKA
based on single-photon interference technology may perform better in
resisting weak randomness, which deserves further study.

From the simulation results presented previously, we can find
that the security of MDI-QCKA is sensitive to weak randomness in
both asymptotic and finite-key size cases. Furthermore, we find that
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weak randomness damages the performance of MDI-QCKA to
different degrees for different data sizes of the total transmitted
signals. Finally, we conclude that QCKA based on the single-
photon technology may be better resistant to weak random
vulnerabilities.

5 Conclusion

In conclusion, we employ the weak randomness model to
analyze the security of the decoy-state MDI-QCKA and study
the performance of the decoy-state MDI-QCKA in both the
asymptotic case and non-asymptotic case. The simulation results
demonstrate that the weak randomness of the practical QCKA
system is non-negligible. The conference key rate and achievable
transmission distance will be significantly compromised due to the
attenuation operation of Eve. Moreover, we find that weak
randomness impacts the conference key rate differently for
different data sizes of transmitted pulses and the impact may be
greater than that of the data size of transmitted pulses in some
cases. To avoid such a vulnerability risk in a QCKA system, two
approaches can be considered. First, protecting randomness
information from leakage. Second, the risk of the side channels
at the source should be reduced and distinguishability of the
quantum states in all degrees of freedom should be avoided.
Compared with our previous work, we infer that QCKA based
on single-photon interference technology may have more
development prospects in resisting weak randomness, which is
also our future research direction.
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