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A sweeping computational ghost imaging (SCGI)-based encryption system is intended for increased data security and speedier data transport. SCGI is combined with steganography and cryptography processes in this system. SCGI requires fewer shots, resulting in faster image capture, transmission, encryption, and decryption. This strategy also results in smaller, more compact data packages and higher bitrates. Least significant bit (LSB) uses steganography to conceal the hidden picture. In the case of Rivest–Shamir–Adleman (RSA) encryption, public and private keys are generated via a one-way function based on bucket values. Encryption is performed on two levels, with an asymmetric approach divided into three sub-items that significantly increase encryption. Surprisingly, the method uses fewer pictures for image reconstruction, resulting in faster image reconstruction. SCGI promises applications in an extensive number of data encryption sectors since this technology leads to smaller data packages and higher bitrates. The presented approach is examined using the number of pixel change rate (NPCR), normalized root mean square (NRMS), peak signal-to-noise ratio (PSNR), and correlation coefficient (CC), which indicates constant encryption improvement. We experimentally and situationally demonstrate our findings under eavesdropping, which prove the resistance and robustness of our methods. In optimal settings, this innovation enhances encryption by up to 90% when compared to traditional encryption methods.
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1 INTRODUCTION
Ghost imaging (GI) is a relatively new imaging technique. An optical beam is divided into two arms in GI: a reference arm that is routed to a charge-coupled device (CCD) detector to record the spatial pattern and an object beam that illuminates the object and is reflected to a bucket detector that records a single intensity value. The second-order correlation of these two arrayed and single-value intensities [1–4] yields the picture. GI has various applications, including 3D imaging [5, 6], X-ray imaging [6, 7], face recognition [8, 9], imaging in turbulent medium [10], and data encryption [11, 12]. Pittman et al. [13] demonstrated the first GI using quantum entanglement in 1995. Later, Boyd et al. [14], in 2002, captured GI from a pseudo-thermal source. Computational GI (CGI) was introduced by Shapiro [15] by using a spatial light modulator (SLM) [16] or digital micro-mirror device (DMD) [17] rather than measuring the intensity profile of the reference arm with a CCD. The primary concern with GI is its low speed, which results in longer capture times when compared to those of other imaging methods. In order to address these obstacles, our group developed the sweeping CGI (SCGI) approach in 2019 [18]. In each shot, randomly generated CGI matrices were modified to have an all-bright row or column, and the position of these bright rows or columns was swept horizontally or vertically throughout the illumination matrix. Our technique may increase the imaging speed of moving objects by 22–4,000 times [19, 20]. Furthermore, because SCGI requires a predetermined number of shots equal to the sum of numbers of rows and columns of the randomly generated matrix, the photos are taken instantaneously.
One of the most crucial conditions for dependable data exchange is a secure and impermeable connection. Approaches including digital signatures, authentication, data masking, and sharing have made considerable strides in preventing or restricting unauthorized access to photographs. Raw data, compressed data, and comprehensive data encryption are the three methods of data encryption that have been in use since 1980 [21]. Data encryption can be carried out symmetrically or asymmetrically. The encryption and decryption keys are only accessible to the transmitter and receiver under symmetric situations. However, in asymmetrical situations, only the intended user has access to the decryption key [22]. Asymmetric data encryption is typically accomplished using Rivest–Shamir–Adleman (RSA) encryption [23, 24]. Steganography is a kind of data encryption in which data are hidden or inserted into a picture, audio, or video [25]. The phase, intensity, and wavelength of light are used in optical data encryption [26–28]. Recently, a number of optical encryption strategies have been introduced, including GI encryption, chaotic encryption [29], and dual random phase encryption [30]. The first optical data encryption method based on CGI was introduced by Clemente et al. [26]. Our team [12] proposed CGI-based grayscale and color optical encryption in 2012. We used selective CGI to confirm optical encryption once again [11]. High-performance optical encryption based on CGI, fast response codes, and a compressive sensing technique was proposed by Shengmei et al. in 2014 [31]. Leihong et al. improved the practicality, security, and robustness of the suggested encryption system earlier this year [32] by developing GI public key cryptography. In 2019, [30] Dawei et al. revealed double-layer GI optical information encryption and improved security.
We apply RSA and steganography techniques to encrypt GI data [33, 34]. In RSA encryption, public and private keys are used to exchange data. The one-way function is used in these techniques. The American Standard Code for Information Interchange (ASCII) is used to convert data into binary images. Three steps and two layers comprise the encryption process. In steganography, the cover image conceals the picture’s contents in one of two ways: either it is chosen at random or from the SCGI. The suggested methods quickly and securely encrypt data, paving the way for SCGI applications in steganography and cryptography [35].
We compute the normalized root mean square (NRMS) for various eavesdropping percentages in order to assess the robustness of the encrypted ghost image. The amount of the error for an unauthorized user who has learned some of the secret key’s components through eavesdropping is provided by NRMS [12]. To quantify the link between two variables, statistical analysis tools like the correlation coefficient (CC) are used. This characteristic shows how the suggested encryption technique is strongly resistant to statistical attacks [41]. The most used metric for assessing the resistance of picture encryption methods and ciphers to differential assaults is the number of pixel change rate (NPCR) [37]. The encryption’s resistance to various attacks is calculated using NPCR, NRMS, and CC under different eavesdropping percentages for simulation and experimentation. In addition, the PSNR evaluates the quality of two images. A higher PSNR value provides a higher image quality [39].
2 PROPOSED METHODS
In this section, first, a full introduction to the SCGI theory and its application to the encryption process is given. The RSA cryptography method is exclusive, followed by steganography.
2.1 SCGI theory
By manipulating the illuminating random patterns, SCGI [18] creates a row or column of bright pixels that stand out against the intensity of the background. A bucket detector monitors the amount of light that is transmitted or reflected after the beam strikes the target. The light line sweeps the entirely random pattern in each image by moving to the next line. The sum of the rows and columns, therefore, defines the overall number of shots. For instance, [image: image] shots would be necessary to sweep an [image: image] matrix. The reference beam intensity profiles are designated Sr for row (vertical) scanning and Sc for column (horizontal) scanning in each sample. The horizontal and vertical sweeping images are obtained individually as Gr and Gc matrices through the correlation between the bucket detector intensities and random patterns (intensity profile) as [15, 36] in Eq. 1. Gr and Gc are produced by row and column random patterns that are called Sr and Sc, respectively.
[image: image]
[image: image] stands for the intensities measured by the bucket detector, and [image: image] is the ensemble average. [image: image] stands for the intensity profile of the input field, and [image: image] is the number of shots. [image: image] (bucket detector intensity) is calculated by the following equation:
[image: image]
where [image: image] is the object function.
In addition, Gc1 and Gr1 are defined considering a row from Gc and a column from Gr [18]; indeed, Gr1 and Gc1 are row and column matrices, respectively, and a and b are arbitrary row and column numbers from Gr and Gc, respectively:
[image: image]
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The final gray image Gfinal was reconstructed by the cross-product of Gc1 to Gr1; in fact, the size of Gfinal is equal to [image: image]:
[image: image]
SCGI can be applied to both horizontal and vertical images. The SCGI system is shown in Figure 1 as random sweeping patterns [image: image]. The target (two slits) is projected with random patterns [image: image], and the detector measures the transmitted intensities (Eq. 2). Combining the intensities and random patterns in Eq. 1 results in images. Random patterns are distinct from earlier GI methods in this regard. The matrix that follows shows erratic patterns in Eq. 6. Vertical and horizontal lines have high intensities, like 10, whereas backgrounds ([image: image]) have random values between 0 and 1 that are produced by a computer.
[image: image]
[image: Figure 1]FIGURE 1 | Encryption general diagram based on SCGI and row and column sweeping.
According to Eqs 3, 4, the line shifts one pixel either vertically or horizontally in each frame. The most possible number of imaging shots is 128; 64 for reconstructed images created using a row sweep and 64 using a column sweep. In addition, the final image is produced by Eq. 5.
The data were encrypted by SCGI using steganographic and cryptographic techniques. The asymmetric and steganography systems are displayed in Figures 1, 2. The generic encryption strategy for SCGI shown in Figure 1 uses keys that reflect the random pattern (S) with a bright row (Sr) or column (Sc) and is determined by the public and private key sections. The bucket intensities for the row and column random patterns are Br and Bc, respectively. The blue and red arrows indicate the two-row and -column stages of the SCGI method, respectively. The red path produces a picture via column sweeping (Gr), as opposed to the blue path’s image delivered by row sweeping (Gc). Yellow lines show Gc1 and Gr1 (Eqs 3, 4) and Gfinal reconstructed by the cross-product Gc1 and Gr1. The public and private keys for SCGI encryption can be either random patterns (Sr and Sc) or bucket intensities (Br and Bc).
[image: Figure 2]FIGURE 2 | Depicts the first (large pictures) and second (small pictures) steganography technique in SCGI which [image: image] and [image: image] choose the cover image and secret image, respectively (small pictures). An LSB is embedded in the process that makes the stego image, which is then sent to the receiver for decryption, the LSB apply on the stego object. In addition, a secret image is detected by it, and both images need to reconstruct the SCGI image in SCGI by a cross operator in Eq. 5.
2.2 Steganography process
Steganography is a technique for concealing text such that only the sender and recipient may see it in any digital medium, including images, videos, and audio [25]. Two messages (pictures), one to serve as the cover and the other as the disguised image, are needed, as shown in Figure 2. The least significant bit (LSB) method, which is the quickest technique to covertly implant information, is a steganography key. This fundamental LSB embedding technique is easy to compute and can incorporate a large amount of data without compromising the quality. Figure 2 illustrates the specifics of the used strategy:
Both binary and colored images were used for steganography (Figure 2). For large photos, an SCGI image is selected as the cover, and a simple LSB-inserted hidden image is added to the cover. The LSB, which is located on the rightmost byte, has little bearing on the values of the other seven bits. Therefore, the LSB hinges on swapping the final bits of the cover picture’s pixels with those in the secret image without the cover image noticeably changing. As a result, the final image was created using the LSB, the cover, and concealed photographs. The intended receiver is then contacted by SCGI. When dealing with large photographs, the hidden image can be extracted from the stego image by using LSB. After LSB image extraction and subsequent SCGI application on two photos (small pictures in Figure 4), the cover and concealed images are rebuilt for tiny pictures using column sweep (Gr) and row sweep (Gc), and the final image reconstruction takes place in a binary scenario.
Steps of steganography:
➢ Select a cover image from SCGI images
➢ Choose secret data (binary/gray/color image)
➢ Divide the color image in RGB
➢ Embed LSB as a stego key
➢ Produce a stego image and send to the receiver by channel
➢ Receive the stego image by the user
➢ Apply the LSB to the stego image
➢ Merge color images (large case)
➢ Find the secret image and cover image separately (small case)
➢ Apply Equation 5 to find the SCGI image (small case)
2.3 RSA cryptography process
The cryptography method is shown in Figure 3, which is an asymmetric algorithm with both public and secret keys (such as RSA). All users are visible to the general public, but only the sender and recipient have access to the secret keys. This research uses this kind of cryptography.
[image: Figure 3]FIGURE 3 | Asymmetric cryptography framework by two different keys.
The process of converting a message from a readable form at the transmitter end to an incomprehensible form at the recipient end is known as cryptography, and it is used in bucket detector intensity. Symmetric and asymmetric systems are two subcategories that can be distinguished. Public and private keys (both the sender and the recipient have access to the latter) are the foundation of asymmetric encryption [23, 24]. The American Standard Code for Information Interchange (ASCII) is used in both the encryption and decryption processes.
To rebuild the final image in SCGI, the bucket detector channel must correspond with its random matrices. The bucket values supplied to the intended user are in the form of a [image: image] random matrix (T) generated using the RSA technique. The maximum ASCII values are represented by the size of [image: image], which means that the size of [image: image] should be bigger than row and column values. Here, [image: image] equals 40,000, and matrix (T) equals [image: image].
The mechanism behind the RSA algorithm that shows us public and private keys:
➢ Select two prime numbers P and Q
➢ Calculate n = P * Q
➢ Need [image: image] = (P-1) * (Q-1)
➢ And select e that must be
  • An integer
• Not be a factor of n
• And [image: image]
➢ Calculate d that d*e = 1 mod [image: image]
3 RESULTS AND DISCUSSIONS
In this work, three parameters for evaluating the encryption of images were developed: NPCR, Eq. 8 NRMS, Eq. 9 and correlation coefficient (CC), Eq. 10 and PSNR Eq. 13 was chosen to investigate the image quality. For quantitative comparisons and to measure the encryption level under different eavesdropping settings, the number of pixel change rate (NPCR) was determined as follows [37]:
[image: image]
[image: image]
where [image: image] and [image: image] indicate the ciphertext before and after pixel modification in the original image Eq. 7. D is a 2D array of pixel numbers in the ciphertext. The NPCR gives the absolute values of pixels that survive various assaults, ranging from 0 to 1. The encryption system’s lowest and highest degrees of security are represented by NPCR = 0 and NPCR = 1, respectively [31]. In this study, [image: image] and [image: image] are encrypted and non-encrypted pictures, respectively. The normalized root mean square (NRMS) is also calculated to evaluate the robustness of the encrypted ghost imaging under eavesdropping [12]:
[image: image]
where [image: image] and [image: image] are the intensities of the decrypted and original images, respectively. For more assessments, NRMS is computed for gray and binary images at both simulation and experimentation.
The correlation coefficient (CC) is used to measure the relation between two variables. In cryptography, they are plaintext and its encryption (ciphertext). This factor demonstrates resistance against attacks. The CC is measured by the following equation [41]:
[image: image]
where x and y are variables of the plaintext and ciphertext. [image: image] and [image: image] Eq. 11 are measured by the following equation:
[image: image]
In addition, [image: image] and [image: image] Eq. 12 are standard deviations of x and y, respectively:
[image: image]
It has a value between 1 and –1. If the CC equals 1 and –1, plaintext and ciphertext are identical, indicating weak encryption. If it becomes 0, the plaintext is completely different from the ciphertext, indicating strong encryption.
The PSNR is chosen for evaluating the quality of images in steganography [39]:
[image: image]
[image: image]
where [image: image] and [image: image] are pixel size, [image: image] is the maximal in the image data, and MSE stands for the mean squared error between two images that include [image: image] and [image: image] Eq. 14.
We used two binary and grayscale objects for imaging in SCGI, and both of them are “TII.” Figure 4 shows two binary and grayscale images detected using the SCGI method, with columns denoting the original image, row sweeping, column sweeping, final image, and intensity of the 30th line of final reconstructed images, in that order. The random patterns show the primary difference between GI and SCGI. The brightest cells in the GI have fluctuating intensities, but the SCGI has stable values.
[image: Figure 4]FIGURE 4 | Reconstructed images based on grayscale and binary images. (A) Original image. (B) Image by using row sweeping Gc (corner image). (C) Image by using column sweeping Gr (corner image). (D) Final GI Gfinal. (E) Intensity of the 30th line of final reconstructed images for detection of binary and grayscale images.
In the experiment, we built up SCGI setup by Figure 5. A projector (SONY VPL-DX120) with a resolution of 1024 × 768 is available to apply sweeping random patterns (Sr and Sc) that are produced by a computer to the object ([image: image]) (double slits). The transmitted intensity is collected by the lens on the CMOS detector with [image: image] pixels, and [image: image] is measured by using a detector. Then, the image of the object is recreated using equations 1 to 5.
[image: Figure 5]FIGURE 5 | Figure of the computational ghost imaging setup by sweeping random patterns.
In the initial phase of the steganography process, the final and SCGI images are covered and buried [image: image] images (Figure 6i). Because of the limits of SCGI in reproducing the whole picture, using this approach only allows the transmission of one image (including color images). As illustrated in Figure 6ii, in the second phase of steganography, Gr chose Gc as the cover and Gc as the concealed image. The LSB code is then incorporated in the hidden image of the cover image for concealment. The receiver receives the stego image, extracts the LSB, and searches for the concealed image. The final image is inserted using the SCGI approach. The PSNR parameter assesses the quality of the recovered image as well as the secret image.
[image: Figure 6]FIGURE 6 | Results of steganography and PSNR. (i) First stage for color images, and (ii) second stage for grayscale images. Numbers indicates PSNR values. (A) cover image. (B) secret image. (C) stego image. (D) recovered image.
In the first stage, the cover image is picked from SCGI and then at random in the second stage, with both Gc and Gr hidden in the adoptive image. As shown in Figure 6, the steganography system results show that the concealed image is totally hidden within the cover image and is never visible. PSNR values for color and grayscale image steganography are 13.08 and 12.99, respectively.
Next, asymmetric SCGI-based encryption was carried out. As a result, P and Q are chosen using the Agrawal–Kayal–Saxena algorithm [40], a decision-making process for primality testing, such that they are 37 and 19, respectively. [image: image] and [image: image] are the respective public and private keys, and [image: image] is equal to 703. Therefore, [image: image] becomes 648 and e is selected as 17 and [image: image] is calculated based on the relation that is 305. The encrypted message is [image: image]. The sender calculates public key as [image: image], and the receiver acquires messages by private key [image: image], which are 330350288 and 123, respectively.
Here, value ([image: image] determine the row/column of the T matrix in such a way that odd digits of c select for row (30528) and even for column (3308). The size of T should be bigger than the maximum values of rows and columns, and we chose 40,000 for the T matrix. Hence, [image: image] is located in (30528, 3308) in the T matrix.
In the RSA process, data are encrypted in two layers. The first layer is a one-way function, and the other is carried out by getting values in the T matrix.
Asymmetric systems are used to demonstrate an applied encryption diagram in Figure 3. In the first method, row and column data of the reconstructed image are encrypted together [image: image], and the second [image: image] and third [image: image] methods are performed one-by-one. Since the first case only has one stage and the second and third cases each have two stages, an attacker would need to have two times the data from the first case to decrypt the second and third cases. The RSA procedure is used to accomplish encryption on this matrix after that. The modeling findings based on the RSA algorithm are shown in Figures 7, 12.
[image: Figure 7]FIGURE 7 | Simulation results with the asymmetric encryption system. (A) Encrypted by RSA and (B) decrypted images.
In modeling, in Figure 7, for the “TII” object, the third column shows a rebuilt image in its encrypted and decrypted states, while the fourth column shows the image’s binary reconstruction, which recovers a high-contrast binary image by applying a post-processing method to a grayscale image that has been reconstructed. The binary function threshold is set to the lowest intensity in the grayscale image, and intensity values above and below this threshold are set to 1 and 0, respectively, to carry out the process.
In addition, NPCR results for the encrypted image versus eavesdropping percentage are depicted in Figure 8 for a) Gk, b) Gc and Gr, and c) Gr or Gc. The NPCR shows the difference between pixel values in the original and encrypted images displayed in Figure 11. The difference between the original and encrypted images is 0.7 and 0.6 after 100% of the original image’s information has been revealed, demonstrating that the NPCR in case b is higher than that in other cases, whereas in cases a and c, it becomes 0, indicating that the attacker has fully realized the information.
[image: Figure 8]FIGURE 8 | NPCR of the simulation results by encryption variables: (A) Gk, (B) Gr and Gc, and (C) Gr or Gc.
In Figures 9, 10, the NRMS is calculated for binary and grayscale encryption images, respectively. In example b, NRMS has the greatest number, which means the robustness of case b against the attacker is 0.6 and 0.7 after 100% eavesdropping; however, in the others, it is 0.
[image: Figure 9]FIGURE 9 | NRMS of simulation results for binary images versus encryption variables: (A) Gk, (B) Gr and Gc, and (C) Gr or Gc.
[image: Figure 10]FIGURE 10 | NRMS of simulation results for grayscale images versus encryption variables: (A) Gk, (B) Gr and Gc, and (C) Gr or Gc.
Figure 11 depicts decrypted binary and grayscale images in the simulation case for three encryption scenarios, with eavesdropping percentages ranging from 0% to 100%. The first two examples show the image in its entirety, but the third example never does. The attacker was unable to find crucial data to decode as a result.
[image: Figure 11]FIGURE 11 | Decrypted binary and grayscale images in the simulation case from 0 to 100 percentage of eavesdropping in Gk, Gr or Gc, and Gr and Gc.
The CC is determined for eavesdropping 0% and 100% for three scenarios and binary and grayscale images in the Table 1 to assess resistance against the attacker. It demonstrates that even after complete eavesdropping, Gr and Gc have a great resistance to attackers.
TABLE 1 | Correlation coefficient for the decrypted image in the simulation case.
[image: Table 1]In the experiment, double slits (II) is selected as the object ([image: image]. It is encrypted by the RSA method. Figure 12 demonstrates the encrypted and decrypted images for Gk.
[image: Figure 12]FIGURE 12 | Experimental results obtained with the asymmetric system [18]. (A) Encrypted by the RSA algorithm and (B) decrypted images.
The results of the experiment are displayed in Figures 13–15. The poor NPCR in Figure 13 results in higher eavesdropping percentages, as can be observed in cases a and c; however, in case b, even if all data were destroyed, an attacker would not be able to access information, as can be shown in case b, which shows stable protection from 0% to 100% eavesdropping with 0.96.
[image: Figure 13]FIGURE 13 | NPCR of experimental results versus encryption variables: (A) Gk, (B) Gr and Gc, and (C) Gr or Gc.
[image: Figure 14]FIGURE 14 | NRMS of experimental results for binary images versus encryption variables: (A) Gk, (B) Gr and Gc, and (C) Gr or Gc.
[image: Figure 15]FIGURE 15 | NRMS of experimental results for grayscale images versus encryption variables: (A) Gk, (B) Gr and Gc, and (C) Gr or Gc.
Figures 14, 15 show the NRMS values for the experimental results in binary and grayscale imaging instances, respectively. The location of the values and the one-way function must be known to the attacker in order to decode the data. Data security is low in situation a, where an attacker may find large volumes of data with ease; moderate in case c; and high in case b.
Figure 16 exhibits decrypted images, which, for three various eavesdropping techniques, range from 0% to 100%, from the first to the last row, and they are shown for experimental conditions. The results demonstrate that the Gr and Gc approaches are more secure than the others since and that even in a 100% eavesdropping scenario, an attacker was unable to obtain information about the original image. The results are compared to past data in the literature [11, 12, 23, 38] to validate that increased security, speed, and reduced data packing were accomplished under the same eavesdropping percentages. Our results had almost the same security as those from our prior investigation in [11], with the exception that they were realized with fewer shot counts in the current investigation. NRMS in the eavesdropping 30% in [11] is 0.25, but it is 0.95 in the present study in the best case. The NRMS in [12] with a 70% loss is 0.11; however, in our analysis, it is roughly constant at 0.95, indicating that an attacker can only retrieve 15% of the data after a 70% loss. In conclusion, the Gr and Gc methods of the RSA algorithm, which separately encrypt the row/column data of the rebuilt images, have the highest security with NPCR and NRMS values.
[image: Figure 16]FIGURE 16 | Decrypted binary and grayscale images in the experimental case from 0 to 100 percentage of eavesdropping in Gk, Gr or Gc, and Gr and Gc.
Table 2 indicates that for three instances, binary and grayscale images in the experimental genres, the CC for eavesdropping is between 0 and 100 percent. Gr and Gc scenarios have strong resistance against attackers due to their values of 0.3335 and 0.3443 for 100% eavesdropping, respectively.
TABLE 2 | Correlation coefficient for the decrypted image in the experimental case.
[image: Table 2]The speed for SCGI, GI, DCSGI [42], and CGISR [43] is shown in Table 3. It can be seen that the SCGI speed is 3.3 times GI in the same quality. Visibility is a quality parameter for evaluating images. Zhang et al. [42] used 4,500 measurements in DCSGI to reconstruct a picture with [image: image]; our method is approximately 18 times faster for an image of this size. Furthermore, Sui et al. demonstrated encryption using computational ghost imaging with sparse reconstruction (CGISR) [43], with results shown in Table 3. By comparison, our method’s CC and PSNR scores outperform that of CGISR. In addition, Zhao et al.’s [44] work on encryption orbital angular momentum by ghost imaging (OAMGI) demonstrated that the maximum PSNR is almost 15 for results with 4,000 shots.
TABLE 3 | Comparison between SCGI and other methods considering the shots, visibility, time, CC, and PSNR.
[image: Table 3]4 CONCLUSION
We introduce SCGI and encryption methods which require fewer shot numbers to deliver high security. Faster image capturing and smaller data package sizes are made possible by this advantage. In SCGI, the final image is reconstructed by row and column sweeping of binary and grayscale images. Steganography and RSA cryptography technologies with SCGI have been used for data encryption and transferring. For evaluating the encryption security level, NPCR, NRMS, and CC parameters were measured and PSNR was used for assessing the quality of images. In the steganography system, secret binary and color images were concealed in the cover image that was reconstructed by SCGI by using the LSB. PSNR values demonstrate that the initial and final images have the best quality, and they could not be distinguished from each other; furthermore, secret images were concealed in the SCGI images and finally reconstructed by the SCGI equation. In the cryptography process, public and private keys in the RSA method were described using a one-way function. The RSA technique is applied to the bucket detector (or reconstructed images by column and row sweeping in the SCGI) which is produced by SCGI. SCGI has two series of bucket detector values, and we can divide encryption into three items. Three sub-items (Gr and Gc, Gr or Gc, and Gk) based on reconstructed images by column and row sweeping in the SCGI consisted of our cryptography approach. Therefore, NPCR and CC evaluating parameters prove that one item (Gr and Gc) has strong security with increasing eavesdropping percentage and NRMS shows that it has strong robustness than other sub-items because of durable values. The introduced approach only needs a small number of shots to reconstruct an image, for data processing, and imaging, which boosts imaging speed compared to that in the previous studies, resulting in smaller data packages and faster communications. These advantages suggest the widespread application of sweeping ghost imaging encryption among data security technologies. We believe that cryptography and steganography encryption by SCGI can provide a new perspective on information security. The encryption of 3D color images will be our next study outlined by this new method.
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