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Driven by the digital wave, the security and efficiency of financial management networks are key factors determining the competitiveness and sustainable development of enterprises. Faced with complex and ever-changing network threats in multi-server environments, traditional static security strategies are no longer sufficient to meet the security needs of modern enterprises. It is particularly important to develop a security protocol that can adapt to environmental changes and defend against potential threats. Therefore, we propose a lightweight adaptive security protocol for financial management networks in multi-server environments. This protocol uses a hash function to negotiate session keys at low computation and communication overhead, effectively protecting the transmission security of confidential messages. In addition, informal and formal analysis proves that this protocol has high security and can resist various network attack methods. We demonstrate the efficiency of the protocol in practical applications through performance comparisons. It not only has low communication overhead and good computational efficiency but also achieves lightweight message transmission, making it easy to deploy and use in multi-server environments.
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HIGHLIGHTS
• We propose a lightweight adaptive security protocol for financial management networks in multi-server network environments.
• Informal and formal analysis methods are used to analyze the specific security of the protocol.
• Through performance comparison, it is proven that this scheme has low communication overhead and good computation overhead.
1 INTRODUCTION
Financial management is the core link of enterprise operation in today’s digital age. Its security and efficiency are directly related to the survival and development of the enterprise [1]. With the rapid advancement of technologies such as cloud computing and the Internet of Things (IoT), enterprise financial management systems are gradually transitioning from traditional single-machine or LAN models to multi-server, cross-regional, and high-concurrency network environments [2]. This transformation not only greatly enhances the flexibility and real-time performance of financial management but also poses unprecedented challenges to the security of the system. The accompanying network information security issues constantly threaten the privacy and security of information in our communication process [3]. The identity authentication key protocol designed based on cryptography can enable users to securely enjoy the convenience brought by network services and effectively ensure network information security [4].
With the expansion of enterprise scale and the globalization of business, financial management systems become increasingly complex. The amount of data that needs to be processed has exploded, with extremely high requirements for real-time, accurate, and secure data [5]. To address these challenges, enterprises adopt multi-server architectures and improve system stability and reliability through technologies such as load balancing, data redundancy, and disaster recovery backup. However, while a multi-server environment brings convenience, it also exacerbates the difficulty of security management [6]. The financial management network in a multi-server environment faces complex and ever-changing network threats, including but not limited to data breaches, illegal access, service interruptions, and advanced persistent threats [7]. Once these risks become a reality, they cause incalculable economic losses and reputational damage to the enterprise.
Traditional static security strategies are no longer effective in dealing with increasingly complex and ever-changing network attack methods [8]. Therefore, developing a financial management network security protocol that can adapt to environmental changes and intelligently identify and defend against potential threats has become the key to ensuring the security of enterprise assets and promoting sustainable business development. Traditional security protocols are designed for a single server [9]. When a user needs to request network services, providing authentication factors such as identity and password to the single server can obtain the service requested by the server. Due to the rapid development of the network, there are a large number of servers in the current Internet environment [10]. When users want to request services, they need to register with all the requested single servers. Then, users need to remember all the authentication factors, such as identity and password verification, when registering. This is obviously a huge resource burden for users, and there are extensive illegal attacks on the public channel of communication between users and servers [11]. It is very likely that a set of user identity or authentication factors are disclosed and attacked, thus affecting the security of other systems. This is undoubtedly a huge security risk. The factors that must be considered when designing security protocols for different multi-server network environments are also different [12, 13]. Therefore, in the design process of security protocol in a multi-server environment, it is not only necessary to meet the security requirements of the application environment but also to balance computational and communication costs to achieve better performance.
Especially driven by the current global wave of informatization, as the core support for enterprise operations, enterprise financial management systems are undergoing unprecedented changes and challenges. With the expansion of enterprise scale and the globalization of business, traditional financial management models are no longer able to meet the high requirements of modern enterprises for data processing speed, system stability, and information security [14]. In a multi-server environment, financial management systems not only need to handle massive amounts of financial data but must also ensure the security and integrity of these data during cross-regional and cross-network transmission [15]. An adaptive security protocol can automatically adjust security policies according to changes in the network environment to effectively resist various network attacks. It ensures the security and integrity of financial data. At the same time, the protocol can optimize system performance and enhance user experience while ensuring security. Our main contributions are summarized as follows.
(1) Considering the requirements of financial management networks in multi-server network environments, we propose a lightweight adaptive security protocol. In this protocol, both communication parties need to register at the control server and then engage in security negotiations. Through a hash function, this protocol can negotiate session keys with lower computational and communication costs. This protects the transmission of confidential messages and enhances communication security.
(2) This protocol adopts both informal and formal analysis methods to analyze the specific security of the protocol, which strongly demonstrates the high security of this protocol. Through performance comparison, it is proven that this protocol has low communication overhead and good computation overhead. Lightweight message transmission is convenient for practical applications. This protocol achieves security and practicality and is more appropriate for multi-server environments.
The other parts of the article are described. Section Ⅱ and Section Ⅲ systematically review the current research status in related fields. Section Ⅳ comprehensively introduces the design ideas, specific implementation steps, and key technical details of the security protocol. Section Ⅴ and Section Ⅵ, respectively, focus on the security verification and performance analysis of the protocol. Finally, Section Ⅶ is the summary.
2 LITERATURE REVIEW
With the significant advancement of communication technology, ensuring the confidentiality and privacy of user information has become particularly important. Therefore, there have been many studies on multi-server authentication protocols both domestically and internationally.
Lamport [16] first proposed a password-based remote identity authentication scheme, which was based on a verification table and password. Subsequently, researchers proposed an increasing number of authentication schemes, but most of them were suitable for single-server environments. However, due to the increasing demand for security, relying solely on verification tables could not guarantee communication security. In a single-server architecture, when users needed to request services from different servers, remembering the identity and password when logging into each server was challenging. To solve the problem of users needing to remember manage multiple physical passwords and multiple high entropy passwords, an increasing number of identity authentication schemes that could be applied to multi-server environments were proposed. Tsaur et al. [17] introduced the concept of a multi-service model and built an authentication mechanism in a multi-server environment based on the RSA public key cryptosystem and Lagrange interpolation inequality principle. Subsequently, Li et al. [18] integrated neural network technology into a multi-server authentication architecture. Chang et al. [19] proposed a remote authentication scheme that did not require verification table maintenance, and users did not need to remember multi-server passwords, significantly improving the user experience. Yoon et al. [20] used elliptic curve public key encryption technology and designed a three-factor authentication scheme aimed at enhancing security in multi-server environments. However, subsequent research [21] pointed out that this scheme had shortcomings in resisting internal attacks, smart card theft, offline password cracking, and impersonation attacks. In response, Kalra et al. [22] proposed an efficient and cost-optimized multi-server authentication protocol that utilized smart card bidirectional authentication and elliptic curve cryptography technology to achieve higher security. Guo et al. [23] also designed a smart card-based authentication scheme in multi-server architecture, which clearly defined the roles of the registration server, service server, and user. Both users and application servers needed to perform registration once on the registration server. Three-party authentication mode was implemented using the ElGamal public key cryptosystem. Subsequently, the Burrows Abadi Needham logic provided formal proof of the proposed scheme.
Gupta et al. [24] proposed a key exchange authentication scheme that combines biometric cryptography and smart card technology in a distributed multi-client server architecture, particularly for scenarios with multiple registration centers. Subsequently, Li et al. [25] conducted an in-depth analysis of biometric-based identity verification and key negotiation schemes in multi-server environments. They proposed corresponding improvement strategies based on this to further enhance the security and efficiency of the authentication mechanism. Wang et al. [26] reviewed several authentication schemes applicable to multi-server architectures this year and pointed out the security vulnerabilities of the corresponding schemes, proving that the schemes were ineffective in practical applications. Pelaez et al. [27] proposed an enhanced lightweight cloud computing authentication scheme for IoT, which also included a substage called connection attempt evidence. It provided evidence about user and service participation. Unfortunately, the study by Yu et al. [28] revealed significant shortcomings in the security of [27], pointing out that it could not effectively resist impersonation attacks, session key leakage, and replay attacks. They also proposed a secure and lightweight three-factor authentication scheme specifically designed for IoT in cloud computing environments. This scheme innovatively incorporated secret parameters and biometric authentication elements to ensure enhanced mutual authentication mechanisms and user anonymity, effectively addressing various security threats.
Wong et al. [29] focused on the application of 5G wireless sensor networks in electronic health systems and designed a three-factor fast authentication scheme that balances time constraints and user anonymity. This authentication scheme combined a three-factor authentication scheme of biometric, password, and smart card methods to ensure a highly secure communication environment supported by sensors. It maintained user anonymity during the communication process. Tsai et al. [30] proposed a multi-server authentication scheme for online banking transaction environments that used a hash-based multi-server authentication scheme combined with smart cards to authenticate online banking customers and transactions. It provided powerful security features and lower maintenance costs for the online banking platforms of financial institutions. The solution supported interface connection with the banking system, making it easy to integrate the solution into existing banking systems. Sudhakar et al. [31] proposed a multi-server environment-enhanced authentication scheme based on passwords and smart cards by improving the security flaws of [32]. The improved scheme formally proved the security authentication of the scheme using BAN logic and simulated various attacks through Internet security protocol and automatic verification of application tools. The results showed that the improved scheme had better security and performance.
In their research on ensuring authentication security in multi-server environments, Xia et al. [33] introduced the principle of elliptic curve cryptography and designed a three-factor authentication key agreement scheme, significantly enhancing the security of the system. Akram et al. [34] proposed an efficient anonymous authentication key protocol for multi-server infrastructure within the same year. This protocol effectively resisted various security challenges, including impersonation attacks, insider attacks, and password modification attacks. Finally, a formal security analysis of the proposed solution was conducted using a random oracle model. Analysis and comparison showed that this scheme was highly effective for anonymous authentication and key schemes. Wu et al. [35] pointed out the shortcomings of the protocol [36] in terms of fully forward secrecy protection and susceptibility to privileged internal attacks. In response to these security vulnerabilities, they designed a customized authentication key exchange scheme for 5G network multi-server architecture.
Km et al. [37] focused on improving security in multimedia IoT environments and proposed an enhanced multi-factor authentication scheme with provable security. Hsu et al. [38] developed an end-to-end cryptographic authentication key exchange scheme for multi-server architecture in edge computing networks. This scheme allowed end users to use easy-to-remember passwords for initial login and then used external agents to calculate shared keys to achieve secure communication with specific service end users. It was particularly worth mentioning that this scheme provided a high degree of user anonymity protection during the communication process.
3 PRELIMINARIES
3.1 Network model
Figure 1 shows the three main participants in multi-server architecture authentication: the control server, the user, and the application server [22–38]. The control server is the registration center. Each user needs to avoid registering on a specific server that presents a particular service. The registry operates under the assumption that the user and the server providing the service trust it. The application server and user first complete the registration process and obtain the corresponding data information authorized by the registration center. The above data information is used for the future mutual authentication process between the user and the server. Distributed application servers can cross geographical boundaries and provide diverse services to remote users. Users only need to complete a one-time registration process through the registration center to obtain access permissions and seamlessly integrate with multiple authorized application servers, thus conveniently obtaining the required resources and services.
[image: Figure 1]FIGURE 1 | System model.
3.2 Attacker model
In a multi-server environment, attackers in the security protocol generally possess the following capabilities [30–42]. According to the Dolev Yao model, the attacker’s attack on the user is as follows: An attacker can not only eavesdrop on all messages propagated on the public channel during the protocol but also intercept, modify, and forge them before sending.
3.3 Safety objectives

(1) The basic functions that this protocol should implement are bidirectional authentication and session key negotiation. To ensure the legitimacy of the participants in the session key negotiation process, mutual authentication of the identities of the participants should be implemented first. The session key should be jointly negotiated among the participants and cannot be generated and distributed by one party in the negotiation process.
(2) This protocol should resist all sorts of common attacks, such as denial of service attacks, man-in-the-middle attacks, impersonation attacks, offline password guessing attacks, etc.
3.4 One-way hash function
The cryptography one-way hash function can convert the input into a certain length of output, that is [image: image]. In detail, the one-way hash function must also meet the following three characteristic conditions [38–41].
(1) For any [image: image], its respective hash value [image: image].
(2) For any [image: image] and [image: image], it is not computationally feasible to solve the specific value of [image: image] for knowing the [image: image].
(3) For any [image: image], it is computationally infeasible to solve for [image: image] with its respective hash values [image: image].
4 PROPOSED SCHEME
4.1 Initialization stage
The control server ([image: image] selects a hash function [image: image]. Meanwhile, the [image: image] selects a private key, [image: image]. Finally, the [image: image] exposes the security parameters [image: image].
4.2 Server registration stage
The server [image: image] sends a registration request to the control server, [image: image]. The [image: image] randomly selects a unique identity [image: image] and a random number [image: image] for it and uses the private key [image: image] of the [image: image] to generate the key [image: image]. Then, the [image: image] transmits the value [image: image] to the [image: image] via the secure channel. [image: image] is received and secretly stored.
4.3 User registration stage

1. For [image: image] to register on the [image: image], it needs to choose a unique identity [image: image], a random number [image: image], a password [image: image], and biometric information [image: image].
2. [image: image] completes the following calculations: [image: image]. [image: image] sends the [image: image] to the [image: image] via the secure channel.
3 After the [image: image] receives [image: image], the [image: image] calculation is as follows: [image: image], [image: image], [image: image], [image: image]. Then, for each application [image: image], the [image: image] completes the corresponding calculation for it. They are [image: image], [image: image]. Finally, the [image: image] writes the [image: image] in the smart card [image: image] and sends it to [image: image] through a secure channel.
4. After [image: image] receives the smart card, its starting calculation is as follows: [image: image]. Then, write [image: image] into [image: image]. Finally, [image: image] contains an information value of [image: image].
4.4 User login stage
When [image: image] wants to communicate with [image: image], [image: image] needs to insert [image: image] into the smart card and complete the login process. The specific login process is as follows.
[image: image] completes the following calculation after receiving the data provided by [image: image]: [image: image], [image: image], [image: image], [image: image]. Next, [image: image] is compared to see if it is true. If not true, the user is denied a login.
If the above conditions hold, [image: image] extracts the corresponding [image: image] to produce the random numbers [image: image] and performs the following calculations. They are [image: image], [image: image], [image: image], [image: image], where [image: image] represents the current time stamp.
Finally, [image: image] sends [image: image] to [image: image] through the open channel.
4.5 Mutual authentication and key negotiation stage
[image: image] and [image: image] complete mutual authentication and share the session key. The specific steps are described below.
1. When [image: image] receives the login request from [image: image], [image: image] first checks the timestamp through [image: image], where [image: image] is the maximum allowed time interval, and [image: image] indicates the current timestamp. If the above conditions are m, et, [image: image] calculates [image: image], [image: image], [image: image], [image: image], [image: image]. [image: image] tests and calculates whether the [image: image] is equal to [image: image]. If both are equal, the certification process continues.
2. [image: image] selects a random number [image: image], and then the calculations are as follows: [image: image], session key [image: image] [image: image]. Finally, [image: image] contains [image: image] messages transmitted to [image: image] in the open channel.
3. After receiving [image: image] from [image: image], [image: image] first checks the timestamp [image: image] through [image: image], where [image: image] indicates the user’s current timestamp. If the above conditions are met, [image: image] calculates the [image: image]. Finally, [image: image] tests whether [image: image] holds. If not true, the session is terminated. If true, [image: image] successfully certifies [image: image]. Finally, both parties use the session key [image: image] in future interactions to ensure communication security.
5 PROTOCOL SECURITY ANALYSIS
5.1 Informal analysis
The method of conducting security analysis in this article is to use informal language to provide a detailed introduction to the security of the proposed protocol.
5.1.1 Mutual authentication and key negotiation
During the authentication process, [image: image] verifies the legitimacy of [image: image] identity and the integrity of the transmitted message by checking whether the [image: image] is equal to the received [image: image]. [image: image] verifies the legitimacy of [image: image] and the integrity of the transmission message by checking whether the condition [image: image] holds. [image: image] verifies that the received message is not maliciously modified. Two-way authentication between [image: image] and [image: image] is realized. At the same time, [image: image] and [image: image] negotiate the key [image: image]. By checking whether the [image: image] is equal to [image: image], [image: image] verifies the correctness and integrity of the key [image: image].
5.1.2 Denial of service attack
The login request of [image: image] is sent to [image: image] and the login request message [image: image] contains the timestamp [image: image]. When [image: image] receives the login request, the timestamp is first verified by verifying whether [image: image] is less than or equal to [image: image]. Calculating [image: image] determines whether the [image: image] is equal to the received [image: image]. It not only verifies the identity of [image: image] but also verifies the integrity of the login request message, completely resisting the denial of service attack.
5.1.3 Man-in-the-middle attack
The attacker may capture [image: image]'s message [image: image] and try to generate an illegal request. Because the attacker cannot know the secret value [image: image] of [image: image] and the secret value [image: image] of [image: image], a request message cannot be successfully forged. Similarly, the attacker cannot make changes to the message [image: image].
5.1.4 Counterfeit attack
If the attacker [image: image] captures [image: image] message [image: image] and obtains the smart card of [image: image], then the attacker can get all the information in the smart card [image: image] through the side channel attack. According to the above analysis in (3), the attacker cannot forge the information sent to [image: image] only by relying on the information in the smart card. Simultaneously, because [image: image], it involves the [image: image] and [image: image], so the attacker cannot use the current system time [image: image] to forge [image: image] that can be verified by [image: image]. So, it can completely resist counterfeit attacks.
5.1.5 Replay attack
In this protocol, the timestamp is not only used in the login stage but also plays a major part in the authentication key negotiation stage. It specifies the threshold [image: image] for the verification timestamp, so this protocol can resist a replay attack.
5.1.6 User anonymity
First, the attacker is unable to directly steal identity information from the user’s smart card, partly because the smart card avoids storing the user’s temporary identity within it. On the other hand, even if the attacker causes the message [image: image] in the smart card to leak through the side channel attack, the attacker cannot get the user’s [image: image]. The open letter is the dissemination of user identity encrypted information [image: image] to ensure the anonymity of the user. Therefore, this protocol has very good user anonymity.
Second, for the messages spread in the open letter, there is no similar information in the messages, even if the messages sent by the same user are authenticated with different servers. The attacker cannot track the user’s identity. Therefore, this protocol has very good anti-tracking properties.
5.1.7 Forward safety
The key in this protocol is [image: image]. The [image: image] and [image: image] are the randomly selected values of the user and server during the authentication and key negotiation. These values are different in each authentication and key negotiation process. Although the session key is constantly attacked by the attacker, even if the attacker obtains the session key in the authentication process, the session key negotiated before or after cannot be obtained according to the calculation. An attack does not pose a threat to the previous or subsequent communication because each authentication and key negotiation process are independent. An attack would still fail to construct a valid session key. In conclusion, this protocol has a good forward safety profile.
5.1.8 Session key security
In this article, [image: image] and [image: image] negotiate to generate a session key [image: image] for subsequent secure communication. Among them, the calculation of SK requires a random number [image: image] generated by [image: image] and a random number [image: image] generated by [image: image], which will be updated during protocol execution. Therefore, if a session key is compromised, it does not help to recover past or future session keys.
5.2 Analysis of security proof
The tool for verifying protocol security in this article is the random oracle model. Next, we provide a detailed introduction to the security model and inquiry model used for security proof [39].
5.2.1 Security model
The two main parties in this protocol are [image: image] and [image: image]. Under this security model, an attacker can eavesdrop or even tamper with all the messages in the open letter in probabilistic polynomial time.
5.2.2 Inquiry model
The attacker’s attack capability is simulated by the following five interrogation models.
[image: image]: This inquiry simulates the passive attack of the attacker; that is, attacker [image: image] can capture all the messages spread by the participant in the open letter through this inquiry.
Send [image: image]: This inquiry simulates the active attack of the attacker. That is, [image: image] can tamper with the message intercepted in the open letter channel and send it to instance [image: image]. After instance [image: image] receives the message, the attacker can also intercept the feedback message generated by the participant [image: image].
[image: image]: This query simulates that if the instance [image: image] has generated [image: image], [image: image] can get the session key [image: image]. If the instance [image: image] has not generated [image: image], the attacker cannot get the [image: image] and can only get an invalid identification.
[image: image]: This inquiry simulates that an attacker can obtain its secret credentials on the premise that a participant is corrupted. In this protocol, [image: image] can obtain all the information in the smart card of user [image: image] through this inquiry.
[image: image]: This asks whether the [image: image] used to simulate instance [image: image] is safe. After this, the simulator performs a “coin toss operation.” If the result is 1, the correct [image: image] is returned to the attacker. If the result is 0, a random string set it to be the same length as the true session key is returned to the attacker. So, the attacker needs to determine if the return value is a real key or a random equal length string.
Theorem 1. If and only if the attack advantage [image: image] of [image: image] in polynomial time is at most one quantity larger than [image: image], it is said the security protocol is semantically secure. The [image: image] is the number of times of [image: image] makes [image: image] queries, [image: image] is the number of times that [image: image] makes [image: image] inquiries, [image: image] is the dictionary space scale, [image: image] is the [image: image] query scale, and [image: image] is the protocol proposed in this article, which can be expressed as follows.
[image: image]
5.2.3 Safety certificate
It is assumed that [image: image] can use at most [image: image] times of [image: image] queries and [image: image] times of [image: image] queries in the time [image: image]. We demonstrate that this protocol AKE is safe by using the hybrid experimental games [image: image]. Among them, [image: image] simulates real attacks. With the experimental game, the simulation rules of each advantage are increasingly different. The experimental games end when A gradually fails to distinguish the real session key and a random isolong string. [image: image] represents the advantage of [image: image] in [image: image].
[image: image]: This experimental game simulates an attack in a real scene. According to the definition of semantic security, it is as follows.
[image: image]
[image: image]: In this experimental game, [image: image] begins to add [image: image] inquiries, so [image: image] needs to verify whether the [image: image] in the message is the real key [image: image] or a random key of equal length as [image: image]. In this protocol, [image: image]. If [image: image] obtains all the messages, then there is [image: image] and [image: image]. However, these messages do not help [image: image] to get the [image: image] and [image: image] in the [image: image], indicating that the eavesdropping attack through [image: image] does not increase the advantage. Therefore, [image: image] and [image: image] are equal, so:
[image: image]
[image: image]: In this experimental game, [image: image] adds a [image: image] inquiry and a [image: image] inquiry, and [image: image] can tamper with the message of the participants. If [image: image] wants to build a legitimate message, it needs [image: image]. If those values are not available, the timestamp distinguishes the message. This shows that [image: image] and [image: image] are the same except for the [image: image] and [image: image] interrogation advantages. So, according to the birthday paradox, 
[image: image]
[image: image]: In this experimental game, the [image: image] interrogation is increased. [image: image] can get all the information stored in the smart card [image: image]. Because [image: image], the information in the smart card cannot get [image: image]. However, in the dictionary password attack, the attack advantage compared with the last increases [image: image] is as follows.
[image: image]
Finally, because [image: image] does not know the final result of the simulator coin toss operation, the [image: image] is independently produced independently by [image: image] and the access server [image: image], and
[image: image]
According to the above formulas, the following equation can be inferred, which proves Theorem 1.
[image: image]
6 PERFORMANCE ANALYSIS
6.1 Computation overhead
Because the main purpose of designing this protocol is to pursue a lightweight identity authentication protocol while ensuring security, only hash and exclusive OR (XOR) operations are involved in the design process. In this section, we compare the computational cost of our scheme with [43–47], as shown in Table 1. This scheme has the lowest computational cost except for [43, 44], where [image: image] represents hash operation time, [image: image] represents the fuzzy extractor operation, [image: image] represents symmetric encryption, and [image: image] represents the Chebyshev chaotic map. We ignore the time of the XOR operation.
TABLE 1 | Computation overhead comparison.
[image: Table 1]By comparing the computational costs in Table 1, we can see that this protocol has slightly higher computational costs than [43, 44] but lower computational costs than [45–47]. However, [43] cannot perform mutual authentication and [44] cannot resist replay attacks. For security protocols, security attributes are the most important, so it is practical to exchange high security and low communication costs with appropriate computational costs. Therefore, this protocol has reasonable computational overhead and better security, which can better meet the traditional multi-server network environment with higher security requirements.
6.2 Communication overhead
To contrast the communication overhead more intuitively, the identity length is marked as [image: image]. The timestamp length is [image: image]. The output length of the hash function is [image: image], the output length of symmetric encryption is [image: image], and the output length of the Chebyshev chaotic map is [image: image].
Table 2 shows the number of message flow transmissions for the protocols in the table. In Figure 2, we have only two protocol message streams, which is the lowest of the protocols compared. There are also obvious differences in message transmission bytes: [43] has 1600 bits. [44] has 3040 bits, [45] has 2336 bits, [46] has 2560 bits, and [47] has 1376 bits. This protocol transmits two messages in the logon and authentication key negotiation stage. First, [image: image] sends the request message [image: image] to [image: image], and the overhead is [image: image]. Next, [image: image] sends messages [image: image] to [image: image] and the overhead is [image: image]. So the total overhead in this protocol is [image: image]. By comparing the communication cost in Figure 3, it is obvious that this protocol has less communication overhead. Therefore, compared with similar schemes, this protocol has better security attributes, lower communication overhead, and is more practical.
TABLE 2 | Communication overhead comparison.
[image: Table 2][image: Figure 2]FIGURE 2 | Number of messages.
[image: Figure 3]FIGURE 3 | Communication overhead.
7 CONCLUSION
This article delves into the security and efficiency challenges faced by enterprise financial management networks in the digital age, particularly in the rapid development of technologies such as cloud computing and IoT. The inevitable trend for financial management systems to transition from single-machine or local area network models to multi-server, cross-regional, and high-concurrency network environments is highlighted. Although this transformation significantly improves the flexibility and real-time performance of financial management, it also makes system security issues increasingly prominent. This becomes a key consideration for the sustainable development and survival of enterprises. The issue of network information security, especially data privacy and communication security, has become an important issue that urgently needs to be addressed. We propose a lightweight, adaptive security protocol for special requirements in multi-server environments. This protocol effectively enhances the identity authentication strength and session key security of both communication parties, reducing the risk of data leakage and illegal access. This article comprehensively evaluates the security of the protocol using both informal and formal analysis, ensuring its robustness in various attack scenarios. In addition, we also fully consider the practicality and performance optimization issues of this protocol. By designing with low computational and communication costs, as well as a lightweight message transmission mechanism, this protocol demonstrates good efficiency and user experience in practical applications.
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