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Network-based contagion models are widely used to describe the spread of epidemics, computer viruses and opinions, yet estimating their states, parameters and hyperparameters remains challenging, especially when only macro-level data are available. We therefore aimed to develop a data-assimilation framework capable of performing this estimation without requiring node-level observations. An ensemble Kalman filter-based approach was designed to assimilate macroscopic data into network-based Susceptible–Infected–Recovered models with heterogeneous parameters. The method was evaluated under three scenarios: (i) homogeneous parameters with known network topology; (ii) heterogeneous parameters with known topology; and (iii) homogeneous parameters with unknown topology. Across all tested scenarios, the proposed algorithms accurately estimated both the system states and the underlying parameter/hyperparameter when the network size are sufficiently large, demonstrating scalability and robustness even when only aggregate statistics were available. The results indicate that the proposed assimilation framework can reliably estimate network-based contagion dynamics from macro-level observations, obviating the need for costly node-level monitoring and offering a practical tool for real-time epidemic analysis and forecasting.
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1 INTRODUCTION
In contagion dynamics [4], nodes on a network are in one of several states at any given moment, and the transition of a node’s state depends on its own state or the states of its neighboring nodes. The spread of epidemics, computer viruses, and public opinion over networks can all be characterized and studied using the principles of contagion dynamics. This has led to the emergence of fields such as epidemic dynamics [14], cybersecurity dynamics [20], and opinion dynamics [18]. Owing to the similarities in the underlying mechanisms of these fields, models from one domain are often used to study others and can be enhanced in the process. A prime example is the “compartmental models” in epidemic dynamics, such as the susceptible–infected–susceptible (SIS) and susceptible–infected–recovered (SIR) models [3], which have been adapted to study cybersecurity dynamics with the incorporation of considerations for network topology [22, 25].
Although a variety of models and corresponding theories, such as the epidemic threshold theory associated with the SIS model [1], have been proposed, contagion dynamics and its derived fields still face many pressing issues. The most important of these is the uncertainty of model parameters, a problem that has been raised in both epidemic dynamics [14] and cybersecurity dynamics [21]. Nearly all studies are based on the core assumption that model parameters, such as infection rates of viruses, recovery rates of disease, and the intensity of cyber-attacks and network structures, are known. For example, the epidemic threshold is entirely determined by model parameters [1], and the dynamical evolution of some models is also completely determined by these parameters [22, 25]. Without knowing the model parameters, all these works will remain at the theoretical level and cannot be verified for correctness or used to solve practical problems, contradicting the original intention of establishing these fields.
However, the reality is that these parameters are difficult to obtain. For example, the infection and recovery rates of viruses and computer viruses cannot be directly measured, and network structures often contain substantial erroneous information [12]. Therefore, how to extract model parameters from available data has become an emerging direction [14, 21].
Current work on parameter estimation in contagion dynamics is largely based on traditional contagion models, which assume that (i) connections between nodes are well mixed, and thus, the models do not account for the effects of network topology; and (ii) parameters between nodes are homogeneous [17, 23]. However, Newman pointed out that these two assumptions are not realistic: the number of people each node can come into contact with varies greatly, and the ability of different infectors to infect others is also different [11]. Therefore, it is necessary to incorporate network topology into consideration. In the current work on parameter estimation in network-based contagion dynamics, the data are at the node level—that is, the information of each node over time is required [15]. However, such data are often difficult to obtain in reality. To the best of our knowledge, there are currently no works on estimating parameters of network-based contagion dynamics models with heterogeneous parameters from macroscopic data like the average infection rate.
Data assimilation (DA) is a technique that integrates observational data with numerical models to optimize the state and parameters of the model, thereby bringing it closer to the behavior of the real system. In practical applications, data assimilation methods are used not only to improve the initial state of the model but also to estimate key parameters within the model. For example, in meteorology, by assimilating observational data from ground stations and satellites, parameters such as temperature, humidity, and wind fields in atmospheric models can be estimated, thereby enhancing the accuracy of weather forecasts [8]. By dynamically adjusting model parameters to fit observational data, data assimilation significantly enhances the predictive capabilities of models and the understanding of complex systems.
To address the problem of extracting parameters from available data for contagion dynamics models, we propose a method based on the integration of contagion dynamics models and data assimilation. This method not only estimates model parameters but also aids in predicting the state of dynamics. Our contributions are highlighted as follows:
	• We proposed a new algorithm that can assimilate macro-data and estimate the parameters of the underlying network-based dynamical model with heterogeneous parameters, which not only fills the gap in the literature but also strengthens the connection between contagion dynamics theoretical models and practical applications.
	• In the absence of real-world data, we validated the effectiveness of the proposed algorithm using toy models and investigated its performance under node-heterogeneous parameters and unknown network topology; these results suggest that even when the information on the network topology is uncertain, relatively accurate parameter estimation is still achievable if certain statistical properties of the network are known.

The remainder of this article is organized as follows: Section 2 lists the related work. Section 3 interprets the models and our method. Section 4 conducts the numerical analysis. Finally, Section 5 concludes the paper. There are many abbreviations of proper nouns in the text. For the reader’s convenience, the abbreviations and their corresponding full names are listed in Table 1.
TABLE 1 | Abbreviations and their full names.	Abbreviation	Full name
	SIS	Susceptible–infected–susceptible
	SIR	Susceptible–infected–recovered
	SIRS	Susceptible–infected–recovered–susceptible
	SEIR	Susceptible–exposed–infected–recovered
	EnKF	Ensemble Kalman filter
	EAKF	Ensemble adjustment Kalman filter
	PF	Basic particle filter
	pMCMC	Particle Markov chain Monte Carlo
	BASS	Ensemble adjustment using resampling
	MIF	Maximum likelihood estimation via iterated filtering
	RHF	Rank histogram filter
	BOLD	Blood oxygen level-dependent
	COVID-19	Coronavirus disease 2019
	ER	Erdős–Rényi random graph
	WS	Watts–Strogatz small-world random graph
	BA	Barabási–Albert scale-free random graph
	CDFs	Cumulative distribution functions


2 RELATED WORKS
There are some studies that utilize data assimilation algorithms to predict the model’s states and estimate parameters.
[17] proposed a framework based on the ensemble adjustment Kalman filter (EAKF) and the susceptible–infected–recovered–susceptible (SIRS) model for real-time prediction of seasonal influenza outbreaks. The study leveraged real-time estimates of influenza infection rates provided by Google Flu Trends, assimilating these data into the SIRS model via the EAKF to optimize the model’s state variables and parameter estimates. The technical strength of the EAKF lies in its ability to dynamically adjust model parameters and state variables, aligning them with actual observational data and enabling the estimation of key epidemiological parameters, such as the average infectious period (D) and the basic reproductive number R0,max, through the data assimilation process. These parameter estimations not only enhance the model’s capacity to fit the dynamics of influenza transmission but also strengthen its ability to predict future influenza activity.
[23] compared the performances of six advanced filtering methods in influenza epidemic modeling and forecasting. The six filtering methods include three types of particle filters, namely, basic particle filter (PF), maximum likelihood estimation via iterated filtering (MIF), and particle Markov chain Monte Carlo (pMCMC), and three types of ensemble filters, namely, ensemble Kalman filter (EnKF), EAKF, and rank histogram filter (RHF). The study used a humidity-driven SIRS model and utilized influenza incidence data from 115 U.S. cities for simulation and retrospective forecasting. The results indicate that the basic particle filter and EnKF methods perform better in fitting historical influenza data and estimating parameters.
[9] proposed an improved state filter algorithm for SIR epidemic forecasting, known as ensemble adjustment using resampling (BASS), which aims to enhance the performance of epidemic predictions based on the SIR model by integrating the linear correction of the EnKF with the resampling technique of the PF. BASS corrects the state variables using maximum likelihood estimation and updates the ensemble by sampling from the best-performing particles, thereby optimizing the state variables and parameter estimates of the model. Empirical results demonstrate that BASS achieves the lowest root-mean-square error and the highest correlation coefficient in 11 of 14 real-world scenarios.
[5] presented an extended susceptible–exposed–infected–recovered (SEIR) model with a vaccination compartment to simulate and forecast the COVID-19 pandemic in Saudi Arabia. The model included seven stages of infection: susceptible, exposed, infectious, quarantined, recovered, dead, and vaccinated. To address uncertainties in the model and improve forecasting skills, the authors used a data assimilation method using the ensemble Kalman filter to estimate model states and parameters by assimilating daily COVID-19 data.
[24] proposed a method based on the hierarchical data assimilation framework to estimate the hyperparameters of spiking neuronal network models for simulating and predicting brain activity. The study considered the role of network topology in the model while also allowing the model’s parameters to be heterogeneous across nodes. It combined hierarchical Bayesian estimation with data assimilation techniques to estimate the distribution of parameters in the mesoscopic neuronal network model using macroscopic blood oxygen level-dependent (BOLD) signal data, rather than directly estimating the exact values of each parameter. Through simulation experiments, the hierarchical data assimilation framework demonstrated high efficiency and accuracy in estimating hyperparameters and simulating BOLD signals while avoiding overfitting.
The aforementioned studies can be summarized as follows: in the field of classical epidemic dynamics, most studies that utilize data assimilation techniques to predict state estimation parameters use models based on the assumptions of homogeneous mixing and homogeneous nodes, without considering the impact of network topology and node heterogeneity on the model. In the field of neuroscience, Zhang et al. challenged these two assumptions and proposed a framework, hierarchical data assimilation, for estimating distribution hyperparameters. However, in their estimation process, the network structure is assumed to be known.
Table 2 presents comparisons between previous studies and our work. In the “Network topology” column, “Fully mixed” indicates that the model does not account for network topology; this will be elaborated upon in the model selection section.
TABLE 2 | Comparison of data assimilation models, network structure assumptions, and node homogeneity assumptions across different studies.	Study	DA model	Network topology	Homogeneity	Base dynamics
	Shaman and Karspeck [17]	EAKF	Fully mixed	Homogeneous	SIRS
	Yang et al. [23]	PF, MIF, pMCMC, EnKF, EAKF, and RHF	Fully mixed	Homogeneous	SIRS
	Huang et al. [9]	BASS(EnKF-based)	Fully mixed	Homogeneous	SIR
	Hoteit et al. [5]	EnKF	Fully mixed	Homogeneous	SEIR
	Zhang et al. [24]	EnKF	Known network	Heterogeneous	The dynamics of neuroscience


3 MODELS AND METHODS
3.1 Contagion dynamics
Some classical contagion dynamics models are repeatedly used and investigated across various fields, such as SIS and SEIR [7]. Because the SIR model is the most renowned and extensively studied model in classical epidemiology and is highly representative—with other models such as SIRS and SEIR, mentioned in the Related work section, being its variants [10]—we choose a network security dynamics model based on the SIR model as our model. It is noteworthy that our algorithm can be adapted to other models. Section 4.7 presents a case where we use our algorithm in the SIS model.
Assume that there are n nodes in the network, each of which can be in one of the following three states:
	- susceptible (S): nodes that are not yet infected but can contract the virus;
	- infected (I): nodes that are currently infected and can transmit the virus to others; or
	- recovered (R): nodes that have recovered from the attack of the virus and are now immune.

The network topology can be represented using a directed graph G=(V,E), where V={1,2,…,n} is the node set and E⊂V×V is the arc set. Node u∈V is an incoming neighbor of node v∈V, and v is an outgoing neighbor of node u if (u,v)∈E. The adjacency matrix of G is an n-dimensional matrix A=(au,v)n×n, where au,v∈{0,1} for u,v∈V, and au,v=1 if and only if (u,v)∈E.
As emphasized earlier, the original SIR model does not account for network topology and assumes homogeneous parameters across all nodes [9]. We assume that the rate of an infected node successfully infecting a susceptible node is β, and the rate of an infected node recovering and gaining immunity is γ. Additionally, at time t, the fractions of nodes in the susceptible, infected, and recovered states are s(t), i(t), and r(t), respectively. The evolution of the three states is governed by the discrete master equation (Equation 1):
dstdt=−βitst,ditdt=βitst−γit,drtdt=γit.(1)
As mentioned in the Related work section, the original model is far from realistic; therefore, we take the network topology into account and assume that the nodes’ parameters are different.
Let ξ(t)=[ξ1(t),ξ2(t),…,ξn(t)] denote the states of all nodes at time t: for each node v∈V, ξv(t)∈{0,1,2}, where ξv(t)=0, 1, and 2 indicate that node v is in the susceptible, infected, and recovered states, respectively, at time t. If node v is in the infected state, i.e., ξv(t)=1, then βv represents the rate that node v infects its outgoing neighbors, while γv denotes the rate of node v recovering. Let sv(t), iv(t), and rv(t) denote the probabilities that node v is in the susceptible, infected, and recovered states, respectively, at time t. Then, the evolution of sv(t), iv(t), and rv(t) follows the master equations taking place on G: for v∈V,
dsvtdt=−1−∏u∈V,u≠v1−βuau,vivtsvt,divtdt=1−∏u∈V,u≠v1−βuau,vivtsvt−γvivt,drvtdt=γvivt.(2)
3.2 Algorithm for estimating the parameters of contagion dynamics based on EnKF
The main objective of our algorithm is to assimilate macroscopic observational states and estimate the parameters of the underlying dynamical model, with adjustments made according to different scenarios.
3.2.1 Selection of the data assimilation method
From the Related work section [23], two types of data assimilation algorithms are often used in the inference and forecasting of infectious disease models: PF and ensemble filters (including the EnKF and its derivations).
PF and EnKF are both advanced methods for state estimation in nonlinear dynamic systems. The particle filter is a non-parametric filtering technique based on Monte Carlo methods, which approximates the posterior probability distribution of the system using a set of weighted particles. In contrast, the ensemble Kalman filter is a linear filtering method based on ensemble members to estimate the error covariance, making it suitable for efficient state estimation in high-dimensional systems.
Both of these filtering methods can be applied to our approach, and the procedures are similar. Compared to the PF, the EnKF avoids the issue of particle depletion caused by resampling and offers more flexible computation, making it suitable for data assimilation tasks in epidemic models. We compare the performances of the two filtering methods in Section 4.4.3. We adopt the ensemble Kalman filter as our basic method.
3.2.2 Three application scenarios
Below are three scenarios that need to be considered:
	1) Scenario 1: The network G is known, and the model is homogeneous, that is, for v∈V, βv=β and γv=γ, and we need to estimate β and γ.
	2) Scenario 2: The network G is known, and the model is heterogeneous. We assume that the compromise probabilities and the recovery probabilities of each node, βv and γv for v∈V, are sampled from distributions D1(β′) and D2(γ′), respectively, and we need to estimate β′ and γ′.
	3) Scenario 3: The network G is sampled from a known distribution, and the model is homogeneous. Then, we need to estimate the constants β and γ.

Scenario 1 is the most basic scenario, which takes into account the network topology but still assumes that the parameters are homogeneous. Scenario 2 considers heterogeneous parameters and demonstrates that when there are a sufficient number of nodes in the network, it is the distribution of these parameters—not the individual node values—that influences the contagion dynamics [11]. Scenario 3 takes into account the possibility that the network information in reality may be erroneous or incomplete [13], and it shows that if one grasps the statistical patterns of the network, it is possible to estimate the parameters without strictly knowing the specific structure of the network topology.
The detailed procedure of the algorithm is introduced in the following section.
3.2.3 Evolution system and state vector
Data assimilation methods require an evolution equation, which is corrected at each time step by observations to bring the variables and parameters of the equation closer to the true situation. The set of variables and parameters that need to be updated is referred to as the state vector of the evolution equation. Assume that the state vector is q-dimensional and the observations are r-dimensional. Let the state vector at time tk be x(tk)∈Rq. The evolution system generates the state vector x(tk+1) and the predicted observation y(tk+1) vector for the next moment tk+1:
xtk+1=Fxtk,tk,tk+1,wk,ytk+1=Hxtk+1+ηk,
where F(⋅)∈C1(Rq,Rq) is the evolution function, H(⋅)∈C1(Rq,Rr) is the observation function, which extracts the predicted observations y(tk+1) from the state vector x(tk+1), and the q-dimensional Gaussian noise wk∼N(0,Qk) and the r-dimensional Gaussian noise ηk∼N(0,Rk) represent the system noise and the observation noise, where Qk and Rk are covariance matrices of dimensions q and r, respectively.
We define the system state at time tk as x(tk)={ī(tk),r̄(tk),θ1(tk),θ2(tk)}, and θ1(tk) and θ2(tk) correspond to the system parameters at time tk, the meaning of which varies depending on the scenario.
It is worth noting that the evolution system does not directly act on the state variable x(tk). To reflect the evolution process of Equation 2, we introduce an auxiliary state variable ξ(tk)={ξ1(tk),…,ξn(tk)} for x(tk), which represents the state of each node in the network at time tk. At time t1, ξ(t1)=(ξ1(t1),…,ξn(t1)) is randomly generated such that 1n∑v∈V 1ξv(t1)=1=ī(t1) and 1n∑v∈V 1ξv(t1)=2=r̄(t1). 1⋅ is the indicator function. The evolution system is actually the evolution from ξ(tk) to ξ(tk+1), as shown in Equation 3:
ξtk+1=fξtk,θ1tk,θ2tk,tk,tk+1,G,(3)
where G is the network, and let ī(tk+1)=1n∑v∈V 1ξv(tk)=1 and r̄(tk+1)=1n∑v∈V 1ξv(tk)=2. Then, an evolution from x(tk) to x(tk+1) is completed.
In system f(⋅), θ1(tk) and θ2(tk) determine the parameters for each node. In scenarios 1 and 3, for v∈V, the infection rate and recovery rate at time tk+1 are βv(tk+1)=g−1(θ1(tk)) and γv(tk+1)=g−1(θ2(tk)), respectively, where g(⋅)=tan(⋅−12)πc. This is done because in the subsequent update process, the values of θ1 and θ2 cannot be controlled. By using g−1(⋅), numbers on the real line can be mapped to the interval (0,1), which is the typical range for β and γ. In addition, the value of c controls the slope of the mapping. After experimentation, it is set to 300.
In Scenario 2, we use the method of “Sampling parameters from the hyperparameter” [24] to update each node’s infection rate and recovery rate. Suppose that F1,β′(⋅) and F2,γ′(⋅) are cumulative density functions of the distributions D1(β′) and D2(γ′), respectively. Then, for v∈V,
βvtk+1=F1,g−1θ1tk−1F1,g−1θ1tk−1βvtk,γvtk+1=F1,g−1θ2tk−1F1,g−1θ2tk−1γvtk,
where g−1 is used for the same reason and F1,⋅−1 and F2,⋅−1 are the inverse functions of F1,⋅ and F2,⋅, respectively.
The states and parameters we aim to assimilate are those of the System defined in Equation 2. However, the variables of the System in Equation 2 are the probabilities of each node being in one of the three states, which are the continuous values. Moreover, ξv(t)∈{0,1,2} is the discrete variable. Therefore, we cannot directly apply the System (Equation 2) as the evolution process f. To bridge this gap, we explored various implementations of f.
3.2.4 Instantiation of the evolution system
3.2.4.1 Discrete simulation
First, the System (Equation 2) can be discretized, and then the infection process within each time interval can be simulated. Under this condition, tk is an integer, and then, the evolution of ξ(tk) follows the discrete-time stochastic dynamics system (Equation 4) taking place on G: for v∈V and k∈N,
Pξvtk+1=1∣ξvtk=0=1−∏u∈V1−βuau,v1ξutk=1,Pξvtk+1=2∣ξvtk=1=γv.(4)
Specifically, in the simulation, we select a random number b from the uniform distribution U([0,1]), i.e., over the interval [0,1]. If ξv(tk)=0, then
ξvtk+1=1if b<Pξvtk+1=1∣ξvtk=0,0otherwise.
Similarly, if ξv(tk)=1, then
ξvtk+1=2if b<Pξvtk+1=2∣ξvtk=1,1otherwise.
Moreover, the Evolve System (Equation 3) represents the process of continuing the above simulation until the time reaches tk+1.
3.2.4.2 Gillespie-based simulation
Second, without considering discretization, the System (Equation 2) can be simulated using the Gillespie algorithm [6, 16]. The Evolve System (Equation 3) for simulating the System (Equation 2) using the Gillespie algorithm over the time interval from tk to tk+1 is shown in Algorithm 1.
Algorithm 1. Gillespie algorithm for network-based SIR model.	1: Input: Network G=(V,E), initial states ξtk, infection
	 rate βv, recovery rate γv, and total simulation time tk+1−tk
	2: Output: End states ξtk+1
	3: Initialize t←0
	4: while t<tk+1−tk do
	5: infected_nodes←{v∈V∣ξv(tk)=1}
	6: susceptible_nodes←{v∈V∣ξv(tk)=0}
	7: Initialize reactions←∅, a0←0
	8: for v∈susceptible_nodes do
	9:  av←(1−∏u∈V(1−γuau,v1ξu(tk)=1))
	10:  reactions.append(′I′,v,av)
	11:  a0←a0+av
	12: end for
	13: for v∈infected_nodes do
	14:  bv←γ
	15:  reactions.append(′R′,v,bv)
	16:  a0←a0+bv
	17: end for
	18: if a0=0 then
	19:  break
	20: end if
	21: Generateτ∼Exp(1/a0), t←t+τ
	22: Generate random number r∼Uniform(0,a0)
	23: cumulative_a←0
	24: for (reaction_type,v,rate)∈reactions do
	25:  cumulative_a←cumulative_a+rate
	26:  if cumulative_a≥r then
	27:   if reaction_type=′I′ then
	28:    ξv(tk)←1
	29:   else
	30:    ξv(tk)←2
	31:   end if
	32:   break
	33:  end if
	34: end for
	35: end while
	36: ξv(tk+1)←ξv(tk)
	37: return ξv(tk+1)


3.2.4.3 Random sampling-based simulation
Third, the Evolve System (Equation 3) can directly evolve the System (Equation 2) and subsequently sample ξ(tk+1) based on the probabilities of nodes being in each state. That is,
svtk,ivtk,rvtk=1,0,0 if ξvtk=0,0,1,0 if ξvtk=1,0,0,1 if ξvtk=2.
Then, all the triplets (sv(tk),iv(tk),rv(tk)) are put into the System (Equation 2) to evolve for tk+1tk time, and the result is denoted as (sv(tk+1),iv(tk+1),rv(tk+1)). For v∈V, ξv(tk+1) is sampled from {0,1,2} with probabilities sv(tk+1), iv(tk+1), and rv(tk+1).
It should be pointed out that our algorithm is independent of the choice of the System (Equation 3), as long as Equation 3 is a mapping that reflects the discrete-state-to-discrete-state transition of the System (Equation 2). Therefore, our algorithm is applicable to both discrete-time and continuous-time dynamics.
3.2.5 Algorithmic procedure
3.2.5.1 Observation and its generation
The observations are the obtained macroscopic time-series data: assume that during the time interval [0,T], we have sampled K data points {ytk}k=1K, where 0≤t1<t2<…<tK≤T. In particular, ytk represents the average number of infected individuals and the average number of recovered individuals in the system at time tk, i.e.,
ytk=ītk,r̄tk,
where ī(tk)=1n∑v∈V 1ξv(tk)=1 and r̄(tk)=1n∑v∈V 1ξv(tk)=2.
Due to the lack of real data, we use the Evolve System described in Section 3.2.3 to generate observation data at given time points {tk}k=1K.
3.2.5.2 Initialization
We generate N ensemble members, where each ensemble member is a copy of the Evolve System (Equation 3). For simplicity, we denote {N} by {1,2,…,N}. For the ℓth ensemble member, we add the subscript ℓ to each variable to distinguish it, thereby indicating that the variable belongs to the ensemble member ℓ.
At the initial time t1, for ensemble members ℓ, sample īℓ+(t1), r̄ℓ+(t1), βℓ+(t1), and γℓ+(t1) (or βℓ′,+(t1) and γℓ′,+(t1)) from the initial distribution, and xℓ+(t1)=(īℓ+(t1),r̄ℓ+(t1),θ1,ℓ+(t1),θ2,ℓ+(t1)), where (θ1,ℓ+(t1),θ2,ℓ+(t1)) is (g(βℓ+(t1)),g(γℓ+(t1))) in scenarios 1 and 3 and (g(βℓ′,+(t1)),g(γℓ′,+(t1))) in Scenario 2.
To distinguish from the components of ξ(tk), denoted as ξv(tk), we use ξ,ℓ(tk) to represent the state variables of all nodes belonging to the ℓth set member at time step tk. At time t1, ξ,ℓ+(t1)=(ξ1,ℓ+(t1),…,ξn,ℓ+(t1)) is randomly generated such that 1n∑v∈V1ξv,ℓ+(t1)=1=īℓ+(t1) and 1n∑v∈V1ξv,ℓ+(t1)=2=r̄ℓ+(t1).
3.2.5.3 Forecast process
For the ℓth ensemble member, ξ,ℓ+(tk), xℓ+(tk), tk, and tk+1 are input into the Evolve System (Equation 3). Let the evolution result be denoted as ξ,ℓ−(tk+1). īℓ−(tk+1) and r̄ℓ−(tk+1) are defined as follows:
īℓ−tk+1=1n∑v∈V1ξv,ℓ−tk+1=1
and
r̄ℓ−tk+1=1n∑v∈V1ξv,ℓ−tk+1=2.
Then, xℓ−(tk+1)=(īℓ−(tk+1),r̄ℓ−(tk+1),θ1,ℓ+(tk),θ2,ℓ+(tk)), and yℓ−(tk)=(īℓ−(tk+1),r̄ℓ−(tk+1)).
3.2.5.4 Update process
We recall that wℓ,k+1∼N(0,Rk+1) and ηℓ,k+1∼N(0,Qk+1) are the noises, and we apply the adaptive system noise. We assume that Qk+1 and Rk+1 are diagonal matrices: Qk+1=diag{Q1,1(k+1),Q2,2(k+1),Q3,3,Q4,4} and Rk+1=diag{R1,1,R2,2} and set
Q1,1k+1=maxmin5e−6,3e−2×ītk+1,3e−3,Q2,2k+1=maxmin5e−6,3e−2×r̄tk+1,3e−3,
where ī(tk+1) and r̄(tk+1) are the observations at time step k+1. Additionally, Q3,3=Q4,4 and R1,1=R2,2 are constants given at the beginning.
The Kalman gain Kk+1 is calculated based on the observational data ytk+1, and the states of the ensemble members xℓ−(tk+1) are updated (Equation 5):
ȳtk+1=1N∑ℓ=1Nyℓ−tk+1x̄tk+1=1N∑ℓ=1Nxℓ−tk+1Pk+1y=1N-1∑ℓ=1Nyℓ−tk+1-ȳtk+1yℓ−tk+1-ȳtk+1⊤+Rk+1Pk+1xy=1N-1∑ℓ=1Nxℓ−tk+1−x̄tk+1yℓ−tk+1−ȳtk+1⊤Kk+1=Pk+1xyPk+1y−1xℓ+tk+1=xℓ−tk+1+Kk+1ytk+1+ηℓ,k+1−yℓ−tk+1,(5)
where ηℓ,k+1∼N(0,Qk+1) is the observation noise for the ensemble member ℓ∈{N}. Then, xℓ+(tk+1)=(īℓ+(tk+1),r̄ℓ+(tk+1),θ1,ℓ+(tk+1),θ2,ℓ+(tk+1)).
To update the information of īℓ+(tk+1) and r̄ℓ+(tk+1) into the state of nodes ξ,ℓ+(tk+1), we applied a method similar to “randomized redistribution” in [2].
If at time tk+1, 1n∑v∈V 1ξv,ℓ−(tk+1)=1≠īℓ+(tk+1) or 1n∑v∈V 1ξv,ℓ−(tk+1)=2≠r̄ℓ+(tk+1), to integrate the information of īℓ(tk) and r̄ℓ+(tk) into ξ,ℓ−(tk+1), four forms of state correction processes are defined as follows:
	•s→i (security to infection): we traverse the currently infected nodes, i.e., ξv,ℓ−(tk+1)=1, and a set node2infect is formed consisting of their neighbors in state S, i.e., ξv,ℓ−(tk+1)=0. We randomly select a node v0 in s2i and transform its state to I.
	•i→r (infection to recovery): we collect the nodes with state I, i.e., ξv,ℓ−(tk+1)=1 to form the set i2r, and we randomly select one node to transition its state to R.
	•r→i (recovery to infection): we collect the nodes with state R, i.e., ξv,ℓ−(tk+1)=2 to form the set r2i, and we randomly select one node to transition its state to R.
	•i→s (infection to security): we collect the nodes with state I, i.e., ξv,ℓ−(tk+1)=1 to form the set i2s, and we randomly select one node to transition its state to S.

Let the ceiling function be denoted as ⌈⋅⌉. The correction of ξ,ℓ−(tk+1) follows Algorithm 2.
Algorithm 2. Modify ξ,ℓ−(tk+1) based on īℓ+(tk+1) and r̄ℓ+(tk+1).	Input: ξ,ℓ−(tk+1), īℓ+(tk+1), and r̄ℓ+(tk+1)
	Output: ξ,ℓ+(tk+1)
	1: r=⌈r̄ℓ+(tk+1)∗n⌉ and i=⌈īℓ+(tk+1)∗n⌉.
	2: r−=⌈r̄ℓ−(tk+1)∗n⌉ and i−=⌈īℓ−(tk+1)∗n⌉.
	3: if r>r− then
	4:  for j=1:r−r− do
	5:   i→r
	6:  end for
	7: else
	8:  for j=1:r−−r do
	9:   r→i
	10:  end for
	11: end if
	12: if i>i− then
	13:  for j=1:i−i− do
	14:   s→i
	15:  end for
	16: else
	17:  for j=1:i−−i do
	18:   i→s
	19:  end for
	20: end if


Let the result of ξ,ℓ−(tk+1) after correction using Algorithm 2 be denoted as ξ,ℓ+(tk+1).
The result of a single step in the System (Equation 2) has significant randomness. Here, we introduce a new parameter: the window length L, and assimilate the states x+(tk) every L steps.
The entire process of our algorithm is presented in Algorithm 3.
Algorithm 3. Estimate parameters in network-based contagion dynamics model with the EnKF.	Input: The ensemble size N, the network G (or the distri-
	  bution of the network), window length L, covariance Q,
	  R, and the observation {ytk=ī(tk),r̄(tk)}k=1K.
	Output: Estimated parameter values.
	1: Ensemble generation. Generate the state xℓ+(t1) and ξ,ℓ+(t1).
	2: for k=0:K do
	3: for ℓ=1:N do
	4:  Forecast Process. Get xℓ−(tk+1) and ξ,ℓ−(tk+1).
	5: end for
	6: if l∣L then
	7:  for ℓ=1:N do
	8:   Update Process. Get xℓ+(tk+1).
	9:   Use Algorithm 2 to modify ξ,ℓ−(tk+1). Get ξ,ℓ+(tk+1)
	10:  end for
	11: end if
	12: end for


3.2.5.5 Estimated result
We use the average of the states of the ensemble members as the estimation result of the algorithm: iest(tk)=1N∑ℓ∈{N} īℓ+(tk) and rest(tk)=1N∑ℓ∈{N} r̄ℓ+(tk); in scenarios 1 and 3, βest(tk)=1N∑ℓ∈{N} g−1(θ1,ℓ+(tk)) and γest(tk)=1N∑ℓ∈{N}g−1(θ2,ℓ+(tk)), and in Scenario 2, βest′(tk)=1N∑ℓ∈{N} g−1(θ1,ℓ+(tk)) and γest′(tk)=1N∑ℓ∈{N} g−1(θ2,ℓ+(tk)).
4 NUMERICAL SIMULATION
4.1 Experiment setting
The proposed algorithm has been implemented using the Python programming language with the NDLib library for simulating the toy model. We conducted experiments on a machine equipped with an Intel(R) Core(TM) i7-10750H CPU running at 2.60 GHz, 32.0 GB of RAM, and a 1 TB SSD.
4.2 Experiment dataset
In scenarios 1 and 2, we use real network data to validate our algorithm. Specifically, we utilize the Internet Gnutella05 peer-to-peer network dataset, which contains 8,846 nodes and 31,839 arcs. The average node in- and out-degree is 3.5993, with a maximal node in-degree of 79 and a maximal node out-degree of 65. This dataset can be accessed from the following link: https://snap.stanford.edu/data/p2p-Gnutella05.html.
In Scenario 3, network G is sampled from the following three types of synthetic networks:
	• Erdős–Rényi random graph (ER): The graph G(n,pe) chooses each of the possible edges with probability pe among n nodes.
	• Watts–Strogatz small-world random graph (WS): The graph G(n,d,pw) is a small-world graph with n nodes, where each node has d adjacent neighbors. Then, edges are rewired with probability pw.
	• Barabási–Albert scale-free random graph (BA): The graph G(n,m) is a scale-free graph with n nodes, starting from an initial set of m0 nodes. For each new node added, there are m edges connecting it to existing nodes.

In Scenario 2, where each node has different parameters, we use the exponential distribution to sample βv and γv. This approach is similar to that described in [24]. In particular, the cumulative distribution functions (CDFs) of D1(β′) and D2(γ′) are given by Fβ′(x)=1−e−x/β′ and Fγ′(x)=1−e−x/γ′, respectively. Here, βv and γv are sampled from these distributions with parameters β′ and γ′, respectively.
4.3 Evaluation metrics
We define {ī(tk)}k=1K and {r̄(tk)}k=1K as the observed average infection and recovery rates, respectively. The true parameter values are represented by βtrue, γtrue, βtrue′ and γtrue′. Meanwhile, the estimated values at time tk are denoted as iest(tk), rest(tk), βest(tk), γest(tk), βest′(tk), and γest′(tk). To verify the effectiveness of the algorithm, we assessed the assimilated data from two aspects:
	(i) Measurement of the assimilation effect of observations:

errorobs=1K∑k=1Kiesttk−ītk2ītk2+resttk−r̄tk2r̄tk2.
	(ii) Measurement of the parameter estimation performance:

errorpara=150∑k=K−49Kβesttk−βtrue2βtrue2+γesttk−γtrue2γtrue2,
or in Scenario 2,
errorpara=150∑k=K−49Kβest′tk−βtrue′2βtrue′2+γest′tk−γtrue′2γtrue′2.
4.4 Homogeneous model and known network
In this subsection, the network topology is explicitly known, and the model parameters are homogeneous across nodes, i.e., βv=β and γv=γ. This constitutes the simplest scenario, under which we consider four questions: (1) the performance of the algorithm in continuous-time dynamics; (2) the necessity of introducing network topology into the model; (3) the comparison between the ensemble Kalman filter and the particle filter algorithms; and (4) the optimal parameters for our algorithm. In this subsection, we use the Gnutella05 Internet peer-to-peer network as our network topology.
4.4.1 Performance of the algorithm in continuous-time dynamics
As shown in Section 3.2.3, the algorithm can be applied on the two continuous-time evolution simulation methods. We take G as the Gnutella05 network, with β=0.03 and γ=0.05. We used both the simulation method based on the Gillespie algorithm and the random sampling-based simulation to generate observations and assimilate data. Since we cannot control the time intervals at which events are generated in the Gillespie-based simulation, we can only set a maximum simulation time. We set the maximum running time to 100. We conducted a total of 10 experiments, with an average of 1,984 time points generated in each experiment. For each experiment, we selected one time point for every 19 time points as an observation, resulting in a total of 101 selected nodes. For the random sampling-based simulation, we set the time interval to 1, i.e., tk=k and K=100.
Figures 1, 2, respectively, demonstrate the effectiveness of our algorithm based on the two continuous-time simulation methods mentioned above (Gillespie-based and random-sampling-based). For the Gillespie-based simulation in Figure 1,error(obs)=8.8034e−2 and error(para)=4.4327e−3; for the random-sampling-based simulation in Figure 2, error(obs)=6.1656e−2 and error(para)=4.3138e−3.
[image: Panel (a) shows lines representing the proportion of states over time with labels for estimated and true values of various parameters using different symbols and colors. Panel (b) displays the value of parameters over time, with estimated and true values indicated by different symbols and colors. Each panel has legends corresponding to the lines and symbols used.]FIGURE 1 | Performance of the algorithm when using the Gillespie-based simulation method. ī and r̄ are the observations, while βtrue and γtrue are the true parameter values. error(obs)=8.8034e−2, and error(para)=4.4327e−3. (a) States’ proportion vs. time. (b) Parameters’ value vs. time.[image: Two graphs are shown: (a) plots the proportion of states \( \hat{i}, \hat{r}, \bar{i}, \bar{r} \) over time \( t_k \), illustrating changes in state proportions. (b) displays the value of parameters \( \beta_{est}, \gamma_{est}, \beta_{true}, \gamma_{true} \) over time \( t_k \), with lines indicating estimated and true parameter values. Both graphs include a legend for clarity.]FIGURE 2 | Performance of the algorithm when using the random-sampling-based simulation method. ī and r̄ are the observations, while βtrue and γtrue are the true parameter values. error(obs)=6.1656e−2 and error(para)=4.3138e−3. (a) States’ proportion vs. time. (b) Parameters’ value vs. time.It can be observed that our algorithm’s estimates are close to the true values using both simulation methods. The assimilation effect using the Gillespie-based simulation method is slightly worse, which may be because the time intervals generated using the Gillespie-based method are not uniform, and thus, the magnitude of each correction cannot be controlled. The average of the results from 10 experiments shows that, for the Gillespie-based simulation, error(obs)=9.4176e−2 and error(para)=4.2962e−3; for the random-sampling-based simulation, error(obs)=3.6788e−2 and error(para)=4.3795e−3. This demonstrates that our algorithm is also effective when applied to continuous-time simulation methods.
We compare the differences among the three simulation methods in the following paragraph. Figure 3 illustrates the performance of the three different simulation methods described in Section 3.2.3 when β=0.03, γ=0.05, and the evolution time is 100. The simulation results of these three methods are quite close.
[image: Line graph comparing the proportion of states over time (\(t_k\)) for three methods: Gillespie (blue), RS (orange), and Discrete (green). All methods show similar trends with varying peaks and convergence.]FIGURE 3 | Comparison of the three simulation methods. “Gillespie,” “RS,” and “Discrete” refer to the Gillespie-based simulation, random-sampling-based simulation, and discrete simulation, respectively.However, there is a significant difference in the running time. The Gillespie-based simulation method generates nearly 2,000 time points each time, with an average running time of 675.2 s for the entire simulation process; the random-sampling-based simulation method, when the number of nodes is very large, consumes a considerable amount of time on each sampling, with an average running time of 136.7 s; the discrete simulation method is the fastest, with an average running time of 10.3 s.
Given that the simulation results are quite similar and that continuous-time dynamics can also be simulated using the discrete simulation method by adjusting the time intervals during discretization (since computations are always discrete in practice), for the sake of efficiency, the discrete simulation method is consistently used in the subsequent experiments.
4.4.2 Necessity of incorporating network topology
When network topology is incorporated, the model’s complexity increases compared to the baseline. Nevertheless, if the standard SIR model remains capable of producing accurate parameter estimates even when observational dynamics encompass network effects, the enhanced model would prove redundant and entail unnecessary computational overhead.
In this subsection, we generate observational data using the dynamics (Equation 2) that incorporate network effects and then estimate parameters through the standard SIR model coupled with the EnKF, replicating the methodology in [9]. With γ fixed at 0.002 andβ varying from 0.005 to 0.01 in 0.001 increments, we set the initial infection rate to 0.002 and perform 3,000 iterations. Figure 4 displays single-experiment results for β=0.006, where iori and rori denote estimated average infection/recovery rates, βori and γori represent parameter estimates, ī and r̄ are observed values, while βtrue and γtrue indicate true parameter values.
[image: Two graphs labeled (a) and (b). Graph (a) shows the proportion of states over time \( t_k \) with lines for \( i_{ori} \), \( r_{ori} \), \( \dot{i} \), and \( \dot{r} \). Graph (b) illustrates parameter values over time \( t_k \) with lines for \( \beta_{ori} \), \( \gamma_{ori} \), \( \beta_{true} \), and \( \gamma_{true} \).]FIGURE 4 | Original SIR model’s performance when γ=0.002 and β=0.006. ī and r̄ are the observations; βtrue and γtrue are the true parameter values, and iori, rori, βori, and γori are the estimations with the original SIR model. (a) States’ proportion vs. time. (b) Parameters’ value vs. time.The algorithm exhibits clear convergence. For each parameter set, we conducted 10 independent trials, with the final 50 time-step averages serving as steady-state estimates. Figure 5 displays the experimental outcomes, where the x-axis denotes the six β values (0.005–0.01 in 0.001 increments) and error bars show the range (minimum to maximum) with mean values across trials.
[image: Two graphs comparing true and estimated values. (a) Plot of beta values against beta, showing true (light blue line) and estimated (blue line with red error bars) values. Estimated values fluctuate, showing peaks and troughs.(b) Plot of gamma values against beta, with similar representation. True values are constant while estimated values vary, peaking and dipping with error margins.]FIGURE 5 | Comparison of true parameters and estimated parameters under the original SIR model. (a) True β vs. estimated β. (b) True γ vs. estimated γ.It can be clearly observed that the original SIR model systematically underestimates the transmission rate β. This is because, when considering the network topology, each node can only interact with its adjacent nodes. In contrast, the original SIR model assumes that each node can interact with any other node. This assumption corresponds to a complete graph in terms of network topology, which amplifies the virus’s transmission capability and leads to an underestimation of the virus’s infection capability. Therefore, it is methodologically imperative to use a model based on network topology.
4.4.3 Comparison with algorithms based on particle filter
Our algorithm can also be deployed on particle filtering. We compared the performance between the EnKF- and the PF-based algorithms, with the same number of particles, for ensemble sizes of 50 and 100. The observational data are derived from the following parameters: β=0.005, γ=0.002, the initial infection rate is 0.002, and iteration count K=3,000.
Table 3 shows the performance of the two algorithms. Figures 6, 7 visualize the assimilation effects of the two algorithms when the ensemble sizes are 50 and 100, respectively. iEnKF, rEnKF, βEnKF, and γEnKF are the estimates of the average infection rate, average recovery rate, β, and γ, respectively, obtained using the EnKF-based algorithm. Similarly, iPF, rPF, βPF, and γPF are the estimates obtained using the PF-based algorithm. ī and r̄ are the observed values, while βt and γt are the true values of the parameters β and γ, respectively.
TABLE 3 | Algorithm performance under different filters with sizes of 50 and 100. In each cell, the upper part shows error(obs), and the lower part shows error(para).	Alg.	PF	EnKF
	size
	50	8.1340e-1
2.9149e-2	4.9415e-3
7.4779e-4
	100	4.5452e-3
1.1522e-2	1.3175e-3
5.5691e-4


[image: Panel (a) is a line graph showing the proportion of states over time, labeled with different markers for variables \( i_{EnKF} \), \( r_{EnKF} \), \( i_{PF} \), \( r_{PF} \), \( \bar{i} \), and \( \bar{r} \). Panel (b) is a line graph illustrating parameter values over time with variables \( \beta_{EnKF} \), \( \gamma_{EnKF} \), \( \beta_{PF} \), \( \gamma_{PF} \), \( \beta_{true} \), and \( \gamma_{true} \), each represented by distinct markers. Both graphs share the x-axis labeled \( t_k \).]FIGURE 6 | Comparison of algorithms based on the EnKF and PF with size 50. (a) States’ proportion vs. time. (b) Parameters’ value vs. time.[image: Graph (a) shows the proportion of states over time, with different markers for various parameters. Graph (b) displays parameter values over time, showcasing fluctuations and stabilization. Legends indicate the different estimation methods and true values.]FIGURE 7 | Comparison of algorithms based on the EnKF and PF with size 100. (a) States’ proportion vs. time. (b) Parameters’ value vs. time.It can be observed that both algorithms perform well in assimilating observational data, with the EnKF-based algorithm showing a slight advantage. However, in terms of parameter estimation, EnKF significantly outperforms PF, with results differing by two orders of magnitude. The EnKF also converges faster and exhibits greater stability, yielding satisfactory results even with an ensemble size of 50. In contrast, PF only shows slightly better performance when the number of particles reaches 100, and its efficiency is far lower than that of the EnKF.
4.4.4 Optimal parameters for this algorithm
We then explore the impact of different hyperparameters: the number of ensemble members N, the covariance of the system noises Q3,3, the covariance of the observation noise R1,1, and the window length L on the estimation effect.
We set the observation’s parameters as βt=0.005, γt=0.002, the initial infection rate i0=0.002, and the number of iterations K=3,000. We seek the optimal parameters through empirical trials and determine the best values to be Q=1e−4, R=5e−4, N=50, and L=10. Table 4 lists the performance under different parameter settings. In Table 4, each cell indicates the value of the changed parameter and its performance, with all other parameters remaining the same as the best parameter setting. The results are obtained by taking the average of 10 independent experiments.
TABLE 4 | Algorithm performance under different parameter settings. Each cell has only one value that differs from the optimal parameters.	Setting	N	Q3,3	R1,1	L
	Config	10	1e-5	1e-6	1
	Error (obs)	4.2963e-1	1.4696e-2	6.7384e-4	5.6735e-4
	Error (para)	9.6108	3.3702e-3	8.5785e-1	4.9526e-1
	Config	50	1e-4	1e-5	5
	Error (obs)	4.2337e-3	—	1.4953e-3	7.5633e-3
	Error (para)	6.5073e-4	—	8.9945e-2	3.0551e-3
	Config	100	1e-3	1e-4	10
	Error (obs)	1.9964e-3	2.3766e-2	3.8971e-3	—
	Error (para)	4.1751e-4	7.3517e-3	3.1908 e-3	—
	Config	150	1e-2	5e-4	20
	Error (obs)	1.7930e-3	1.4885e-1	—	4.6956e-2
	Error (para)	2.4969e-4	8.5613e-2	—	2.9538e-2


The bold values in the table represent the optimal parameter settings determined by the experiments.
Figure 8 illustrates the algorithm’s fitting of observations and estimation of parameters under the optimal parameters. It can be observed that the algorithm exhibits excellent fitting performance for the observations, and the estimated parameters converge to the actual values, which validates our algorithm. For easy comparison, in the example shown in the figure, error(obs)=4.5731e−3 and error(para)=6.3527e−4. The optimal parameters were used in the following scenarios.
[image: Panel (a) shows a graph with time \( t_k \) on the x-axis and the proportion of states on the y-axis. It features curves for \(\hat{i}_{est}\), \(\hat{r}_{est}\), \(\bar{i}\), and \(\bar{r}\). Panel (b) shows a graph with time \( t_k \) on the x-axis and the value of parameters on the y-axis, featuring lines for \(\beta_{est}\), \(Y_{est}\), \(\beta_{true}\), and \(Y_{true}\). Both graphs display data trends over time.]FIGURE 8 | Algorithm’s fitting effect and the estimation effect on parameters under the optimal parameters when β=0.005 and γ=0.002, where error(obs)=4.5731e−3 and error(para)=6.3527e−4. (a) States’ proportion vs. time. (b) Parameters’ value vs. time.As shown in Table 4, the larger the ensemble size N, the better the performance of the algorithm. However, since the algorithm is serial, doubling the ensemble size will double the computation time.
Therefore, we set the ensemble size to 50 as its performance is not significantly different from that of ensemble sizes of 100 or 150. When the observational covariance R1,1 is smaller or the window length L is shorter, the algorithm’s assimilation of observational data is better. However, this leads to worse parameter estimation. Thus, intermediate values of R1,1=5e−4 and L=10 are chosen. Additionally, when the window length is too long, both the assimilation and observation effects of the algorithm deteriorate significantly. With these parameter settings, our algorithm can complete the optimization process of 3,000 time steps within 40 min.
4.5 Heterogeneous model and known network
We assume that the node parameters are different but sampled from the same exponential distribution: the cumulative distribution functions of D1(β′) and D2(γ′) are Fβ′(x)=1−e−x/β′ and Fγ′(x)=1−e−x/γ′, respectively. We still used the Internet Gnutella05 peer-to-peer network and set Q3,3=1e−4, R1,1=5e−4, N=50, and L=10. First, we set β′=0.006 and γ′=0.003, and the results are shown in Figure 9. In the experiment shown in Figure 9, error(obs)=5.7584e−2 and error(para)=2.4573e−2. It indicates that our algorithm converges to the true values and can estimate the states well; however, the estimations for the parameters are not as accurate as those of the homogeneous model. The accuracies of the experiments in Figure 9 are error(para)=0.27567 and error(obs)=0.02743.
[image: Panel (a) displays a line graph with curves representing estimated and actual proportions of states over iterations \(t_k\). Panel (b) shows parameter values, comparing estimated and true values over the same iterations. Each line in both panels has a unique color and marker indicated in the legends.]FIGURE 9 | Algorithm’s fitting effect and the estimation effect on hyperparameters. βtrue′=0.006, γtrue′=0.003, ī, and r̄ are the true values, while βest′, γest′, iest, and rest are our estimations. In the experiment, error(obs)=5.7584e−2 and error(para)=2.4573e−2. (a) States’ proportion vs. time. (b) Parameters’ value vs. time.We then investigated the impact of different parameters on the accuracy. Table 5 lists the accuracy of the algorithm when β′=0.005,0.01,0.015,0.02,0.1 and γ′=0.003,0.006,0.009,0.012,0.2. We can observe that when the parameter is small, the algorithm performs well (not inferior to Figure 9); however, when the parameter is large, the algorithm performs poorly. We believe that this may be due to the rapid convergence rate of the SIR model caused by the large parameter values, which does not allow the algorithm sufficient time to update the information.
TABLE 5 | Algorithm’s performance under different β′ and γ′. In each cell, the top value is error(obs), and the bottom value is error(para). Each value is obtained by taking the average of 10 independent repeated experiments.	γ′	0.003	0.006	0.009	0.012	0.2
	β′
	0.005	6.095e-2
2.650e-2	6.550e-3
4.556e-2	2.257e-2
6.879e-2	7.820e-3
4.825e-2	2.217
6.731e-2
	0.010	2.001e-2
1.308e-2	1.840e-2
3.254e-2	1.563e-2
5.570e-2	1.512e-2
4.438e-2	1.438
2.437e-1
	0.015	1.563e-2
6.921e-2	1.478e-2
9.881e-2	8.740e-3
4.638e-2	1.559e-2
1.635e-1	1.233
1.917
	0.020	1.210e-2
2.228e-1	2.029e-2
1.946e-1	1.461e-2
1.707e-1	1.264e-2
2.063e-1	1.038
5.360e-1
	0.1	1.952e-2
7.562e-1	2.194e-2
4.773e-1	1.965e-2
5.822e-1	2.280e-2
7.628e-1	2.585e-2
3.909e-1


Moreover, the success of our algorithm suggests that when there are sufficient nodes in the network, the infection situation of computer viruses may not be related to the specific defense capabilities of the nodes or the infection capabilities of the viruses but rather to the probability distribution of defense and infection capabilities. This is consistent with the ideas of some studies that used statistical physics to study contagion dynamics [11].
4.6 Different networks
In this subsection, we assume that the model is homogeneous and that the network is unknown, but we know that it has a specific structure, and the structural parameters are known. We used this hyperparameter to generate new random graphs for each ensemble member to estimate the model.
We consider three types of synthetic random networks: Erdős–Rényi graph G(n,pe), Watts–Strogatz graph G(n,d,pw), and Barabási–Albert scale-free graph G(n,m). To make a horizontal comparison among different types of networks, we considered the variation in the average degree of the networks. We generate networks with 5,000 nodes and average degrees of 10, 100, 200, and 300, then form observational data with β=0.002 and γ=0.001, and set the parameters Q3,3=1×10−4, R1,1=5×10−4, N=50, and L=10.
Figure 10 illustrates the algorithm’s performance in separate experiments conducted on three distinct networks with 5,000 nodes, an average degree of 10, and parameters β=0.002 and γ=0.001. The experimental results are as follows: on the Erdős–Rényi graph, error(obs)=2.1672e−3 and error(para)=4.2538e−2; on the Watts–Strogatz graph, error(obs)=3.7961e−3 and error(para)=6.6674e−2; and on the Barabási–Albert graph, error(obs)=1.0513e−3 and error(para)=5.7914e−3. Table 6 lists all the accuracy metrics: error(obs) and error(para) for reference, where each value was obtained by averaging over 10 repeated independent experiments.
[image: Six graphs illustrate the performance of state estimates and parameter values over time \( t_k \). Graphs (a), (c), and (e) show the proportion of states \( \hat{i}_{est}, \hat{r}_{est} \) and actual states \( \hat{i}, \hat{r} \), with estimates closely matching actual values. Graphs (b), (d), and (f) present estimated parameters \( \beta_{est}, \gamma_{est} \) versus true parameters \( \beta_{true}, \gamma_{true} \), indicating parameter stabilization over time. Each graph provides insight into the accuracy and stability of estimates and parameters.]FIGURE 10 | Algorithm’s performance on three random graphs with 5,000 nodes and an average degree of 10 when β=0.002 and γ=0.001. (a) States’ proportion vs. time. (b) Parameters’ value vs. time. Performance on the Erdős–Rényi random graph, with error(obs)=2.1672e−3 and error(para)=4.2538e−2. (c) States’ proportion vs. time. (d) Parameters’ value vs. time. Performance on the Watts–Strogatz random graph, with error(obs)=3.7961e−3 and error(para)=6.6674e−2. (e) States’ proportion vs. time. (f) Parameters’ value vs. time. Performance on the Barabási–Albert random graph, with error(obs)=1.0513e−3 and error(para)=5.7914e−3.TABLE 6 | Performance of the algorithm when β=0.002 and γ=0.001. In each cell, the top value is error(obs), and the bottom value is error(para).	ave.deg	ER	WS	BA
	Type
	10	2.0438e-3
3.3252e-2	3.9309e-3
6.0472e-2	9.4501e-4
5.8083e-3
	100	2.6239e-4
5.1049e-2	3.1287e-4
3.7950e-2	4.4666e-4
4.0946e-2
	200	1.7285e-4
6.2668e-2	1.6852e-4
8.8090e-2	3.0684e-4
5.8843e-1
	300	2.2682e-4
7.7801e-2	2.2102e-4
7.1678e-2	1.5919e-4
6.1646e-1


It can be observed that even without knowing the specific network structure, our algorithm performs well across all three types of networks, demonstrating its robustness. Meanwhile, as shown in the table, when the average degree increases (e.g., to 200 and 300), the performance of our algorithm in estimating parameters on BA networks decreases significantly. We speculate that this is because BA networks are heterogeneous, with highly uneven degree distributions and a significant number of nodes with very high degrees. These high-degree nodes have a substantial impact on the spread of the virus. As the average degree increases, the heterogeneity of the network also increases, rendering the method of averaging less suitable for estimating network parameters. This, in turn, leads to a decrease in the performance of our algorithm.
4.7 SIS model
In the previous section, we focused on the SIR model; however, it should be noted that our algorithm is not only applicable to the SIR model but can also be used for other classic epidemic models. In this subsection, we use our algorithm to estimate a network-based SIS model [19]. We assume that any node v in the network G can only be in one of the following two states at the same time: 0 (susceptible state) or 1 (infective state), and the evolution of the probabilities of node states obeys the following dynamical system: for node v∈V,
dsvtdt=−1−∏u∈V,u≠v1−βuau,vivtsvt+λvivtdivtdt=1−∏u∈V,u≠v1−βuau,vivtsvt−λvivt
where βv and λv for v∈V are the infection rate and recovery rate for node v, respectively. Using a method similar to that in Section 3.2, we can estimate this dynamical model using the EnKF.
In the estimation experiment, we used a 5,000-node ER network, with an average degree of 10. The average infection rate ī(tk), the number of new infections at each time step Δi(tk), the infection rate β, and the recovery rate λ were used as the states. We set β=0.002 and λ=0.001, and the iteration time K=3,000 to generate the observations. In the estimation process, we set Q3,3=1e−4, R1,1=5e−4, N=50, and L=10. As mentioned previously, the algorithm updates the true input of the dynamics ξ(tk) based on the average infection rate ī(tk) for every L time steps.
The two subfigures in Figure 11, respectively, show the algorithm’s data assimilation of observational states and its parameter estimation effectiveness. βtrue and λtrue are the true parameter values; ī and Δi are the observations; iest, Δiest, βest, and γest are the estimated values. In subfigure (a), due to the large magnitude difference between Δi and ī, the y-axis for ī is placed on the right side of subfigure (a), while the y-axis for Δi is placed on the left. It can be observed that our algorithm also performs well on the network-based SIS model.
[image: Two graphs are displayed. (a) Shows the proportion of Δi and state i over time \( t_k \), with four lines: blue circles for Δi, orange squares for Δi_est, green triangles for i_est, and red inverted triangles for i. (b) Displays the value of estimated and true parameters β and λ over time \( t_k \), with blue circles for β_est, orange squares for λ_est, green line for β_true, and red line for λ_true. Both graphs include legends indicating the represented data.]FIGURE 11 | Algorithm performance on the network-based SIS model. (a) States’ proportion vs. time. (b) Parameters’ value vs. time.5 CONCLUSION AND DISCUSSION
This study proposes a data assimilation algorithm to estimate network-based contagion dynamical models, including the states, parameters, and hyperparameters. We validate the performance of the algorithm in three scenarios, demonstrating its powerful capabilities and suggesting that when the network size is sufficiently large, the dynamical behavior may be independent of the specific network and parameters, instead depending on their distributions.
Although our algorithm performed well in experiments, it still has obvious limitations when applied in practice.
	(1) Due to the lack of relevant real-world data, we cannot validate the effectiveness of our algorithm on public datasets as other algorithm papers do. Experiments can only be conducted using synthetic data, suggesting that we are not certain about how our algorithm will perform in practical applications.
	(2) The method of data assimilation is highly dependent on the choice of the model. For existing data, we must precisely know the underlying model to make accurate predictions and estimates. However, due to the lack of real-world data, we are unable to determine how the algorithm performs on real data. The algorithm also requires information about the specific network structure. In the three scenarios, we know either the exact network structure or that the network structure comes from a specific distribution, which is relatively difficult in reality.
	(3) When the underlying dynamics converge too rapidly, our algorithm does not have sufficient time to update the states and acquire information, thus resulting in mediocre performance. We need to understand at what convergence rate of the dynamics our algorithm can ensure accuracy.
	(4) There is a lack of theoretical guarantees regarding the reliability of the algorithm and the choice of hyperparameters, and there is also a general lack of publicly available and reliable network-topology-based time series datasets in the field of contagion dynamics. This makes it difficult to validate our algorithm, along with other theoretical results, on public datasets. Ensuring the theoretical reliability of our algorithm and developing methods for collecting data to construct useful datasets will both be important directions for our future research.
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