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The rapid growth of e-commerce has been significantly driving the logistics industry’s development, while the speed of information technology transformation has laid a solid foundation for this progress. The Internet of Things (IoT), recognized as a representative of next-generation information technology, has injected new vitality into intelligent logistics management through its powerful data collection and transmission capabilities. The importance of user access control mechanisms has become increasingly evident in logistics management systems. Therefore, this paper proposes a signature-based authenticated scheme for logistics management systems. In this scheme, the user’s password, biometrics and smart card are used as the three authentication factors. During the login and authentication phase, registered users and devices in the logistics management system can securely and efficiently complete mutual authentication and key agreement. To verify the security performance of the proposed scheme, an simulation analysis is performed using the Scyther tool. Furthermore, performance evaluation demonstrates that the proposed scheme not only significantly enhances the security of the logistics management system but also maintains low costs.
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1 INTRODUCTION
The continuous advancement of the socio-economic landscape has made the logistics industry a crucial pillar of the economic system, profoundly influencing people’s daily lives. Driven by the rapid advancements in information technology, Internet of Things (IoT) and artificial intelligence, the logistics industry is steadily advancing toward a new phase of intelligent transformation. By leveraging IoT technology, the logistics management supply chain has been constructed and optimized, establishing an integrated supply channel for goods circulation. This has not only significantly contributed to the prosperity of production and sales industries but also effectively addressed various challenges in traditional logistics, greatly enhancing distribution efficiency and service quality. The core of logistics management systems under IoT is to enable seamless interaction and sharing of diverse information, thereby effectively reducing transportation costs, improving efficiency, and driving the intelligence of logistics decision-making and execution. Through intelligent management models, high-quality logistics services can be provided at reduced costs. The essence of IoT-based logistics management systems lies in relying on real-time and comprehensive information to emulate human intelligence, make optimal decisions, create greater value for customers, and deliver a superior service experience. Traditional logistics models have often relied on experience-based decision-making due to delayed and insufficient information. In contrast, IoT-based logistics management systems have achieved revolutionary innovation over traditional logistics, having profound impacts on the industry’s structure, operating models, business models, ecological systems, and development paradigms. With the widespread application of big data technology, IoT-based logistics management systems leverage big data to process logistics information, further integrating characteristics such as informatization, digitization, networking, and visualization.
With the deep integration of IoT technology into logistics management systems, sensors, as an indispensable component of these systems, play a pivotal role [1]. They serve not only as direct perceivers of logistics environment information but also as key enablers for the intelligent and precise control of logistics processes. Sensors can accurately collect and monitor in real time various physical and chemical parameters in logistics environments, such as temperature, humidity, and pressure, providing abundant and accurate data support for logistics decision-making. These real-time data not only enhance the transparency of logistics processes but also enable managers to promptly identify and address anomalies that could affect cargo safety and quality, thereby ensuring the efficiency and security of logistics operations. In IoT-based logistics management systems, mutual authentication between sensor devices and users is important for ensuring the security and efficiency of logistics. It effectively prevents unauthorized access and operations in complex logistics environments, safeguarding the integrity and security of logistics information. Although IoT-based logistics management systems have made significant progress compared to traditional models, existing authentication schemes still have key limitations. Most current schemes rely on two-factor authentication, which is vulnerable to offline brute force attacks, device theft, and session hijacking threats in untrusted networks. Additionally, traditional schemes often overlook the computational limitations of edge devices, resulting in unacceptable delays during large-scale deployment. Based on the above discussion, the main contributions of this paper are as follows:
(1) This paper proposes a signature-based authenticated scheme for logistics management systems. The proposed scheme enables legitimate registered users to access data or tasks from devices. During the user login phase, passwords, personal biometrics and smart card are used to verify user identity. In the authentication phase, mutual authentication between the user and device is performed, and a secure session key is established to ensure the security of subsequent communications between the user and the device.
(2) Formal security analysis using Scyther has been conducted to ensure the security of the proposed scheme. Furthermore, heuristic analysis indicates that the proposed scheme can resist common attacks while maintaining user-friendliness. Experimental results show that the scheme performs excellently in terms of security strength, communication efficiency, and scalability, providing a practical and feasible security authentication framework for large-scale intelligent logistics systems.
In Section 2 and Section 3, a brief review of the relevant literature and knowledge is presented. The proposed scheme is detailed in Section 4. The security of the proposed scheme is evaluated in Section 5. Subsequently, performance analysis is conducted in Section 6. Finally, we conclude this paper.
2 LITERATURE REVIEW
Authentication serves as the first line of defense in logistics management systems. For sensor devices, mutual authentication with users is conducted to validate the legitimacy of user identities while also verifying whether the devices themselves are authorized to read or write specific information. This bidirectional authentication mechanism significantly enhances system security and mitigates the risks of data breaches or damages caused by malicious attacks or operational errors.
In industrial scenarios or smart logistics contexts, numerous authentication key agreement protocols have been proposed by researchers [2–5]. Chang et al. [6] discovered that Kalra et al.'s scheme [5] failed to achieve the claimed mutual authentication and session key agreement. An improved protocol was proposed. However, Wang et al. [7] demonstrated that Chang et al.'s [6] scheme remained insecure. Subsequently, the protocol was improved, and its security was formally proven. Later, Pham et al. [8] optimized Wang et al.'s [7] protocol to support mutual authentication between devices. Despite its advantages in security and efficiency, the scheme lacked privacy protection mechanisms for devices due to identity exposure during authentication. Pham et al. [9] further improved the aforementioned protocol, and a privacy-preserving authentication protocol was proposed to support secure communication between devices in distributed network architectures. Amin et al. [10] propose a scheme that incurs significant computational overhead. Li et al. [11] proposed a scheme based on ECC, but it involves sunstantial. Wazid et al. [12] proposed an identity authentication scheme vulnerable to forgery threats, while Li et al. [13] introduced a privacy-preserving data aggregation protocol susceptible to impersonation threats. To reduce overhead, Sodorov et al. [14] proposed an RFID-based ultra-lightweight identity verification key exchange for intelligent supply chains. Later, Sergi et al. [15] introduced a secure authentication algorithm for smart logistics and IoT systems. In recent years, to address the growing demand for secure communications in industrial IoT, researchers have conducted extensive studies on authentication and key management. Zhou et al. [16] proposed a two-factor authentication mechanism utilizing hash functions and XOR operations, which emphasized lightweight properties. However, subsequent studies revealed its susceptibility to replay attacks and key leakage issues. To address these shortcomings, Ali et al. [17] introduced a three-factor authentication approach incorporating hash functions, XOR operations, and AES encryption. Despite these enhancements, the scheme failed to counter man-in-the-middle (MITM) attacks and did not achieve the expected level of secure authentication, as noted in related research [18]. In practice, approaches relying solely on lightweight operations often face challenges in maintaining robust security. To mitigate this, public key cryptography [5] has been employed to strengthen protocol security. Das et al. [19] proposed a certificate-based device access control mechanism known as LACKA-IoT. Nevertheless, its significant computational and communication overhead restricts its effectiveness in resource-constrained industrial settings. Meanwhile, Chatterjee et al. [20] designed a protocol that leverages identity-based encryption alongside hash functions, but it fell short in ensuring sufficient forward secrecy.
Identity-Based Cryptography (IBC) eliminates the need for extensive digital certificate exchanges in secure applications, making it more lightweight and easier to deploy. Under an IBC framework, a device’s private key is generated based on its unique identifier, removing the requirement for PKI-provided certificate support. This significantly broadens the application scope of public key cryptography while substantially reducing the costs associated with certificate maintenance. Over time, identity-based key algorithms have undergone numerous advancements [21–24]. Li et al. introduced a decentralized multi-signature protocol [25] that integrates identity-based signatures with the Schnorr scheme under the elliptic curve discrete logarithm problem. This protocol addresses the challenges of security and efficiency in IoT identification within centralized signature schemes. Fang et al. utilized IBS to prevent data alteration and reduce the overhead of third-party authentication [26]. Heo et al. [27] designed an identity-based mutual authentication scheme for power line communication, effectively simplifying the deployment and management of authentication credentials by eliminating the need for public key certificates. Li et al. [28] proposed a cloud-based identity authentication scheme designed for asymmetric mutual authentication between cloud servers and device users. Jin et al. [29] focused on data security and privacy in wireless body area networks by designing a privacy-preserving scheme based on biometric identities. In this scheme, user identities are constructed from biometric traits. Based on this, the authors developed an access control scheme. Subsequently, many researchers [30–32] have proposed identity-based authentication schemes in Vehicular Ad hoc Networks (VANET) to improve the communication efficiency of VANET. Existing research has made significant progress in the design of authentication protocols for logistics and industrial scenarios, but limitations remain. Most schemes struggle to balance security and lightweight requirements. Lightweight protocols are often vulnerable to replay attacks or key leakage risks due to simplified computations, while schemes that introduce public-key cryptography improve security but incur high overhead due to certificate management or complex computations, making them difficult to adapt to resource-constrained industrial environments.
3 PRELIMINARIES
3.1 System model
In IoT-based logistics management systems, sensors capture detailed information about objects, including location, temperature, orientation, and other parameters. Any authenticated user can access the status of these objects. The system model proposed is illustrated in Figure 1, with the following participants:
[image: Figure 1]FIGURE 1 | System model.
3.1.1 Registration center (RC)
RC is responsible for initializing the system and handling the registration of users and service providers. RC distributes secret information associated with each registrant. Notably, in this scheme, the RC is not involved during the mutual authentication phase.
3.1.2 User ([image: image])
Users can directly access sensory data collected by devices, allowing them to obtain real-time information about the environment, devices, or target objects. This sensory data can include various types of information such as light intensity, location, and motion status, depending on the type of sensor and the application scenario. By accessing this data, users or applications can accurately track specific target objects, such as the current location and condition of a package during logistics transportation.
3.1.3 Device ([image: image])
Sensor devices deployed in warehouses and on vehicles efficiently read item-related information, including identity, status, and other relevant parameters. This may involve unique identifiers, transportation conditions, and location records for the goods being tracked.
3.2 Elliptic curve cryptography
Definition 1. Elliptic Curve Discrete Logarithm Problem (ECDLP):
[image: image] is an elliptic curve group over the prime field [image: image]. P is a generator of [image: image]. Computing [image: image] is relatively easy for given [image: image] and [image: image]. However, given [image: image], [image: image], to find an integer such [image: image] that [image: image] is computational hard.
Definition 2. Elliptic Curve Diffie- Hellman Problem (ECDHP):
Let [image: image], [image: image] and [image: image] are points over an elliptic curve. It is computational infeasible to solve [image: image] without knowledge of [image: image] and [image: image].
3.3 Adversary model
In our proposed scheme, we adopt the widely recognized Dolev-Yao threat model (DY model) to assess potential security risks. The DY model assumes a powerful adversary with full control over the communication channel, capable of eavesdropping, tampering with, injecting, or replaying any transmitted message [33–35]. We assume the following capabilities for an adversary (denoted as A):
(1) It is assumed that [image: image] can intercept, block, and alter messages transmitted over public channels.
(2) It is assumed that [image: image] numerate all possible identity-password pairs within the dictionary space.
(3) In three-factor authentication system, it is assumed that [image: image] could potentially compromise any two of the authentication factors.
4 PROPOSED PROTOCOL
We propose a signature-based authenticated scheme for logistics management systems. It comprises three types of participants: the registration center (RC), sensor devices ([image: image]), and users ([image: image]). Table 1 shows the symbols.
TABLE 1 | Symbols.
[image: Table 1]4.1 System setup
E is an elliptic curve defined over [image: image], and the RC selects a cyclic additive group G on [image: image] with an order of q, where q is a prime number. The generator of G is P. RC randomly selects [image: image] as the system’s master key, and the system’s public key is [image: image]. RC chooses a secure hash function [image: image](). RC securely stores the master key k and publishes parameters [image: image].
4.2 Registration phase
4.2.1 Device registration

(1) [image: image] sends its identity value [image: image] to RC.
(2) Upon receiving the identity value of [image: image] , RC calculates [image: image] and [image: image]. The RC then sends [image: image] to [image: image] via a credible channel.
(3) [image: image] stores [image: image] securely and publicly shares [image: image].The registration process is as illustrated in Figure 2.
[image: Figure 2]FIGURE 2 | Device registration process.
4.2.2 User registration

(1) [image: image] chooses its identity [image: image], a password [image: image], and inputs biometric [image: image]. Then, [image: image] generates a random number [image: image] and computes [image: image] [image: image] [image: image]. Finally, [image: image] sends [image: image] to RC.
(2) Upon receiving [image: image], RC checks whether [image: image] exists in its authentication list. If it does, the user is considered a duplicate registrant, and the server rejects the request. If [image: image] does not exist, the RC stores [image: image] in its authentication list. Then, RC selects a random number [image: image], and computes [image: image] , [image: image], [image: image], [image: image], [image: image]. Finally, RC stores [image: image] in smart card [image: image] and issues to [image: image] via reliable channel.
(3) Upon receiving [image: image], [image: image] computes [image: image], replaces [image: image] with [image: image], and stores [image: image] and [image: image] in [image: image].
The user registration process is as illustrated in Figure 3.
[image: Figure 3]FIGURE 3 | User registration process.
4.3 User login
[image: image] enters [image: image]、 [image: image] and imprints [image: image]. Next the smart card performs the following calculations: [image: image], [image: image], [image: image], [image: image], and verifies whether [image: image]. If [image: image], the session terminates. If [image: image], the smart card proceeds to the next step.
4.4 Mutual authentication
Figure 4 shows the mutual authentication process between the device and the user, where the user completes the signing process and the device verifies the signature. The process uses a signature scheme that signs messages with pre-generated private keys. Figure 5 is verification algorithm. The detailed steps are as follows:
(1) [image: image] forms current timestamp [image: image]. The user generates a signature: [image: image] according to the signing algorithm shown in Figure 6. Finally, the user sends: [image: image] {[image: image]} to [image: image] over a public channel.
(2) Upon receiving {[image: image]}, [image: image] verifies the freshness of the timestamp [image: image]. If the check holds, [image: image] executes the signature verification algorithm to check its validity. If successful, [image: image] selects a random number [image: image], computes [image: image] [image: image]) and sends {[image: image]} to the user, which [image: image] is current timestamp.
(3) Upon receiving {[image: image]}, the smart card checks the freshness of the timestamp [image: image]. If the check holds, the smart card computes [image: image], [image: image] ([image: image]). The smart card verifies whether [image: image]. If they match, mutual authentication is successfully completed, and the session key [image: image] is established.
[image: Figure 4]FIGURE 4 | Login and mutual authentication process.
[image: Figure 5]FIGURE 5 | Verification algorithm.
[image: Figure 6]FIGURE 6 | Signing algorithm.
4.5 Password and biometric update
User [image: image] can update their password and biometric data offline by following these steps:
(1) [image: image] inputs [image: image]、 [image: image], and imprints [image: image], then performs the following calculations: [image: image] [image: image] [image: image]. The smart card verifies whether [image: image] If [image: image], the smart card rejects the request. Otherwise, [image: image] is prompted to input a new password [image: image] and new biometric data [image: image].
(2) [image: image] inputs [image: image] and [image: image], and then the smart card performs the following calculations: [image: image], [image: image], [image: image], [image: image].
(3) The smart card updates [image: image] with [image: image].
5 SECURITY EVALUATION
5.1 Informal security analysis
Here, we conducted a comprehensive evaluation of potential security risks through heuristic analysis. By simulating real-world attack scenarios, we validated the scheme’s ability to defend against informal attacks [36–42].
5.1.1 Mutual authentication
Devices authenticate users by verifying [image: image]. User generates the signature using [image: image]. Only users with [image: image] can compute a valid signature. Additionally, the user authenticates devices based on [image: image]. During the signing process, the user encrypts [image: image] using [image: image]. Only devices with the key [image: image] can compute [image: image] and recover [image: image], ensuring that [image: image] equals [image: image], and successfully establish the session key.
5.1.2 Session key agreement
User and device generate [image: image]. The session key consists of [image: image] and [image: image], where [image: image] is derived from the elliptic curve Diffie-Hellman key exchange. [image: image], generated using [image: image], ensures resistance against attacks targeting session-specific temporary information.
5.1.3 Perfect forward secrecy
Assume [image: image] obtains the user’s and device’s long-term secrets and intercepts information. [image: image] attempts to recover SK, but SK is protected by random numbers [image: image] and [image: image], where [image: image] ([image: image]) is generated using the Diffie-Hellman key exchange. Even if the attacker gains long-term secrets, they cannot retrieve [image: image] from [image: image] and [image: image].
5.1.4 User impersonation attack
[image: image] attempting to impersonate [image: image] needs to create a legitimate login request by generating [image: image] and [image: image]. These values require the [image: image], [image: image], [image: image], and the information stored in [image: image]. Only with all these elements can an attacker successfully generate a legitimate login request.
5.1.5 Device impersonation attack
[image: image] attempting to impersonate [image: image] needs to create a valid response message by computing [image: image]: [image: image], [image: image] = [image: image]. Since attacker [image: image] lacks knowledge of [image: image], they cannot compute [image: image]. Additionally, [image: image]. To derive [image: image], the attacker would also need the user’s [image: image]. Thus, [image: image] cannot produce a valid response message.
5.1.6 User-friendliness
During the authentication phase, the registration center remains offline, allowing users to directly access devices without RC. The proposed scheme supports password and biometric updates, which can be completed without further communication with the RC. Therefore, the proposed scheme demonstrates excellent user-friendliness.
5.1.7 Resistance to insider attack
In insider attacks, privileged users such as system administrators may attempt to access legitimate users’ accounts. However, in this scheme, the user’s [image: image] and biometric [image: image] are concatenated, and the concatenation is processed using hash function H, XORed with the parameter [image: image]. Neither insiders nor the registration center can retrieve the original password.
5.1.8 Stolen smart card attack
In the proposed scheme, if [image: image] steals a smart card, they may attempt to impersonate a legitimate user. However, [image: image] cannot log into system because they must also provide the user’s [image: image], password [image: image], and biometric [image: image]. While the smart card is tamper-resistant, [image: image] could extract all stored information. Nevertheless, [image: image] cannot derive the user’s password or biometric data.
5.1.9 Temporary secret leakage attack
If the random numbers [image: image] and [image: image] are accidentally or maliciously exposed to an attacker [image: image], they can compute [image: image]. However, [image: image] still cannot derive [image: image]. This is because [image: image] cannot retrieve [image: image] without access to the user’s private key or the device’s private key.
5.1.10 Man-in-the-middle attack
[image: image] forges valid user authentication and responses messages to convince participants that the information is legitimate. To do so, [image: image] would need to compute relevant parameters. However, [image: image] cannot access the user’s and device’s private keys, password [image: image], or biometric [image: image]. As a result, [image: image] cannot forge valid authentication and response messages.
5.1.11 Replay attack
According to the proposed scheme, the user and the device generate new random numbers and [image: image] during the authentication phase, and the information recipient verifies the timestamp. Therefore, the proposed new protocol can effectively defend against replay attacks.
5.2 Scyther verification
The proposed scheme was subjected to an in-depth security analysis using Scyther, with the results presented in Figure 7. During the verification process, multiple security properties of the protocol were evaluated, including key confidentiality (Secret SK), liveness (Alive), weak agreement (Weakagree), non-interactive agreement (Niagree), and synchronization (Nisynch). All verification results were marked as “Ok,” with a status of “Verified” and no attacks detected, indicating that no potential vulnerabilities were identified under the current verification conditions.
[image: Figure 7]FIGURE 7 | Scyther results.
6 PERFORMANCE ANALYSIS
This section will provide a comparative performance analysis, including comparisons of computational and communication overhead. This section focuses on the performance comparison during the login and authentication phases. The performance comparison in this section focuses solely on elliptic curve addition, point multiplication, and hash operations. XOR operations are considered negligible in terms of computational time, and thus bitwise XOR operations are excluded from the time analysis.
6.1 Security comparison
A detailed comparison between the proposed scheme and other related schemes has been carried out. The outcomes of this evaluation are summarized in Table 2. In the table, ✓ signifies the presence of a specific feature or functionality, whereas ⨯ denotes its absence.
TABLE 2 | Security comparison.
[image: Table 2]6.2 Computation overhead comparison
The computational overhead of the proposed protocol is compared with the protocols presented in Refs. [35–38], as shown in Table 3. The symbols [image: image], [image: image], and [image: image] represent the time required to execute a single hash function, elliptic curve addition, and elliptic curve point multiplication, respectively. The following times (in milliseconds) for cryptographic operations are used [40, 41]: [image: image], [image: image], [image: image].
During the user login phase, 4 hash operations are performed, along with 3 elliptic curve point multiplications and 1 hash operation for the signature algorithm. Additionally, when the device receives a message, 1 elliptic curve point multiplication and 2 hash operations are performed. During the authentication phase, the device verifies the signature algorithm, requiring 4 elliptic curve point multiplications, 1 elliptic curve addition, and 2 hash operations, along with 2 more hash operations and 2 elliptic curve point multiplications. Therefore, the total computational cost of the proposed scheme is [image: image].
As shown in Table 3 and Figure 8, the proposed scheme demonstrates significant optimization in computational cost and execution time compared to other protocols. The total execution time of the proposed scheme is 134.747 ms, which is significantly lower than the protocols in [36, 37]. Compared to the protocol in [38], the execution time of the proposed scheme is reduced by approximately 17.4%. Additionally, the scheme reduces the number of hash operations and minimizes the computationally expensive elliptic curve point multiplication operations. This indicates that the proposed scheme strikes a better balance between performance optimization and computational complexity, showcasing superior efficiency.
TABLE 3 | Computation overhead.
[image: Table 3][image: Figure 8]FIGURE 8 | Computation overhead.
6.3 Communication overhead comparison
To evaluate the communication cost, it is assumed that the user identity, random number, timestamp, hash output, and elliptic curve point [image: image]) require 160 bits, 160 bits, 32 bits, 160 bits, and 320 bits, respectively, where [image: image] and [image: image] are the x- and y-coordinates of the elliptic curve point P.
In the proposed protocol, the total length of the exchanged information during the login and authentication phases is calculated as [image: image]. The communication costs of other protocols are summarized in Table 4. From the comparison, it is evident that the proposed scheme incurs a lower communication overhead. Additionally, the amount of information transmitted during the authentication phase is relatively small. This demonstrates that the proposed scheme achieves higher security and functionality while minimizing communication costs.
As shown in Table 4 and Figure 9, the proposed scheme offers a significant advantage in terms of both communication cost and the amount of transmitted information compared to other protocols. In contrast to protocols, the proposed scheme requires only 2 messages to be transmitted, significantly fewer than the 3 to 5 messages needed by other protocols. This reduction in communication rounds enhances the efficiency of the protocol. In terms of communication cost, the proposed scheme has the lowest overhead at 1984 bits. This indicates that the proposed scheme effectively reduces information transmission costs through optimized communication, significantly improving the overall performance of the protocol, particularly in scenarios where high communication efficiency is required, ensuring the scalability of the protocol in large-scale scenarios.
TABLE 4 | Communication overhead.
[image: Table 4][image: Figure 9]FIGURE 9 | Communication overhead.
7 CONCLUSION
This paper proposes a signature-based authentication scheme designed to meet the security requirements of logistics management systems in the Internet of Things (IoT). The proposed scheme effectively reduces the complexity of elliptic curve operations and the number of communication exchanges, thus achieving a dual reduction in both computational cost and communication overhead. Additionally, the scheme incorporates a three-factor authentication mechanism to enhance system security. To comprehensively evaluate the effectiveness of the proposed protocol, it has been validated through heuristic evaluation, and testing with the Scyther tool. Compared to current mainstream protocols, the proposed scheme shows significant advantages in terms of communication efficiency and operational performance. It not only ensures the effectiveness of identity authentication and maintains data integrity but also provides robust protection against various attacks. The proposed scheme is suitable for various logistics scenarios, such as ensuring that only authorized personnel or devices can operate the system in large warehouses, preventing unauthorized operations or data tampering. Additionally, real-time identity verification is carried out using biometrics (such as fingerprints) and smart cards, ensuring that only designated personnel can unlock or access order information, reducing the risk of cargo theft during transportation. This scheme is particularly well-suited for logistics management scenarios requiring high security and efficiency, providing an efficient and reliable solution for secure communication in logistics.
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