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In this paper, a mutual authentication quantum key agreement protocol with single-particle measurement is proposed. The participants can authenticate each other’s identity through their secret identity information and the entanglement property of Bell states. After the authentication phase, the participants can negotiate a private key with equal contribution. We prove that the proposed scheme is unconditional security. In comparison to the previous mutual authentication quantum key agreement protocols, the proposed method utilizes Bell states as the quantum resource states in both the identity authentication and key agreement stages. It requires single-particle measurement without the need for Bell measurements or the involvement of trusted or semi-trusted other participants. Additionally, our proposed scheme demonstrates significant advantages in terms of qubit efficiency.
Keywords: quantum cryptography, quantum key agreement, mutual authentication, unconditional security, bell states, single particle measurement
1 INTRODUCTION
As one of the important branches of cryptography, key agreement allows all the participants to contribute equally to generating a negotiated key, where any nontrivial subset cannot privately determine the negotiated key. Since the first key agreement protocol was proposed by Diffie and Hellman in 1976 [1], many key agreement protocols have been proposed [2–5]. However, with the rapid development of quantum computing and quantum computers, the classical cryptography schemes based on the complexity of mathematical algorithms will be seriously endangered. Different from classical cryptography, quantum cryptography is theoretically unconditionally secure. For this reason, quantum cryptography has garnered widespread attention from numerous cryptography researchers and has gradually evolved into a popular research direction in the field of cryptography.
Quantum cryptography encompasses various branches, such as quantum key distribution (QKD) [6–8], quantum key agreement (QKA) [9, 10], quantum secure direct communication (QSDC) [11–13], quantum secret sharing (QSS) [14, 15], quantum signature (QS) [16–18], quantum private query (QPQ) [19–21], quantum private comparison (QPC), [22–24]. Currently, quantum key agreement is a novel and highly significant research topic that has attracted considerable attention within the academic sphere.
In 2004, Zhou et al. [9], achieved the first QKA protocol by utilizing quantum teleportation, thereby pioneering the application of quantum technology in key negotiation. However, Tsai et al. [25] identified a critical flaw in Zhou et al.’s protocol, wherein a participant could unilaterally determine the shared key. Subsequently, in the same year, Hsueh et al. [26] proposed a QKA scheme using unitary operations and single photons. Nevertheless, Tsai et al. [27] pointed out that this scheme lacked sufficient security, as an attacker could acquire the shared key through controlled attacks without detection. In 2010, Chong et al. [10] successfully proposed an efficient two-party QKA protocol, building upon the foundation of the BB84 protocol. This QKA protocol primarily leverages unitary operations and delayed measurement techniques. Subsequently, numerous research efforts have been proposed to enhance the QKA protocol from various perspectives, such as multi-party QKA [28–32], improved communication efficiency [33–37], enhanced security [38, 39], and against noise environments [34, 40–44], semi-quantum capabilities [45–50].
However, the aforementioned QKA protocols lack the capability to authenticate the identities of the involved parties. In practical settings, attackers often attempt to impersonate participants to gain access to the shared key and carry out man-in-the-middle attacks on the QKA protocol. To counteract this attack, it is crucial to authenticate the identity of the key negotiators before the key establishment process, which holds significant importance for ensuring the security of the QKA protocol. In 2021, Zhu et al. [51] proposed a semi-honest three-party mutual authentication quantum key agreement (MAQKA) scheme based on three-particle entangled states, which requires a semi-honest third party to assist two key negotiators in achieving mutual authentication and key agreement. In the same year, Ma et al. [52] presented a MAQKA protocol based on five-particle entangled states, involving four participants and relying on two users to assist the other two users in achieving identity authentication and key agreement. However, this scheme exhibits relatively low qubit efficiency. In 2022, He et al. [53] presented a novel MAQKA protocol based on Bell states, which improves qubit efficiency and achieves the identity authentication and key agreement without relying on a trusted or semi-trusted third party.
In this paper, we propose a mutual authentication quantum key agreement protocol with single-particle measurement. The protocol utilizes Bell entangled states as the quantum source, enabling identity verification of participants before key agreement and against potential attacks. Compared to the previous MAQKA schemes, our proposed protocol has significant improvements in terms of quantum sources, auxiliary requirements from other participants, measurement bases, and qubit efficiency.
The rest of the paper is organized as follows. In Section 2, the proposed two-party mutual authentication quantum key agreement protocol is described in detail. In Section 3, we provide concrete examples. In Section 4, we analyze its security. In Section 5, we discuss the performance of our scheme and provide a conclusion.
2 THE PROPOSED MUTUAL AUTHENTICATION QUANTUM KEY AGREEMENT PROTOCOL
Two participants Alice and Bob want to authenticate their identity and negotiate a key. We assume that Alice and Bob need a secret identity information [image: image] through a secure channel in advance [53–55]. Two hash functions [image: image] outputting m-bit value and [image: image] outputting n-bit value are used. The process is described as follows.

Step 1: Bell sates preparation and transmission. Alice prepares m + n Bell states all in [image: image], where m denotes the number of the authentication particles, n denotes the number of the information particles. Alice records the first particles as qubit sequence [image: image], the second particles as qubit sequence [image: image]. Alice randomly inserts some decoy states into the qubit sequence [image: image]. These particles form a new sequence [image: image], where the decoy states are random in the set [image: image]. Alice sends the qubit sequence [image: image] to Bob, and keeps the qubit sequence [image: image]. 
Step 2: Eavesdropping detection. After Bob received [image: image], Alice publishes the positions and the measurement bases of the decoy states. Bob measures the decoy states and publishes the results. Alice calculates the error rate and determines whether the quantum channel is safe or not. If the quantum channel is safe, the protocol continues. Otherwise, the protocol aborts.
Step 3: Mutual authentication. After the eavesdropping detection, the qubit sequence [image: image] has been restored as the sequence [image: image]. For the qubit sequence [image: image] [image: image], we use the first m particles as the authentication sequence [image: image] [image: image] and the last n particles as the information particles [image: image] [image: image], where [image: image], [image: image], [image: image], [image: image]. Bob generates two random numbers [image: image], [image: image] and publishes them. Alice and Bob calculate the value [image: image], where [image: image], [image: image], [image: image]. Then, according to the value of [image: image], Alice and Bob choose the measurement bases to measure the particles [image: image] and [image: image]. For the i-th particle [image: image] [image: image], if the value of [image: image], Alice (Bob) chooses [image: image] to measure the particle [image: image] [image: image]. If the value of [image: image], Alice (Bob) chooses [image: image] to measure the particle [image: image] [image: image]. After measuring the particles [image: image] [image: image], Alice (Bob) obtains the measurement results [image: image] [image: image] and encodes the measurement results as [image: image] [image: image]. If the measurement result of [image: image] [image: image] is [image: image] or [image: image], take the value of [image: image] [image: image] as 0. If the measurement result of [image: image] [image: image] is [image: image] or [image: image], take the value of [image: image] [image: image] as 1. Next, Alice announces the value of [image: image] at the position corresponding to an odd number [image: image], where [image: image]. Bob can judge whether Alice’s identity is legal. Obviously, Alice’s identity is correct when [image: image]. Otherwise, Alice’ identity is illegal. Similarly, Bob announces the value of [image: image] at the position corresponding to an even number [image: image], where [image: image]. Alice can judge whether Bob’s identity is legal. Obviously, Bob’s identity is correct when [image: image]. Table 1 shows the process of the mutual authentication phase when the identities of Alice and Bob are legal.
Step 4: Key negotiation. After the mutual authentication phase, Alice and Bob negotiate a session key together. They calculate the value [image: image], where [image: image], [image: image], [image: image]. Then, according to the value of [image: image], Alice and Bob choose the measurement bases to measure owned particles [image: image] and [image: image]. For the i-th particle [image: image] [image: image], if the value of [image: image], Alice (Bob) chooses [image: image] to measure the particle [image: image] [image: image]. If the value of [image: image], Alice (Bob) chooses [image: image] to measure the particle [image: image] [image: image]. Obviously, there are four kinds of different measurement results [image: image] of [image: image] [image: image]. For the measurement results [image: image] [image: image], Alice and Bob negotiate an encoding rule, that is, [image: image] and [image: image] correspond to 0, [image: image] and [image: image] correspond to 1. According to the encoding rule and the measurement results [image: image], [image: image], Alice and Bob can obtain the negotiated key [image: image]. The key [image: image] is negotiated by both parties. Table 2 shows the process of the key negotiation phase. 
TABLE 1 | The process of the mutual authentication phase when the identifies of Alice and Bob are legal.
[image: Table 1]TABLE 2 | The process of the key negotiation phase.
[image: Table 2]As shown in Figure 1, the flowchart depicts the mechanism of the proposed protocol.
[image: Figure 1]FIGURE 1 | The flowchart depicts the mechanism of the proposed protocol.
3 EXAMPLES
In this section, we provide concrete examples of our scheme to help readers better understand it. For simplicity, we have omitted the steps involved in eavesdropping detection.

Step 1: Bell states preparation and transmission. Alice prepares 16 Bell states all in [image: image]. Alice records the first particles as qubit sequence [image: image], the second particles as qubit sequence [image: image]. Alice sends the qubit sequence [image: image] to Bob, and keeps the qubit sequence [image: image]. 
Step 2: Mutual authentication. For the qubit sequence [image: image] [image: image], we use the particles [image: image] [image: image] as the authentication sequence [image: image] [image: image] and the particles [image: image] [image: image] as the information particles [image: image] [image: image], where [image: image], [image: image], [image: image], [image: image]. Bob generates two random numbers [image: image], [image: image] and publishes them. Alice and Bob calculate the value [image: image]. Then, according to the value of [image: image], Alice and Bob choose the measurement bases [image: image] to measure the particles [image: image] and [image: image]. After measuring the particles [image: image] [image: image], Alice (Bob) obtains the measurement results [image: image] [image: image] and encodes the measurement results as [image: image] [image: image]. Next, Alice announces the value of [image: image]. Obviously, since [image: image], Bob can judge that Alice is legal. Similarly, Bob announces the value of [image: image]. Since [image: image], Alice can judge that Bob is legal. 
Step 3: Key negotiation. After the mutual authentication phase, Alice and Bob negotiate a session key together. They calculate the value [image: image]. Then, according to the value of [image: image], Alice and Bob choose the measurement bases [image: image] to measure owned particles [image: image] and [image: image]. For the measurement results [image: image], Alice can obtain the negotiated key [image: image]. Similarly, For the measurement results [image: image], Bob can obtain the negotiated key [image: image]. 
4 SECURITY ANALYSIS
4.1 Security analysis of mutual authentication phase
We analyze the security of mutual authentication phase from the following aspects.
Correctness: According to the process of the mutual authentication, Alice (Bob) can judge that the identity of Bob (Alice) is legal. If the identities of Alice and Bob are correct, they must have [image: image] and calculate the correct value of [image: image]. Then, they measure owned authentication parties [image: image], [image: image], and obtain the measurement results [image: image], [image: image]. Alice and Bob encodes their measurement results and get [image: image], [image: image]. According to the property of Bell state, the value must satisfy [image: image] when the identities of Alice and Bob are correct. For examples, suppose that the initial prepared states are [image: image]. Alice holds the first qubit sequence [image: image], Bob holds the second qubit sequence [image: image]. The hash value [image: image], corresponding to the measurement bases [image: image]. When the measurement results [image: image], the corresponding encoding value [image: image]. Alice publishes the value [image: image]. As the measurement bases Bob selected are the same Alice, Bob’s measurement results must satisfy [image: image]. Then, Bob gets the value [image: image], and judges Alice’s identity is correct by [image: image]. Similarly, when the measurement results [image: image], the corresponding encoding value [image: image]. Bob publishes the value [image: image]. According to the property of Bell state, Alice’s measurement results must satisfy [image: image]. Then, Alice gets the value [image: image], and judges Bob’s identity is correct by [image: image].
Forgery attack: If charlie wants to disguise herself as Alice, she must get the correct value of [image: image]. In order to get [image: image], she should obtain the measurement results [image: image] of the particles [image: image]. However, she cannot get the right [image: image] and choose the right measurement bases. For each particle of [image: image], she can only randomly selects measurement basis [image: image] or [image: image], where the probability of each measurement basis is [image: image]. Continue to use the previous example, for the first particle [image: image], [image: image], the initial system state is [image: image], [image: image], the correct choosed basis is [image: image], the correct measurement results [image: image], [image: image] and the correct encoding value [image: image], [image: image]. Form the aspect of Charlie, Charlie may choose the measurement basis [image: image] to measurement the particle [image: image] with a probability of [image: image], and obtain the correct measurement result [image: image] and the correct encoding value 0. Meanwhile, Charlie may choose the measurement basis [image: image] to measurement the particle [image: image] with a probability of [image: image]. Since [image: image], the probability of each result is [image: image]. When Charlie’s measurement result is [image: image], she can obtain the correct encoding value 0. When Charlie’s measurement result is [image: image], she can obtain the false encoding value 1. Thereby, for each particle, Charlie gets the correct encoding value is [image: image]. Evidently, with the number of the authentication particles increases, the probability will converge to 0.
Unconditional security: In our scheme, the value of the hash function [image: image] is used to determine the measurement bases of Alice and Bob. In Step 3, Alice publishes the corresponding encoding value of [image: image] after measuring the particles [image: image]. However, an attacker cannot obtain any useful information from [image: image]. For example, when [image: image], there are 16 kinds of possible hash value [image: image], which corresponds to 16 kinds of different measurement bases and measurement results [image: image], as shown in Table 3. Therefore, the attacker cannot know the hash value [image: image] [image: image] and infer the private identity information [image: image]. Actually, we merely use the information compression ability of the hash function [image: image], instead of the one-way property and anti-collision property of the hash function. Thereby, for each different random number [image: image], the hash value [image: image] is different. Thus, our mutual authentication scheme is still unconditional security.
TABLE 3 | The correlation among the encoding value [image: image], the hash value [image: image], the chosen measurement bases, the measurement results [image: image].
[image: Table 3]4.2 Security analysis of key negotiation phase
In this part, we analyze the participant attacks and the external attacks.
The participant attacks: The private key negotiation of our scheme is realized by the property of Bell states. The entanglement characteristic of Bell states ensures that the key negotiated by both parties is equal and random. Neither Alice nor Bob can change this randomness, so neither of them can independently control the private key. That is, they cannot successfully launch this attack.
The external attacks: Here, we consider four kinds of external attacks, including Trojan horse attacks, intercept-resend attack, measure-resend attack, and entangle-measure attack. As all the quantum states are transmitted only once, our scheme is naturally immune to the invisible photon eavesdropping Trojan horse attack [56] and the delay-photon Trojan horse attack [57]. Furthermore, in our scheme, we employ decoy states to detect the channel security, thereby ensuring the security of the transmitted qubit sequence [image: image]. By randomly selecting decoy states from two different orthogonal bases, our scheme enables the detection of all types of attacks, such as intercept-resend attack, measure-resend attack, and entangled-measure attack, during the eavesdropping detection in Step 2. The probability of security verification can be referenced from the reference [40]. Besides, as our scheme only publishes the encoding value, the entanglement property of Bell state ensures no information leakage in the key negotiation [58].
It should be noted that we use the information compression ability of the hash function [image: image] to determine the measurement bases of the information particles [image: image], [image: image]. For each different random number [image: image], the hash value [image: image] is different.
Thereby, the key negotiation of our scheme is unconditional security.
5 DISCUSSIONS AND CONCLUSION
In this section, we discuss the performance of our scheme, and provide a conclusion.
As pointed in the reference [59], the qubit efficiency is defined as [image: image], where [image: image], [image: image], [image: image] are the number of bits of the negotiated key, the consumed qubits, the classical bits needed for the classical communication, respectively. Suppose that the number of the decoy states is equal to the number of the transmitted qubits, and the length of pre-shared identity information [image: image] is [image: image]. Here, we consider the qubit efficiency in two cases, one of which includes the authentication part, and the other does not. First, we consider the qubit efficiency without authentication phase. The length of the negotiated key is [image: image], the number of the consumed decoy states is [image: image], the number of the consumed Bell states is also [image: image], and the number of the classical bits is [image: image]. We can obtain [image: image], [image: image], [image: image]. Therefore, the qubit efficiency of the key negotiation phase is [image: image]. Second, we consider the qubit efficiency including the authentication phase. The authentication phase consumes the number of [image: image] Bell states, and the number of [image: image] decoy states. Thereby, the qubit efficiency including the authentication phase is [image: image]. When [image: image] is the same as [image: image], the qubit efficiency [image: image]. In comparison to the existing MAQKA protocol, as illustrated in Table 4, our MAQKA protocol demonstrates great advantages.
TABLE 4 | Comparison between our protocol and the previous MAQKA protocols.
[image: Table 4]In our protocol, from the perspective of the quantum source, our scheme utilizes Bell states, which are easier to implement with existing technology compared to three-particle entangled states [51] and five-particle entangled states [52]. Unlike scheme [52] that necessitates the involvement of a trusted or semi-trusted third party, and scheme [52] that relies on the assistance of two additional participants, our approach does not require auxiliary support from other participants. Furthermore, our scheme only requires single-particle measurement ([image: image] basis, [image: image] basis), without the need for Bell measurements as in schemes [52] and [53]. In terms of qubit efficiency, our scheme exhibits significant improvements compared to [51] and [52]. It is evident that our scheme is more feasible to implement in realistic scenarios.
In this paper, we propose a mutual authentication quantum key agreement protocol with single-particle measurement. By utilizing the secret identity information and the entanglement property of Bell states, our protocol enables mutual identity authentication to be realized. After the authentication phase, the participants can negotiate a private key with equal contribution. We prove that our scheme is unconditionally secure and can resist potential attacks. In contrast to the previous MAQKA schemes, our proposed protocol has significant improvements in terms of quantum sources, assistance requirements from other participants, measurement bases, and qubit efficiency.
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