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Resilience and competitiveness
analysis of the crude oil shipping
network: identification of crucial
nodes and impact of disruptions

Weiwei Qiu, Zhehui Zhang, Mingwei Cui and Jishuang Zhu*

China Waterborne Transport Research Institute, Beijing, China

The predominant method of transporting crude oil is by sea, with numerous
countries prioritizing energy transportation and ensuring the unimpeded
passage of vessels through designatedmaritime channels. However, the efficacy
of international shipping routes is subject to numerous threats and challenges,
which have the potential to severely impact or even halt shipping operations.
This paper proposes a directed weighted topology model, utilizing ship AIS data
and capacity scales, integrating complex network models with social network
analysis techniques, to evaluate the operation of the crude oil shipping network
under uncertain conditions. The assessment of network topology involves the
application of various attack strategies to calculate characteristic indicators
of the network and a systematic review of the results. The results indicate
that the crude oil shipping network is particularly vulnerable to deliberate
attacks, with degree and betweenness attacks demonstrating a higher potential
for disrupting the network. It is notable that, upon the occurrence of a
certain level of attack intensity, specific nodes (or channels) may become
inoperable, necessitating the selection of alternative routes or reassessment of
supply sources. Furthermore, this research establishes a competitiveness and
security index to quantitatively identify the crucial nodes within the crude oil
shipping network. The findings of this study are of considerable practical and
strategic significance, insofar as they facilitate a more profound comprehension
of the resilience of the maritime energy transportation framework, and of
the improvement of its role in supporting national economic and social
development.

KEYWORDS

maritime shipping, crude oil shipping network, complex network, channels, attack
strategies

1 Introduction

Shipping, as one of the most cost-effective modes of international cargo transportation,
plays a vital role in global trade and economic development, particularly in ensuring the
stability of energy supply [1]. Crude oil, recognized as one of the most important strategic
resources, experiences significant demand and serves as a foundation for the economic
development of numerous countries. Exports are predominantly concentrated in theMiddle
East, Russia, West Africa, North America, and Central and South America, etc., while
imports are primarily focused on the United States, China, Europe, India, and Japan, etc.
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For example, China, ranking as the world’s second-largest
consumer of oil [2], relies on foreign sources for over 70% of its
supply. The global reserves, production, and consumption of oil
are unevenly distributed, with approximately 60%–70% of crude
oil transported by sea, making it susceptible to various uncertain
factors, including weather and political conditions. Consequently,
ensuring the security of marine energy transport and energy routes
poses a significant challenge to safeguarding national economic
stability.

Currently, the instability and uncertainty of the international
environment have significantly increased. International shipping
channels are confronting various threats and challenges, including
maritime hegemony, disputes over maritime rights, and geopolitical
tensions. For instance, the grounding of the “Ever Given” led to the
suspension of the Suez Canal, resulting in a blockage of themaritime
channel network and a substantial reduction or even interruption
of shipping efficiency. Additionally, the conflict between Russia and
Ukraine has altered the supply and demand dynamics of the global
crude oilmarket. Consequently, the security of the crude oil shipping
network (COSN) is vital for both crude oil trade and national
stability. It is imperative to quantitatively characterize the COSN,
analyze its variations under uncertain disturbances, and identify
crucial nodes, as this represents an urgent issue that needs to be
addressed.

This paper utilizes extensive data on massive ship dynamic
operations to develop a directed weighted topology model of global
crude oil shipping, by employing complex network models and
social network analysis methods. This research selected indicators
to quantitatively evaluate the COSN from the perspectives of
vulnerability and recovery, analyzing its variations under different
disruption simulation. Additionally, a competitiveness and security
index (CSI) is established to quantitatively identify crucial nodes
within the COSN. Understanding these crucial nodes functional
characteristics holds significant practical and strategic importance
for assessing the resilience of the maritime energy transportation
network and enhancing support for the nation’s economic and social
development.

This paper will follow a research framework based on data
modeling, evaluation analysis, key node identification, and
application support. It will provide three innovative contributions
to the industry: 1) A directed weighted topological model of global
crude oil shipping is constructed using actual shipping data and
theoretical methods. 2) This study quantitatively evaluates the
dynamic changes of COSN under multi-dimensions interference
simulations by selecting indicators from random attacks, strategic
node assaults and critical channel blockades, aiming to expand the
theoretical assessment framework. 3) Establishing a quantitative
identification network for crucial nodes provide a practical basis for
assessing the resilience of maritime energy transportation networks
and strategic support.

2 Literature review

Many scholars have carried out research on maritime shipping
network, but relatively little research has been done in the field of
COSN evaluation based on the shipping data.

2.1 Research on the complex network
theory of maritime

Research on shipping complex networks often employs complex
networks to analyze the characteristics of shipping networks. Tian
[3] conducted a study of the global shipping network using data
fromMaersk Company, concluding that the network exhibits a small
average shortest distance among local nodes and a high aggregation
coefficient, thereby classifying it as both a small-world network
and a scale-free network. Li and Yan [4] demonstrated that the
shipping system evolves over time, indicating that the structural
characteristics of the global shipping network are dynamically
changing. Scholars such as Zong [5] analyzed the degree centrality,
closeness centrality, and betweenness centrality of each port based
on complex system theory, finding that the stability of hub ports
within the shipping network determines the overall connectivity
of the network. Wu [6] established the Maritime Silk Road
shipping network through complex network theory, analyzing its
topological characteristics and revealing the basic structure and
macro attributes of the shipping network. Xiao et al. [7] proposed
potential methods for identifying alternative ports and evaluating
the invulnerability of important ports within the container shipping
network. At the methodological level, Sahimi [8] monograph
systematically elucidates the application of percolation theory
in complex networks, encompassing dynamic network evolution,
multiphase flow simulation, and biological system modeling. The
proposed “vector percolation”model quantifies the cascading effects
of node removal on network topology, providing methodological
complementarity to the network resilience analysis based on AIS
data in the user’s study.

2.2 Research on the maritime network
from vulnerability and resilience
perspective

The assessment of system resilience is categorized into two
distinct classifications: static and dynamic. Static resilience is
defined as the system’s ability to maintain specific functions in
the face of external disturbances. In contrast, dynamic resilience
signifies the system’s capacity for expeditious transition from a
state of disturbance to a state of stability [9]. Currently, research
on shipping network assessment predominantly emphasizes the
dynamic aspect, particularly the effects of disturbances on the overall
network system and the exploration of potential improvement
pathways. Maimun et al. [10] developed a resilience measurement
model applicable to any emergency event and system. Omer
et al. [11] established indicators such as throughput elasticity,
sailing time elasticity (including waiting time), and shipping cost
elasticity.They conducted case analyses through simulation research
and proposed suggestions for enhancing resilience, including
collaboration, resource allocation, and diversity substitution. Wang
et al. [12] discovered that when the scale of deliberate attacks
remains within 10%, the vulnerability of the global container
shipping network is altered by approximately 6.1%. Ducruet [13]
examined the vulnerability of the global container shipping network
by analyzing the reduction of traffic flows reliant on the Panama
and Suez Canal main channels. The findings underscored the
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significant impact of these main channels on global shipping.
Utilizing route and port of call data, Wu et al. [14] investigated
the repercussions of attacks on the global container shipping
network, specifically when critical waterways such as the Strait
of Malacca, Suez Canal, and Panama Canal were targeted. This
analysis involved calculating the average degree, proportion of
isolated nodes, clustering coefficient, and other indicators of the
shipping network, ultimately proposing alternative route options.
Liu et al. [15] quantitatively simulated the vulnerability of container
transportation networks to both random and deliberate attacks.
Yuan et al. [16] analyzed the factors influencing the resilience of
container line operations, which include route networks, navigation
costs, voyage composition and scale, navigation accidents, and
capacity utilization. They quantitatively assessed the impact of
incorporating alternative routes on the resilience of container line
operations. Huangfu and Li [17] utilized data mining technology
in conjunction with complex network theory to examine the
invulnerability of China’s crude oil import and export network.
Wan et al. [18] developed a resilience-cost index based on risk
theory grounded in resilience triangle theory and quantitatively
analyzed the effects of four network recovery strategies on
the container shipping network. Their findings indicated that
optimizing the port recovery sequence can significantly enhance
the overall network recovery rate. Wang et al. [19] established a
resilience evaluation system for port cluster shipping networks
based on indicators such as the number of independent network
paths, efficiency, and connectivity. They conducted a quantitative
comparison of the performance of the Yangtze River Delta and
Guangdong, Hong Kong, and Macao port clusters under various
attack and recovery scenarios, revealing that the connectivity of the
Guangdong, Hong Kong, and Macao cluster surpasses that of the
Yangtze River Delta. Poo and Yang [20] developed an integrated
framework for assessing climate vulnerability and optimizing
network performance. Through multi-centrality analysis, they
identified global shipping hubs and simulated the effects of port
disruptions caused by extremeweather on route efficiency.The study
revealed that disruptions at critical nodes, such as the Strait of
Malacca, could increase the average path length of the network by
more than 40%.Xu et al. [21] further validated through their analysis
of the global liner shipping network that targeted attacks, such
as the removal of high-betweenness ports, are significantly more
destructive to network connectivity than random failures. They also
proposed a redundant path planning strategy to enhance system
robustness.

2.3 Research on the COSN

In recent years, oil transportation has garnered attention due
to global situation shifts in global energy supply and demand, with
a primary focus on trade networks, resilience optimization, and
evolutionary development. Scholars such as Chlomoudis et al. [22]
have emphasized the critical role of ports in crude oil transportation,
particularly in analyzing the quality and safety systems of these
facilities. Sun et al. [23] reexamined the risks associated with
oil imports from the perspective of the global oil supply chain.
Yuan et al. [24] employed the improved grey correlation coefficient
evaluation method to analyze the impact degree of crude oil import

disruption on the downstream crude oil supply security from the
perspective of the supply chain. Zhong and Tai [25] incorporated
resilience levels as constraints in their research, establishing a two-
extreme stochastic programming model aimed at minimizing total
network costs.Their model includes the signing of long-term supply
contracts, enhancement of unloading port facilities, and strategic
reserves of crude oil storage. Additionally, they proposed four
resilience strategies for optimizing the crude oil supply ratio and
employed the sample mean approximation method from Monte
Carlo sampling theory to address the problem. Zhao et al. [26]
examined the evolution characteristics of the “One Belt, One
Road” COSN in the context of the Russia-Ukraine conflict. Their
findings indicated that the density, strength, and accessibility of
connections between ports exhibited a trend of initially increasing
and subsequently decreasing. Notably, the COSN between China
and the Middle East has supplanted some of the shipping routes
previously utilized for transporting crude oil from China to Russia.
Similarly, Yu et al. [1] developed a model of a typical global strategic
material shipping network that encompasses the Red Sea. Their
study of strategic material transportation volumes and the evolution
of the energy shipping network revealed that, following the Red
Sea incident, there was a decline in the transportation of crude
oil and other materials, in addition to LNG. Furthermore, the
heading process has led to shorter routes compared to previous
ones, capitalizing on the instability of long-distance transportation
routes. Su et al. [27] constructed a model of China’s crude oil import
shipping network, introducing the concept of a resilience curve.
They utilized the cargo arrival rate as an indicator of network
efficiency and proposed a resilience assessment method for the
recovery phase of the COSN.

Besides, some scholars have explored the complexity of
the relationship between crude oil and financial markets by
constructing crude oil price networks.Their primary focus has been
on systematic investigations into the time-frequency correlation
between oil and stock markets, price transmission mechanisms,
and regional differences. Chen et al. [28] employed the asymmetric
BEKK-Copula-GARCH model combined with wavelet coherence
analysis, discovering that extreme events (such as pandemics)
enhance the asymmetry of market linkages and the dominance of
medium- and long-term frequencies. Chen et al. [29] integrated
market state and time scale analyses, indicating that African
stock returns exhibit heterogeneity in response to different oil
price shocks, with higher connectivity observed in long-term
bear markets. Furthermore, export countries are more sensitive
than import countries, while the net transmission effect is only
significant in the long term. Zhang et al. [30] constructed a
global crude oil price connectivity network based on the VAR
model, revealing that Brent and Bonny crude oils play a dominant
role in return transmission with Dubai crude oil leading in
volatility spillovers. Additionally, Asian oil prices mostly act as
net receivers, reflecting regional imbalances in the international
pricing system. Zhang and Ji [31] utilized a long-memory model
to find that the U.S. oil and gas market has consistently decoupled
due to the shale gas revolution, while Europe and Japan have
only experienced periodic decoupling. Overall, these markets still
conform to the oil indexation hypothesis, with differences in pricing
mechanisms being key.
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2.4 Summary

It can be observed that, firstly, most research focuses on
container or LNG maritime transportation networks. Secondly,
crude oil trade data is utilized to construct shipping networks,
rather than transportation data.Thirdly, the transportation intensity
between nodes is often overlooked in the construction of shipping
networks. Fourthly, there is limited existing research on the
development of simulation attack scenarios that specifically target
the characteristics of COSNs. Besides, a systematic research
framework for multi-dimensional analysis and evaluation suitable
for such complex networks has yet to be established. Fifthly, at
the methodological level concerning the quantitative identification
of crucial nodes within the network, the current literature
reveals opportunities for improvement in constructing models that
adequately consider the evaluation of node importance. These gaps
in the literature regarding COSN have prompted the formulation of
three research questions.

Q1: This study explores the utilization of shipping transportation
data to develop a network grounded in complex network theory
and to analyze its characteristics.

Q2: Following incidents such as the Suez Canal blockage and the
Red Sea Crisis, there has been heightened global awareness
regarding the risk resistance and resilience of shipping
networks. This study aims to evaluate the robustness of the
global COSN under various attack strategies.

Q3: This study seeks to quantitatively identify the crucial nodes
within this network.

To address these issues, this research will adopt a practical
application perspective by constructing a weighted topology
model of global crude oil shipping, utilizing ship Automatic
Identification System (AIS) data and capacity scales. It will also
select indicators to quantitatively assess the COSN from the
perspectives of vulnerability and recovery, analyze its variations
under different attack strategies, establish competitiveness and
security index, and identify crucial nodes along with their
functional characteristics. This research holds significant practical
and strategic importance for enhancing our understanding of
the resilience of the maritime energy transportation network and
for better supporting the economic and social development of
the country.

3 Research method and model
development

3.1 Research methodology and framework

To achieve this goal, a new methodology has been developed,
consisting of the following steps as shown in Figure 1:

• Step 1 involves the construction of a COSN based on actual
transportation data rather than trade data.

• Step 2 entails the performance evaluation of the network.
• Step 3 focuses on assessing the COSN under simulated
disruption strategies.

FIGURE 1
Flowchart of the research framework

• Step 4 includes the development and analysis of a
competitiveness and security index to identify crucial nodes
and their functions.

• Step 5 encompasses a discussion and suggestions for future
improvements.

Most previous literature focuses on constructing crude oil
transportation network models based on trade networks, with
insufficient research on the quantitative identification of crucial
nodes. In this study, COSN is established based on actual vessel
transportation data. Through the above steps, a multi-dimensional
network evaluation and analysis framework is constructed, and an
index-based approach is employed to quantitatively and accurately
identify crucial nodes in the COSN.

3.2 Mathematical modeling of COSN

Complex networks are characterized by properties such as self-
organization, self-similarity, attractors, small-world phenomena,
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and scale-freeness. These networks consist of multiple independent
entities interconnected through specific relationships. They can be
effectively abstracted and represented as a structure composed of
nodes and edges [32]. In the field of logistics, various logistical
elements are typically abstracted into nodes and edges based on
the network under investigation [33]. For instance, in a railway
network, nodes correspond to stations, while edges represent
the railway lines connecting these stations [34]. To elucidate the
characteristics of complex networks, researchers have proposed
utilizing indicators such as degree, degree distribution, average
path length, and clustering coefficient to analyze the topological
properties of these networks.

The complex network model. G = (V,E,W) consists of nodes V,
edges E, and weightsW for the edges. The set of nodes V is defined
as {v; i = 1,2,3, ...,n}. The total number of nodes is represented by
N, which is defined as follows: N = {n; n = 1,2,3, ...,n}. The number
of edges is denoted by E, with E = {e; e = 1,2,3, ...,n}. The set of
nodes is explicitly given by V = {v; i = 1,2,3, ...,n}. The concrete
representation is shown in Equation 1:

G = (V,E,W) (1)

3.3 Evaluation indicators system of COSN
under normal and disruption simulation

According to the literature, shipping networks are susceptible
to deliberate attacks, and the inability of ports or waterways to
resume operations for a certain period can result in a widespread
collapse of the shipping network [9–12]. To quantitatively assess
changes in attacks on the COSN, this study established an
evaluation index system for the COSN, grounded in complex
network theory and social network analysis methods. This system
encompasses indicators such as network structure, functionality,
spatial advantages, agglomeration, density, and transportability.
These indicators are quantified using MATLAB to characterize the
operation of the COSN.

1) Network structure is measured by average degree. The degree
of a node indicates the number of directly connected nodes
within the network. The average degree reflects the average
value of the degrees of all nodes and is utilized to describe
the capacity of each route in the crude oil network to operate
synchronously. In Equation 2, N represents the total number
of network nodes, e and i represent the number of route
connections between i and j.

V = 1
N
(∑

j
eij +∑

j
iij) (2)

2) Network functionality is assessed by the average path length,
which characterizes the connectivity challenges between
nodes, particularly the average number of cargo transit
nodes within the network. In the context of the shipping
network, the distance between nodes is quantified by the
number of edges traversed along the shortest path connecting
two ports. In Equation 3, N represents the total number of

network nodes. dij represents the distance between node I and
j (nautical mile).

L =
2∑N

i=1
∑N

j=i+1
dij

N(N− 1)
(3)

3) Spatial advantage (or Cyberspace advantage) is assessed
through the metric of closeness centrality. Closeness centrality
is defined as the reciprocal of the sum of the shortest distances
from all nodes—such as crude oil import and export locations
or channel nodes—to the target node. This metric evaluates
the accessibility and spatial advantages of a specific node
within the shipping network. Nodes with higher closeness
centrality values can engage in trade and transportation with
other nodes more efficiently. dij denotes the shortest distance
between two ports. Equation 4, N represents the total number
of network nodes. dij represents the distance between node I
and j (nautical mile).

CL = n− 1
∑

i≠j∈n
dij

(4)

4) Network aggregation degree is quantified by the clustering
coefficient, which evaluates the presence of a robust
aggregation structure among adjacent nodes within the
crude oil network. This coefficient ranges from 0 to 1. If
a degree is node i and has actual connection edges Ri, the
corresponding clustering coefficient for that node is denoted
as Ai in Equation 5. The average clustering coefficient, A,
represents the mean value of the clustering coefficients for
all nodes in the network, also ranging from 0 to 1, which is
calculated by using Equation 6.

Ai = 2Ri/ki(ki − 1) (5)

A = 1
N

N

∑
i=1

2R/ki(ki − 1) (6)

5) Network transportability is assessed through global efficiency,
which indicates the extent of connectivity between nodes in the
network and the capacity for element circulation among these
nodes. A higher index value corresponds to greater additional
benefits for the network [35], thereby enhancing its operational
stability. Furthermore, it facilitates quicker response times and
resource allocation in managing network processing risks,
while also reducing costs. This capability effectively mitigates
potential disruptions. The calculation methods are shown in
Equations 7, 8 [18].

NTrans(O) = ∑
i≠j∈O

1
θ
/n(n− 1) (7)

CR =
NTrans(O)t0 −NTrans(O)t1

NTrans(O)t0
(8)
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In this context, NTrans(O) denotes the transportability of the
COSN prior to the attack, while n signifies the number of ports
(or shipping lanes) within that network. Additionally, θ represents
the shortest path between nodes i and j. Following a deliberate
attack on the t1 channel, NTrans(O)t1 illustrates the network’s
transportability post-attack, as well as the channel’s impact on the
overall network. Lastly, CR indicates the vulnerability of the crude
oil network.

Assessing the resilience of the global COSN is crucial for
ensuring the smooth transportation of maritime energy. Following
the Suez Canal blockage incident, there has been increased global
attention on the risk resistance and resilience of shipping networks.
Consequently, this article will employ seven attack methods and
select indicators such as the average degree, average clustering
coefficient, global efficiency, and the proportion of nodes in the
largest connected sub-graph to quantitatively analyze network
resilience. This analysis aims to provide data support for the further
optimization of the COSN.

3.4 Measuring COSN competitiveness and
security importance index

To accurately assess the competitiveness of each node and
its significance within the network for security purposes, this
paper proposes an index model that encompasses network
structure, cyberspace advantage, network agglomeration, network
transportability and PageRank. PageRank is a method of assessing
the relative importance of each node based on the connections
betweennodeswithin the network.TheTOPSISmethod is employed
to quantitatively construct the CSI index. The TOPSIS method [36]
is shown as follow:

1) It is essential to organize the values corresponding to five
specific indicators, each associated with n nodes within the
system under consideration. This arrangement facilitates the
creation of a comprehensive evaluation indicator matrix,
which will serve as a foundational component for further
analysis. In this context, the Equation 9 is defined such that
(i = 1,2,3...,n) corresponds to the various evaluation units,
while (i = 1,2,3...,n) represents the specific evaluation index
value pertaining to the jth indicator of the first evaluation unit.
By structuring the data in thismanner, it allows for a systematic
evaluation and comparison across the different indicators for
the nodes in question. Arrange the values of the indicators,
of n nodes, to obtain the comprehensive evaluation indicator
matrix. In the formula, the sequence (i = 1,2,3…,n; j = 1,2,3)
denotes the ith evaluation index value of the 1st

evaluation unit.

B =
[[[[

[

b11 ⋯ b15
⋮ ⋱ ⋮

bn1 ⋯ bn5

]]]]

]

(9)

2) Adjusting the data is the essential step to remove the vector
magnitude. In this context, each element is represented
within the normalized matrix. The value range for each

node falls between [0, 1]. Then do the ratio calculation by
Equations 10, 11.

ϑij =
bij

√∑
i
b2ij

(10)

γij =
ϑij
∑n

i=1
ϑij

(11)

3) The calculation of the entropy value for each indicator is
performed using a specific formula. Equation 12 is designed
to yield results that fall within a defined range, specifically
between 0 and 1. By applying this method, researchers can
quantify the level of uncertainty or disorder associated with
each indicator, allowing for a clearer understanding of the data
distribution and significance.

βj = −
1
lnn

n

∑
i=1

γij ln γij (12)

4) The weight of each indicator can be calculated by using
Equation 13.

αj =
1−ωj

∑n
j=1
(1−ωj)

(13)

5) The optimal γ
∗+
ij and worst γ

∗−
ij solutions corresponding to

each indicator are based on the weighted matrix as shown in
Equations 14, 15.

γ∗ij = γij × αj (14)

{
{
{

γ∗+ij =max(z∗+1 ,z
∗+
2 ,z
∗+
3 , ...,z

∗+
n )

γ∗−ij =min(z∗−1 ,z
∗−
2 ,z
∗−
3 , ...,z

∗−
n )

(15)

6) Calculate the distance from each node to the optimal γ
∗+
ij

and worst γ
∗−
ij solutions as shown in Equation 16. Then

determine the CSI for each node, and organize them based
on their dimensions as shown in Equation 17. A higher value
of the index signifies that the node exerts a more significant
influence on the network, including aspects like connectivity
and aggregation.

{{{{{{{
{{{{{{{
{

T+i = √
n

∑
j=1
(ϑ∗ij − γ

∗+
j )

2

T−i = √
n

∑
j=1
(ϑ∗−ij − γ

∗−
j )

2

(16)

CSIi =
T−i

T+i +T
−
i

(17)
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4 COSN analysis and discussion

4.1 Data source and processing

The information included in this research leverages vessel
Automatic Identification System (AIS) data. The dataset comprises
real-time tracking information of global crude oil tankers (DWT
>3000) collected through low Earth orbit (LEO) satellites in 2023,
incorporating dynamic parameters (e.g., speed, course, location),
static attributes (e.g., MMSI, vessel name), and voyage metadata
(e.g., destination port, draft). RawAISmessages underwent rigorous
preprocessing: 1) Decoding and integrity checks to eliminate
incomplete records (e.g., missing timestamps); 2) Validity validation
according to ITU-R M.1371 standards; 3) Logical filtering to
exclude anomalies (e.g., speeds >50 knots). Vessel types and
tonnage verification were cross-validated with Lloyd’s Maritime
Database to ensure the inclusion of target tankers, resulting in a
temporally continuous and spatially consistent dataset suitable for
network analysis.

4.2 COSN development

From a production and sales standpoint, there is a disparity
between the allocation of global oil resources and the consumption
areas as shown in Figure 2. The largest oil-producing area in
the world is the Middle East, where most of its crude oil is
shipped to consumption locales using tankers. Other notable regions
that produce significant amounts of oil include North America,
South America, West Africa, Southeast Asia, and Russia. Moreover,
China, along with several European countries, Japan, South Korea,
and additional nations, constitutes a major segment of crude oil
consumers. According to data from BP, approximately 60% of the
worldwide seaborne trade volume of crude oil takes place in the
Asia-Pacific region.

From the perspective of primary routes, there are seven major
sea lanes for crude oil globally as shown in Figure 3. These include:
the Middle East Persian Gulf region to the Strait of Hormuz, then
to the Strait of Malacca, and finally to the Far East; the Middle
East Mediterranean region through the Suez Canal and the Mandab
Strait, leading to the Malacca Strait and the Far East; the route from
West Africa around the Cape of Good Hope to the Malacca Strait
(Sunda Strait) and onward to the Far East; the route from South
America (and North America) around the Cape of Good Hope to
the Strait of Malacca (Sunda Strait) and to the Far East; the route
from the Middle East Persian Gulf through the Suez Canal to the
Mediterranean and then to Europe; and finally, the route fromNorth
America through the Panama Canal to South America, as well as the
route from North America to the Pacific and Southeast Asia, along
with other channels.

Crude oil is usually transported from countries with rich
production capacity to those with deficient capacity. Since
the transportation volumes vary among different routes, the
transportation capacity intensities also differ. As a result, a global
crude oil transportation network without a fixed flow direction is
formed and evolves dynamically over time. Based on this analysis,
a complex network model can be developed to examine the COSN.
Academic literature generally identifies ports as nodes within the

maritime network [11–17]. However, it is important to recognize
that waterways also serve as significant nodes in the transportation
process; their congestion or closure can substantially affect the global
shipping network [13]. Therefore, in this study, nodes are defined
as regions and the primary channels for crude oil transportation,
while edges represent the transportation that occurs between these
nodes. The strength of the edges is defined as the capacity for crude
oil transportation along each route.

This paper examines crude oil trade as the basis for constructing
a network model. It conceptualizes import and export locations and
primary channels as nodes, while the actual shipping routes between
the two parties are represented as edges.The transportation capacity
for crude oil along these routes is utilized as the weight of the edges.
As a result, a directed weighted network topology model for global
crude oil shipping is developed, comprising 25 nodes and 360 edges
as shown in Figure 4.

4.3 Attack strategies

To comprehensively and accurately assess the resilience and
competitiveness of the COSN, this research selects seven distinct
attack strategies to evaluate the network thoroughly.

1) Random attack: randomly removing nodes from the network
without considering their characteristics.

2) Closeness Attack: it refers to the strategy of targeting nodes
with high closeness centrality within a network.

3) Degree attack: it involves targeting nodes with higher degree
values in the network to evaluate the network’s performance
when hub nodes are compromised.

4) Betweenness Attack: once executed, it severs a significant
number of the shortest paths, thereby severely disrupting the
network’s connectivity and efficiency.

5) Page Rank Attack: targeting nodes that possess significant
influence and importance within the network.

6) Clustering Attack: it targets nodes with high clustering
coefficients within the network to evaluate the impact on the
entire transportation network when local sub-networks are
disrupted.

7) Edge Removal Attack: it is primarily employed to evaluate the
significance and redundancy of transportation routes.

4.4 COSN evaluation

The characteristics of COSN are detailed in Table 1.

1) Network structure: In the global COSN, the mean degree
is 28.8, which reflects a relatively dense interconnection
among the nodes.

2) Network functionality: The average length of paths within the
COSNmeasures 1.4, implying that to link any two nodes, only
two nodes are required. The network’s diameter is 2, which
means any two nodes in the COSN can connect through a
maximum of two intermediary nodes.

3) Cyberspace advantages: A study performed using MATLAB
highlights the tenmost significant nodes, including the Strait of
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FIGURE 2
Crude oil trade map.

FIGURE 3
Crude oil shipping route heat map.

Malacca, Cape of Good Hope, East Asia, the Strait of Hormuz,
the Strait of Gibraltar, Korean Strait, Africa, andMandab Strait.
These nodes demonstrate substantial spatial advantages and
accessibility within the global shipping network, promoting
quicker trade and transportation of crude oil with other nodes.

4) Network aggregation degree:The average clustering coefficient
within the global COSN is 0.762. This high clustering level

suggests that the network shows increased fault tolerance and
enhanced stability when facing potential attacks.

5) Network transportability: The global efficiency ratio of the
COSN stands at 0.8, indicating that the present global crude
oil transportation system can achieve effective movement via
shorter maritime routes, leading to high overall transport
efficiency in stable conditions.
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FIGURE 4
Spatial structure sketch map of COSN.

TABLE 1 Metrics value of COSN.

No. Metrics Value

1 Network structure 28.8

2 Network functionality 1.4 (average length of paths
within the COSN); 2 (network’s

diameter)

3 Spatial (or Cyberspace)
advantages

highlights the ten most
significant node

4 Network aggregation degree 0.76

5 Network transportability 0.8

4.5 COSN performance under disruption
strategies simulation

1) Research indicates that the structural changes in the
COSN vary significantly under different attack strategies.
Analysis of Figure 5 reveals that when the network experiences
intentional attacks—such as degree attacks, closeness attacks,
betweenness attacks, and PageRank attacks—a failure node
ratio of 0.5 can result in a decline in network resilience of over
80%. Among these strategies, the betweenness attack exerts a
particularly pronounced impact on the network structure;
specifically, the removal of nodes with high betweenness
centrality (such as the Strait of Malacca, the Strait of Hormuz,
and crucial nodes in Eastern Europe) significantly accelerates
the decline in the network’s average degree. In contrast, the
clustering attack exhibits minor fluctuations in the early
stages, but its impact on the tightness of network node
connections becomes significantly more pronounced in the

later stages. Comparatively, a random attack requires a failure
node ratio of 0.9 to induce network failure, indicating that
random node removal has a relatively mild impact on the
network. Overall, the COSN is more susceptible to deliberate
attack strategies, particularly targeted attacks on high-
centrality nodes, which significantly weaken the network’s
resilience, while the effects of random disturbances are
relatively limited.

2) Changes in network aggregation are illustrated in Figure 6. As
the proportion of failed nodes in the network increases, the
aggregation coefficient exhibits fluctuations and a downward
trend, suggesting a gradual loosening of the network and
a decline in the degree of aggregation. Notably, when the
network is subjected to targeted attack strategies such as
degree attack, closeness attack, betweenness attack, and
PageRank, network resilience is completely compromised
when the proportion of failed nodes reaches approximately 0.6.
Conversely, when the proportion of failed nodes is below this
threshold, the COSN demonstrates high stability, which can be
attributed to its significant degree of network agglomeration.
In contrast, under edge attack (i.e., capacity attack) strategies,
a strong negative linear correlation is observed between the
proportion of failed nodes and the clustering coefficient,
indicating that the network exhibits considerable resilience to
reductions in capacity supply.

3) Changes in Network Transportability. Figure 7 illustrates that
under various attack strategies—namely, betweenness attack,
closeness attack, PageRank attack, and degree attack—the
efficiency of network transportation decreases in a stepwise
manner as the number of attacked nodes increases. When the
proportion of failed nodes is below 30%, the network efficiency
remains relatively stable, indicating a high level of resilience.
However, once the proportion of failed nodes reaches between
40% and 60%, there is a dramatic decline in network efficiency,
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FIGURE 5
The change on the network average degree of COSN under destruction mode.

FIGURE 6
The change on the network average clustering coefficient of COSN under destruction mode.

with a reduction of nearly 50%. This indicates a growing
sensitivity of the COSN and an increasing difficulty in ship
operations.

4) The results depicted in the Figure 8 indicate that the proportion
of the maximum connected subgraph in the COSN exhibits
a stepwise decline under different attack strategies, with
significant differences in sensitivity. Notably, the network
demonstrates a high sensitivity to betweenness attacks; when
the proportion of failed nodes reaches 40%–60%, the decline
in the maximum connected subgraph proportion exceeds

70%. This suggests that the removal of nodes with high
betweenness centrality (such as critical route nodes) can cause
catastrophic damage to network connectivity. In contrast,
deliberate strategies such as degree attacks, closeness attacks,
and PageRank attacks require the proportion of failed nodes
to approach 70% to induce a significant decline, displaying a
gradual decrease in the early stage followed by an acceleration
in the later stage. This reflects the delayed and cumulative
effects of these types of attacks on network connectivity.
Under random attack strategies, the decline in the maximum
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FIGURE 7
The change on the network global efficiency of COSN under destruction mode.

connected subgraph proportion is more moderate, indicating
that the destructive impact of randomly removing nodes
or targeting clustering characteristics on overall network
connectivity is significantly lower than that of directed attack
strategies.

This study considers the current situation and examines the
impact of blockages in key waterways, such as the Strait of Hormuz
and the Strait of Malacca, on the global COSN.

1) The Strait of Hormuz is currently blocked. This strait, situated
between Oman and Iran, serves as a critical passage for crude
oil shipments originating from the Persian Gulf region in
the Middle East. The attack on the Strait of Hormuz, which
effectively severed this key node, resulted in a 6% decrease in
the average degree of the COSN, a 1.8% reduction in graph
density, a 2% decline in the average clustering coefficient, and a
1% increase in average path length. These changes underscore
the significant impact that the Strait of Hormuz has on the
efficiency of local transportation networks.

2) The Strait of Malacca serves as a vital choke point in the
global oil trade, facilitating around 25% of the world’s crude
oil transport. When this strait is attacked, the average rate
of change in the COSN decreases by 9.1%, which exceeds
by 3% points the decline seen in the Strait of Hormuz.
Furthermore, the density of the graph diminishes by 5.2%,
indicating that the linkage between the Strait of Malacca and
other points is stronger compared toHormuz.Additionally, the
average clustering coefficient experiences a reduction of 3.6%,
whereas the average path length rises by 3.1%.These indicators
demonstrate that the influence of the Strait of Malacca on the
COSN is more significant than that of the Strait of Hormuz.
Therefore, an attack on this location would notably disrupt the
global transportation of crude oil.

Therefore, the adoption of various attack strategies on the
network reveals that when more than 40% of the nodes fail,
the resilience of the COSN begins to decline. This decline is
characterized by a decrease in network aggregation, an increase in
average path length, a reduction in global efficiency, and a hindrance
to transportation efficiency. Notably, a targeted attack on specific
nodes, such as the Strait of Hormuz and the Strait of Malacca,
results in minimal overall change to the COSN, demonstrating good
resilience. Furthermore, comparative data indicates that an attack on
the Strait of Malacca has a more significant impact on the COSN
than an attack on the Strait of Hormuz.

4.6 CSI index analysis

Figure 9 illustrates that significant maritime connectivity nodes,
including the Straits of Malacca, Suez Canal, Strait of Hormuz,
Mandab Strait, Strait of Gibraltar, and Cape of Good Hope,
serve as vital bridge- or link-type transportation hubs. Major
energy-importing regions are East Asia and South Asia. In
contrast, Southeast Asia primarily functions as a transit zone.
Energy-exporting nodes are Africa, Middle East, North America,
and South America. The three categories of regional nodes
exhibit a notable degree of interconnectivity with surrounding
nodes, characterized by numerous routes and substantial freight
movement. Furthermore, the proposed calculation method closely
corresponds with the identified urban nodes, as well as those
demonstrating high freight volumes and connectivity in real-world
transportation scenarios. This highlights the logical and scientific
foundation of the index to some extent. Therefore, it is crucial to
prioritize the enhancement of safety and security features at these
nodes to strengthen the resilience of maritime corridors for global
crude oil transportation.
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FIGURE 8
The change on the network scale of the largest connected sub-graph of COSN under destruction mode.

FIGURE 9
CSI index result analysis.
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5 Conclusion and policy implications

5.1 Conclusion

1) Overall, the COSN demonstrates greater resilience against
random attacks; however, it is significantly more susceptible to
deliberate attacks, resulting in a higher degree of damage.

2) From the perspective of network characteristics, following
random attacks, the average path length, global efficiency,
average clustering coefficient, and proportion of themaximum
connected sub-graph decline gradually. Even after the failure
of a majority of nodes, the network continues to operate
effectively, indicating high resilience levels. In contrast, when
nodes are deliberately attacked and 40%–60% of them are
removed, the network’s functionality is severely compromised,
leading to increasingly difficult transportation.

3) Focusing on critical nodes, the Strait of Hormuz and the
Strait of Malacca serve as vital maritime conduits for crude
oil transportation, facilitating the movement of crude oil in
most import and export regions. Analysis reveals that an attack
on the Malacca Strait exerts a more significant impact on the
network than an attack on the Hormuz Strait.

4) The CSI index quantitatively reflects the importance and
reliability of nodes within the COSN. Furthermore, the index
aligns with the actual transportation network conditions,
thereby validating the reliability of the model. This model can
also be utilized for the quantification of other transportation
network nodes in the future.

This study constructs COSN based on AIS data and innovatively
proposes multi-dimensional attack strategy. By leveraging complex
network theory and systematic methodologies, a multi-dimensional
evaluation and analytical framework for COSN is established.
The developed CSI index enables the quantitative hierarchical
identification of critical nodes. The theoretical framework and
methodological system constructed in this research not only provide
scientific criteria for categorizing the significance levels of crucial
nodes but also establish a universally applicable analytical approach
for the competitive assessment of crude oil transportation networks.
Through in-depth case studies, including well-known instantaneous
disruption events such as the 2021 Suez Canal blockage, the
rationality and universality of the static instantaneous terminal
assumption model are further validated, thereby strengthening the
practical significance of the proposed framework.

Notably, while the proposed framework offers practical solutions
for enhancing network resilience during emergent events and
systemic shipping crises, it has certain limitations. The current
study focuses on the immediate impacts of extreme events and
the identification of critical nodes within the COSN, without
considering the transceiver capabilities of ports. Furthermore, it
assumes that attacks are instantaneous, thereby overlooking the
influence of temporal factors such as nodes recovery processes,
real-time route adjustments, and changes in capacity utilization.
For future research, it is essential to integrate port transceiver
capabilities and time variables into the analytical model. By
analyzing changes in the resilience of the COSN within a specified
time window, researchers can capture the dynamic evolution of the
network under disruptions. Additionally, developing optimization

strategies to enhance network resilience post-attack should be a
key research direction. These efforts will contribute to constructing
a more comprehensive and dynamic analytical framework for
COSN, ultimately providing more accurate and effective support for
maritime energy security operations.

5.2 Suggestion

To systematically enhance the resilience of global maritime
routes, it is suggested to adopt multi-dimensional and progressive
intervention measures.

Firstly, toeffectivelymitigate theoperational risksposedbysudden
channel closures, shipping companies should strengthen their risk
hedging mechanisms by ensuring adequate commercial insurance
products, thereby establishing a multi-layered risk transfer system.
Constructing specialized crude oil storage facilities at high CSI nodes
can form a regional strategic buffer inventory, effectively alleviating
the impact of sudden disruptions on the supply chain.

Secondly, for maritime channels with high CSI values in COSN,
such as the Strait of Hormuz and the Strait of Malacca, it is essential
to continuously enhance navigational capacity and accelerate the
upgrading of navigation aids while closely monitoring abnormal
vessel conditions to reduce the risk of navigational congestion.
Besides, a phased construction of an integrated transportation
network combining maritime, railway, and pipeline systems will
also be implemented. Additionally, the commercialization of the
Northeast Passage in the Arctic will be promoted to create an
alternative transportation matrix to traditional choke points, thereby
reducing systemic risks associated with reliance on single routes such
as the Strait of Malacca.

Thirdly, establishing a global shipping real-time monitoring
platform based on IoT and blockchain technology. This platform
shouldintegrateAISdatawithsatelliteremotesensingdataanddevelop
a multi-dimensional risk assessment model that encompasses piracy
activities, waterway congestion, and extreme weather events.

Fourth, within the framework of the International Maritime
Organization (IMO), it is to improve the multilateral cooperation
mechanism by focusing on standardizing polar navigation rules,
unifying carbon emission accounting systems, and establishing a
transnational emergency resource dispatch fund to address regional
supply chain disruption risks.

Finally, guide enterprises in implementing a distributed layout
strategy for global supply chain nodes to mitigate the risks of supply
chain disruptions caused by geopolitical and natural disasters.
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