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An elliptic curve cryptography (ECC)-based anonymous authentication mechanism is designed to meet the demand for lightweight, anonymous, and trustworthy authentication for tourist attraction networks in edge computing environments. This mechanism uses pseudo-randomly generated identities to cover the real identity of the tourists, which ensures the anonymity of the scheme. The security of mutual authentication between the tourist and the edge computing server is increased with the help of smart card technology. At the same time, the mechanism also has the ability to guarantee security in case of smart card theft. The introduction of timestamps effectively enhances the scheme’s ability against a replay attack. The security of the scheme is analyzed using Burrows—Abadi—Needham (BAN) logic and non-formal analysis methods. Finally, the results of a comprehensive analysis and comparison show that the scheme has high practical value.
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1 INTRODUCTION
With the rapid development of information technology, tourism has ushered in unprecedented changes. Smart tourism, as a product of the deep integration of tourism and information technology, is gradually changing people’s tourism mode and experience [1]. Edge computing, an emerging distributed computing technology, has been widely used in the field of smart tourism with its low latency and high efficiency. However, with the popularization of edge computing, the security authentication problem of tourist attraction networks has become increasingly prominent. How to realize anonymous and trustworthy security authentication in edge computing environment has become an important issue that needs to be solved in the current smart tourism field. Edge computing is a technology that pushes computing and data storage tasks from the centralized cloud to the edge of the network. This distributed computing model realizes data processing and analysis close to the edge of the network by deploying computing nodes at the edge of the network, thus greatly reducing the delay of data transmission and improving the response speed and efficiency of the system.
Edge computing is particularly widespread in the field of smart tourism [2–4]. For example, tourist attractions can collect real-time information such as tourist traffic, environmental data, and facility status by arranging sensors, cameras, and other devices in the scenic area. Through edge computing technology, these devices can initially process and analyze the data locally, and then upload the key data to the cloud for more in-depth analysis and mining. This distributed computing model not only improves the speed and efficiency of data processing but also reduces the cost and risk of data transmission [5]. However, the distributed nature of edge computing brings new security challenges. As the digitization and intelligence of tourist attractions continue to increase, network security issues are becoming more and more prominent. Especially on the edge side of the network, traditional security authentication methods often find it difficult to meet demand due to factors such as large data volumes, long transmission distances, and diverse devices. Because data are processed and stored at edge nodes, once these nodes are attacked or tampered with, a tourist’s private information will be at risk of leakage [6]. In addition, the wide variety of devices in the edge computing environment has varying security protection capabilities, which also increases the possibility of the system being attacked. Therefore, realizing secure, efficient, and anonymous tourist authentication in the edge computing environment has become a key problem to be solved in the field of smart tourism [7].
Currently, the network security authentication of a tourist attraction relies on the traditional centralized authentication mechanism. This mechanism verifies the identity of tourists through a centralized authentication server, which guarantees the security of tourist identity to a certain extent but has many shortcomings [8–10]. First, the traditional centralized authentication mechanism is susceptible to a single point of failure. Once the authentication server fails or is attacked, the entire authentication system will be paralyzed, resulting in tourists being unable to complete authentication and access services. Second, the traditional authentication mechanism has security risks in the process of data transmission. Data that are transmitted between the client and the authentication server are susceptible to threats such as man-in-the-middle attacks and data tampering. Finally, traditional authentication mechanisms often neglect the protection of tourist privacy. During the authentication process, the personal information of the tourist may be leaked to a third party or used for improper purposes, which not only violates the relevant laws and regulations but also damages the legitimate rights and interests of the tourist [11].
Therefore, under the edge computing environment, the security authentication of a tourist attraction network must meet the new demands of anonymity, trustworthiness, and efficiency. The realization of this anonymous and trustworthy security authentication method is of great significance for enhancing the security of a tourist attraction network, protecting user privacy, and promoting the healthy development of the tourism industry [12]. It can not only effectively prevent all kinds of network attacks and data leakage risks but also enhance the trust and satisfaction of users in the tourist attraction network and promote the tourism industry in a more intelligent and personalized direction. In summary, an edge computing-based tourist attraction network needs an anonymous and trustworthy security authentication method that can guarantee the security of tourist identity as well as protect the privacy of the tourist. For the lightweight authentication and key negotiation needs in the edge computing environment of a tourist attraction, an anonymous secure authentication method is proposed for tourist attraction network-based edge computing. The contributions of this paper include the following aspects.
(1) A lightweight anonymous authentication mechanism based on elliptic curve cryptography (ECC) is designed for the needs of tourist attraction networks in edge computing environments. It protects the privacy of tourists through pseudo-random identities, guarantees the security of authentication by combining with smart card technology, and introduces timestamps to defend against replay attacks to efficiently protect the privacy and security of tourists’ information. This scheme not only has high security but also utilizes lightweight ECC to guarantee high efficiency.
(2) The security of the scheme is verified using Burrows–Abadi–Needham (BAN) logic and informal analysis. In the performance evaluation session, the scheme is compared and analyzed with other schemes of the same category in two dimensions: communication cost and computation cost. It reveals that the scheme balances performance and security and is practical.
The following is the structural arrangement of the subsequent contents of this paper. Section 2 outlines the current research status of edge computing. Section 3 introduces the related preparatory knowledge. Section 4 details the design process of the scheme in this article. Section 5 conducts the security analysis. Section 6 conducts the performance evaluation. Section 7 summarizes the article.
2 RESEARCH STATUS
In recent years, due to the promotion of smart transportation, Internet of Things, and cloud computing technologies, the field of mobile computing research has experienced a change from a centralized mobile cloud computing model to a mobile edge computing model. It has attracted the attention of research scholars due to the emergence of edge computing models.
Tsai et al. [13] proposed an authentication mechanism for distributed mobile cloud computing, which aims to ensure that a mobile user and service provider can verify each other’s identities and protect user anonymity. However, Jiang et al. [14] demonstrated that Tsai et al.'s scheme failed to meet their proposed security criteria and improved it. Jiang et al. introduced advanced cryptographic techniques such as homomorphic encryption to enhance the protection of user anonymity, as well as to ensure that service providers are able to verify the legitimacy of a user without having to know the user’s true identity. Xiong et al. [15] designed an authentication scheme for distributed mobile cloud computing in order to reduce the computational overhead while increasing the functionality of user revocation and reregistration. However, this scheme requires secure key transfer between multiple nodes, which increases the complexity of key management and is prone to key leakage. Irshad et al. [16] utilized a bilinear pair mapping algorithm to design an authentication optimization strategy for multi-server environments. However, applying the bilinear pair mapping algorithm leads to an increase in computational overhead. Cui et al [17] proposed an information authentication method based on edge computing. The edge nodes assist the roadside unit in accomplishing the information verification task. With the growth of open applications, edge nodes are responsible for the authenticity verification of information and participate in the intelligent connected vehicle system as an edge device, but the real-time performance is relatively low. Dewanta et al. [18] designed a method for switching the authentication of mobile terminals by using a cloud server. When a mobile terminal wants to access the services of an edge node, it must send a request to the cloud server. The cloud server then assists in the authentication process between the mobile terminal and the edge node. However, storing the authentication credentials on a cloud server results in a high overhead for the authentication process.
In 2020, Jia et al [19] designed an anonymous identity authentication scheme for mobile edge computing based on the principle of edge-end architecture. It has a privacy protection function, but this scheme cannot effectively defend against user impersonation attacks and temporary secret information leakage attacks. Mishra et al. [20] designed a mobile terminal authentication scheme for the multi-access edge computing (MEC) environment. This scheme is based on the bilinear pair mapping algorithm, thus incurring a high computational cost. Lai et al. [21] designed a multiuser access and anonymous switching authentication mechanism that integrates the detection capability of the aggregate message authentication code (AMAD) technology. However, this mechanism does not consider the pre-switching process, which leads to high signaling and computational costs during switching, and it has difficulty meeting the real-time requirements. Li et al. [22], in order to improve the lack of forward security and user anonymity of security authentication schemes, designed an anonymous identity-based key negotiation scheme, which is able to provide perfect security features such as forward security. However, the analysis of Shamshad et al. [23] found that Li et al.'s scheme is also unable to resist an MEC server impersonation attack or a user impersonation attack. Therefore, a new and improved scheme is proposed. Rakeei et al. [24] proposed a scheme with several security features, such as two-way authentication. However, due to the bilinear pair technique, this scheme is unsuitable for some IoT end devices with limited performance. Xu et al. [25] designed a lightweight authentication key negotiation scheme for mobile edge computing without the intervention of a trusted third party, and verified its security under the stochastic predicate machine model. However, the scheme fails to ensure user anonymity and results in high overhead due to the application of bilinear pairs.
Zhang et al. [26] designed an authentication framework in order to enhance the security of Internet of Things environments supported by edge computing. The goal of this framework is to secure the communication between devices and between devices and edge servers. By integrating a portion of the local private key during registration and combining it with a distributed blockchain network, this authentication framework achieves secure communication and authentication functions among edge computing-enabled IoT devices and between devices and edge servers. Nodes in a blockchain network typically need to constantly synchronize their data to maintain consistency, which creates a significant communication overhead. Tian et al. [27] designed a mobile edge computing-based scheme that ensures untraceability and full anonymity of information by virtue of a one-time pseudonym protection, while strengthening the security of key management and communication process by applying one-time public-private key pairs to verify identity. In addition, the parallel processing mechanism enables two independent processes to be executed synchronously, thus reducing the overall time cost. However, the pseudonym update mechanism of this scheme is not timely enough, and the user’s identity remains unchanged for a long period of time, which increases the risk of being traced. Zhang et al. [28] proposed a secure and verifiable multimedia data search scheme based on cloud-assisted edge computing, which is based on bilinear pairing, and a secure, flexible, and efficient keyword search mechanism was achieved. Bilinear pairing involves complex mathematical operations with high computational overhead.
In summary, edge computing reduces the pressure on data centers and improves data processing efficiency by performing data processing at the device side. However, it also brings about the problem of balancing security and efficiency. On the one hand, the edge computing environment involves a large number of devices, which increases the vulnerability of network security and may lead to data leakage and device attacks. On the other hand, edge computing requires real-time data processing, which puts higher demands on the data processing capacity and efficiency. Therefore, it must be optimized from the perspectives of security and system performance in light of the actual situation to achieve secure and efficient anonymous trusted security authentication for tourist attraction networks in edge computing environments. The scheme in this paper shows significant advantages in realizing security and smaller computation and time overhead. These advantages are due to the high efficiency of ECC, the assistance of smart card technology, and the optimized authentication process design. First, the scheme in this paper ensures the anonymity of the scheme by masking the real identity of tourists with pseudo-randomly generated identities. This reduces the risk of users’ identities being tracked or leaked and enhances user privacy protection. Combined with smart card technology, even if the tourists’ passwords are leaked, the attackers cannot directly utilize this information to forge legitimate identities. Furthermore, ECC, as a public key cryptography algorithm, offers higher security and smaller key lengths than traditional algorithms. ECC requires fewer computational resources, which reduces computational overhead. Smart cards typically can process and store data quickly, which can accelerate computational operations during the authentication process. In addition, smart cards can pre-store some necessary keys or parameters to reduce the amount of online computation.
3 PREREQUISITE KNOWLEDGE
3.1 Elliptic curve
Elliptic curve cryptography (ECC) is a public key cryptography technique whose security is built on the elliptic curve discrete logarithm problem. Compared with the Rivest–Shamir–Adleman (RSA) algorithm, ECC can achieve the same level of security with a shorter key length, so it is often used in areas such as digital signatures and key exchange [29].
Definition 1. In a finite field [image: image], it defines the points according to the equation [image: image] [image: image] [image: image], forming a set to form an elliptic curve [image: image] of order prime [image: image], where [image: image] [image: image] [image: image]. [image: image] is defined as the point of infinity. Then, [image: image] and the points on the elliptic curve [image: image] form an additive cyclic group [image: image]. It has the following properties:
(1) Addition: [image: image] and [image: image] are two points on group [image: image]. If [image: image], then [image: image] means that the line between points [image: image] and [image: image] intersects another point [image: image] of the curve [image: image].
(2) Scalar multiplication: the point product on an elliptic curve is defined as [image: image] ([image: image] times), where [image: image].
3.2 Difficult question hypothesis
Definition 2. Discrete logarithmic problems on elliptic curves (ECDLP) [30].
Let [image: image] be a finite cyclic group defined on an elliptic curve, and [image: image] are given. It is difficult to solve [image: image] in polynomial time, such that [image: image] holds.
Definition 3. The Diffie–Hellman problem on elliptic curves (ECDHP).
Let [image: image] be a cyclic group defined on an elliptic curve, and [image: image] are given. It is difficult to compute [image: image] in polynomial time.
3.3 Adversary model and security requirement
Adversary [image: image] has the following capabilities:
(1) Adversary [image: image] has absolute control over the public communication channel.
(2) Adversary [image: image] is able to obtain the previous session key.
(3) Adversary [image: image] is able to obtain the long-term key of the edge computing server and the data stored in the database.
The following analyzes the security features that must be present in the method of this paper [31–35].
(1) Man-in-the-middle attack: After taking control of the communication path, the adversary manages to intervene in the communication between the tourist and the edge computing server by disguising himself as the object of direct communication between the two parties, so that the tourist and the edge computing server mistakenly believe that they are communicating directly with each other.
(2) Offline password guessing attack: The adversary intercepts all the communication messages between the tourist and the edge computing server, generates a candidate password by utilizing the saved communication messages, and examines whether a matching password exists.
(3) Replay attack: When the tourist sends a request message to the edge computing server, it is assumed that the adversary intercepts the communication message and resends this message to the edge computing server by pretending to be a legitimate tourist.
(4) Tourist impersonation attack: The adversary steals information and pretends to be a legitimate tourist to communicate.
(5) Privileged internal attack: The adversary accesses the edge computing server pretending to be a tourist by stealing the parameter, identity, and password information of the attacked tourist.
(6) Forward security: It is assumed that the adversary has already mastered the session key of the current session but is also unable to compute the relevant parameters and cannot compute the session key of the previous sessions.
(7) Anonymity: It is assumed that the adversary has stolen the relevant communication messages, but due to the lack of relevant parameters, it is impossible to calculate the real identity of the visitor.
4 METHOD DESIGN
4.1 System model
The design of the anonymous secure authentication method for tourist attraction network-based edge computing includes the following entities: tourist [image: image], edge computing server [image: image], and trusted agency [image: image]. The three entities realize secure authentication and key negotiation through a series of operational processes.
4.1.1 Tourist
The tourist accomplishes registration, authentication, key negotiation, and password update. The visitor generates key information by selecting random numbers and passphrases, sends registration information to the edge computing server, and saves the received parameters. In the authentication and key negotiation phase, the visitor generates random numbers and timestamps to ensure message freshness, sends authentication information to the edge computing server, verifies its response, and then computes the session key to support encrypted communication. When an update of the password is required, the tourist selects a new password and random number, sends an update request to the edge computing server, and processes its response to update the encrypted parameters.
4.1.2 Edge computing server
The edge computing server receives and stores the encrypted parameters of the tourist in the registration phase and computes and sends the response parameters. In the authentication and key negotiation phase, it verifies the identity of the tourist, ensures message freshness, computes the session key to support encrypted communication, and confirms success to the tourist. In the password update phase, it receives and decrypts the update request from the visitor, updates the stored parameters, and confirms the success of the password update to the tourist.
4.1.3 Trusted agency [image: image]
The trusted agency [image: image] is responsible for the initialization and parameterization of the system, ensuring that all entities in the system have access to the necessary public information.
The specific operation process of this system model is as follows: first, in the system initialization phase, the trusted agency [image: image] generates and releases the system parameters. Then, in the tourist registration phase, the tourist initiates a registration request to the edge computing server, which completes the identity registration of the tourist and returns the corresponding authentication credentials. Then, in the authentication key negotiation phase, the tourist initiates an authentication key negotiation request to the edge computing server, and the edge computing server receives the relevant message to authenticate the identity legitimacy of the tourist, generates the key negotiation message and the session key, and responds to the request of the tourist. The tourist receives the response message to authenticate the identity of the edge computing server and generates a session key consistent with the tourist based on the key negotiation information sent by the edge computing server. Finally, in the password update phase, the tourist computes and sends the current session key encrypted with the current session key to the edge computing server, which decrypts the stored parameters and sends the updated part of the parameters encrypted to the tourist for replacement. The model architecture is shown in Figure 1.
[image: Figure 1]FIGURE 1 | Model architecture.
4.2 The methodology process
The definitions of the symbols used in this section are shown in Table 1.
TABLE 1 | Definition of symbols.
[image: Table 1]This scheme includes four processes: system initialization, tourist registration, authentication and key negotiation, and password update, and its specific flow is shown in Figure 2.
[image: Figure 2]FIGURE 2 | Scheme flow.
4.2.1 System initialization
The trusted agency [image: image] chooses an elliptic curve [image: image], and selects the [image: image] th order base point [image: image] on this elliptic curve. Then, [image: image] chooses a one-way hash function [image: image] and selects three random numbers [image: image]. [image: image] assigns the identity [image: image] to the tourist [image: image] and computes the public key [image: image] of the edge computation server [image: image]. Finally, the [image: image] saves [image: image] as its key, and the [image: image] discloses the public parameter [image: image].
4.2.2 Tourist registration

(1) First, [image: image] selects a random number [image: image] and password [image: image]. Then, it obtains identity [image: image] and a biometric feature [image: image], and then [image: image] calculates the parameter [image: image]. Finally, [image: image] sends the message [image: image] to [image: image] through the secure channel.
(2) After receiving the message, [image: image] first calculates the parameters [image: image], [image: image] , and [image: image]. Then, [image: image] saves the parameters [image: image] , and [image: image] saves the parameter [image: image] to the smart card. [image: image] sends the smart card to [image: image] through the secure channel.
(3)[image: image] receives the smart card and inputs a biometric message [image: image]. [image: image] calculates [image: image], [image: image] and saves the parameters ([image: image] into the smart card.
4.2.3 Authentication and key negotiation

(1) [image: image] inserts the smart card and inputs the corresponding [image: image], password [image: image] , and biometric value [image: image]. Then, the smart card calculates [image: image] and [image: image].
(2) The smart card judges whether [image: image] and [image: image] are equal. If they are equal, the smart card logs in successfully by verifying the legitimacy of [image: image]; otherwise, the smart card ends this session.
(3) [image: image] first chooses a random number [image: image] and generates a timestamp [image: image]. Then, [image: image] calculates the parameters [image: image], [image: image], [image: image], and the pseudo-identity [image: image]. Finally, [image: image] sends the message [image: image] to [image: image].
(4) After receiving the message, [image: image] first obtains the current timestamp [image: image] and checks whether the timestamp is valid by judging [image: image]. If the timestamp [image: image] is invalid, [image: image] terminates the session. Otherwise, [image: image] computes the tourist identity [image: image]. Then, it computes the parameter [image: image] and compares [image: image] and [image: image] to see if they are equal. If they are not equal, the session is terminated directly. If equal, [image: image] can pair the received identity [image: image] and the stored parameter [image: image]. Then, [image: image] computes [image: image], [image: image] and [image: image]. [image: image] computes the parameter [image: image] and compares whether [image: image] is equal to [image: image]. If they are not equal, the session is terminated directly. If they are equal, [image: image] successfully authenticates [image: image]. Then, [image: image] selects a random number [image: image] and computes [image: image]. It selects a random number [image: image] and computes the session key [image: image] and [image: image]. Finally, [image: image] sends the message [image: image] to [image: image].
(5) After [image: image] receives the message, [image: image] first calculates the parameter [image: image] , [image: image] and the session key [image: image]. [image: image] then calculates the parameter [image: image] [image: image] compares whether [image: image] is equal to the received [image: image]. If they are not equal, the session is terminated. If they are equal, [image: image] completes the authentication to the edge computing server. The authentication and key negotiation phases are shown in Figure 3.
[image: Figure 3]FIGURE 3 | Communication cost.
4.2.4 Password update

(1) [image: image] inserts the smart card and then inputs the unique identity [image: image] , password [image: image] , and biometric value [image: image]. The smart card calculates [image: image], [image: image] and verifies whether [image: image] is equal to [image: image]. If they are not equal, the smart card terminates the session. Otherwise, [image: image] can input a new password.
(2) [image: image] first chooses a random number [image: image] and a new password [image: image]. Then, [image: image] calculates the parameters [image: image] and updates [image: image]. [image: image] then encrypts the message [image: image] with the current session key [image: image], and [image: image] sends it to [image: image].
(3) [image: image] first decrypts the ciphertext with the session key [image: image] and computes [image: image]. Then, [image: image] computes the parameters [image: image], [image: image], and [image: image]. Finally, [image: image] replaces the parameter pair [image: image] with the parameter pair [image: image] in the database. [image: image] sends the parameter [image: image] to [image: image].
(4) [image: image] then decrypts the ciphertext with the session key [image: image] and computes [image: image], [image: image]. [image: image] replaces [image: image] with the parameter [image: image].
5 SECURITY ANALYSIS
5.1 Proof of BAN logic
In this section, the [image: image] logic [31] will be utilized to formally validate the secure authentication process for the anonymous secure authentication method. The prescribed entities are described as follows: tourist [image: image] and edge computing server [image: image].
(1) The messages involved in the authentication process are idealized and described as follows:
[image: image][image: image][image: image]
2) [image: image]
(2) The final objectives of this method are as follows:
[image: image]
[image: image]
[image: image]
[image: image]
(3) In order to derive the final objective of this method, the following initialization assumptions must be made:
[image: image]
[image: image]
[image: image]
[image: image]
[image: image]
[image: image]
[image: image]
[image: image]
[image: image]
(4) The logical reasoning process is as follows:
According to assumption [image: image], the idealized description (2) and the message meaning rule, it can be obtained:
[image: image]
By assumption [image: image] and the message freshness rule, it can be obtained:
[image: image]
According to Equations 1, 2, and the temporary value validation rule, it can be obtained:
[image: image]
From Equation 3 and the belief rule, it can be obtained:
[image: image]
In summary, objective [image: image] is achieved.
According to Equation 4, assumption [image: image] and the jurisdiction rule, it can be obtained: 8
[image: image]
In summary, objective [image: image] is achieved.
According to assumption [image: image], the idealized description (1), and the message meaning rule, it can be obtained:
[image: image]
According to assumption [image: image] and the message freshness rule, it can be obtained:
[image: image]
According to Equations 6, 7, and the temporary value validation rule, it can be obtained:
[image: image]
According to Equation 8 and the belief rule, it can be obtained:
[image: image]
In summary, objective [image: image] is achieved.
According to Equation 9, assumption [image: image] and the jurisdiction rule, it can be obtained:
[image: image]
In summary, objective [image: image] was achieved.
In summary, according to Equations 4, 5, 9, and 10, objectives are achieved. Hence, the proposed approach facilitates mutual authentication between the tourist and the edge computing server and enables session key negotiation.
5.2 Informal analysis
5.2.1 Resisting a man-in-the-middle attack
A man-in-the-middle attack may be more likely to occur in edge computing due to the decentralization of nodes. Suppose adversary [image: image] intercepts and steals message [image: image] and message [image: image]. However, because adversary [image: image] does not know the parameters [image: image] and [image: image], adversary [image: image] cannot successfully calculate the relevant parameters [image: image], [image: image] , and [image: image]. Therefore, adversary [image: image] cannot disguise itself as a legitimate tourist to deceive the edge computing server. Meanwhile, because the key [image: image] of the edge computing server is not known, adversary [image: image] cannot calculate the correct parameters [image: image] and [image: image], so adversary [image: image] cannot disguise itself as the edge computing server to deceive the tourist, either. Therefore, this scheme is resistant to a man-in-the-middle attack.
5.2.2 Resisting an offline password guessing attack
Suppose adversary [image: image] can obtain parameters [image: image], [image: image] and [image: image] from the public channel. However, adversary [image: image] does not know the parameters [image: image], [image: image], [image: image], [image: image], so adversary [image: image] cannot guess the password from the public channel by calculating the parameters [image: image] and the parameter [image: image] to verify that the password matches. It is also assumed that the adversary can obtain [image: image] from the smart card through an attack, but the ability of the adversary to guess the two secret parameters, password and identity, is computationally infeasible in polynomial time, so the adversary cannot extract the identity [image: image] and password [image: image] from [image: image].
5.2.3 Resisting a replay attack
In edge computing, a replay attack may intercept authentication messages and send them repeatedly. When the tourist sends a request message to the edge computing server, adversary [image: image] intercepts the request message [image: image] and then pretends to be the legitimate tourist to resend this message to the edge computing server. However, without knowing the parameters [image: image] and [image: image], if adversary [image: image] tampers with the timestamp [image: image], the edge computing server can find the message invalid. If adversary [image: image] sends the request message [image: image] to the edge computing server directly, by verifying the timestamp, the edge computing server can detect whether it is invalid in the request message and subsequently terminate the session. Consequently, this approach can defend against a replay attack.
5.2.4 Resisting a tourist impersonation attack
In edge computing, edge nodes hijack or remotely control other nodes to forge multiple identities to interfere with the authentication process and steal private information from tourists. Assuming that adversary [image: image] impersonates a legitimate tourist, adversary [image: image] can intercept the message [image: image] of the attacked tourist. At this time, adversary [image: image] can compute the parameter [image: image]. However, because [image: image] is unknown to adversary [image: image] and the difficulty of the elliptic curve discrete logarithmic problem exists, adversary [image: image] cannot correctly compute parameter [image: image]. Adversary [image: image] uses its own parameter [image: image] and the identity [image: image] of the impersonated tourist to compute the parameter [image: image]. Then, [image: image] utilizes [image: image] with [image: image] to compute [image: image] and attempts to impersonate tourist [image: image]. However, the edge computing server verifies that parameter [image: image] is matched with parameter [image: image] and identity [image: image] when it verifies that the equation [image: image] is equal to [image: image]. So, the equation is not valid. Therefore, this scheme is resistant to a tourist impersonation attack.
5.2.5 Resisting a privileged insider attack
Suppose adversary [image: image] acts as a privileged insider tourist and obtains the parameter [image: image], identity [image: image] and password [image: image] of the attacked tourist [image: image]. Adversary [image: image] tries to impersonate tourist [image: image] to access the edge computing server. Because parameter [image: image] is stored in the memory of the tourist, and because adversary [image: image] cannot obtain the keys [image: image] of the edge computing server, adversary [image: image] is unable to compute the correct parameter [image: image]. When adversary [image: image] requests the service by pretending to be tourist [image: image], the validation [image: image] will not pass. Therefore, this scheme is resistant to a privileged internal attack.
5.2.6 Forward security
Assuming that adversary [image: image] already has the session key [image: image] for the current session and obtains the password [image: image] for the tourist and [image: image] for the key of the edge computation server, due to the ECDLP problem, adversary [image: image] cannot compute the values of the parameters [image: image] and [image: image]. Meanwhile, because [image: image], [image: image] is stored as a biometric encryption in a smart card, and [image: image] cannot be obtained, it is impossible to compute the session key of the previous session. Therefore, this scheme has forward security.
5.2.7 Anonymity
Suppose adversary [image: image] obtains message [image: image] and message [image: image]. Because the parameter [image: image], [image: image] cannot be obtained, adversary [image: image] cannot calculate the tourist identity [image: image]. Even if the tourist’s long-term private key [image: image] is leaked, the session key cannot be computed because the tourist utilizes smart card technology to achieve password and biometric encryption preservation, while the tourist [image: image] is encrypted through a pseudonym. In addition, the temporary session key passphrase [image: image] is updated, which in turn realizes the update of the visitor’s identity and cuts off the session key correlation, so it is not possible to infer the tourist’s identity through the session key correlation. Therefore, this scheme can realize anonymity. On the other hand, because the tourist uses the random number [image: image] to calculate the parameters [image: image] and [image: image] in each session, adversary [image: image] can not trace through the communication messages to identify who is communicating with the server, realizing untraceability and guaranteeing anonymity.
6 PERFORMANCE EVALUATION
6.1 Communication cost
The communication cost of this scheme is compared with other schemes [33–35] to make a uniform assumption in the communication overhead comparison. The length settings for each operation are given in Table 2.
TABLE 2 | Length size of various operations.
[image: Table 2]In this paper, the authentication and key negotiation phases of the scheme, the transmitted messages [image: image] and [image: image], respectively, require [image: image] and [image: image]. Therefore, the total communication cost of this scheme is [image: image]. The total communication cost of [33] is [image: image] [image: image].The total communication overhead of [34] is [image: image].The total communication overhead of [35] is [image: image].The results of the comparison of the communication cost with other schemes are shown in Table 3 and Figure 4.
TABLE 3 | Communication cost.
[image: Table 3][image: Figure 4]FIGURE 4 | Computation cost.
The results of Table 3, Figure 3 show that the proposed scheme in this paper is significantly better than schemes [33–35] in terms of communication cost. This can greatly reduce the communication cost of an anonymous secure authentication method for tourist attraction network-based edge computing and is suitable for the lightweight communication requirements of the edge computing tourist attraction network scenarios. In practical applications, the method in this paper can effectively reduce the amount of data transmission, accelerate the speed of secure authentication, and reduce bandwidth consumption and device energy consumption, so as to enhance the tourists’ travel experience while safeguarding their privacy and security.
6.2 Computation cost
The computational cost of this scheme is compared with that of other schemes [33–35]. Some operations with a large computation cost are considered in this paper and the rest, such as XOR operations, have negligible computation time. The different operations and their execution times are shown in Table 4.
TABLE 4 | Operation runtime.
[image: Table 4]In this paper, the computation cost of the tourist [image: image] is [image: image], and the computation cost of the edge computing server is [image: image], so the total computation cost of this scheme is [image: image]. The computation cost of [33] is [image: image]. The computation cost of [34] is [image: image]. The computation cost of [35] is [image: image]. Table 5 and Figure 4 show the computation costs of the relevant schemes.
TABLE 5 | Computation cost.
[image: Table 5]The comparison results show that the computation cost of this paper's scheme is relatively low. Although [33] achieves lower computation overhead, this scheme cannot resist the fake attack and lacks anonymity analysis, so the proposed scheme outperforms [33] in terms of security attributes. The computational cost of the scheme presented in [34] is approximately 1.72 times higher than that of our proposed scheme, while the cost of [35] is slightly higher at about 1.29 times. Overall, both schemes exhibit relatively elevated computational costs compared to ours. Therefore, the computation cost of this scheme is relatively low while providing better security. This scheme can effectively shrink the amount of data transmission, reduce the network bandwidth occupation, and increase the transmission speed of authentication information. This scheme significantly improves the security authentication efficiency of the tourist attraction network in the edge computing environment, while safeguarding the privacy of the tourists and the security of the data.
6.3 Resistance to attack rate
Assuming that this experiment is tested under the same kind of attack, due to more types of attacks, we select the more typical replay attack, man-in-the-middle attack, and impersonation attack in edge computing, and compare the resistance to attack rate of this scheme with the other schemes [33, 34], and [35] under the three kinds of attacks. The experimental results are shown in Figure 5.
[image: Figure 5]FIGURE 5 | Resistance to attack rate.
It can be seen from the experiments that the overall resistance to attack rate of this paper's scheme is 93.6%. The overall resistance to attack rate of [33] is 78.4%, and this scheme cannot resist a man-in-the-middle and an impersonation attack well. The overall resistance to attack rate of [34] is 66.76%; this scheme lacks the analysis of a replay attack. The overall resistance to attack rate of [35] is 80.1%, and this scheme cannot effectively resist a replay attack. In summary, the overall resistance to attack rate for this paper's scheme is higher and the security strength is stronger than that of other schemes.
7 CONCLUSION
Edge computing, a distributed computing paradigm, migrates data processing and application services from centralized data centers to the edge of the network to reduce latency and increase responsiveness. However, edge computing brings new challenges, especially in terms of security authentication. The large number and diverse types of devices in edge computing environments, and the often resource-constrained nature of the devices, require efficient, lightweight, secure, and reliable authentication mechanisms for tourist attraction networks. The scheme proposed in this paper is based on ECC, which ensures the anonymity of the scheme through a pseudo-random identity. At the same time, the mechanism also has the ability to guarantee security even when the smart card is stolen. BAN logic is used for formal analysis and combined with non-formal evaluation tools for comprehensive security consideration. In terms of performance evaluation, the focus is on comparing communication and computation costs, as well as resistance to attack rate, and the results show that the scheme achieves a good balance between performance and security by maintaining high efficiency while also achieving high security standards. In terms of future research prospects, it will continue to innovate the authentication mechanism, optimize the authentication process, and improve security and efficiency through the integration with emerging technologies such as 5G, IoT, and blockchain.
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