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Industrial Internet of Things (IIoT) integrates the latest information and communication technology with the industrial economy, driving the intelligent transformation of the industry. However, with the rapid development of IIoT, its security challenges are increasingly severe. Therefore, this paper focuses on the security protection of industrial Internet, especially the application and challenges of group schemes. By analyzing the security requirements of IIoT, this paper proposes a secure and effective group authentication scheme for IIoT. Based on the Chinese remainder theorem, this scheme supports authorizing users to remotely access a set of industrial sensor devices and uses a three factor authentication method to verify the legitimacy of user identity. At the same time, through Chebyshev chaotic mapping, symmetric encryption, secret sharing technique and the Chinese remainder theorem, this scheme constructs a secure group session key to ensure encrypted transmission and integrity verification of data. The experimental results show that this scheme performs well in both security and computational efficiency, especially in large-scale group communication scenarios, which can significantly reduce communication latency and overhead.
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HIGHLIGHTS
• This paper proposes a secure and effective authentication scheme for IIoT based on the Chinese Remainder
• The experimental results show that this scheme performs well in both security and computational efficiency.
1 INTRODUCTION
Industrial Internet of Things (IIoT) represents the fusion of new information technology and the industrial economy, emerging as a pivotal driver for industrial transformation and upgrading [1]. By enabling seamless connectivity, IIoT has forged a novel manufacturing and service framework, offering robust underpinning for the intelligent evolution of traditional industries, providing strong support for the intelligent transformation of traditional industries. However, with the rapid development of IIoT, its security and privacy issues are also increasingly prominent [2–4]. Especially in the context of the widespread deployment for industrial equipment and the generation of massive industrial data, how to ensure the safe communication, data integrity and availability of IIoT has become the focus and hotspot of current research [5].
In IIoT, the number of industrial devices is huge. The data generated by these devices is not only huge, but also often involves the privacy of users and enterprises [6]. For example, industrial production data, control instructions, identity privacy information, etc., are all important resources in the industrial Internet. However, because IIoT usually uses open channels for communication, attackers have the opportunity to obtain industrial privacy data through tampering, forgery, replay and other attacks, and undermine the security communication and data integrity of IIoT [7]. These attacks not only cause economic losses to users and businesses, but may also have immeasurable impacts on the entire industrial ecosystem [8]. Therefore, how to build a safe and reliable IIoT system to guarantee the security has become an important topic of IIoT security protection [9]. Among them, authentication schemes have received widespread attention as key means to solve this problem [6]. In IIoT, this can verify the identity of users and intelligent devices participating in communication. Meanwhile, by negotiating session keys, the requirements for data encryption can be met, ensuring the security of communication and the integrity of data. At present, authentication schemes have been widely applied in multiple fields. For example, in smart grid, it can ensure the stable operation and data security of the power grid system. In cloud computing, it can protect the security of cloud storage and cloud computing resources. In smart cities, it can ensure the intelligence and safety of urban infrastructure. In wireless sensor networks, it can ensure secure communication and data transmission between sensor nodes [10–12].
In recent years, IIoT based on group schemes has been widely applied in industrial manufacturing [13]. Group scheme allows a group of users or devices to jointly negotiate a key on an insecure channel, thereby achieving secure communication within the group. This protocol has a broad application prospect in IIoT, especially in the production, transportation and use processes that require the joint participation of multiple industrial entities. However, the application of group scheme in IIoT also faces many challenges [14–16]. Firstly, the large number and widespread distribution of industrial entities significantly increase the complexity and cost of group key negotiation. Secondly, industrial data frequently encompasses sensitive information, necessitating data security and privacy protection measures during group key negotiation. In addition, the attack means in IIoT system are diverse and complex. How to build a group key agreement scheme that can resist various attacks is also an urgent problem to be solved. Aiming at the challenge in IIoT, this paper proposes a secure and efficient group authentication scheme.
1.1 Contribution
The main contribution of this article are as follows:
(1) This paper proposes a secure and effective authentication scheme for IIoT based on the Chinese Remainder Theorem, which supports authorized users to remotely access a set of industrial sensor devices and ensures communication security and data integrity. By using passwords, biometric recognition and smart card, this scheme effectively verifies the legitimacy of user identity in the IIoT. At the same time, using Chebyshev chaotic mapping, symmetric encryption, secret sharing technology and Chinese remainder theorem, this scheme constructs a secure session key between a legitimate group of industrial sensor devices and achieves encrypted transmission and integrity verification of data through this session key.
(2) In order to verify the effectiveness and performance of the group authentication scheme proposed, we conducted extensive experimental verification and performance evaluation. The experimental results show that this scheme performs well in both security and computational efficiency. Especially in large-scale group communication scenarios, this scheme can significantly reduce communication latency and overhead.
1.2 Roadmap of this article
The organizational structure of the subsequent content is summarized as follows: Section 2 discusses related field work. In section 3, we elaborated on the relevant models and core technologies in detail. Section 4 focuses on a detailed description of the group authentication scheme. To comprehensively verify the effectiveness and practicality, we conducted security and performance evaluations in Sections 5, 6, respectively. In Section 7, we summarized the entire paper.
2 RELATED WORK
The authentication scheme is the first line of defense to ensure the security of user data and privacy in IIoT. Numerous scholars have conducted extensive research on authentication schemes.
Ingemarsson et al. [17] designed a circular interaction model that supports key negotiation and extended the number of negotiators to multiple parties. But this protocol can only resist passive attack. In order to meet the dynamic changes of group users, Kim et al. [18] introduced a binary tree-based group key negotiation protocol and provided an inspiring security proof. Subsequently, Barua et al. [19] designed a group key agreement protocol based on a ternary tree. But it still cannot verify the identity information of participating members. Burmester et al. [20] developed a group protocol that can achieve information sharing between groups with only two rounds of communication, and can also resist impersonation attack initiated by external nodes. Its disadvantage was that it cannot resist malicious attacks launched from within. Therefore, Bression et al. [21] presented a password-authenticated group protocol. Although this protocol can verify the user’s identity, communication rounds would increase linearly as the number of participating communication members increases. Zhang et al. [22] introduced a novel group protocol, in which users cannot deny the information sent, but overhead was high. Shen et al. [23] constructed a group protocol. This scheme introduced a combination structure into group key negotiation, which to some extent reduces communication overhead. However, due to the high number of communication rounds, the communication efficiency was relatively low. Shen et al. [24] proposed an identity based key agreement protocol, which introduced a mathematical structure of block design to achieve group key agreement supporting entity authentication. But the protocol lacked a certain degree of flexibility. Shen et al. [25] designed a group protocol based on block design by optimizing the data structure of the block design. However, due to the introduction of Weil pairing operation in the protocol, the computation overhead was too high. Zhang et al. [26] designed a vehicle authentication and key negotiation scheme. In addition, to address the issue of short-term key leakage, this solution can ensure the security of session keys without leaking long-term keys. However, its communication overhead was relatively high. Braeken et al. [27] introduced a public key group protocol that can significantly reduce the computational overhead caused by pairing operations. Due to the use of broadcast communication in this protocol, it would also increase communication overhead. Chen et al. [28] presented a group authentication protocol. However, this protocol was susceptible to man in the middle attack. Cao et al. [29] presented a group authentication protocol based on [28]. This protocol utilized aggregate signatures to aggregate a set of signatures into one signature, improving the computational efficiency in authentication and key negotiation processes. However, Lai et al. [30] pointed out that this method had too much overhead and designed a group authentication protocol to reduce computational costs. Li et al. [31] designed a protocol. This protocol enabled dynamic updates of group members and reduced communication overhead during group authentication and key negotiation processes. Cui et al. [32] presented a scalable authentication scheme based on ECC and hash functions. However, their scheme cannot resist temporary secret leak attack. Vinoth et al. [33] presented a group protocol in IIoT. This protocol was based on the Chinese remainder theorem and symmetric encryption technology to negotiate group key. However, this protocol cannot resist synchronous attack. Ming et al. [34] presented a one-to-many authentication protocol for industrial Internet based on ECC and Chinese remainder theorem. However, it could not resist synchronous attack. Li et al. [35] presented a scheme that supported dynamic updates of group members, which can reduce the communication overhead of signature transmission during the authentication process. Wang et al. [36] proposed two protocols. In the two proposed protocols, the generation of group session keys can ensure the security of communication between devices, but neither protocol can resist man in the middle attack. Wang et al. [37] proposed a key negotiation protocol with one round of communication. In this protocol, once the user responsible for generating system parameters was compromised, the privacy information would be tracked. Li et al. [38] proposed a lightweight anonymous authentication protocol to protect the privacy of IIoT and achieve secure IIoT communication. The protocol had been validated, demonstrating its comprehensive ability to overcome various vulnerabilities and prevent malicious attacks. Table 1 shows a summary of the schemes.
TABLE 1 | Summary of the schemes.
[image: Table 1]In summary, it can be found that various authentication and key negotiation schemes have their own concerns. In most schemes, on the one hand, the authentication and key negotiation processes are not lightweight enough to meet the needs of resource constrained devices. On the other hand, it cannot meet sufficient security requirements in IIoT, such as internal attacks, key leak, man in the middle attacks, etc. In order to better address these issues and adapt to the need for lighter authentication schemes, this paper is dedicated to researching lightweight authentication scheme suitable for IIoT.
3 PRELIMINARIES
3.1 Network model
In Figure 1, the network architecture built in this paper includes three protocol participating entities: User, Gateway (GW) and Industrial Sensor Equipment (ISE) [31–37]. In industrial application scenarios, ISE serves as data acquisition terminals, responsible for real-time monitoring of industrial environmental parameters and providing users with accurate working condition information services. These equipments have heterogeneous characteristics and may include various types of sensor nodes such as temperature, pressure, vibration, etc. Due to their inherent hardware limitations, these devices typically have limited computing power and storage space, and are susceptible to physical attacks when deployed in open environments. Therefore, they are defined as semi trusted entities in the security model. As the core control node in network architecture, GW plays an important role in cluster management. It is not only responsible for coordinating the registration and authentication process between users and equipments, but also participates in the key negotiation process. It is a key entity to ensure the secure operation of the system. As the main operator of IIoT, users need to complete identity registration and securely store authentication credentials in smart cards and gateways. After completing registration and authentication, authorized users can communicate securely with the sensor device cluster through GW. The authentication mechanism of the network model mainly includes the following steps. Firstly, the user’s identity is verified during the login phase, followed by initiating authentication and key negotiation requests. GW acts as a relay node to broadcast the requests to the ISE cluster. After receiving the request, a session key will be generated through a secure protocol. Ultimately, encrypted communication is achieved between users and ISE cluster through negotiated temporary session keys.
[image: Figure 1]FIGURE 1 | System model.
3.2 Threat model
This article uses the Dolev Yao threat model [39] to formally verify the security of the designed authentication scheme. Communication participants exchange data on a fully open and unprotected transmission channel. The characteristics of this model are as follows:
(1) Hash functions satisfy one-way property and collision resistance, ensuring their computational security.
(2) Potential attackers have the ability to fully control communication channels and can carry out malicious operations including eavesdropping, interception, replay, and tampering.
3.3 Chebyshev chaotic mapping
The definition of the Chebyshev polynomial is as follows [40]: for variables n and x, where [image: image], [image: image], the n-th order Chebyshev polynomial [image: image] is a function from [-1,1] to [-1,1], defined as follows: [image: image]. When [image: image], recursive iteration definition can be used to calculate: [image: image], where [image: image].
Chebyshev polynomials have semigroup properties, which means that for any [image: image], there is [image: image].
Zhang et al. proved that in Chebyshev polynomial, extending the range of variable [image: image] to the real field ([image: image], [image: image]), [image: image] still maintains the semigroup property.
The definition of the extended Chebyshev polynomial is as follows: for variables n and x, where [image: image] , [image: image], [image: image]), the definition of an n-order extended Chebyshev polynomial is as follows: [image: image] (mod [image: image]),where p is a large prime number. When [image: image], recursive iteration definition can be used to calculate: [image: image],where [image: image]. Extended Chebyshev polynomials also possess semigroup properties.
Definition 1. Chebyshev Discrete Logarithm Problem (CDLP): If the value of [image: image] and [image: image] are known, solving a problem of order n is called CDLP. This is a computational problem that cannot calculate the order n.
Definition 2. Chebyshev Diffie Hellman Problem (CDHP): If the values of [image: image], [image: image] and [image: image] are known, solving the problem of Tmn is called CDHP. This is also a computational challenge that cannot be effectively solved.
3.4 Chinese remainder theorem
Assuming there are k coprime positive integers [image: image], and corresponding k integers [image: image]. The goal of the Chinese remainder theorem is to find an integer X that satisfies the following system of congruence equations [41]:
[image: image]
The specific steps for solving the Chinese remainder theorem are as follows:
The product of modulus [image: image] is calculated. This product M will be used as the modulus of the final solution.
For each [image: image], [image: image] is calculated by dividing M by each modulus to obtain the quotient.
For each i, [image: image] is calculated.
The solution [image: image] is calculated.
X is the unique solution of the congruence equation system.
3.5 Secret sharing technique
Secret sharing technology employs algorithms to divide a secret value, denoted as s, into n distinct secret shares and distributes these shares among n users [42]. Each user possesses one unique secret share. To recover the original secret value s, a minimum of t or more users must provide their respective secret shares, enabling the reconstruction of the secret value s. That is, n users will all receive the reconstructed secret value s, thus achieving the goal of sharing the secret value s.
4 PROPOSED SCHEME
4.1 Initialization stage
Gateway (GW) selects a prime number p, a random number x and a secret value s, and calculates the public key [image: image]. GW selects dynamic encryption/decryption for [image: image] and secure hash function [image: image]. Finally, GW stores the secret value s and publicly discloses {[image: image], [image: image], [image: image]}. Figure 2 is login and mutual authentication.
[image: Figure 2]FIGURE 2 | Login and mutual authentication.
4.2 Registration
User [image: image] selects a unique user identity [image: image], user password [image: image] and user biometric information [image: image]. [image: image] calculates ([image: image]) = Gen([image: image]) to obtain the biometric key [image: image]. [image: image] randomly selects a number [image: image], calculates [image: image] and [image: image]. Finally, [image: image] securely sends the message {[image: image], [image: image]} to GW. After receiving {[image: image], [image: image]}, GW randomly selects [image: image], calculates the corresponding public key [image: image], [image: image], hash value [image: image], and then calculates the value [image: image], [image: image]. At the same time, it generates [image: image] for the user and stores the data [image: image]). Finally, GW generates a smart card (SC) and stores the data {[image: image], [image: image], [image: image]} in the smart card before sending it to [image: image]. After receiving the message, [image: image] calculates [image: image], [image: image], [image: image], [image: image], [image: image]. Finally, [image: image] stores {[image: image]} into [image: image].
Industrial Sensor Equipment (ISE) is registered with GW. GW assigns unique identity information [image: image] (i = 1,2, … ,n) to each [image: image], selects a secret value [image: image], and [image: image] polynomial [image: image], where [image: image]. GW assigns a different positive integer [image: image] to each [image: image] and calculates [image: image]. GW assigns a coprime positive integer [image: image] to each [image: image] and calculates [image: image] , [image: image]. GW stores the value S and then sends the message {[image: image]} to each [image: image].
4.3 Login and mutual authentication

(1) [image: image] first inputs [image: image], [image: image] and [image: image], and the smart card reconstructs and calculates [image: image] = Rep([image: image]), [image: image], [image: image], [image: image], [image: image]. Then [image: image] checks whether [image: image] and [image: image] are equal to verify the identity of [image: image]. If they are equal, then the identity of [image: image] has been verified. [image: image] generates [image: image] and the current timestamp [image: image]. [image: image] calculates [image: image], [image: image], [image: image], [image: image], [image: image], and then sends the message { [image: image]} to GW.
(2) After receiving the sent message, GW first verifies whether [image: image] is valid. If it is valid, authentication continues. Otherwise, GW refuses authentication. GW retrieves the [image: image] of [image: image] from the database using [image: image]. GW calculates [image: image], [image: image] Then GW checks whether [image: image] and [image: image] are equal. If they are equal, authentication continues, otherwise authentication ends. GW randomly generates [image: image] and [image: image], and calculates [image: image], [image: image], [image: image] GW generates encrypted messages [image: image], [image: image]. Finally, GW broadcasts the message {[image: image]} to [image: image].
(3) When each [image: image] receives {[image: image]}, it checks whether [image: image] is legal. If it is within the legal range, [image: image] calculates [image: image]. [image: image] decrypts the value [image: image] using [image: image] to obtain message [image: image]. Then [image: image] calculates [image: image] and verifies GW by comparing whether [image: image] and [image: image] values are equal. [image: image] encrypts the message [image: image] using [image: image] and generates the current timestamp [image: image]. It then sends the message {[image: image]} to GW.
(4) After receiving n [image: image] messages, GW first checks whether [image: image] is legal. If it is within the legal range, GW decrypts the message [image: image] through [image: image] to obtain [image: image]. Then, GW calculates [image: image], [image: image] through secret sharing algorithm, verifying whether [image: image] = ? H (γ). If it is true, then the identities of n [image: image] have been verified. GW generates the current timestamp [image: image], calculates [image: image] [image: image], [image: image] Finally, GW broadcasts messages {[image: image]} to n [image: image] and sends messages {[image: image]} to [image: image].
(5) When [image: image] receives the sent message, it calculates [image: image], [image: image], and verifies whether [image: image] = ? [image: image]. If it is true, GW is verified. At this time, [image: image] and session key SK = [image: image] are calculated. Finally, [image: image] calculates [image: image] = [image: image] and sends {[image: image]} to [image: image] to verify that the session keys are equal.
(6) When [image: image] receives n messages, it checks whether [image: image] is legal. If it is within the legal range, [image: image] decrypts [image: image] using [image: image] to obtain [image: image]. Then [image: image] calculates [image: image] and verifies whether [image: image] = ? [image: image]. If it is true, then GW is verified. And [image: image] calculates [image: image], session key [image: image] = [image: image], [image: image] = [image: image] and verifies whether [image: image] = ? [image: image]. If it is true, then [image: image] and [image: image] generate the same session key.
5 SECURITY ANALYSIS
5.1 Heuristic analysis
According to the security requirements of the plan, we will conduct the following security analysis.
(1) Anonymity: In this article, the user’s identity [image: image] is not transmitted in plaintext over the channel, but is transmitted through a temporary identity [image: image]. Attackers in the channel could not obtain the user’s true identity, thus achieving user identity anonymity and protecting the user’s identity privacy. In addition, in each session, users will select different random values and timestamps to calculate communication information. After intercepting the two sessions, attackers cannot connect the information values of the two sessions to obtain the secret parameters. Therefore, this scheme achieves anonymous and the disconnection of session information.
(2) Message authentication and integrity: In this scheme, communication entities verify each other’s legitimacy by validating messages, thus providing message authentication. Since messages are generated through secret values, no adversary can generate valid messages, ensuring authentication between communicating entities and message integrity.
(3) Mutual authentication: In this article, gateway verifies the identity of the user by checking whether [image: image] and [image: image] are equal. Each device within the group calculates [image: image] using the Chinese remainder theorem. Then, by decrypting the [image: image] value using [image: image], the message [image: image] is obtained. Then, [image: image] is calculated, and the identity of the gateway is verified by comparing whether [image: image] and [image: image] are equal. Then each device in the group sends its own secret share to the gateway, which uses a secret sharing algorithm to calculate [image: image], [image: image], verifying whether [image: image] is equal to the stored H (γ). Finally, [image: image] calculates [image: image] and checkes whether [image: image] and [image: image] are equal to verify device information. [image: image] verifies the identity information of the gateway by calculating [image: image] = [image: image] and checking whether [image: image] and [image: image] are equal.
(4) Resist replay attack: In the scheme, each message is accompanied by a timestamp. By checking the validity of the timestamp, the entities can determine whether the message is replayed. If the timestamp of the received message differs too much from the current time, that is, the timestamp exceeds a predetermined time window and the entity can reject the message. This mechanism ensures the timeliness of messages and prevents adversaries from deceiving by replaying previously legitimate messages.
(5) Resistance to modification attack: The message used to verify entity integrity is calculated based on the secret value. It is dynamically updated, which means that the entity generates new secret values during each communication process. When an entity receives a message, it can use the corresponding secret value to calculate the verification value of the message and compare it with the authentication value in the message. If there is a mismatch, the entity can determine that the message has been modified and reject the message. Therefore, this scheme can resist modification attack.
(6) Resistance to man in the middle attack: Through the analysis of message verification and modification attacks, it can be found that when the attacker modifies a message, the entity will be unable to pass the verification of the message. The entity will detect that the integrity of the message has been compromised and immediately realize that the transmitted content has been tampered with. This mechanism makes the attack more difficult, as attackers cannot intercept and modify messages in the communication link without being detected by entities.
(7) To resist impersonation attack: In order to disguise request messages sent by legitimate users, adversaries need to send the correct { [image: image]}. As mentioned above, due to the secret values [image: image] and [image: image] contained in the [image: image], the adversary cannot obtain valid information through intercepted messages, and therefore cannot successfully impersonate legitimate users for impersonation attack.
(8) Smart card loss attack: When a user loses their smart card or is stolen, the adversary can use power analysis to obtain user information stored on the smart card, including {[image: image]}. To impersonate a legitimate user, the adversary must pass the [image: image] verification step. Due to the lack of the information {[image: image]}, direct simulation of a legitimate user for login via the smart card is infeasible.
(9) Session key security: The final key SK = [image: image] can be calculated separately. The response message does not contain the complete form of SK. If the attacker intercepts the message, they need to obtain temporary secret values [image: image] and [image: image]. However, attackers are unable to know these critical information. Hence, they cannot ascertain the key information from the message and are unable to generate SK.
(10) Forward security: In each session, new timestamps and secret values are used to calculate SK = [image: image] using the Chebyshev chaotic mapping. Therefore, SK leakage in any session will not affect other session keys. Even if attackers can obtain long-term secret values from GW, they cannot calculate a valid group key SK. This is because the parameters required for calculating SK include temporary secret values, which are dynamically generated and unique in each session. The attacker is unable to derive the value required to calculate SK from known long-term secret values. Therefore, even if attackers know the current SK and/or long-term secrets stored in the GW, they still cannot calculate the keys for other sessions. This enhances the security of the scheme, protecting the confidentiality and integrity of the session.
5.2 Scyther analysis
Scyther is a formal verification tool widely used for verifying security protocols [43]. It effectively analyzes and verifies these protocols, detecting potential attacks and vulnerabilities, and provide clear termination results for protocols with infinite sessions and infinite state sets by characterizing the protocol and generating limited representations of all possible protocol behaviors. And according to the opponent’s ability, it is convenient to choose a security model, including the standard Dolev Yao model, as well as other models, supporting parallel analysis of the protocol. The Scyther tool requires the use of Security Policy Definition Language (SPDL) to model the protocol and propose security statements to analyze security functionality.
In this article, we employ Scyther to conduct security simulation analysis on our proposed scheme. Using SPDL, we delineate the protocol model. For analytical simplicity, we focus on three primary roles: U, GW, and ISE. We adopt the Dolev-Yao model to verify the security, assuming attackers have full network control and can execute various attacks. Subsequently, we model our scheme in SPDL and specify its security properties through Scyther declarations. Figure 3 demonstrates that our scheme successfully recognizes all Scyther declarations and remains attack-free under Scyther’s scrutiny.
[image: Figure 3]FIGURE 3 | Scyther result.
6 PERFORMANCE ANALYSIS
6.1 Computation overhead
In this section, we mainly analyzed the performance of our proposed scheme from the perspective of computation overhead. We mainly compare the scheme with [26, 32, 43, 44]. According to the experimental results, a laptop equipped with Intel(R)Core(TM) i5-8250U CPU @ 1.60 GHz, 8.0 GB memory and Windows 10 operating system was selected for the experiment [46]. In terms of computation cost, we only consider the scalar multiplication of elliptic curve cryptography ([image: image]), hash operation ([image: image]), chaotic mapping operation ([image: image]), biometric fuzzy extractor ([image: image]), and symmetric encryption/decryption ([image: image]), while ignoring other operations. The computational cost of these encryption operations is [image: image] 2.324 ms, [image: image] [image: image] 0.0068, [image: image] [image: image] 0.242 ms and [image: image] [image: image] 0.0423 ms. The main computation costs are the authentication phase. Therefore, here we verify the performance of the protocol by comparing the authentication cost of a single device and N devices. In our protocol, the authentication costs are [image: image] +20 [image: image] and 2(n+1) [image: image] (4n+2) [image: image] (7n [image: image], respectively. In [26], the authentication costs are [image: image] and [image: image], respectively. In [32], the authentication costs are [image: image] and [image: image], respectively. In [44], the authentication costs are [image: image] + [image: image] and [image: image] + [image: image], respectively. In [45], the authentication costs are [image: image] +4 [image: image] +20 [image: image] and [image: image] +4n [image: image] +(11n+9) [image: image]. In [38], the authentication costs are 9 [image: image] + 5 [image: image] + 2 [image: image] and 9 [image: image] + 5 [image: image] + 2 [image: image]. Table 2 presents the computation overhead. Notably, our scheme exhibits the lowest computational overhead in comparison to the others. And as the number of users increases, the advantages will become increasingly apparent.
TABLE 2 | Computational overhead.
[image: Table 2]6.2 Communication overhead
Here, we will compare the communication overhead. Assuming the output sizes of elliptic curve algorithm, Chebyshev chaotic mapping, identity information, hash function, random number, symmetric encryption/decryption, and timestamp are 40 bytes, 40 bytes, 20 bytes, 20 bytes, 20 bytes, 16 bytes, and 4 bytes, respectively. In our scheme, during the U authentication phase, the communication overhead is { [image: image]} sent by U. GW forwards its authentication messages{[image: image]}. ISE verifies its identity message and generates corresponding response information [image: image]. GW verifies its identity message and generates corresponding response information {[image: image]} and {[image: image]}, and then forwards it to U and ISE. ISE verifies its response message and generates corresponding confirmation information {[image: image]}, and then forwards it to U. Therefore, the total cost of our plan is 180n+144. Through similar schemes, we can obtain the communication overhead of other schemes as shown in Table 3. From Figure 4, our scheme has significant advantages compared to other schemes.
TABLE 3 | The comparison of the communication overhead.
[image: Table 3][image: Figure 4]FIGURE 4 | Communication overhead.
7 CONCLUSION
In this article, we propose a secure and efficient group authentication scheme based on the Chinese Remainder Theorem, aiming at the challenge of group key agreement in IIoT. This scheme achieves the legitimacy verification of user identity and constructs a secure session key using Chebyshev chaotic mapping, symmetric encryption, secret sharing technology and China Remainder Theorem to achieve encrypted transmission and integrity verification of data. The experimental results show that this scheme performs well in both security and computational efficiency, especially in large-scale group communication scenarios, which can significantly reduce communication latency and overhead. Therefore, the group authentication scheme provides an effective solution for the security protection of IIoT, which has important theoretical significance. In the future, we will continue to study the performance of this scheme in more application scenarios, and continue to optimize and improve its performance to better serve the security protection of IIoT.
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