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As an important component of the smart grid, Vehicle-to-Grid (V2G) can achieve bidirectional exchange of data and power flow between electric vehicles and smart grid, and is an effective promoter for grid storage and decarbonization. However, when electric vehicles are connected to the grid, the V2G network involves a large amount of privacy data exchange and sensitive charging and discharging transactions. Once these data are leaked, the privacy and security of users will be threatened. The existing authentication protocols in V2G network lack sufficient protection for vehicle user identity privacy and cannot provide user identity anonymity. Therefore, this article proposes an anonymous and privacy-preserving authentication protocol tailored for V2G environments, aiming to protect user identity privacy. The protocol integrates Elliptic Curve Cryptography (ECC) and Physical Unclonable Function (PUF) to achieve mutual authentication between EVs and the grid. It ensures the anonymity of participants through the use of temporary identity values and secures the session key.T he security and efficiency of the protocol are verified through Scyther simulation and heuristic analysis. Compared with other protocols, the protocol proposed in this article not only meets the security requirements in smart grid environment, but also reduces costs, demonstrating significant security and overhead advantages. This work contributes to building a more trustworthy, scalable and privacy-conscious V2G network, thereby supporting sustainable energy development and smart grid security.
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1 INTRODUCTION
As human society continues to advance rapidly, the significance of energy and environmental challenges has grown increasingly pronounced. To address these issues, the smart grid has emerged as a focal point of global research. This new generation of power grid aims to establish an energy system that is green, low-carbon, safe, and reliable, thereby mitigating the impact of energy consumption on the environment [1–3]. Unlike traditional power grids, smart grid has advantages such as safety, flexibility and cleanliness. They can achieve bidirectional communication of power flow and information flow between the grid and users, improve the traditional one-way power service mode, and provide people with better quality services. At the same time, smart grid has fully implemented an intelligent and lean power grid operation and maintenance mode. This greatly enhances the ability of the power grid to respond to sudden events and emergency failures and optimizes resource allocation capabilities. In addition, the combination of smart grid and emerging energy storage technologies enables the grid connected operation of renewable energy, making renewable energy a more suitable energy supply mode for human social development [4–7]. However, the integration of renewable energy into power generation can introduce instability and volatility, potentially affecting grid reliability [8]. To mitigate these fluctuations, auxiliary systems are necessary. Electric vehicle (EV), serving as capable energy storage units, offer a solution to stabilize the incorporation of clean energy into the grid. To facilitate mutual benefits between EV and the grid, energy exchange and communication must occur through a dedicated network. Consequently, the concept of the Vehicle-to-Grid (V2G) network has been proposed [9–11].
V2G integrates EV as mobile energy storage devices with smart grid to achieve a more sustainable, efficient and safe energy system. The significance of V2G technology lies in its ability to achieve bidirectional flow and management of energy. On the one hand, when the load on the power grid is low, the grid can use the excess electricity to charge the batteries of electric vehicles, avoiding resource waste. On the other hand, when the load on the power grid is high, electric vehicles transfer the energy stored in the battery to the grid, helping to alleviate the load pressure on the grid and improve its flexibility and stability [12]. Meanwhile, users can use electric vehicles as reliable energy storage devices through V2G technology to generate revenue. This new source of income can encourage more people to purchase electric vehicles, thereby promoting the popularization of EV. Therefore, V2G presents enormous practical efficiency and has broad application prospects.
V2G plays a crucial role in the development of smart grid by facilitating data and power exchange. However, bidirectional communication and power flow in V2G environments involve a large amount of private data, which is vulnerable to malicious attacks and can cause property damage [13]. And due to the high-speed mobility of EV, privacy breaches in V2G are more severe than in other parts of smart grid. Overall, the following security threats still exist in V2G environments [14]. Firstly, unauthorized adversaries may attempt to disguise themselves as the vehicle owner in order to gain access to the vehicle and engage in charging/discharging activities without the owner’s knowledge, resulting in wastage of resources. Secondly, the V2G environment involves the exchange of user personal information and vehicle data, such as energy transmission, driving routes, charging/discharging habits, etc. When adversaries steal this information, they will make guesses about users’ consumption levels, company locations, home addresses, lifestyle habits, and other private information, posing a great threat to users. In addition, in V2G environments, users frequently perform charging/discharging transactions, so it is necessary to ensure the data integrity. Finally, due to the V2G environment being exposed to public environments, the entire communication process will also be subjected to more and more complex attacks, such as replay attacks, physical attacks, etc. Identity authentication is a security mechanism used to confirm the legitimacy and authenticity of an entity’s identity [15–17]. In theV2G environment, the importance of identity authentication is particularly prominent. Through identity authentication, unauthorized access and tampering can be prevented, ensuring the security of information and systems. Existing V2G authentication protocols continue to suffer from notable limitations, particularly in terms of privacy and security. Many lack robust mechanisms to ensure user identity anonymity, leaving vehicles vulnerable to tracking through identifiable information or communication behavior. Additionally, inadequate privacy protection measures expose users to the risk of having their locations and movement patterns analyzed by adversaries. Moreover, these protocols often fail to provide comprehensive defenses against a range of security threats, such as replay attacks, man-in-the-middle attacks, and identity forgery, reflecting an incomplete set of security guarantees. To address these issues, this paper proposes a lightweight anonymous authentication protocol that combines Elliptic Curve Cryptography (ECC) and Physically Unclonable Functions (PUFs). The proposed scheme not only enables mutual authentication and session key agreement between electric vehicles and charging stations, but also significantly enhances both security properties and performance. By leveraging PUF technology, storage and computational costs are reduced, and the use of ECC decreases key length and computational complexity, thereby greatly minimizing communication and computational overhead—making the scheme suitable for resource-constrained V2G devices. The main contributions of this article are as follows:
	(1) Based on elliptic curve cryptography and physically unclonable function technology, this paper designs an anonymous authentication protocol. This protocol enables electric vehicles and charging stations to verify their identities and successfully establish session keys for future communication. The protocol ensures the security of session keys by combining temporary secret values with long-term secret values. In order to protect the anonymity of participants, entities send temporary identity values for transmission to prevent attackers from locating them.
	(2) This article uses two security analysis methods to analyze the design protocol. By using Scyther tool to simulate the protocol process, it has been proven that the protocol can achieve bidirectional authentication and ensure the security of session keys. The heuristic analysis results indicate that the protocol can have good forward security and anonymity, and is not easily susceptible to replay attacks, etc.
	(3) Compared with other protocols, the security comparison results show that the protocol can meet all security requirements in smart grid environments, while other protocols have security vulnerabilities. The performance analysis results indicate that the protocol reduces costs while achieving the same level of security. From this, it can be concluded that the protocol has advantages in terms of security and overhead.

The organization of this paper is as follows: In Section 2, we review pertinent literature. Section 3 presents the models. Section 4 provides detailed information on the design. Section 5 conducts a security analysis. Section 6 reports the performance and Section 7 concludes the paper.
2 RELATED WORK
V2G refers to the technology of bidirectional interaction, allowing electric vehicles to not only serve as terminal devices for consuming electrical energy, but also as energy storage and injection devices, providing support for the power grid. However, V2G security and privacy issues have also attracted widespread attention from scholars [13,14]. In order to ensure the reliability and security of V2G, effective security and privacy protection measures need to be taken. In the communication process, authentication protocols are a key component to ensure secure communication.
[18] used an anonymous mechanism to protect the privacy. In this protocol, the central aggregator issues licenses to vehicles using partially blind signatures, establishes communication sessions with the local aggregator using licenses and pseudo-random identities, and regularly sends status reports. The privacy of electric vehicles is guaranteed, but if any car cheats, the central aggregator will disclose its true identity. [19] designed an efficient Privacy Aware Authentication (PAA) scheme and demonstrated its ability to resist various attacks. [20] pointed out that [19] cannot resist forgery attacks from service providers. They proposed a novel PAA scheme based on [19], which uses identity-based signature technology to resist server forgery attacks and protect user identity privacy. [21] designed a lightweight V2G scheme that is secure and protects user privacy. Meanwhile, the protocol generates static pseudonyms through private credentials for electric vehicles, suitable for vehicles with limited resources. However, as the protocol does not provide a password update phase, it cannot achieve perfect forward security and resist asynchronous attacks. [22] proposed a privacy protected blockchain power auction scheme. This protocol uses smart contracts to automatically auction protocols to facilitate transactions, utilizes group signatures to protect the privacy of electric vehicles and charging stations, and trusted institutions can query real identity information in emergency situations. However, due to the use of bilinear pairing to construct random signatures, it imposes an additional computational burden on vehicles. [23] proposed a lightweight authentication framework for V2G (Vehicle-to-Grid) networks. The framework uses PUF responses to establish authentication among electric vehicles, charging stations, and the grid server. However, electric vehicles and charging stations share their real identities over insecure channels, making it impossible for them to remain anonymous within the network. [24] proposed another authentication and key generation protocol for V2G networks using Elliptic Curve Cryptography (ECC), XoR operations, and one-way hash functions. However, the scheme fails to ensure the security of the session key and does not provide user anonymity for electric vehicles and charging stations. [25] designed a lightweight authentication. [26] designed a secure communication protocol. This protocol considers the traceability of EV, but does not take into account forward security. [27] pointed out that the security issues need to be considered when EV play different roles, and proposed an authentication scheme to achieve secure communication. However, this scheme ignores issues such as tracking, revoking, and forward security for malicious EV. [25] introduced a privacy-preserving authentication protocol for V2G networks that employs elliptic curve cryptography and one-way hash functions to achieve mutual authentication among participants. Despite its strengths, the scheme lacks non-traceability and is vulnerable to user impersonation attacks. [13] presented a session key generation and authentication mechanism for a cloud-based V2G environment, utilizing ECC, one-way hashing, and XoR operations. However, their approach falls short in securing the session key when faced with ephemeral secret leakage attacks. [28] proposed an authentication mechanism b, which also requires assigning pseudonyms to EV. [29] proposed a protocol for V2G. Although this scheme can resist various security attacks, EV in this scheme also requires TA to generate pseudonyms for it. [30] designed a new license generation scheme. But the security assumption for LAG is too high. [23] proposed a secure user key exchange identity authentication protocol from the perspective of physical security. During the authentication process, there is no need to store any secret information in the EV and aggregator, but the security assumption for physical devices in the scheme is too high. [31] designed a key negotiation scheme based on elliptic curve cryptography technology. The scheme realizes secure communication between multiple layers of architecture in the smart grid environment. However, this scheme lacks a comprehensive security model and formal security analysis. [27] considered that electric vehicles may interact with the grid as different roles in V2G environments, and designed a scheme based on this requirement. [32] proposed a privacy protection protocol for V2G, which achieves mutual authentication without exposing the user’s true identity, and achieves self-synchronization by updating pseudonyms in the session. [33] pointed out that [32] cannot resist simulated attacks and offline password guessing attacks, and cannot achieve session key security. [34] proposed a privacy protection authentication scheme for V2G communication based on Energy Internet (EI). A new communication model based on EI enables electric vehicles to seamlessly charge or discharge batteries at different charging stations. [35] pointed out that [34] may suffer from desynchronization attacks during the user login phase, and adversaries can select legitimate information on open channels to conduct replay attacks on vehicles. Therefore, they combined fuzzy extractor technology to propose a lightweight security model based on EI communication architecture, allowing vehicles to communicate or charge/discharge at desired service stations and resist various attacks. [36] introduced fog servers to achieve parallel management based on V2G network environment. However, the entire protocol incurs significant computational overhead. Some representative works are shown in Table 1.
TABLE 1 | Comparison of representative V2G authentication protocols.	Reference	Method/Technology	Advantages	Limitations
	[18]	Partially blind signatures	Privacy protection, identity traceability	Risk of identity exposure
	[21]	Lightweight authentication	Suitable for resource-limited vehicles	No forward security; vulnerable to asynchronous attacks
	[22]	Blockchain, group signatures	Automated transactions, privacy protection	High computational overhead
	[27]	Role-based authentication	Role-specific security consideration	Ignores tracking, revocation, and forward security
	[31]	Elliptic curve cryptography	Secure communication in multi-layered architecture	No formal security analysis


3 PRELIMINARIES
3.1 System model
This protocol mainly considers the privacy, security, and anonymity issues of the interaction layer between vehicles and smart grids in V2G networks [13,20–32]. As shown in Figure 1, the system model mainly consists of three components, namely, trusted authority (TA), electric vehicle (EV) and charging station (CS). The specific descriptions of each part are as follows:
	(1) Trusted Authority (TA): TA plays a crucial role as a trusted third-party organization, typically analogous to official entities such as power regulatory agencies. Its core responsibilities include the comprehensive initialization of the V2G network system, ensuring the legal registration of all participating entities, and being responsible for publishing and maintaining the security parameter system of the entire system. This step is crucial for building a safe and reliable V2G interaction environment.
	(2) Electric Vehicle (EV): Each EV is equipped with a Tamper Resistant Device (TRD) specifically designed to securely store sensitive information and secret keys of the vehicle. During the initialization phase of V2G, EV must register through TA, which verifies their identity information and hardware integrity. EV that has not been registered with TA will be denied access by the system and will not be able to enjoy the various services provided by the V2G, effectively preventing unauthorized access and potential security risks.
	(3) Charging Station (CS): As a key component of the smart grid, CS not only undertakes the task of providing electrical energy supply to EVs, but also is responsible for efficient and safe two-way exchange of information and electrical energy with EV. To ensure the legality and security of interactions between entities, CS also needs to complete the registration process with TA during the initialization phase.

[image: Diagram illustrating a process involving an electric vehicle (EV), a charging station (CS), and a trusted authority (TA). The EV and CS both register with the TA, and there is an authentication process between the EV and CS. Solid arrows indicate authentication, while dashed arrows represent registration.]FIGURE 1 | System model.3.2 Threat model
The threat model is used to identify potential threats in proposed protocols in order to reduce the security risks of the protocol [13,25–36]. The protocol in this article will be able to achieve the claimed security under the Dolev Yao model. In this model, the capabilities possessed by attackers are defined as follows:
	(1) Attackers can eavesdrop on messages in V2G public channels;
	(2) Attackers are able to maintain existing states, record communication information, and store commonly used values in communication message processes.
	(3) Attackers can forge and send tampered messages after hijacking them;
	(4) Attackers can impersonate legitimate users to participate in the operation of the protocol.

3.3 Security requirement
In this article, a secure and efficient authentication key protocol is designed [13,20–36,41]. This protocol can meet the following design objectives:
	(1) Privacy protection: In V2G environment, CS and EV will achieve mutual authentication and exchange important information. However, users’ privacy information may be obtained by adversaries, who will analyze this sensitive data and infer users’ lifestyle habits and social activities. Therefore, the design of the protocol needs to implement privacy protection and ensure the anonymity of users during the authentication process.
	(2) Session key security: Session keys are mainly used for encrypting and decrypting communication content, so it is necessary to ensure the security of session keys. In V2G environment, after completing authentication, the vehicle will share a session key with the aggregator for subsequent transmission of confidential data. If this key is stolen by an adversary, the entire communication process will no longer be secure. Therefore, the designed protocol needs to ensure the security of session keys.
	(3) Resist impersonation attacks: Adversaries may disguise themselves as EVs or CSs and illegally access authorized data and privacy information. This may lead to the leakage of user identity privacy and data privacy. Therefore, the protocol needs to be able to resist impersonation attacks.
	(4) Resist physical attacks: EVs are usually parked in easily accessible areas for adversaries and left unattended. This means that adversaries can easily capture devices on vehicles and launch various attacks on the keys stored in the device’s memory to steal sensitive data. Therefore, it is very important for the protocol to ensure that V2G entities are protected from physical attacks.
	(5) Resist replay attacks: In this type of attack, the adversary will impersonate a legitimate entity by sending information from the previous session or a message from the current session. The entities in the entire communication session should be able to detect the freshness of messages and reject stale messages.

3.4 Elliptical curve cryptography
Elliptical Curve Cryptography (ECC) is a public key cryptography system constructed based on the characteristics of elliptic curves over finite fields [37].
For the additive cyclic subgroup G of elliptic curves with order q, we have:
	1. Given P, Q∈G, Q=nP, Solving n is difficult in polynomial time, also known as the Elliptic Curve Discrete Logarithm Problem (ECDLP).
	2. Given P, Q,R∈G, Q=nP, R=mP, solving n, m is difficult in polynomial time, also known as the Elliptic Curve Computational Diffie Hellman Problem (ECCDHP).

3.5 Physical unclonable function
Physical unclonable function (PUF) is a random function that extracts the unique randomness of each integrated circuit from the changes in its physical and electrical characteristics, mapping the basic properties of hardware entities into a stream of bit information [38]. This mode is called challenge response pair (CRP). The PUF with challenge C as input and response R as output can be represented as: R = PUF(C). A secure PUF needs to meet the following properties: 1) No two challenges can produce the same response; 2) PUF should satisfy uniqueness, that is, it is not allowed for two PUF devices to be the same, because in the manufacturing process of PUF devices, some processing is required to maintain the uniqueness of PUF; 3) PUF should also meet unpredictability; 4) PUF should also meet reliability characteristics.
Due to the above characteristics of PUFs, even if attackers can capture nodes equipped with PUF and detect the internal circuit structure of non-volatile memory (NVM) in the chip, attempting to modify the internal organization to obtain key secret data stored therein, these operations will affect the internal structure of PUF and their response to challenges, rendering them useless. Therefore, using PUF can ensure the security of keys without occupying storage space, reduce the computational overhead of encryption algorithms, and alleviate hardware costs. This makes PUF more suitable for resource constrained IoT environments.
4 PROTOCOL
Table 2 shows the definitions of notation.
TABLE 2 | Notations.	Notations	Definitions
	TA	Trusted authority
	EV	Electric vehicle
	CS	Charging Station
	ID	Identity
	F	Finite field
	H	Hash function
	PID	Pseudonym identity
	s	Master key
	SK	Session key
	PUF	Physical unclonable function
	T	Timestamp


4.1 Generation of system parameters
In the V2G network system, trusted authority TA is responsible for the establishment and initialization of the entire system, as well as selecting safety parameters for the system.
Step 1: Let E be an elliptic curve defined on the finite field F, and TA select a group G of order q with a large prime number on E.
Step 2: TA randomly selects s∈Zq* as the master key of the system and calculates Ppub=sP, where P is a generator in group G.
Step 3: TA selects a secure hash function H. In addition, EV and CS are equipped with their own physically unclonable functions PUFi and PUFj. Therefore, the security parameters of the system are parm={q,G,P,Ppub,H.
4.2 Registration
4.2.1 CSj registration
CSj sends the identity value IDj to TA through a secure channel. TA randomly selects cj and calculates ej=HIDj,cj,s,Ei=ej·P, Then TA sends {ej, Ei} to CSj. After receiving the information, CSj stores {ej, Ei} and exposes the Ei.
4.2.2 EVi registration
R1: EVi sends the identity information {IDi} to TA for registration. TA generates a challenge Ci, a secret parameter ki, and a pseudo-random identity PIDi=HIDi,ki,s. Then TA sends Ci,PIDi,ki to EVi and sends PIDi,ki to CSj through a secure channel.
R2: TA⇒EVi: Ci,PIDi,ki
R3: EVi inputs Ci into the PUF to get the response Ki=PUFiCi. Then EVi calculates EDi= HIDi,Ci,Ki⊕ki,EAi=HPIDi,ki,EDimod n. Finally, EVi stores Ci,PIDi,EDi,EAi in the memory.
R4: TA⇒CSj: PIDi,ki
R5: CSj calculates Kj=PUFjej, DAi=HIDj,PIDi,ej,Kj⊕ki. Finally, CSj stores PIDi,DAi in the database.
4.3 Authentication phase
The specific process is shown in Figure 2.
[image: Diagram depicting a communication protocol between an electric vehicle and a charging station. The process involves cryptographic operations and exchanges of messages containing parameters like \(EAV\), \(EBV\), \(ECVV\), as well as \(EA'C\), \(EB'C\), and \(ECV'C\). There are two main steps: \(M_1\) transfer from the electric vehicle to the charging station and \(M_2\) response from the charging station. The operations include hashing functions, encryption keys, and other security mechanisms for authentication and data exchange.]FIGURE 2 | Authentication process.The specific steps are as follows:
A1. EVi extracts the challenge Ci from memory and obtains the response Ki=PUFjCi. EVi calculates ki= HIDi,Ci,Ki⊕EDi, EAi*=HPIDi,ki,EDimod n, and compares EAi* with EAi. If they are equal, it means that the stored data has not been tampered with and continues with the subsequent calculations; Otherwise, the protocol terminates the session. EVi randomly selects ri and the current timestamp Ti, then calculates EBi = HKi,riP, ESi = HKi,riEi, ECVi = HPIDi,ESi,ki,Ti.
A2. EVi →CSj: M1 = (PIDi, EBi, ECVi, Ti)
A3. CSj checks whether the Ti is fresh and whether PIDi can be found in the database. If it cannot be found, the protocol terminates the session. Otherwise, CSj continues and calculates Kj=PUFjej, ki=HIDj,PIDi,ej,Kj⊕DAi, ESi′ = ejEBi, ECVi′ = HPIDi,ESi′,ki,Ti.
A4. If ECVi′ and ECVi are not equal, the protocol terminates the session; Otherwise, CSj randomly selects ni, a new pseudo-random identity PIDinew=HPIDi,ni, and Tj. Then, to calculate the session key, CSj calculates Nj=PUFjni, NPj = NjEBi, DCj=HNPj,ki,Tj⊕PIDinew, SKj=HNPj,ki,ESi′,PIDi,IDj, DAinew=HPIDinew,ej,Kj⊕ki, VMj=H SKj,DCj,PIDinew,Tj. Finally, CSj completed mutual authentication with EVi and saved it in the established session key SK. Finally, CSj replaces { PIDi,DAi} in the database with {PIDinew, DAinew}
A5. CSj →EVi: M2 =(Nj,DCj, VMj, Tj)
A6. EVi determines whether Tj is fresh. If it is fresh, it then calculates NPj′ = HKi,riNj, PIDinew=HNPj′,ki,Tj⊕DCj, SKi=HNPj′,ki,ESi,PIDi,IDj, VMj*=H SKi,DCj,PIDinew,Tj.
A7. If VMj* and VMj are not equal, the protocol terminates the session. Otherwise, EVi continues to calculate Ainew=HPIDinew,ki,EDimod n. Finally, EVi completes mutual authentication with CSj and saves it in the established session key SKi. EVi replaces {PIDi,Ai} in the database with {PIDinew, Ainew}.
5 SECURITY ANALYSIS OF THE PROTOCOL
5.1 Simulation security analysis based on Scyther
Scyther is a tool for formal analysis of protocol security, widely used to verify the security of protocols [38]. Scyther uses Secure Protocol Description Language (SPDL) for protocol description. SPDL simulates the message transmission process based on the participating roles, verifying the security of messages in the protocol from a formal security perspective, and whether they can resist security issues such as message tampering and forgery, replay attacks, and desynchronization attacks. If there is an attack, Scyther can present a graphical interface related to the attack for users to analyze. In Scyther, in addition to the Dolev Yao model, various types of adversarial models are also provided to verify the protocol’s resistance to newly introduced attacks.
This article uses Scyther security tool to simulate and analyze this protocol. In the proposed protocol, there are two roles: EV and CS. This article uses SPDL to model the proposed protocol roles and conducts security analysis of the protocol through security declarations. The Secret declaration can test the confidentiality of keys or other secret parameters. To describe different levels of security attributes, this article also uses the following statements: Alive and Weakage statements can test the protocol’s ability to resist man in the middle attacks. Niagree declares that it can control modules to confirm that they have received instructions from the controller, while Nisynch declares that it can synchronize operations between multiple modules in an attack.
The running results of Scyther security tool simulation analysis are shown in Figure 3. According to the analysis results, this protocol can meet the security requirements mentioned. The session key of this agreement is secure and cannot be cracked temporarily within a limited state space. Overall, the protocol proposed in this article is provably secure.
[image: Diagram depictingthe Scyther verification results, with the interface divided into three columns: "Claim," "Status," and "Comments." The left column lists communication protocol claims between the V2G system and either electric vehicles (EV) or charging stations (CS). The middle column displays "Ok" in green for all entries, indicating successful verification. The right column shows "Verified" and "No attacks," confirming no attacks were found.]FIGURE 3 | Scyther results.5.2 Security analysis using ROM
In this section, the tool employed for protocol security verification is the random oracle model. The security model, query model, and detailed security proofs used in the security analysis are described as follows.
Security Model:In this protocol, the primary participants are denoted as EVi and CSj. Under this security model, an adversary A is permitted to eavesdrop, intercept, or even modify all messages transmitted over the public channel within probabilistic polynomial time. We use Uij to denote an instance.
Query Model:The adversary A’s capabilities are modeled by the following five query types:
	• Execute (EVij, CSjk): This query simulates passive attacks by the adversary A, who captures all messages transmitted between parties on the public channel.
	• Send (Uij, m): This query simulates active attacks by adversary A. Specifically, A can intercept messages on the public channel, modify them, and then send the altered messages to instance Uij. After Uij receives the modified message, adversary A can also intercept any response message generated by participant Ui.
	• Reveal (Uij): This query simulates the scenario in which instance Uij has generated the session key (SK). Through this query, adversary A can obtain the session key SK if it has been established. If SK has not yet been generated by instance Uij, adversary A can only obtain an invalid identifier.
	• Corrupt Uij: This query simulates the scenario in which a participant is compromised. Adversary A can obtain secret credentials of the participant through this query. Specifically, in this protocol, adversary A can obtain the information stored by EVi.
	• Test Uij: This query is employed to verify the security of the session key SK held by instance Uij. After this query, the simulator executes a “coin toss”. If the result is 1, the real SK is returned to adversary A; if the result is 0, a random string is returned with the same length as the real session key. Therefore, adversary A must distinguish whether the returned value is the real SK or a random string.

Theorem 1. The advantage of adversary A breaking the semantic security of scheme P is bounded by:
AdvA≤qh22l+qs+qe2p+2qp2PUF+2AdvPECDHHPA
Where qh, qp, and qs represent the numbers of Hash, PUF, and Send queries, respectively. Parameters l and PUF represent the output space of the hash function h· and the PUF function PUF·. AdvPECDHHPA indicates the adversary’s advantage in solving the Elliptic Curve Diffie-Hellman Hard Problem.
Proof: We prove this theorem by defining a sequence of games GMi. Each game is described below: Game 0: Adversary A can execute a real attack on the proposed protocol in this game, and we obtain:
AdvA=2⁡PrSucc0−1
Game 1: In this game, adversary A adds Execute queries. Passive eavesdropping through Game 1 does not increase the adversary’s advantage. Hence, the adversary’s advantage in Game 0 and Game 1 are equal, thus:
PrSucc0=PrSucc1
Game 2: Based on the birthday paradox principle, the collision probability of the hash function output is bounded by qh22l+1, and the collision probability of random numbers is at most qs+qe22p. Thus, we have:
PrSucc2−PrSucc1≤qh22l+1+qs+qe22p
Game 3: Adversary A executes Send and PUF queries. Due to the security properties of PUF(), we have:
PrSucc3−PrSucc2≤qp2PUF
Game 4: In Game 4, adversary A intercepts messages transmitted during communication. After intercepting these messages, the primary objective of A is to construct the session key SK. To achieve this, A must solve the ECCDHP problem within polynomial time. Thus, we obtain:
PrSucc4−PrSucc3≤AdvECCDHPt
All random oracles are simulated, and adversary A does not gain any advantage during guessing:
PrSucc4=12
Finally, we obtain:
AdvA≤qh22l+qs+qe2p+2qp2PUF+2AdvPECDHHPA
Through the above analysis, we can prove the security of the scheme under the ROM model.
5.3 Informal security analysis
5.3.1 Forward security
The session keys for EVi and CSj are SKj=HNPj,ki,ESi′,PIDi,IDj, This key is related to IDj, ki, HKi,ri and Nj. Assuming that attacker A possesses the long-term key of the protocol participating entity, but needs to solve the ECCDHP difficulty problem in order to obtain the secret values HKi,ri and Nj, and cannot obtain the Ki calculated through PUF, thus unable to calculate the session key. Even if the previous session key is captured, the previous or subsequent session keys are still secure because the random numbers in each session key are different. Therefore, the proposed protocol satisfies forward security.
5.3.2 User anonymity and untraceability
During the registration phase, EVi sends the identity identifier IDi to TA. TA calculates a pseudo-random identity PIDi=HIDi,ki,s, and then sends the anonymous identity identifier PIDi to EVi through a secure channel. Moreover, the identity identifier IDi of EVi is not stored in CSj, so there is no possibility for attacker to crack the data stored in CSj and obtain the user’s identity identifier IDi. Secondly, during the authentication and key negotiation phase, if the identity identifier IDi of EV is not transmitted over the public channel, attacker A cannot obtain it. Therefore, it can ensure user anonymity during the registration phase and authentication and key negotiation phase. And after each successful authentication, EVi and CSj will update the anonymous identity PIDi synchronously. Therefore, attacker is unable to track specific users, ensuring their untraceability.
5.3.3 Man in the middle attack
Assuming that attackers can eavesdrop on the messages transmitted during the authentication process through public channels. However, the attacker cannot obtain the identity identifier IDi of EVi and the response value Ki=PUFjCi. Therefore, even if attacker disguises as an EVi and sends a false message M1 = (PIDi, EBi, EVi, Ti), it cannot pass CSj authentication. Similarly, attacker does not know the response value Kj=PUFjej of CSj, so it cannot tamper with the M2 = (Nj,DCj, VMj, Tj) transmitted on the common channel, It is also unable to pass EVi authentication. Therefore, this agreement can resist man in the middle attacks
5.3.4 User forgery attack
Attackers cannot forge EVi's identity authentication information to obtain CSj authentication. On the one hand, attackers cannot know IDi and response value Ki=PUFjCi, and cannot calculate ki= HIDi,Ci,Ki⊕EDi. Therefore, attackers cannot forge EAi* and cannot continue authentication. On the other hand, even if the attacker intercepts the anonymous identity PIDi of EVi, they cannot forge EBi = HKi,riP, ESi = HKi,riEi, EVi = HPIDi,ESi,ki,Ti, because the attacker cannot calculate Ki and ri, so the attacker cannot forge M1 = (PIDi, EBi, EVi, Ti). In summary, attackers cannot forge EVi to launch attack.
5.3.5 Mutual authentication
In this protocol, EVi and CSj implement authentication and key negotiation. In the mutual authentication process, EVi and CSj verify the identity of CSj by verifying whether the parameters ECVi′ and EVVi are equal, and CSj and EVi verify the identity of EVi by verifying whether the parameters VMj* and VMj are equal. Therefore, this protocol can achieve mutual authentication.
5.3.6 Replay attack
The protocol in this article uses timestamps and random numbers in its design, both of which can resist replay attacks. Firstly, using timestamps Ti and Tj to avoid replay attacks can ensure the freshness of information. Specifically, the identity authentication message of the EVi contains a timestamp Ti. By comparing timestamps, attackers can avoid replay attacks. Secondly, using random numbers to further avoid replay attacks, both parties involved in mutual authentication can avoid replay attacks by determining whether the random number contained in the reply message is the same as the initial value.
5.3.7 Session key security
In the authentication protocol, EVi and CSj negotiate to generate a session key SKi=HNPj′,ki,ESi,PIDi,IDj for subsequent secure communication. Among them, the calculation of session key SK requires the secret value HKi,ri generated by EVi and the secret value Nj generated by CSj, both of which are updated during protocol execution. Therefore, if a session key is compromised, it does not help to recover past or future session keys. Therefore, authentication protocol can ensure the security of session keys.
5.3.8 Brief secret leakage attack
In the proposed protocol, EVi and CSj establish a common session key SKi=HNPj′,ki,ESi,PIDi,IDj. Assuming that the adversary has obtained brief secret values ri and ni, but NPj′ in the session key is generated through its corresponding PUF value, which the adversary cannot calculate. Therefore, the protocol resisted brief secret leak attacks.
5.4 Security attribute
This article compares the security properties implemented by the protocol with those of other authentication protocols such as Tsai [19], Lwamo [39], Zhao [40] and Wang [41]. Tsai [19] and Lwamo [39] have implemented many security attributes, but there are still some attributes that have not been fully satisfied. In addition, although Zhao [40] achieves various security attributes well, it didn't analyze the session key security and secret leakage. At the same time, this protocol implements all security attributes, as shown in Table 3. Therefore, compared with the comparison protocol, this protocol implements all security attributes.
TABLE 3 | Comparison of security.	Attribute	[19]	[39]	[40]	[41]	Our
	Forward security	√	×	√	√	√
	User anonymity	√	√	√	×	√
	Unlinkability	√	×	√	√	√
	Replay attack	√	√	√	√	√
	Forgery attack	√	√	√	√	√
	Man-in-the-middle attack	√	√	√	√	√
	Session key security	√	√	×	√	√
	Secret leakage	×	×	×	√	√


6 PERFORMANCE ANALYSIS
6.1 Computational overhead
Here, we compare the computational cost of this protocol with Tsai [19], Lwamo [39] and Zhao [40]. In the experiment, this protocol used the JPBC library for experimental simulation. The hardware of the PC used is Intel Core i5 3.10 GHz CPU, 16GB RAM, programming language is Java, and the experimental code is executed on MyEclipse integrated development environment. By calculation, the time for hash operation, multiplication operation, pairing operation, PUF operation, fuzzy extractor and point addition operation are Th=0.003 ms、 Tmul=2.92 ms, Tbp=13.81 ms, Tpuf=0.13 ms, Tfe=2.92 ms and Tpα=0.035 ms. The time for modular operation, encryption operation, and decryption operation is Tmep=Tenc/dec=1.17 ms. In addition, due to the small execution time of XOR operation, it was not taken into account. In the authentication phase, the computational cost of Tsai [19] is 2Tbp+2Tmul+2Tpa+2Tmep+4Th, The computational cost of Lwamo [39] is 9Th+6Tenc/dec, while the computational cost of Zhao [40] is 8Tmul+Tfe+22Th. The computational cost of the protocol in this article is 5Tmul+3Tpuf+13Th. The response results are shown in Table 4.
TABLE 4 | Comparison of computational overhead.	Protocol	Total computation overhead	Total time
	[19]	2Tbp+2Tmul+2Tpa+2Tmep+4Th	33.802
	[39]	9Th+6Tenc/dec	7.047
	[40]	8Tmul+Tfe+22Th	26.346
	[41]	8Tmul+16Th+Tpuf	23.538
	Our	5Tmul+3Tpuf+13Th	15.029


As shown in Figure 4, compare the overall computational cost of this protocol with [19], [39] and [40]. In the authentication scenario, the computational costs of [19], [39] and [40] are 35.882 ms, 7.047 ms and 26.346 ms, respectively. The computational cost of this protocol is only 15.029 ms, which is the shortest compared to other protocols such as [19] and [40]. The cost of this protocol is higher than that of Lwamo [39]. But [39] did not allow for forward security, unlinkability and secret leakage. Therefore, compared to other protocols, this protocol achieves better computational overhead on a more comprehensive security basis.
[image: Bar chart showing computation overhead across five categories: [44], [45], [46], [47], and "Our". [44] has the highest value over 35, [45] the lowest near 5, with "Our" slightly higher than [45].]FIGURE 4 | Computation overhead.6.2 Communication overhead
In this article, we will compare the communication overhead of our protocol with [19], [39] and [40]. In the comparison of communication overhead, the relevant group elements and variables are described as follows: Gi represents the size of an element in group Gi, which is 128 bytes. In addition, the length of the hash value is 20 bytes, the length of the response message or identifier is set to 4 bytes, and the size of the timestamp is 4 bytes. In Table 5, this article compares the communication overhead of this protocol with [19], [39] and [40]. In the identity authentication stage, the data involved in the protocol communication overhead in this article consists of M1 =(PIDi, EBi, ECVi, Ti)and M2 =(Nj,DCj, VMj, Tj). The communication overhead of M1 = (PIDi, EBi, ECVi, Ti) is 172 bytes, and the communication overhead of M2 = (Nj,DCj, VMj, Tj) is 172 bytes. So, the overall communication overhead of this protocol is 344 bytes. In contrast, [19] has a communication overhead of 408 bytes. The communication overhead of [40] is 708 bytes. Similarly, The communication overhead of [40] is 204 bytes.
TABLE 5 | Comparison of the communication overhead.	Protocol	Communication overhead
	[19]	408
	[39]	204
	[40]	708
	[41]	452
	Our	344


In Figure 5, further comparison of communication overhead among various protocols is shown. It can be seen that although the overall communication overhead of this protocol is slightly higher than [39], it is still lower than [19] and [40]. It should be explained that compared to [39], the communication overhead in this protocol is relatively high. In order to improve the security of the protocol, this paper sacrifices a small amount of communication overhead to achieve lower computational complexity and stronger security properties. Overall, in terms of communication overhead, this protocol is slightly weaker than [39], but better than [19] and [40]. However, in other aspects, compared to [19], [39] and Zhao [40], this protocol has more advantages.
[image: Bar chart showing communication overhead for five different methods. Method [44] has an orange bar at 408, [45] has a gray bar at 204, [46] has a yellow bar reaching 708, [47] has a blue bar at around 452, and "Our" method has apink bar at about 344.]FIGURE 5 | Communication overhead.7 CONCLUSION
This article focuses on the security challenges of V2G networks in smart grids and proposes an efficient and secure anonymous authentication protocol aimed at protecting user privacy and ensuring communication security. Through studying security threats in V2G environments, we have found that unauthorized access, user privacy breaches, and issues with transaction data integrity, as well as various forms of attacks during public communication, pose serious threats to the stable operation of V2G networks. In response to these challenges, we have designed an authentication protocol based on elliptic curve cryptography and physically unclonable function technology. This protocol not only achieves bidirectional authentication, ensuring the security of session keys, but also effectively protects the anonymity of participants by sending temporary identity values. Through simulation analysis and heuristic analysis using Scyther tool, we have verified the excellent performance of the protocol in terms of bidirectional authentication, session key security, forward security, and anonymity. At the same time, we have demonstrated that the protocol can resist various security threats. In addition, the performance comparison with other protocols shows that the proposed solution in this paper reduces costs while meeting the security requirements in the smart grid environment, demonstrating significant advantages in terms of security and overhead. In summary, the anonymity and privacy protection authentication protocol proposed in this article provides strong guarantees for the secure operation of V2G networks in smart grids. At the same time, the protocol is of great significance in promoting the popularization of electric vehicles, facilitating the two-way flow and management of energy and improving the flexibility and stability of the power grid.
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