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This paper introduces a quantum-secure scheme for conducting privacy-preserving maximum value determination, allowing the parties to ascertain the highest value from their confidential inputs while keeping non-maximum data private. Participants first transform their private inputs into binary representations and then apply local operations to encode these values into quantum states. These encoded states are transmitted to a semi-trusted intermediary, which computes the maximum through quantum–mechanical interactions. The protocol is designed to ensure confidentiality against potential external threats, including quantum attack strategies such as intercept-resend, entangle-measure, and Trojan horse attacks, while also preventing any disclosure of inputs between the participants. The framework is practical, utilizing entangled Bell states as carriers of information, leveraging quantum state manipulations for secure encoding, and employing quantum measurements for result extraction. Empirical results obtained from simulations using IBM Quantum Composer demonstrate the operational feasibility of the scheme. A correctness analysis indicates that if the participants accurately submit their respective inputs and adhere strictly to the protocol, the semi-trusted intermediary will reliably reveal the maximum value to both parties. Additionally, fairness is ensured through the intermediary’s role in disclosing the maximum value simultaneously to both parties, preventing any unfair advantage.
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1 INTRODUCTION
Recent advancements in quantum communication [1, 2] and computation [3, 4] have catalyzed transformative developments in cryptography and data processing. Quantum cryptography [5, 6], for instance, exploits quantum mechanical principles to achieve unprecedented security in information exchange, while quantum machine learning [7, 8] merges quantum computational power with classical algorithms to enhance analytical capabilities.
However, the rapid evolution of quantum computing jeopardizes classical cryptographic frameworks reliant on mathematical hardness assumptions, such as RSA and elliptic curve cryptography. Shor’s algorithm [9], capable of factoring large integers exponentially faster than classical methods, directly threatens public-key encryption. Similarly, Grover’s algorithm [10] diminishes the effective security of symmetric-key systems by accelerating unstructured search tasks.
Quantum cryptography emerges as a robust countermeasure, offering protocols like BB84 [11] that ensure information–theoretic security [12] by detecting eavesdropping through quantum-state disturbances. This capability stems from fundamental principles like the no-cloning theorem and wavefunction collapse, which prevents undetected interception of quantum transmissions. Beyond secure communication, quantum cryptography enables functionalities such as quantum key distribution (QKD) [13, 14], quantum secure direct communication (QSDC) [15, 16], quantum key agreement (QKA) [17, 18], quantum private comparison (QPC) [19–27], and quantum private set intersection (QPSI) [28].
Secure multiparty computation (MPC) represents a critical area within modern cryptography, enabling multiple distrustful parties to jointly compute a function without disclosing their private inputs [29]. MPC has applications in various fields, including privacy-preserving data analysis [30–32], secure voting systems [33, 34], and deep learning [35–37]. This concept of MPC was pioneered by Andrew Yao through his foundational work on the Millionaires’ problem [38], where two parties aim to determine who possesses greater wealth without revealing their actual financial amounts. Yao’s formulation established the theoretical basis for numerous MPC protocols, illustrating how collaborative computation can be achieved while preserving data confidentiality. A natural extension of this problem involves privately determining the maximum value among multiple inputs, where participants seek to identify the largest value without exposing their individual data. Classical approaches to this task rely on private comparison protocols [39–43], which compute the maximum value using traditional cryptographic methods. However, these methods depend on unproven computational assumptions, rendering them susceptible to quantum-based attacks. The advent of quantum computing, with its capacity to efficiently solve problems like integer factorization and discrete logarithms, poses a significant threat to the security of classical cryptographic systems.
The computation of maximum values holds significant importance in privacy-sensitive applications, such as sealed-bid auctions [44], electronic voting [45], and federated learning [46]. Although quantum algorithms [47, 48] have been developed to efficiently identify maximum and minimum values within a dataset, they lack mechanisms to protect the privacy of individual inputs during computation. To date, no established quantum scheme that specifically addresses the privacy-preserving computation of the maximum value between two private inputs exists.
To bridge this gap, this paper introduces a novel quantum-based scheme designed to determine the maximum value while safeguarding the privacy of non-maximum inputs. By leveraging the principles of quantum mechanics, the proposed scheme allows two users to collaboratively compute the maximum value without disclosing their private data. Security analyses confirm that the scheme is resilient to both external and internal attacks. Furthermore, the scheme employs single-photon operators, including Pauli operators and the Ry rotation operator, alongside Bell states as quantum resources. It utilizes single-photon operations and Bell measurements, making it feasible to implement with current quantum technologies. The practicality of the scheme is validated through simulations conducted on the IBM Quantum Cloud Platform.
The structure of this paper is as follows: Section 2 provides the necessary background on unitary operations and encoding techniques. Sections 3 and 4 detail the proposed scheme and its simulation, respectively. Section 5 presents an analysis of the scheme’s correctness, security, fairness, and qubit efficiency. Section 6 provides the conclusions of the paper.
2 PRELIMINARIES
The Ry rotation operator around the y-axis in the Bloch sphere [49] can be represented by
Ryθ=cosθ2−sinθ2sinθ2cosθ2.
This operator can be considered an encryption operator used to convert a quantum state into an unknown quantum state, and the encryption key is θ. The Ry rotation operator Ry−θ applied to the unknown quantum states can recover the original quantum states. The Ry rotation operator is symmetric with respect to the Z-axis, ensuring balanced access to the qubit states. This symmetry is instrumental in minimizing bias toward specific measurement outcomes, which is essential for maintaining security. Furthermore, users can encrypt qubits using the Ry rotation operator, complicating the eavesdropper’s (often referred to as “Eve”) ability to predict results without inducing measurement disturbances. When Eve attempts to measure the qubits, she inevitably alters their states due to the no-cloning theorem and the disturbances associated with measurement. Consequently, the Ry rotation operator guarantees that any measurement attempt by Eve will result in an increased error rate, which can be detected by users, thereby enhancing the security of quantum communication protocols.
Three operations are as follows:
	•I Gate: I=00+11. This gate leaves the quantum state unchanged.
	•X Gate: X=01+10. This gate flips the states, converting 0 to 1 and vice versa.
	•Z Gate: Z=00−11. This gate changes 0 to 0 and 1 to −1.

The three local operations written in a matrix form are as follows:
I=1001,X=0110,Z=100-1.
Four Bell states are two-qubit entangled states, which can be written as
Φ+=1200+11
Φ−=1200−11
Ψ+=1201+10
Ψ−=1201−10
We suppose that a third party (TP) prepares a Bell state in Φ+ and distributes the first qubit to Alice and second qubit to Bob, where Alice processes her own bits a=0 or 1 and Bob has his own bit b=0 or 1. There are three encoding rules [50] corresponding to Alice and Bob’s bits, as shown in Table 1. When Alice and Bob apply one of the three encoding rules to Φ+, we can see that if and only if a=1 and b=1 can make the state, Φ+ changes to Ψ−. This is the key to design the following scheme.
TABLE 1 | Three different encodings.		b=0	b=1		b=0	b=1		b=0	b=1
	a=0	I⊗I	I⊗Z	a=0	I⊗Z	I⊗X	a=0	X⊗I	X⊗X
	a=1	X⊗I	X⊗Z	a=1	Z⊗Z	Z⊗X	a=1	Z⊗I	Z⊗X
	(1)	(2)	(3)


3 THE PROPOSED SCHEME
Consider a scenario involving two parties, Alice and Bob, each possessing private inputs A and B, respectively, where the upper bound of these values is N. Their objective is to determine the maximum value between A and B with the assistance of a semi-honest TP, such as a quantum server, while ensuring the privacy of non-maximum inputs. The proposed privacy-preserving maximum value determination scheme must satisfy the following requirements:
Correctness: If Alice and Bob honestly submit their respective inputs A and B and adhere to the protocol, the semi-honest TP will accurately disclose the maximum value to both parties.
Fairness: The protocol must ensure that no party gains an unfair advantage over the other. Each participant should receive the computation outcome without concerns of manipulation or bias.
Privacy: Except for the maximum value, no party should gain any information about the non-maximum inputs, even in the presence of internal or external eavesdroppers.
The scheme operates under the honest-but-curious model, where participants follow the protocol but may attempt to infer private information from the execution. The semi-honest TP is equipped with quantum capabilities and is responsible for preparing quantum resources, such as generating Bell states, and performing Bell measurements. Alice and Bob, also possessing quantum capabilities, perform basic single-photon operations and prepare decoy photons for eavesdropping detection. We assume that the protocol operates over an ideal channel with no noise [51]. However, in practical scenarios, quantum error-correcting codes [52, 53] can be implemented to detect and correct errors induced by noise. Additionally, Alice and Bob share a secret key K=k1,k2,⋯,kN, where each ki∈00,01,10,11 for i∈1,2,⋯,N. The steps of the proposed scheme are as follows, and its diagram is illustrated in Figure 1.
[image: Diagram illustrating a quantum private comparison protocol involving three parties: Alice, Bob, and TP. Quantum and classical channels are depicted with solid and dashed arrows. Steps involve generating and distributing Bell states, inserting decoy photons, performing unitary operations, and sharing secret keys. Alice and Bob convert inputs into strings, perform operations with shared keys, and prepare secret keys, while TP performs measurement and announces results.]FIGURE 1 | The diagram of the scheme.Step 1. Alice and Bob convert their private inputs A and B into N-bit strings SA and SB, respectively. For each input, positions corresponding to the input value and all positions to its right are marked as 1, while positions to the left are marked as 0. For example, if A=3 and B=5 with an upper bound of 6, the resulting bit strings are SA=001111 and SB=000011, respectively.
Step 2. TP generates N Bell states in Φ+=1200+11 and distributes the first and second particles of these states into two quantum sequences, S1 and S2. To detect eavesdropping, TP prepares 2δ decoy particles, randomly chosen from the set 0,1,0+12,0−12. TP records the initial states of these decoy particles and inserts δ decoy particles into S1, while another δ decoy particles are inserted into S2 at random positions, resulting in new sequences S1′ and S2′. TP then sends S1′ and S2′ to Alice and Bob, respectively.
Step 3. Upon receiving S1′ (S2′), Alice (Bob) interacts with the TP for conducting the eavesdropping detection. TP announces the inserted positions and the measurement basis of the δ decoy particles to Alice (Bob). If the decoy particle is chosen in states 0 or 1, the measurement basis is Z-basis. Otherwise, the measurement basis is X-basis. Alice (Bob) conducts the corresponding quantum measurements on the δ decoy particles and returns the measurement results back to the TP who calculate the error rate. The error rate is defined as the fraction of bits incorrectly received by Alice (Bob) compared to what the TP sent. In the presence of eavesdropping, this error rate increases due to the additional disturbances introduced by the measurements of eavesdroppers (often termed “Eve”). If the error rate exceeds a certain threshold, it indicates that eavesdropping exists, and the TP tells Alice (Bob) to abort and restart the scheme from Step 2. Otherwise, the scheme goes to Step 4.
Step 4. Alice (Bob) recovers S1 (S2 by discarding the δ decoy particles inserted in S1′ (S2′) and performs the following operations:	(1) Alice (Bob) chooses one of the three encoding rules in Table 1 based on the shared secret key K to encode her (his) N-bit strings SA (SB.	•If ki∈00,11, the first encoding rule is chosen.
	•If ki∈01, the second encoding rule is chosen.
	•If ki∈10, the third encoding rule is chosen.


	(2) Alice applies the unitary operations corresponding to the chosen encoding rule in (1) to the received sequence S1 to generate the encoded sequence QA. Similarly, Bob applies the unitary operations corresponding to the chosen encoding rule in (1) to the received sequence S2 to generate the encoded sequence QB.
	(3) Alice prepares a secret key KA=θa,1,θa,2,⋯,θa,N, where θa,i∈[0,2π for i∈1,2,⋯,N−1, and applies the Ry​ rotation operators RyKA to QA, where KA can be considered an encryption key for encrypting QA. The new generated sequence is denoted as  EQA. Similarly, Bob prepares a secret key KB=θb,1,θb,2,⋯,θb,N, where θb,i∈[0,2π for i∈1,2,⋯,N−1, and applies the Ry rotation operators RyKB to QB, where KB can be considered an encryption key for encrypting QB. The new generated sequence is denoted as EQB.
	(4) Alice (Bob) prepares δ decoy particles, each of which is randomly chosen from 0,1,0+12,0−12, records the initial decoy states of these decoy particles, and inserts these particles into  EQA (EQB in a random position. The new generated sequence is denoted as EQA′EQB′.
	(5) Alice (Bob) records the inserted positions of these decoy particles and sends EQA′EQB′ to the TP.


Step 5. After receiving EQA′EQB′, the TP interacts with Alice (Bob) for conducting eavesdropping detection in the same manner in step 3. If no eavesdropper is present during the transmission of the quantum sequence, Alice shares KA and Bob shares KB to the TP for further processing in the next step. Otherwise, the scheme is aborted and restarted from Step 2.
Step 6. TP recovers  EQA (EQB by discarding the δ decoy particles inserted in EQA′EQB′ and performs the following operations:	(1) TP applies the Ry rotation operators Ry−KA on  EQA and Ry−KB on EQB to recover QA and QB, respectively. This process can be considered a decryption of  EQA and EQB.
	(2) TP conducts Bell measurements on  QA and QB to obtain the measurement results, which consist of N Bell states.
	(3) If the first occurrence of the j-th position of the measurement result is Ψ−, the TP identifies j as the maximum value of the private inputs from Alice and Bob.
	(4) TP announces the maximum value to Alice and Bob.


4 SIMULATION
Considering a case that Alice and Bob have their private inputs A = 3 and B = 1, respectively, the upper bound of the values A and B is 3 (since the available qubits in IBM Quantum Composer are seven). They intend to determine the maximum value of their inputs with the assistance of a TP while ensuring the privacy of non-maximum inputs. We assume that the secret key shared between Alice and Bob via a QKD protocol is k1,k2,k3=01,10,00.
As described in our scheme, Alice and Bob convert their private inputs A and B into two 3-bit strings SA=001 and SB=111. The encoding rules based on the shared secret key K selected by Alice and Bob is the second, third, and first encoding in Table 1. Therefore, we can determine that the corresponding unitary operations performed on the received sequences S1 and S2 are {I, X, X} and {X, X, Z}, respectively. We assume that the secret keys prepared by Alice and Bob are KA=3π4,7π9,8π17 and KB=π6,5π8,2π11, respectively. The measurement results conducted by Bell measurements yield 00, 01, 10, and 11 corresponding to Φ+,Φ−,Ψ+, and Ψ−, respectively.
We simulate this scenario using IBM Quantum Composer, concentrating on the quantum operations while excluding eavesdropping detection, as this is a separate process within quantum communication protocols. The quantum circuit designed to determine the maximum value between inputs A and B is illustrated in Figure 2. Additionally, Figure 3 presents a histogram displaying the probability of measuring each state.
[image: Quantum circuit diagram with six qubits labeled q[0] to q[5]. It features Hadamard (H) gates, controlled gates, and Ry rotation gates with different angles. Measurements are shown in gray blocks.]FIGURE 2 | The quantum circuit simulation.[image:  Bar chart showing the probability of computational basis state “110010” being 100 percent across 1024 shots. The y-axis represents probability percentage, while the x-axis shows the computational basis state.]FIGURE 3 | The probability of measuring each state.According to the results depicted in Figure 3, the final measurement results, from right to left, are 10, 00, and 11, corresponding to Ψ+,Φ+, and Ψ−, respectively. Therefore, we can determine that the first occurrence of the measurement result in the third position is Ψ−, leading us to deduce that the maximum value of two private inputs from Alice and Bob is 3.
5 ANALYSIS
5.1 Correctness
Alice and Bob each have private inputs A and B. They convert these inputs into two N-bit strings SA and SB. The maximum value j is defined as the starting position of the first occurrence, such that both SA and SB have “1.”
For instance, we assume that the upper bound of the values A and B is 6, where A=3 and B=5. The two 6-bit strings SA and SB are SA=001111 and SB=000011, respectively. In this case, SA has “1” s at positions 3, 4, 5, and 6. SB has “1” s at positions 5 and 6. We know that the starting position of the first occurrence such that both SA and SB have “1” is 5. Therefore, the maximum is 5.
When designing the privacy-preserving maximum value determination scheme, we only need to find the starting position of the first occurrence such that both SA and SB have “1.” According to the three encoding rules corresponding to Alice and Bob’s bits, we know that if the j-th position of both SA and SB have “1,” the initial state Φ+ changes to Ψ−. The proposed scheme is designed based on the above correctness analysis, while the Ry rotation operators and decoy particles are used for ensuring privacy of the private inputs.
Therefore, our scheme is correct, provided that Alice and Bob honestly submit their respective sets A and B and adhere to the protocol. Ultimately, the semi-honest third party will disclose the maximum value to both Alice and Bob.
5.2 Security
In our scheme, except for the maximum value, no party learns any information about the other non-maximum inputs, even when facing threats from anyone within the group of participants or from outside eavesdroppers. Therefore, the proposed scheme must satisfy the following security requirements:
	(1) Any attempt by an eavesdropper to gain information about the private inputs would be detectable, even if the eavesdropper possesses quantum capabilities and can perform various quantum-attack strategies.
	(2) The semi-honest third party has no viable means of obtaining the private inputs, except for the maximum value.
	(3) Alice cannot access Bob’s private inputs unless the maximum value corresponds to Bob’s private inputs.
	(4) Bob cannot access Alice’s private inputs unless the maximum value determined by the protocol matches Alice’s private inputs.

Theorem 1. Any attempt by an eavesdropper to gain information about the private inputs would be failed, even if the eavesdropper possesses quantum capabilities and perform various quantum-attack strategies.
Proof. In quantum communication, the presence of an outsider eavesdropper, commonly referred to as Eve, poses a significant risk. Eve may apply various quantum-based attacks, including intercept-resend [54, 55], direct-measure [56], entangle-measure [57] and quantum Trojan horse attacks [58], to attempt obtaining the private inputs. To counter these eavesdropping strategies, the participants use the decoy-state method. This technique involves sending additional decoy states along with the actual quantum states. Because of the decoy-state method, Eve’s various quantum-attack strategies (intercept-resend, measure-resend, direct-measure, and entangle-measurement) are rendered ineffective. Alice and Bob can reliably detect any eavesdropping attempts through discrepancies in the statistical properties of the decoy states. This ensures security of their communication.
5.2.1 Case I: the intercept-resend attack
In this scenario, Eve intercepts the quantum particles sent from TP to the participants. She stores these intercepted particles for future use. After storing the intercepted quantum states, Eve prepares her own single particles, which she sends to the participants in place of the original particles. After the participants perform their operations on the particles sent by Eve, Eve intercepts the quantum particles sent back to the TP and measures these particles to extract secret information, while returning her previously stored particles to the TP. Upon receiving the quantum particles, the participants and TP initiate eavesdropping detection. The TP discloses the positions and measurement bases of the decoy particles used during communication. Since Eve does not know the specific states of these particles, there is a 50% probability that the participants will obtain an incorrect result when measuring the particles sent by Eve. For example, if the original decoy photon is in the state ∣1⟩, but Eve prepares a particle in the state ∣+⟩, the measurement performed by the participants on Eve’s particle has a 50% chance of yielding an incorrect result. The probability that Eve can pass the detection is given by
psuccessful deception=12δ
where δ is the number of decoy photons consumed. The relationship between the number of decoy photons and the probability of Eve successfully deceiving the detection is shown in Figure 4.
[image: Graph showing the probability of Eve successfully deceiving detection,plotted against the number of decoy photons. The curve decreases exponentially from 0.5 to near 0 as the number of decoy photons increases from 0 to 20. Data point at X: 13, Y:0.0001221 is highlighted.]FIGURE 4 | The relationship between the number of decoy photons and the probability of Eve successfully deceiving the detection.When δ=13, psuccessful deception=0.0001221. As δ becomes large enough, the probability that Eve can pass the detection approaches 0. Therefore, this attack is invalid under this communication method, ensuring security of the participants’ private information.
5.2.2 Case II: the direct-measure attack
After performing the intercept-resend attack to obtain the positions of the decoy particles, Eve can discard the decoy particles in EQA′ and EQB′ to obtain the encoded quantum sequence  EQA and EQB, respectively. Although this attack has been detected, Eve has obtained  EQA and EQB, and may attempt a direct-measure attack on  EQA and EQB. However, quantum measurements collapse quantum states, and the measurement outcomes are intrinsically linked to the secret keys chosen by Alice and Bob. These secret keys will remain undisclosed if the eavesdropping detection is not passed. Due to the challenges of distinguishing decoy photons, the eavesdropping detection mechanism, and the reliance on secret keys for confidentiality, Eve’s direct-measurement attack is ultimately ineffective.
5.2.3 Case III: the entangle-measure attack
Eve may also attempt an entangle-measure attack by entangling her auxiliary quantum particles e with the intercepted particles. This allows her to extract information by measuring her auxiliary particles. In our scheme, a bidirectional quantum channel is used for transmitting quantum sequences, enabling Eve’s entangle-measure attack to be modeled using two unitary operations, U1 and U2. Here, U1 is applied to the channel from the TP to Alice and Bob, while U2 is applied to the channel from Alice and Bob back to the TP. As an example, consider that U1 is applied to the channel from the TP to Alice and Bob. When Eve uses U1 to entangle her particles e with the four possible states 0,1,0+12,and 0−12, the resulting states are as follows:
U10e=α000e00+α011e01,(1)
U11e=α100e10+α111e11,(2)
U1+e=12+α00e00+α01e01+α10e10+α11e11+12−α00e00−α01e01+α10e10−α11e11,(3)
U1−e=12+α00e00+α01e01−α10e10−α11e11+12−α00e00−α01e01−α10e10+α11e11.(4)
The coefficients must satisfy normalization conditions: α002+α012=1 and α102+α112=1. For Eve’s attack to go undetected, the following conditions must be satisfied.
α01=α10=0,α00e00=α11e11.(5)
Substituting the results in Equation 5 into Equations 1–4, the results are given in the following equations:
U10e=α000e00,(6)
U11e=α111e11=α001e00,(7)
U1+e=12+α00e00+α11e11=α00+e00=α11+e11,(8)
U1−e=12−α00e00+α11e11=α00−e00=α11−e11.(9)
According to Equations 6–9, Eve’s auxiliary particles remain independent from the target particles For Eve to avoid introducing errors during eavesdropping detection. This lack of entanglement indicates that there is no quantum correlation between Eve’s measurements and the target particles, and Eve cannot gain information about the target particles by measuring her auxiliary particles. As a result of this independence and lack of entanglement, Eve’s attempts to conduct an entanglement attack are ineffective.
5.2.4 Case IV: the Trojan horse attacks
Trojan horse attacks, including the delay-photon attack and invisible photon attack [59], mainly occur in the bidirectional quantum channel that is used for transmission of quantum sequence. Since the quantum sequences transmitted in our scheme are TP–Alice/Bob–TP, our scheme is vulnerable to these attacks. The implementation of a wavelength quantum filter and a photon number splitter [60] significantly enhances the security of the two-way quantum protocol against Trojan horse attacks. By ensuring that only legitimate quantum states are transmitted, the protocol maintains its privacy.
Therefore, any attempt by an eavesdropper to gain information about the private inputs would fail, even if the eavesdropper possesses quantum capabilities and can perform various quantum-attack strategies.
Theorem 2. The semi-honest third party has no viable means of obtaining the private inputs, except for the maximum value.
Proof. In the proposed quantum scheme, a semi-honest TP might attempt to gain information about Alice’s and Bob’s private inputs by preparing single photons instead of the intended Bell states. However, the protocol incorporates mechanisms that ensure security even in the presence of such attacks. In our scheme, TP prepares 2N single photons, distributing N photons to Alice and N to Bob. This setup allows the TP to potentially manipulate the quantum states being transmitted. When Alice and Bob apply their respective unitary operations, based on the secret key K, to encode their inputs into states SA and SB, the TP can obtain the resultant states post-encoding. Unfortunately, different unitary operations performed on the same single photons can yield the same measurement results, as shown in Table 2. For instance, the unitary operations I and Z performed on state 0 result in the final state also being 0. As a result, the proposed scheme remains secure against attacks from the TP. The necessity of the secret key K for proper encoding ensures that the TP does not gain any meaningful information about Alice’s and Bob’s private inputs, except for the maximum value.
TABLE 2 | The resultant states.		b=0	b=1		b=0	b=1		b=0	b=1
	a=0	Φ+	Φ−	a=0	Φ−	Ψ+	a=0	Ψ+	Φ+
	a=1	Ψ+	Ψ−	a=1	Φ+	Ψ−	a=1	Φ−	Ψ−
	(1)	(2)	(3)


Theorem 3. Alice cannot access Bob’s private inputs unless the maximum value corresponds to Bob’s private inputs.
Proof. In the proposed quantum scheme, Alice may attempt an intercept-resend attack to gain access to Bob’s private inputs by intercepting EQB′ transmitted from Bob to the TP. To execute the attack, Alice intercepts the quantum sequence EQB′ and replaces it with a fake sequence before sending it to TP. Bob, upon receiving the potentially altered sequence, will still announce the positions of the decoy particles used for eavesdropping detection. However, the scheme is designed to detect any eavesdropping. If Bob identifies discrepancies during the eavesdropping detection phase, he will recognize that an attack has occurred. If Alice somehow manages to ascertain QB from the sequence EQB, she may attempt to deduce Bob’s private inputs using the relationship between QB and the shared secret key K. However, this is not straightforward. Since Bob encrypts his input with the secret key KB using the Ry rotation operators before any communication takes place, this encryption ensures that even if Alice intercepts the data, she cannot decrypt or understand it without the appropriate key. The condition for Bob to announce the secret key KB is that the eavesdropping detection must pass. If the detection phase fails and an eavesdropper is present, Bob will not disclose his secret key KB. Alice’s intercept-resend attacks position her as an eavesdropper; therefore, the secret key KB will not be announced.
Therefore, Bob’s private inputs are inaccessible to Alice unless the maximum value corresponds to Bob’s private inputs.
Theorem 4. Bob cannot access Alice’s private inputs unless the maximum value determined by the protocol matches Alice’s private inputs.
Proof. In the proposed quantum scheme, both Alice and Bob have identical roles. If Bob attempts to access private inputs, he may try to execute an intercept-resend attack by intercepting the quantum sequence EQA′ that Alice transmits to TP. Just as with Alice’s attack, although Bob can obtain the sequence EQA by performing the intercept-resend attack, he cannot succeed to obtain QA. For Bob to successfully decrypt EQA to retrieve QA, he would need to know Alice’s secret key KA. If the eavesdropping detection is passed, Bob will be able to access Alice’s secret key KA because it is only disclosed after ensuring that the communication is secure. However, Bob fails to pass this detection due to the execution of the intercept-resend attack, and as a result, the secret key KA will not be announced. Therefore, Alice’s private inputs are inaccessible to Bob.
5.3 Fairness
Fairness is a critical aspect of any secure computation protocol. In the proposed scheme, the involvement of the third party plays a pivotal role in ensuring that both Alice and Bob have equal access to the maximum value. After measuring the quantum sequence, the third party publishes the results and ensures that both Alice and Bob receive this information simultaneously, thereby preventing any one party from gaining an undue advantage over the other. Consequently, fairness in the proposed scheme is assured through the third party’s role in simultaneously publishing the maximum value for both participants.
5.4 Qubit efficiency
The qubit efficiency, an important indicator for measuring the utilization rate of qubits, can be defined by
q=ct
where q represents the qubit efficiency, c denotes the upper bound of the input values, and t denotes the number of qubits consumed during the process of determining the maximum value, excluding those designated for eavesdropping detection during the transmission of quantum sequence. In our scheme, N Bell states all in Φ+=1200+11 as quantum resources, enabling the determination of the maximum with an upper bound of N; thus, we can derive c = N, t = 2N. Consequently, the qubit efficiency of the proposed scheme is q=ct=N2N=50%.
6 CONCLUSION
In this work, we introduce a privacy-preserving scheme for determining the maximum value between private inputs while safeguarding the confidentiality of non-maximum values. The proposed scheme employs Bell states as quantum resources, Pauli operators for encoding inputs, the Ry rotation operator for encryption, and Bell measurements to extract the results. This design ensures compatibility with existing quantum technologies, and its practical feasibility has been validated through simulations conducted on the IBM Quantum Cloud Platform. A correctness analysis confirms that if Alice and Bob faithfully provide their respective inputs A and B and strictly follow the protocol, the semi-honest TP will accurately reveal the maximum value to both parties. Security analysis further demonstrates that, beyond the maximum value, no participant or external eavesdropper can gain access to information about the non-maximum inputs, even under adversarial conditions. Fairness is guaranteed by the TP’s role in simultaneously disclosing the maximum value to Alice and Bob, ensuring that neither party gains an unfair advantage. However, it is worth noting that the scheme assumes honest participation. If one party acts rationally, for example, by submitting a false input, the integrity of the other party’s input could be compromised. To address this limitation, future research will explore quantum schemes involving rational participants who may exhibit selfish behavior, aiming to enhance robustness and fairness in such scenarios.
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