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Despite the increase in citizens' use of absentee voting and examples from other countries, so far Germany remains aloof to the idea of introducing electronic voting as another form of convenience voting to its political elections. Apart from intra-party elections, no changes in the direction of electronic voting are considered in the current debate about an electoral reform. What are the reasons for the German aloofness toward electronic voting? In this article, we focus on party positions and institutional, as well as legal considerations, to provide a comprehensive answer to this question. From a normative point of view, the question of electronic voting is inextricably linked to the concept of electoral integrity, as the latter is pivotal to determine a democratic mode to select trusted representatives. Therefore, this paper first discusses the opportunities and risks for electoral integrity associated with electronic voting. Based on these considerations, we then explore reasons for the hesitancy of German legislators. To this end, we conducted expert interviews with German MPs and considered open-source documents related to the German debate about electronic voting. Our paper contributes to research on party positions on electronic voting, by relating the topic to questions about electoral integrity and considering political parties' reasoning, as well as legal and institutional constraints in the German context. We find that the main reasons provided by party representatives circle around concerns about transparency, security, accuracy, and the value of the voting act itself.
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INTRODUCTION

The 2021 elections to the German Bundestag mark a record high in absentee voting: 47.3 percent of ballots were postal ballots compared to 28.6 percent during the last national election in 2017 (Bundeswahlleiter, 2017). The special circumstances of the election during the COVID-19 pandemic can be regarded the main reason for this drastic increase, however, the share of postal ballots has been steadily increasing since 1990 (Figure 1). This trend is visible in other European countries that allow postal ballots as well, which justifies the assumption that distant voting does find growing and stable support in Western democracies. With the evolving possibilities of technology, the introduction of electronic voting appears to be an obvious answer to this growing demand for absentee voting options in order to accommodate voters' preferences for convenience voting in a democracy in the twenty-first century. In a recent survey conducted in Germany (Bitkom, 2021a), a majority of respondents expressed their willingness to cast their ballot online (18–29 years: 73 percent; 30–49 years: 66 percent; 50–64 years: 60 percent; 65 years and older: 46 percent). While disadvantages according to the respondents (Bitkom, 2021c) include the potential to make election fraud easier (49 percent), or the fear that the secrecy of voting is compromised (40 percent)–17 percent voice the concern that technically skilled citizens might benefit, hence the principle of equal vote could be violated. Yet, respondents see advantages (Bitkom, 2021b) in the fast delivery of election results (64 percent), the enhanced convenience of the voting act (56 percent), an increase in turnout (37 percent), and a decrease in costs (25 percent). In Germany, however, electronic voting (stationary or online) does not play a prominent role in the ongoing discussion on electoral system reform. Apart of the idea of changing the law on political parties by introducing modes of electronic voting during, for example, party congresses, the coalition treaty of the new governing parties does not include any paragraph on a reform of casting ballots. We argue that precisely this contrast between the recently strongly increasing number of postal voters, the new technological possibilities available, and the great willingness of the German population to vote online, on the one hand, and the absence of any concrete plans regarding e-voting in political elections on the part of politicians on the other hand, make Germany an interesting case for our analysis1 2 3 4.
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FIGURE 1. Share of Postal Ballots by Country.


What are the reasons for the German political aloofness toward electronic voting? In this article, we will provide a comprehensive answer to this question, moving party positions and institutional, as well as legal considerations onto the center stage. As a theoretical basis, we build on literature on electronic voting as well as electoral integrity to identify the chances and risks for the quality of democratic elections associated with electronic voting. Based on these considerations, we draw on open-source documents and expert interviews with MPs specialized on digital politics and electoral reforms, to distinguish different dimensions of concerns toward the introduction of electronic voting. MPs represent the party in public office (Katz and Mair, 1993) and with their thematic expertise and their position within the party, our interview partners play a prominent role within the party in central office (Katz and Mair, 1993).

Thereby, we expand existing research in at least three meaningful ways: First, we provide an innovative theoretical basis for our analysis, which does not only consider normative considerations surrounding the debate about electronic voting, but directly relates them to broader debates about the consequences of electronic voting for electoral integrity. Thereby, we are able to assess whether reasons brought forward by political parties mirror the concerns voiced in scientific debates and whether potential consequences for electoral integrity are considered by political parties. Second, by conducting interviews with MPs from the governing parties, as well as one opposition party, our paper provides a current assessment of German political parties' positions on electronic voting, which is missing in the debate about electronic voting in Germany so far. Third, by discussing political parties' positions together with the broader institutional and legal framework for elections in Germany, we are able to comprehensively analyze their positions and also venture a prognosis for the future of electronic voting in Germany. During the interviews, it became apparent that reasons for the German aloofness include foremost concerns about the essential criterion of transparent elections. Other sources of doubt toward electronic voting circle around questions of security, accuracy and the value of the voting act itself.

The remainder of this paper is structured as follows: In the next chapter, we will define the key concepts and relate the topic of electronic voting to broader questions about electoral integrity, before we outline normative considerations on the chances and risks of electronic voting discussed in scientific research. Then, we provide a short description about milestones in the German debate about electronic voting as well as the open-source documents used, and the interviews conducted in 2021 and 2022. Next, we move on to the analysis and distinguish five dimensions of the German aloofness, which will be discussed in some detail, before we provide a cautious outlook on laboratories for change. The last chapter summarizes our main findings.



ELECTRONIC VOTING AND ELECTORAL INTEGRITY

Elections are at the heart of any democracy. Without citizens' regular participation in elections, representative democracy is inconceivable, and the legitimacy of any democratic system would be heavily endangered. However, even in well-functioning democracies many citizens regularly choose not to vote. Additionally, recent years have seen a change in the mode people choose to cast their ballot, with absentee voting being on the rise in many Western democracies even well before the COVID-19 pandemic accelerated this trend (Figure 1). Considering the rapid development of new technologies and the increasing importance of digital technologies, especially online devices, in citizens' everyday lives, in the last decades, digital innovations also spread to the area of democratic elections. Today, computer and software solutions already assist at some points in the electoral process, as for example in administering voter registers or aggregating the vote count from different constituencies on election day. However, the trend to integrate digital technologies into the electoral process does not stop there: A proposed measure to counter the aforementioned drop in overall turnout and to account for the high number of absentee voters is to introduce electronic voting as a means for people to cast their vote in elections. Thereby, people could cast their vote fully electronically in supranational, national, sub-national or even intra-organizational elections instead of using paper and pencil.

The idea of electronic voting has sparked the interest of practitioners and researchers alike. Many countries have since experimented with various forms of electronic voting, with Estonia being the most prominent example, as the country applies electronic voting in local elections since 2005 and in its national elections since 2007 (Veit and Huntgeburth, 2014). While some researchers speak of introducing new technologies to elections (see for example Loeber, 2020), others speak of elections becoming digital (Essex and Goodman, 2020, p. 162). A third group of researchers goes even further and already terms this the “era of cyber-elections” (Garnett and James, 2020, p. 111).

A common denominator is the perspective that electronic voting is perceived as an innovation of the voting procedure. Diffusion of innovations (Rogers and Shoemaker, 1971; Rogers, 2003) depends on different aspects that determine if an actor adopts innovations and when. Motivation for adoption on the individual level is driven by desires and attitudes (Rogers and Shoemaker, 1971, p. 182–85), i.e., “venturesomeness” (innovators), status as a leading figure (early adopters), “deliberate willingness” (early majority), skepticism (late majority), or the desire for honoring tradition (laggards). When it comes to the diffusion of electronic voting as an innovation, we can refer to different levels. While at the individual level, digital inequality needs to be considered as the main limitation, in democracies with a high level of online users, these variables are only limited in their ability to explain why some countries are more hesitant than others in adopting electronic voting as an innovation.

Reasons include technical as well as normative, especially democratic, concerns. Before moving on to show how this topic is inextricably linked to questions about electoral integrity and which opportunities and threats electronic voting introduces to the democratic realm, an important clarification must be made as to what constitutes electronic voting and which forms can be distinguished.

In this paper, when we speak of electronic voting, we follow the conceptualization of Veit and Huntgeburth (2014) and focus especially on the “collection and aggregation of voters' preferences to produce collective decisions” (Veit and Huntgeburth, 2014, p. 120). Thereby, we leave other steps of the electoral cycle, as for example voter registration or election administration, aside. In other words, we focus on the act of voting itself as well as the vote count. In most democracies, people vote through paper-based procedures either at a polling station or optionally use postal voting. Also, vote counting is a manual procedure in most contexts. If voting is supported by Information and Communication Technologies (ICT), we speak of electronic voting, respectively, e-voting (Veit and Huntgeburth, 2014, p. 121). ICT is a general and ever-evolving term that “encompasses computers, the internet, middleware as well as necessary software, storage, and much more” (Veit and Huntgeburth, 2014, p. 39).

E-voting can take place through voting machines, for example direct recording electronics (DREs) or optical scan voting systems, in a controlled environment where official election staff is present. However, e-voting is also possible in uncontrolled environments where people can cast their vote in the absence of official staff. The latter form is called internet-voting, respectively, i-voting. I-voting is defined as “the use of the internet in voting procedures which mainly involves authentication, recording, storing, and tabulation of votes” (Veit and Huntgeburth, 2014, p. 128). Furthermore, i-voting can be divided into voting via public computers, for example installed in shopping malls or other frequented places, which is then often called kiosk voting, or remotely via private computers, respectively, mobile devices (Buchstein, 2004; Mursi et al., 2013).

When introducing new applications, devices, or procedures to democratic elections, the crucial question is how they affect the overall quality of the respective election. If the newly introduced features endanger democratic principles, they risk undermining the legitimacy of the official election results and thereby may ultimately risk the legitimacy of the whole democratic system. However, if they facilitate the democratic conduct of elections, they might well improve the quality of elections overall and ultimately also the quality of democracy.

The concept used to assess the quality of democratic elections is called electoral integrity and is strongly tied to the notion of free and fair elections. There is no consensus on how to define electoral integrity with researchers drawing either on national and international legal accounts, on democratic theory, or on standards and norms set by international organizations. In this paper, we use one of the most widely applied definitions by Norris, who defines electoral integrity as “to refer to international conventions and global norms, applying universally to all countries worldwide throughout the electoral cycle, including during the pre-electoral period, the campaign, on polling day, and its aftermath” (Norris, 2013, p. 564). One of the organizations Norris references as setting international conventions and global norms is the Organization of American States (OAS), which specifies more explicitly what constitutes a democratic election:

“The concept of democratic elections is defined in such a way that elections are considered democratic when they fulfill four basic conditions. First, elections must be inclusive, that is, all citizens must be effectively enabled to exercise their right to vote in the electoral process. Second, elections must be clean; in other words, voters' preferences must be respected and faithfully registered. Third, elections must be competitive, that is, they must offer the electorate an unbiased choice among alternatives. Finally, the main public offices must be accessed through periodic elections, and the results expressed through the citizens' votes must not be reversed” (Munck, 2007, p. 7).

So, the crucial question when it comes to introducing e-voting is: Does e-voting facilitate or endanger the democratic conduct of elections? Put differently, does e-voting increase, or decrease electoral integrity in the constituency, organization, or country where it is applied?

The aim of this paper is not to provide an empirical assessment to this question. Instead, we want to analyze the reasons the German institutional and legal framework, as well as political parties provide themselves as to why they remain mainly aloof to the idea of introducing e-voting in Germany so far. Thereby, we apply a more normative point of view and relate their arguments to the general debate about the potentials and risks of e-voting for electoral integrity. Before we move on to describe the methodology the next two subchapters will build the normative basis for the analysis by outlining normative chances and risks associated with e-voting and their consequences for electoral integrity. While the first will list and discuss chances of e-voting for electoral integrity brought forward in the literature, the second will focus on risks for electoral integrity associated with e-voting. Paragraphs within each subchapter will sum up the chances, respectively, risks, associated with e-voting and their potential to affect electoral integrity.


Chances for Electoral Integrity

The normative debate about the consequences of e-voting for electoral integrity does not provide a clear-cut answer as to whether voting and counting should be assisted by electronic devices. Overall, the arguments for and against e-voting can be regarded as an extension of the discussion of absentee voting in general (e.g., Brady and McNulty, 2011; Bryant, 2020; Nyhuis, 2021). Proponents of e-voting stress that especially the use of remote voting techniques and voting computers placed at locations, where people frequently go, could increase participation and therefore overall turnout in elections (Veit and Huntgeburth, 2014; Haque and Carroll, 2020). As a form of convenient voting, e-voting aims for making voting more comfortable for citizens (e.g., Herrnson et al., 2019). Consequently, they argue that e-voting has the potential to counter declining turnout trends (Kersting and Baldersheim, 2004).

Moreover, some highlight that e-voting could reduce turnout inequality more generally, as it tackles the existing turnout gap between those who regularly turn out to vote and those who are less likely to vote by providing new means and opportunities to bolster participation, especially of those underrepresented (Garnett and James, 2020). Also, remote voting from home or various public places makes waiting time in front of polling stations obsolete. Brady and McNulty (2011) provide evidence that the location of the polling station matters. Making voting more convenient by introducing e-voting modes therefore has the potential to reduce the turnout gap.

Furthermore, by using e-voting techniques, elections could become more accessible. In this line of thought, accessibility refers to a more inclusive process of voting (Loncke and Dumortier, 2004). Voting electronically could simplify the act of voting (Kersting and Baldersheim, 2004), especially in more complex voting systems where multiple votes need to be cast and computer systems can assist in keeping an overview. Making the act of voting more accessible to citizens could also speak to the principle of non-discrimination by increasing turnout among disabled or ill people, and citizens living abroad, or suffering from language barriers that prevent them from going to a regular polling station (Riera and Brown, 2003; Loncke and Dumortier, 2004). Thereby, elections could become more inclusive and fairer, and equality of participation could be improved, increasing electoral integrity overall.

Also, proponents of direct democracy expect that more convenient and accessible e-voting opportunities could improve citizens' active participation in politics more generally and enable them to decide on various political issues directly (Buchstein, 2004; Loncke and Dumortier, 2004). However, some researchers also acknowledge that the potential of e-voting to include some may at the same time exclude others, which lack the ability or devices necessary to vote electronically (for a similar line of argument see: Kersting and Baldersheim, 2004; Roseman and Stephenson, 2005). This phenomenon relates to broader debates about the digital divide (e.g., Veit and Huntgeburth, 2014).

Besides the strong participation and turnout argument, proponents of e-voting stress that e-voting could improve the accuracy and efficiency of elections. Elections could become more accurate by permitting voters to gain more information about voting options (Riera and Brown, 2003), as electronic devices can offer various additional information features not available in paper and pencil voting. This in turn might prevent mistakes and reduce the number of invalid or wrongly cast votes and lead to more accurate election outcomes (Karger, 2004; Germann, 2021 for Switzerland).

Moreover, e-voting has the potential to increase the speed of elections, as results can be easily aggregated electronically and do not need to be counted by hand. Also, archiving of votes could become easier and faster (Loncke and Dumortier, 2004). However, the latter argument is contested, as critics argue that results could also easily get lost electronically due to technical failures or manipulation (Haque and Carroll, 2020). And without a paper trail, reliable recounts become difficult. Beside increased speed, e-voting also allows for a more flexible ballot design that is open to last minute changes (Riera and Brown, 2003). Furthermore, many proponents argue that e-voting is more cost-efficient than postal ballots and regular paper and pencil voting (Veit and Huntgeburth, 2014; Garnett and James, 2020; Haque and Carroll, 2020). Therefore, proponents of e-voting believe that e-voting would lead to more efficient elections.

The arguments brought forward by proponents of e-voting, which mainly center around participation, turnout, accessibility, accuracy, and efficiency, paint a positive picture for electoral integrity especially regarding the inclusiveness and cleanliness of elections. However, there are several aspects that dampen researchers' and practitioners' enthusiasm, raising concerns about potential negative effects of e-voting for electoral integrity (e.g., Essex and Goodman, 2020). These concerns will be described in more detail in the next subchapter.



Risks for Electoral Integrity

One of the most frequently voiced concerns is security. Security issues concern the act of voting, as well as the counting and archiving of votes. On election day, concerns range from issues about clear authentication to ensure that one person does not vote multiple times and identity theft is impossible, fear of bot attacks or voter manipulation through advertising or deep fakes on the voting platform, digital voter suppression, hacking of voting platforms through domestic or even foreign actors, to technical failures that prevent citizens from casting their vote (Karger, 2004; Kersting and Baldersheim, 2004; Loncke and Dumortier, 2004; Mursi et al., 2013; Garnett and James, 2020; Haque and Carroll, 2020). Manipulation or technical failures can also affect the counting process or the process of faithfully archiving all votes in case a recount becomes necessary. If there is no paper trail from voting machines, how can those responsible for election administration ensure that the votes counted reflect the votes cast and have not been manipulated (Schryen and Rich, 2009; Haque and Carroll, 2020)? And even if there is a paper trail, how can we be sure that the printer did not malfunction at some point? Also, how can officials guarantee that no votes are erased from the system (Garnett and James, 2020)?

However, Willemson (2017) argues that paper-based voting procedures also suffer from security issues. Therefore, he concludes that in the context of paper-based voting “the feeling of security [is] based on historical experience rather than rational risk analysis” (Willemson, 2017, p. 295). Similarly, studies from the broader debate on absentee voting conclude that skepticism toward the correct count of postal votes is justified (e.g., Nyhuis, 2021 for the German case).

Nevertheless, the security concerns associated with e-voting lead to another unresolved issue concerning the trade-off between transparency and secrecy. On the one hand, the voting process must be transparent, meaning “[v]oters should be able to possess a general understanding of the whole process” (Mursi et al., 2013, p. 3). On the other hand, ballot secrecy requires that voting remains fully anonymous, so “[n]o one should be able to determine how any individual voted” (Mursi et al., 2013, p. 3). Ballot secrecy is a precondition to ensure free elections, where no coercion or vote buying can take place (Loncke and Dumortier, 2004). E-voting is often criticized for its inherent lack of transparency as the technical processes are not directly observable raising doubts about whether votes cast are recorded and counted as intended by the voter (e.g., Riera and Brown, 2003; Schryen and Rich, 2009). However, increasing transparency by providing receipts or confirmations about the successful electronic transfer of the vote create new risks for ballot secrecy, especially when i-voting is applied from private computers (e.g., Buchstein, 2004; Loncke and Dumortier, 2004; Veit and Huntgeburth, 2014). Countering this criticism, Willemson (2017) stresses that paper-based systems also fail to ensure full anonymity and transparency, as papers could also be traced back to individuals and no one can observe every single step from the act of voting until the final results are announced.

Concerns about security as well as secrecy and transparency translate into another severe issue associated with e-voting: a lack of public trust. Without public trust in the free and fair conduct of elections, election outcomes might not be accepted by the public, endangering the legitimacy of elections per se and the political system more broadly (for a similar line of argument see: Buchstein, 2004, p. 49). Indeed, an experiment by Bryant (2020) shows that the voting method influences voter confidence, where absentee voting is associated with significantly lower trust than in person voting. With absentee voting being on the rise in many countries, this has important implications for public trust in electoral outcomes.

Researchers argue that this issue is even more severe for e-voting than for postal voting (e.g., Pieters, 2010; for a contrasting view see: Willemson, 2017). Reasons for this are the security and secrecy concerns raised above. Many citizens worry about the security of their private information, as well as the correctness, verifiability, and reliability of the whole process if more technology is involved and many formerly visible steps suddenly become invisible to them (Karger, 2004; Essex and Goodman, 2020; Garnett and James, 2020). Especially, close election results might raise doubts about the correctness of the election if e-voting was applied (Buchstein, 2004). However, some researchers even argue that e-voting is more reliable as it reduces human errors in the process (Pieters, 2010). Nevertheless, Garnett and James (2020) highlight that security concerns can raise public distrust independent of whether they “are real or imagined” (Garnett and James, 2020, p. 119).

Another reason for public distrust of e-voting is the complexity of the processes involved. People must trust experts to evaluate the technological processes at work behind the scenes, as most citizens lack the technological skills to assess them themselves. Also, as mentioned above, e-voting requires general knowledge and the ability to use the web and electronic devices. Citizens lacking these skills might feel excluded and consequently might express even stronger distrust vis-à-vis e-voting. Even if only some people lack trust in e-voting to produce free and fair election outcomes, this is highly problematic for the political system (Buchstein, 2004).

Trust seems to be the key in the acceptance of e-voting among the population. If people are willing to accept the risks associated with e-voting as they are willing to accept the risks of paper-based procedures, trust in e-voting might grow over time and e-voting might improve the quality of democratic elections. However, if they do not accept and trust e-voting, introducing e-voting to democratic elections might endanger the legitimacy of elections even in long established democracies. In the same vein, Mursi et al. (2013) stress that “the lack of trustworthiness is the main reason why e-voting is not widely spread even though e-voting is expected to be more efficient than the current plain paper voting” (Mursi et al., 2013, p. 6).

In sum, concerns about security, secrecy, transparency, and the required skills for e-voting have the potential to pose a direct threat to electoral integrity by violating principles for democratic elections, like inclusiveness and cleanliness. Additionally, they have the potential to undermine public trust in elections, for example trust in the cleanliness of elections, and thereby question electoral integrity also indirectly. For this indirect mechanism to work, it is not of primary concern whether these issues are real or only perceived by citizens (Garnett and James, 2020).

Besides the risks discussed so far, there are several open questions that add to the debate about e-voting and its consequences for electoral integrity, involving questions about its implementation, regulation, and the ownership of hardware and software (e.g., Garnett and James, 2020; Loeber, 2020). A holistic approach to e-voting must ensure that democratic principles for elections are met at any step of the electoral process, also when it comes to the implementation and regulation of procedures, as well as ownership questions. Otherwise, they also have the inherent potential to undermine electoral integrity.

Lastly, one group of arguments raised by researchers that also indirectly affects electoral integrity is “the privatization of the voting process” (Buchstein, 2004, p. 54) through e-voting, in this case especially i-voting. These researchers highlight the symbolic meaning of voting at a polling station, as a kind of ceremonial procedure, which they argue gets lost when citizens vote at other public places or at home (Buchstein, 2004). Transferring the act of voting from the public sphere to the private sphere, they argue, reduces the visibility of election procedures, and hampers their verifiability by everyone, which in turn affects the overall quality of elections (Karger, 2004). Additionally, Veit and Huntgeburth (2014) outline that voting at a polling station makes voters aware of the importance of their vote, which might be degraded to a spontaneous decision when cast from home or any public place with internet access. However, as many risks brought forward in this subchapter, this issue applies not only to i-voting, but also to absentee voting in general.

Based on these normative considerations, societies and their governments have to evaluate whether they adopt modes of e-voting into their electoral processes or not. Before we take a closer look at the German debate, the following chapter provides a brief overview of the data used.




METHODOLOGICAL APPROACH

We base our case presentation on two different types of material: open-source documents and expert interviews with MPs. In seminal party literature, MPs represent the party in public office (Katz and Mair, 1993) and can therefore provide important information on a party's position. With their thematic expertise and their position within the party, our interview partners play a prominent role within the party in central office (Katz and Mair, 1993). In our opinion, the interviews are an appropriate proxy in this case because parties' election programs do not contain sections dealing with the digitalization of voting processes at the state or party level. Yet, voting on the policy program or deciding on leadership is a central aspect of will formation and decision-making that can be transferred into the digital sphere (for the party level see Fitzpatrick, 2021).

Combining open-source data with expert interviews enables us to highlight the development of the German debate and to provide background information to assess the future development regarding the introduction of e-voting in different settings within the German political system. Figure 2 displays an overview of important steps in the development of the German debate.
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FIGURE 2. Timeline of steps shaping the debate on E-Voting in Germany.


Open-source documents include rulings by the German Constitutional Court, reports provided by the Research Services of the Bundestag (WD) and a report by the Office of Technology Assessment at the German Bundestag (TAB). In addition to these general sources, we had a look at the party programs of all parties in the German Bundestag. As a result of the pandemic, parties had to move several processes of their decision-making processes online. Embracing these new, technology assisted paths and considering the urgent demand for digital solutions that surfaced during the pandemic in civil society, we want to portray how parties reacted to the challenges. The state and national elections held in 2021 provided a setting where parties repeatedly had to elaborate their ideas for a more digitalized Germany.

In addition to these open-source documents, we base our case presentation on expert interviews. Criteria for the selection of interview partners were their expertise in digital politics, their ability to speak on behalf of their party and their familiarity with the debate on electoral reforms. Consequently, we contacted the spokesperson on digital politics and the delegate to the electoral reform commission of all parties represented in the twentieth German Bundestag inviting them both at the same time to an exchange on electronic voting and electoral integrity. We did this for transparency reasons and in order to enable coordination between the offices of both MPs for each party. We were able to realize interviews with MPs of all governing parties and with MPs of one opposition party. For the social democratic party (SPD), the Greens (Bündnis 90/Die Grünen) and the liberal democratic party (FDP), we interviewed the spokespersons on digital politics, for the right-wing party AfD (Alternative für Deutschland), we interviewed the delegate to the electoral reform who also presides the party's program committee. The MPs of the Christian democratic union (CDU), the Christian social union (CSU) and the Left (Die Linke) declined our interview request or did not react to the initial email and the reminder.

The interviews were conducted between December 2021 and February 2022 (after the Bundestag election 2021 and after the government formation) digitally via MS Teams. We recorded and transcribed the interviews (with permission of the interviewees). The transcripts in German are provided as Supplementary Material to this paper. The interviews lasted for about half an hour each and were semi-structured following a list of questions covering institutional, normative, security, and political aspects of e-voting. The initial questions are included in the Supplementary Material.

We coded the interviews separately. Codes consisted of the above-mentioned normative principles: Accessibility, accuracy, efficiency and speed, cost, turnout, security, reliability and trust, transparency, and secrecy. We compared the emphasis MPs put on these principles and describe similarities and differences in argumentation in the following section. The interviews were conducted in German, the quotes were translated by the authors.



WHY GERMANY REMAINS ALOOF TOWARD E-VOTING AND WHERE WE MIGHT EXPECT CHANGE

The German electoral system allows citizens to cast their votes via mail. This mode of voting has experienced a rise in popularity. An expansion of convenience voting could meet voters' demands. Yet, Germany has a very strict law on data privacy and a recent survey suggests that a noteworthy share of citizens has doubts about the public administration's capability to handle their data responsibly and securely (Initiative D21, 2018). However, not only citizens doubt the public administrations' technological capabilities, but also politicians express skepticism and hesitancy toward electronic modes of voting, although to slightly varying degrees and for different reasons. But why exactly does Germany remain aloof to the idea of e-voting? In the following paragraphs and based on the open-source documents and especially on the interviews with the MPs, we identify five dimensions for the German political aloofness toward electronic voting. We will specify each dimension based on the normative considerations elaborated above and connect them to statements derived from the different sources. Sources are discussed in the following section jointly, because the Research Services of the Bundestag are by design an important source for MPs in exercising their duties. MPs we interviewed partly referred to the content of the reports by the Research Services, the report of the Office of Technology Assessment at the German Bundestag, or the ruling of the German Federal Constitutional Court. Hence, by connecting the information derived from these sources, we provide a comprehensive overview of reasons for the German aloofness.


Transparency and Secrecy

Article 38 of the German Basic Law defines five principles for the electoral process: general, direct, free, equal, and secret. Any introduction of e-voting has to meet the demands posed by these principles. In 2009, the German Federal Constitutional Court dealt with the compatibility of electronic modes of elections with Basic Law. Until today, this ruling is the foundation of German policy making in this regard. The court emphasized the public character of elections. Therefore, the public needs to be able to monitor all steps of the electoral process and to verify the compliance with Article 38. The ruling corresponds with the demand for transparency and the dangers of privatizing the voting act and thereby lowering its symbolic meaning described above. For the employment of technologically assisted modes of election, this poses a challenge: Technological procedures are complex and only a small share of the public is able to understand these procedures, i.e., read and verify codes even if they were public. Consequently, unless this criterion is met, the introduction of e-voting in national elections is unconstitutional in Germany. MP Rößner (Greens) highlights that the whole debate about e-voting in Germany cooled down and nearly came to a halt after this ruling.

In our interviews, all MPs pointed out the importance of transparent elections for legitimation and acknowledged the restrictions this ruling sets to the introduction of e-voting in Germany. MP Höferlin (FDP) mentioned the ambivalence between transparency and secrecy outlined above and pronounced his concern to tamper with the well-trusted and widely acknowledged German electoral process: In contrast even to other Western democracies, there is a large acceptance of electoral outcomes and the consequences for government formation. MP Höferlin's (FDP) fear is that a complex and technologically sophisticated e-voting process will provoke a decrease in public trust in the election outcome. Quite similarly, MP Zimmermann (SPD) emphasizes the beauty of simplicity of paper and pencil-elections: any concerns of a miscount can be easily overcome by a simple recount. Thus, even those MPs with a high interest and affinity for digital solutions have high regards for the paper-based German electoral process. They are very conscious about this fact and stressed it during the interviews.

The impact of the Constitutional Court's ruling was repeatedly reassessed and the German Bundestag has repeatedly dealt with the question of moving elections online (Wissenschaftliche Dienste, 2011, 2014, 2015, 2018, 2020). In 2014, the Research Services of the German Bundestag issued a report on experiences of e-voting in other countries and possibilities for the German context. Tapping on the issue of secrecy in accordance with Article 38 of the Basic Law, the paper draws on a ruling by the German Federal Constitutional Court regarding postal voting. The judges explained the importance of the generality of voting and that the principle of non-disclosure may be violated to a minimal degree in order to guarantee the general character of the election (Wissenschaftliche Dienste, 2014).

MP Glaser (AfD) pronounced concerns in this regard: He emphasized that it should be of interest to include those into democratic processes that are interested and that it should not be a goal to include anyone at any price. A scenario he painted was that of a crowd of people sitting in a Sushi bar on election day voting together. In his opinion, this would be disgraceful to the act of voting and violate the important norm of secrecy.



Accessibility and Turnout

As mentioned before, German citizens have the possibility to cast their vote as a postal vote—even without any further explanation. This mode already provides voters with more flexibility in casting their ballot. On the one hand, especially i-voting has the potential to increase this flexibility to create even more inclusive elections and to increase turnout and thereby increasing electoral integrity, by for example allowing disabled or ill people, as well as citizens living abroad to cast their vote in a convenient way. On the other hand, as described above, relying solely on e-voting has the potential to exclude those unable to handle digital devices and hence reducing the inclusiveness of elections and electoral integrity more broadly. This ambivalence is also acknowledged by MP Zimmermann (SPD), who points to the potential of e-voting for barrier-free elections, as well as to the importance of digital literacy to participate in fully electronic elections. MP Zimmermann (SPD) and MP Höferlin (FDP) caution that the mode of casting a ballot needs to be easily usable by everyone. In the same vein, the Research Services of the German Bundestag point out that based on Article 38 of the Basic Law, online-only elections violate the requirement of generality. Therefore, e-voting could only provide an additional mode of casting the votes. The MPs we interviewed agreed that e-voting might provide an additional convenient way for citizens abroad or citizens with a physical impairment to cast their vote. Regarding young voters, MPs doubted a beneficial effect for turnout in young voters' cohorts. MP Zimmermann (SPD) doubts that the format or mode of casting a ballot is decisive for people's decision to turn out to vote.

A report by the Research Services of the German Bundestag dealt precisely with causes of and solutions for a decreasing turnout. Part of the report discusses the introduction of e-voting in elections. While it also refers to the seminal ruling of the Constitutional Court, the main reason why it dismisses e-voting are security concerns nurtured by the experiences in other countries (Wissenschaftliche Dienste, 2015). These issues will be further discussed below.



Efficiency and Speed

E-voting is often regarded a cost-efficient solution for elections. However, being asked about his view on this argument, MP Zimmermann (SPD) argues that the costs of e-voting will not be lower than those of paper and pencil procedures. Thereby, he points to high expenses for technology, software, and training. He also emphasizes that the costs of elections are very small compared to other areas of government spending. MP Rößner (Greens) even argues that the question should not be about cost-efficiency in the first place, as she also expects e-voting to induce high costs, but rather about whether turnout can be increased and the act of voting does not lose its symbolic meaning, an argument that will be elaborated in more detail later in this paper.

Elections in large democracies are a complicated process and determining the results takes hours at best, if not days or weeks until the final outcome is verified. Technology can speed things up. By automating the counting and transmitting the results from each polling station to the election administration, for example, reliable results might be gathered more quickly. While the ruling of the Constitutional Court established considerable barriers for the introduction of e-voting in Germany, it also provided suggestions. One of these suggestions is highlighted in the report by the Research Services of the German Bundestag (Wissenschaftliche Dienste, 2014): Voters might be provided with a printed receipt that verifies their vote. These receipts should be submitted, e.g., at the polling station. The collection of all receipts provides an opportunity to verify the election result and to eliminate doubts about the accuracy of the results. MP Höferlin (FDP) pointed to these forms of electronic support:

“The counting of the ballot papers is then conducted electronically and as realized in the census, you just count a certain percentage by hand, in randomly determined polling stations in order to compare the results and also have the possibility to recount” (interview with Höferlin, 2022, January 18).

MP Höferlin (FDP) thinks that this electronic support would be especially beneficial in elections at the local level where voting is complicated because one citizen has more than one vote and the possibilities of accumulating or splitting their vote.

“In my opinion, this would be an intermediate step, which at least for now would be much easier to implement, would massively accelerate the election process” (interview with Höferlin, 2022, January 18).

However, he also pointed out that it might be more difficult to secure technical systems against failure, while the German law knows pragmatic and effective solutions to keep elections running if e.g., personnel is missing on election day.

MP Rößner (Greens) agrees that the complexity of local elections already leads to a high share of postal voting in these elections, yet she expresses her doubts that a technical solution would fully solve this problem.

MP Glaser (AfD) sees great benefits in on site voting machines and refers to the experience at party congresses. Results can be generated quickly and in controversial points with an unclear majority the employment of electronic devices is helpful to determine the outcome of a vote. He also argues that voting machines can reduce human errors and manipulation during counting.

MP Zimmermann (SPD) is more skeptic about the employment of voting machines. He explains this with his visit of polling stations in the US and his observation that the act of voting and the electoral process itself became an arena for politics and controversies. He states that this is fortunately not the case in Germany, where the election process and result is largely uncontested. MP Zimmermann (SPD): “It might come unexpected that the digital politics spokesman of his party who otherwise calls himself an internet optimist, is a completely conservative fan of paper and pencil when it comes to elections” (interview with Zimmermann, 2021, December 9). This leads to the norms of election security and accuracy.



Security and Accuracy

The security of the electoral process is a major concern when it comes to the introduction of e-voting, especially relating to the principle of cleanliness when it comes to electoral integrity. This concern includes the manipulation of elections at different points throughout the process, displaying the correct options, saving and transmitting the correct vote, aggregating the votes correctly etc. Along with transparency, security is the Achilles' heel of e-voting and is related to the norm of accuracy. While security refers rather to the risk of manipulation and bad intention, inaccuracy may also be a side effect of negligence. Nevertheless, both can pose severe dangers for electoral integrity.

Concerning security, the Constitutional Court states in its ruling that the manipulation of software and hardware has to be eliminated beyond doubt so that the principles of voting, especially the principle of equal votes, are respected (Bundesverfassungsgericht, 2009). The electronic voting system presents a vulnerable point for the legitimation of the democratic system. Enemies from within and from outside the country may attempt to hack the system and alter the election results. MP Zimmermann (SPD) stresses that “every system can be hacked” (interview with Zimmermann, 2021, December 9). However, he also acknowledges that postal ballots as well have an inherent potential for manipulation, which mirrors an argument brought forward in scientific debates about e-voting. MP Glaser (AfD) went even further and questioned the constitutionality of voting by mail out of convenience if no illness or disability prevents the voter to go to the polls.

MP Höferlin (FDP) is optimistic that a technical solution can be implemented to prevent any such form of manipulation. He adds however that merely the rumor of a manipulation is enough to deteriorate the legitimation of the election. Combined with shortcomings in the transparency of the technological implementation of the election this has a severe impact on actual and perceived electoral integrity. MP Glaser (AfD) expects interference from forces outside the country, however, points out that other critical situations like a patient's health at a hospital are also digitalized.

MP Zimmermann (SPD): “Yes, I think a safe online election is technologically possible, but an online election offers great gateways for disinformation campaigns, for delegitimization of a ballot, because it is easier [to seed doubt]” (interview with Zimmermann, 2021, December 9).

In terms of accuracy, the report by the Research Services of the German Bundestag (Wissenschaftliche Dienste, 2014) points out that the visual design of ballot papers and the ballot screen have to be identical. This is especially important for candidates in the bottom segment of the ballot: they need to be visible without the necessity of scrolling. This identical display of voting options is, therefore, an absolute condition for accuracy. Another important aspect in this regard is the elimination of multiple votes—online and offline. Research Services (Wissenschaftliche Dienste, 2014) refer to Karpen (2005) and suggest an electronic electoral register that is constantly updated and marks voters that cast their vote online in order to inform personnel in the polling station that this voter is not eligible to cast their vote again. This debate is inseparably related to the debate of voter identification. In our interviews, this point was especially stressed by MP Höferlin (FDP) who explained that a safe and secure authentication of voters is a condition for any further step in the process. He referred to Germans' hesitance to use E-ID cards which could provide a secure authentication of voters. This hesitancy was also mentioned by MP Zimmermann (SPD). MP Rößner (Greens) also sees this lack of digital authentication, however, she also describes the danger of compromising the secrecy of voting and connects this aspect to the larger debate of the right to remain anonymous online—something the Greens stand up for. She also pointed out that e-voting might reduce errors and lead to more correct results, as the software can help voters to keep track about the number of votes cast, which is especially useful on the communal level in Germany where voters can cast many votes. However, she also stresses that is must still be possible for voters to intentionally cast an invalid ballot as a free expression of one's opinion.

MP Rößner (Greens), MP Höferlin (FDP), and MP Zimmermann (SPD) mostly refer to concerns regarding manipulation by forces from abroad in connection to e-voting and therefore stress the benefits of paper ballots. In contrast, MP Glaser (AfD) connects the danger of manipulation and inaccuracy of counting votes rather to the current system of paper and pencil-voting. He points out that human error or politically inspired bad intention are a danger and on site voting machines would provide a benefit eliminating these causes of flaws in vote counting. Public concerns about security endanger electoral integrity and the legitimacy of elections, as they have the inherent potential to undermine public trust. MP Rößner (Greens) agrees in this regard that acts of manipulation, only perceived ones as well as real ones, have the potential to undermine public trust.



Reliability and Trust

The extraordinary importance of creating reliability and trust becomes evident through the seminal ruling by the Constitutional Court that rules out e-voting if the criterion of transparency and traceability of the electoral process to the public is compromised. All MPs we interviewed agreed with this perception. As mentioned above a lack of public trust has the potential to indirectly endanger electoral integrity as well. MP Höferlin (FDP) described the public acceptance of e-voting as his biggest concern and stressed that the German system has implemented mechanisms to secure reliability and trust:

“We have a lot of volunteers on the ground who count the votes. As a rule, the election officers pay extreme attention to the fact that different political parties are involved in the counting. So that there exists a quasi-mutual control of the political forces in Germany– right from the beginning and because that is just so easy to understand, there is usually little to no doubt about the election result in Germany in the public” (interview with Höferlin, 2022, January 18).

Furthermore, he argues that the complex and largely invisible processes involved in e-voting require voters to delegate the inspection of voting processes to experts. Consequently, voters need to trust experts to verify the free and fair conduct of elections, creating a different type of trust and legitimation for election results. It turned out that all three MPs who function as digital spokesperson of their party [Höferlin (FDP), Zimmermann (SPD), Rößner (Greens)] declared that despite their overall enthusiasm about technological advance and digital solutions they remain very skeptic, even more so than others in their parties toward e-voting. The simplicity, traceability, and the option for recounts of the paper ballot procedure is seen as a stable source of trust in the election outcome. All four MPs pointed to the elections being the backbone of democracy. MPs Höferlin (FDP), Rößner (Greens), and Zimmermann (SPD) referenced the symbolic meaning of going to the polls for democracy, while MP Glaser (AfD) refused the term “symbolic” but rather referred the danger of “trivialization of the vote” (interview with Glaser, 2022, February 8). Voting-by-click was perceived as almost ungraceful by some. Zimmermann (SPD) refers to elections as the “High Mass of democracy” (interview with Zimmermann, 2021, December 9), a phrase commonly used in German media reports on elections. The danger of losing the symbolic meaning of voting, or, respectively, trivializing the act of voting, and thereby devaluating voting as the High Mass of democracy and the almost ceremonial act of going to the polls on election day, was a strong concern for all our interview partners. This is especially interesting, as this aspect is discussed rather casually in the literature compared to issues related to security, transparency and public trust. So, while most of the arguments and concerns brought forward in the documents and interviews discussed in this analytical part mirror the chances and risks from the theoretical literature on the topic, the symbolic meaning of the act of voting seems to be especially prevalent to political parties when discussing the introduction of e-voting.

In our interviews, MP Rößner (Greens) stated: “I wouldn't underestimate this. You deal with it appropriately and yes, this is an act, of course also it means a threshold, but at the same time it means a bit of this awareness that it is also a right to vote, perhaps also a civic duty” (interview with Rößner, 2022, January 6).

Similarly, MP Zimmermann (SPD) described: “There are still many people in our country who dress up on election Sundays and they go to the polling station, they take their children there. Children sometimes find this fascinating. And then you go to the voting booth, and you make your cross, it's kind of something special to throw this ballot paper into the ballot box” (interview with Zimmermann, 2021, December 9).



Laboratories for Change

All the above-mentioned points in mind, it is very unlikely that Germany will introduce any form of e-voting in public elections in the near future. Considering the concerns voiced by political parties, as well as the legal and institutional constraints that characterize the current situation in Germany, concerns about the potential of e-voting to decrease electoral integrity directly, as well as indirectly, seem to dominate the debate. Yet, there are areas that experience a digitalization that could lead to a more experienced German public. This might trigger a reinterpretation of the aspect of transparency, which is critically emphasized in the ruling by the Constitutional Court. The report published by the Office of Technology Assessment at the German Bundestag 10 years after the seminal ruling by the Federal Constitutional Court (Kind and Bovenschulte, 2019) for example points to other electronically held elections in Germany, i.e., elections to executive boards of clubs, academic senates etc. In these elections, e-voting is expected to become more frequently used.

Additionally, the COVID-pandemic forced the increase of online-conferences not only for businesses but also for political parties. However, the German Bundestag has dealt with the possibility of online party congresses long before the pandemic. In 2011, the Research Services of the German Bundestag commented on virtual party congresses held since 2000 by some German parties (Wissenschaftliche Dienste, 2011). The report draws connections to the assemblies of other organizations of civil society and saw the possibility to hold party congresses online. The Basic Law and the specifications of the German Party Law lead to certain limitations. Art. 21 of the Basic Law says parties' internal structure must comply with the democratic principles. This transfers the application of the election principles of Article 38 of the German Basic Law to parties. Therefore, the argument of transparency is essential for elections within parties as well. This aspect is not properly reflected in the report of the Research Services (Wissenschaftliche Dienste, 2011). A second report issued in 2020 considers this limitation and concludes that party congresses where elections take place are in line with the constitutional framework, since the strict limitations only apply for parliamentary elections. The report, however, also points to a resolution by the Bundestag's committee on inner affairs which regards online elections as unconstitutional and suggests a two-step procedure, where an online election is the first step and a postal election on the same matter is a confirmatory second step (Wissenschaftliche Dienste, 2020, p. 8). The report also points to a gap in law-making that clarifies elections during online party congresses (Wissenschaftliche Dienste, 2020, p. 4). In our interviews, online party congresses were brought up by the MPs as well. MP Rößner (Greens) distinguishes between votes on matters like party programs and the election of party leaders. While the election of individuals should not be an act of e-voting because of controversies and possible recounts, the vote on issues may be very well an online-only procedure. MP Höferlin (FDP) agrees and argues that the election on positions is much more controversial and votes on aspects of the program or other issues have never been a close call in his memory. However, he admits that he can imagine that some members might file a proposition for a non-electronic vote in controversial debates.

The coalition treaty signed by SPD, FDP, and Greens includes a paragraph on the reform of the Party Law (SPD et al., 2021, p. 10–11):

“We want to bring the Law on Political Parties up to date and, in particular, enable parties to conduct digital decision-making and, within the framework of constitutional limits, digital elections. This shall involve all parliamentary groups.”

Apart from these forms of online participation, the coalition treaty discusses a revision of the Law on Works Councils where online elections shall be preliminarily introduced and tested. Additionally, there are also other arenas where e-voting could be applied in Germany. MP Zimmermann (SPD) referred to his experience with neighborhood voting in Seoul and stated that he could imagine applications of e-voting to enhance elements of direct democracy on the neighborhood level in Germany as well. According to him these low-level applications could help to gain experiences with e-voting in a low-risk environment, where potential technical failures or manipulation do not exert the same potential to endanger political legitimacy as when they occur on higher political levels. As already mentioned above, MP Höferlin (FDP) could imagine applying technological support to the process of counting, as long as verification via paper trails is still possible. MP Glaser (AfD) was positive toward using voting machines at polling stations. According to him, these systems should then be under state supervision.




CONCLUSION

This paper had two intentions: Connecting e-voting with the debate on electoral integrity and explaining the German aloofness toward e-voting. We provided an overview of chances and risks associated with e-voting in terms of enhancing or deteriorating electoral integrity. Important normative considerations include transparency and secrecy, accessibility and turnout, efficiency and speed, security and accuracy, and reliability and trust. These dimensions structured our analysis of the German case. We based our analysis on open-source documents which included the seminal ruling of the German Federal Constitutional Court, reports by the Research Services of the German Bundestag, a report of the Office of Technology Assessment at the German Bundestag, election programs from all parliamentary parties, and the coalition treaty of the current government. Additionally, we conducted expert interviews with spokespersons for digital politics from the FDP, the Greens, and the SPD and the former delegate to the electoral reform commission from the AfD. This combination of sources enabled us to portray constitutional, technological, security and cultural reasons for the German aloofness toward e-voting in elections. While the seminal ruling of the Constitutional Court is widely considered to restrict e-voting because of the comprehensive definition of the requirement of transparency, it is to be emphasized that the court does not regard e-voting itself as unconstitutional. With an increase in general digital literacy, the requirements for transparency might be met at some point in the future. Until then, online authentication in Germany is an immediate requirement to ensure the accuracy of e-voting. In addition, technological solutions for the realization of e-elections need to be implemented and tested to ensure secure elections. While all of these reasons for the German aloofness toward e-voting can be lifted by technological advancement and experience, the cultural aspect seems to persist: elections as the High Mass of democracy hold a moment of symbolic meaning for some, a moment of democratic dignity for others. While we find differences in the explanation, the MPs we interviewed rejected i-voting. On site e-voting does not experience the same rejection, yet, is mostly seen critical when it comes to transparency and security by MPs of the governing parties. Clear benefits of on site e-voting in comparison to the current system was only pronounced by the MP from the opposition party. Over all, this high regard of the electoral process as an almost sacred moment seems to be the ultimate reason for German hesitancy toward e-voting. However, this is not mirrored in the current literature on e-voting. Regarding the normative dimensions derived from the literature, Table 1 provides a summarizing overview on party positions concerning the introduction of e-voting.


Table 1. Summary of parties' positions on E-Voting in Germany based on expert interviews.
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We were also able to identify areas for change which include mainly intra-party decision-making and decision-formation in civil society. The coalition treaty signed in December 2021 entails some suggestions where we might expect digitally supported procedures of will formation and decision making.
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